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Background

Essential services are becoming more intertwined with network technology as time
passes. Banking, voter registration, and health information are all now available online. This
trend will only continue, greatly increasing the importance of effective network security.
Network security is the combined techniques and technologies that are used to prevent malicious
actors from accessing and/or modifying private data (Li and Liu, 2021). Viruses, worms, trojans,
ransomware, and direct hacks are all examples of these malicious actors (Jain, 2014). Anyone
using networked technology for important tasks is trusting in the defenses they have and that the
service they are using will prevent hackers from affecting them negatively.

This summer | participated in a research internship with Noblis on determining the
amount of time, money, and researchers needed to develop adaptive moving target defense
(MTD) into an effective network security mechanism. Noblis is a non-profit government
contractor based in Virginia that does technical research in several different areas, including
computer vision, system simulation, forensic investigation, and many more (Noblis, 2016). They
also do independent research projects, my internship among them. As a government contractor,
Noblis has potentially sensitive data on their networks, making security a particular focus. As a
potential area of research, adaptive MTD caught their interest. With prior examples of MTD
research, adaptive MTD seemed like a path Noblis could go down without much effort. But
should they?

Society depends on trust (Lewis and Weigert, 1985). Currency, laws, and politics in the
US cannot work without trust. Money holds no inherent value beyond the worth of its materials,
yet we trust the government to uphold the stated value, which allows for the economy to exist

beyond barter (Carruthers and Babb, 1996). Laws are not an intrinsic part of the world, and any



weight they hold comes about because of trust that the stated consequences will be upheld. We
trust our representatives to act in our best interests and vote for them in elections as a result. All
these key parts of society are dependent on trust. Services that provide vital services through the
internet are in many ways even more dependent on trust than similar services in reality. Online
banking depends on trust in the provider and their defenses against attacks. If anyone could break
through online banks defenses, then nobody would use them for fear of losing all their money
(Twum and Ahenkora, 2012). As such, the effectiveness of network defenses and the peoples
trust in these defenses has a major effect on social trust, especially as we integrate more vital
services into the internet. Although adaptive MTD has the potential for great good if used
properly, it also has the potential for great evil if it is not. As such, | want to research the effect
of the development of adaptive MTD on social trust in the US, social trust being defined as a
belief in the reliability, honesty, and integrity of others (Taylor et. al., 2007). We have the
capability to develop Adaptive MTD, but would it be more helpful or harmful overall?
Adaptive Moving Target Defense

Depending on how a network is configured, there are different ways that hackers can attack.
For example, a computer linked to the internet is more easily accessible by an attacker than one
solely connected to an internal network. The attack surface of a network is defined as the system
resources exposed to attackers, which includes communication ports, publicly sourced software,
and component vulnerabilities (Zhuang et. al.). Networks can be configured in different ways with
equal efficiency on the same devices. The idea behind MTD is that by generating new
configurations that are equally efficient, attack surfaces can be regularly changed by cycling the
network through these different setups (Zhuang et. al., 2014). Research has been done on the

adaptive use of many network defense mechanics, but MTD was not included (Atigetchi et. al.



2003). As such my research internship was created to determine how difficult it would be to
implement adaptive MTD.

The benefit of MTD is that it reduces the inherent advantages attackers hold. Attackers
will always have the ability to study networks they mean to attack and to choose the time of
attack for their maximum benefit. MTD regularly changes the network, meaning that studying
the network will only help until the next shift. This means that attacks take more time and are
more likely to trigger defense mechanisms, which means that the overall attack is less likely to
succeed. Additionally, MTD can be combined with other security methods for greater overall
ability (Alavizadeh et. al., 2021). However, nonadaptive MTD has the disadvantage that it does
not take the attacker into account when it shifts. Adaptive MTD seeks to overcome this weakness
by including the feedback from other defense mechanisms into its inputs (Cho et. al. 2019). For
example, if a firewall goes off as a result of an attacker trying to infect a computer, the adaptive
MTD will trigger a shift to a configuration in which the potentially infected computer is shifted
away from the attack surface, preventing the attacker from continuing that avenue of attack.
While this has the potential to greatly increase the security potential of MTD, we do not know
the tradeoffs in terms of the ease of use of networks where adaptive MTD is implemented. Thus,
my internship involved working on simulating the effects of adaptive MTD on a network in
terms of security and ease of use.

If adaptive MTD can be broadly implemented, it could greatly increase the difficulty of
network attacks. This in turn would increase the trust people have in network defense methods,
increasing social trust. But this is only one potential outcome. Alternatively, adaptive MTD is
implemented and no one beyond security enthusiasts even notices. Overall, a nonimpact on

social trust in either direction, which would still be a positive outcome, but less of one than the



first outcome. Finally, hackers could figure out the algorithms adaptive MTD uses and attack
systems in such a way that the shifts in network help the attackers instead of hinder. This does
not seem likely, but if it occurred it would be a massive hit to trust in network security, which
could have massive negative effects.
Network Security in Society

Network security is an important field that shifts constantly, especially now as
technology is integrated into more of our lives. Jain and Shirvastava (2014) wrote about the
different types of cybercrime, including malicious code, denial of service, cyberstalking,
financial crimes, and more (Jain and Shirvastava, 2014). In 2022, when autonomous vehicles are
transitioning from science fiction to reality, the damage that hackers can do has only gotten
greater. Infrastructure that includes the metro, traffic systems, and airports are controlled via
networks. Hospitals rely on networks to receive and transmit signals to and from medical
equipment, as well as for storing and transferring medical data. The stock market does not rely
on a network, it is a network in and of itself, and is inherently vulnerable. Manufacturing can be
greatly impacted by cyber-attacks (Giehl et. al., 2019). Email, social media, and news sites are
all based on the internet. Productivity, the economy, personal data, and even lives are all
potentially under threat if network security is not upheld. According to Yuchong Li and Qinghui
Liu (2021) cyber warfare can include government systems being overthrown and the initiation of
physical warfare (Yuchong and Qinghui, 2021). Additionally, cyber-attacks are increasing over
time, making network security a greater priority (Werner et. al., 2017). | cannot stress the
importance of effective network security enough. However, there are always tradeoffs between

defense and ease of use.



There are methods for evaluating the results of MTD’s, but not for how to evaluate their
knock-on effects (Xu et. al. 2014). I intend to use the actor-network theory to evaluate these
effects. Actor-network theory defines each actor impartially, whether they are human or non-
human, and whether they act through social, natural or technological means (Lepa and Tatnall.
2016). Actor-network theory transitions through four main phases, starting with designing
technology with certain values and goals in mind, not necessarily consciously. Then, humans
delegate work to the technology. Next, the technology constrains human actions in accordance
with its program of action, enforcing its purpose. Finally, technology shapes society in how it
affects the world, discriminating against those who cannot or will not work in line with its goals.
In my actor network | have users and hackers as human participants, and services and security
methods as nonhuman participants. We inscribe the goal of the transfer of information into
services, and the authorization of allowed requests and denial of nonallowed requests to security
methods. We delegate the transfer of information between people to services, instead of our
previous methods of writing down information, mass producing said writing, and conveying the
information to the larger populace through physical means. Security methods act to enforce the
prescription that users and hackers will only access authorized information, and in doing so
discriminate against hackers.

Research Question

My research question is what is the impact of adaptive MTD on social trust? This
question is important to determine whether developing adaptive MTD will have positive or
negative impacts on its users, especially as the trends of further integration of technology
progress. | intend to use a combination of surveys and articles as my research sources (Ponto,

2015). The surveys will include the questions of how safe college students think online banking,



online voter registration, and online health records are on a scale from 1 to 5 as well as whether
new network defense methods make them feel better or worse about their previous answers on
safety. | will investigate research articles on social trust and network defense to see the
correlation between the two, such as Baki, et. al.’s work (Baki et. al., 2020), and how social trust
can be measured to gather data on social trust from my surveys. This will let me gather data on
trust in online services, trust in new defense methods, and measures of social trust. By creating a
scatter plot of the combined trust in network defense methods and the combined social trust
scores, | can measure the trend to find out whether there is a positive or negative correlation
between the two overall categories (Interpreting Scatterplots, 2022). Further research would be
required to determine which is the cause and which is the effect (Statistics, 2022), or what other
factors need to be considered, but it should give a general basis for whether adaptive MTD
would have a positive or negative impact on social trust.
Conclusion

In conclusion, we do not currently know the effect that the development of adaptive
MTD will have on social trust. As the possibility exists, it is important to put research into the
matter to limit the effect of unintended consequences. If the results of the research are that
adaptive MTD will have a positive effect on social trust, it increases the reasons to develop it,
whereas if it is negative effort should be put into researching why this is the case, and how to
prevent or work around the issue. If it is a neutral effect, then there will not be an increase in
reasons to develop adaptive MTD, but neither will there be a decrease. The expected results of
this research are a positive or neutral correlation between the development of adaptive MTD and

social trust.
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