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Abstract

Building a modern software system has increasingly become a complex and difficult to manage task.
Typical software development systems involve dozens of tools to assist the programmer in building
secure and robust programs. Many of these tools perform detailed analysis, collecting large amounts
of program metadata to better understand the program and improve it. Unfortunately this metadata
is often discarded immediately after the tool is finished running. By saving, organizing and making
such metadata available across the software development toolchain, software developers can build
new tools and improve existing tools with ease. To achieve this goal, this work presents Metaman,
a system for metadata storage and retrieval. Metaman allows any tool in the toolchain to submit
and query metadata about the program, avoiding duplication of analysis and saving data that was
previously discarded.

An important class of tools with specific metadata needs is the set of run-time tools. Many high-
level programing environments offer robust built-in run-time systems to assist the programmer with
features such as security models and run-time introspection. For applications created using lan-
guages without such features, Software Dynamic Translation (SDT) systems have been introduced
to allow these features to be applied to arbitrary programs. However, because these SDT-based
tools operate at runtime, lengthy analysis phases can negatively effect application performance. To
validate the value and utility of maintaining program metadata across the software development
toolchain, the research demonstrates how ubiquitous program metadata can be used to provide the
ability for SDT systems to improve the performance, security, and program understanding without
the need to do costly analysis at runtime. These improvements show the benefits of ubiquitous

availability of metadata for SDT systems as well as other tools in the development toolchain.
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Chapter 1

Introduction

In 1952, Grace Hopper wrote the first automatic compiler, for the Arithmetic Language, version 0
(A-0), to make it easier to abstract algorithmic programming across the specifics of hardware [63].
Hopper describes A-0 as a system to abstract away the details of programming, moving more of
the work from the programmer to the computer. A-0’s tools included pre-compiled subroutines that
could be “translated and placed” into the program. The symbolic subroutine resolution and lookup
offloaded the work of manual table lookups used by programmers. These tools are the basis for
the underlying components of modern software development, specifically linkers and assemblers.
Later in 1957, John Backus and his team developed the FORTRAN compiler, whose syntax was
wholly disconnected from the syntax of the underlying machine language [49]. The “FORmula
TRANslator” allowed the programmer to write purely mathematical and logical statements, and
have them translated into the specific machine language independently. These linkers and compilers
created a basic set of tools allowing programmers to be more productive.

By the 1970s, the UNIX™operating system was developed along with the C programming
language. As compilers and related software tools progressed, the properties and requirements of a
compilation system have been formalized. However, the fundamental goal has remained: to abstract
the details of the specific hardware while maintaining a high-level of performance, security, and
reliability. These early software development tools paved the way for general-purpose programming
and the field of software engineering. Hopper’s original goal of moving the repetitive work of

programming from the programmer to the computer has resulted in a robust set of tools for software
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development, and as a result, more complex and valuable software.

The robust base of UNIX™and UNIX-like tools has given rise to a rich software ecosystem.
Ever-advancing hardware and software tools have allowed programmers to build applications that
are more feature-rich and larger than ever before. This ecosystem is being driven by a number of

important trends:
e improved language features,
e improved run-time systems,
e shorter release cycles, and
e more advanced hardware.

Improved language features have played a major role in how software is developed. Advanced
features such as garbage collection, dynamic code loading [111], reflection [116], and exception
handling [111] require more robust components operating at run-time. With a larger set of run-
time features, many parts of compilation have been deferred until run-time. Due to byte-compiled
languages like Java and C#, software development tools have increasingly been built to interact
while the program is running, resulting in Just In Time (JIT) compilation. JIT compilation interprets
byte code, and only “hot” code is translated into machine code and optimized.

The next important trend applies to applications written in languages without such heavyweight
run-time libraries such as C, C++ and Fortran. These applications can take advantage of run-time
based security and performance advancements using software dynamic translation (SDT). SDT
systems provide a runtime to native binaries which allows each instruction to be examined before
being executed. With this ability, SDT systems are the basis for many tools such as profilers [77,
85, 131], dynamic optimizers [10, 20, 125], and security policy enforcers [65,71].

Because it has become easier to add new features, and security concerns have made bug patches
common, the release cycle of many applications has progressively shortened [14]. The short turn-
around time from one version of an application to the next forces developers to automate the devel-

opment process as much as possible.
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Figure 1.1: Basic Toolchain Figure 1.2: Modern Toolchain

Finally, while hardware seems to have reached a “clock-speed” plateau, Moore’s law still ap-
plies. Moore’s law states that the number of transistors on an integrated circuit doubles approx-
imately every two years. To improve hardware performance, new features, rather than increased
clock rate is making the hardware/software interface more complex. To support these new fea-
tures, hardware relies on the software development toolchain. For years, hardware designers have
leveraged Moore’s Law to increase the amount of work done in a processor per clock cycle, and to
increase the number of pipeline stages to allow for shorter clock cycles. This results in higher clock
rates. Increasing clock rates reached the point of diminishing returns for overall system perfor-
mance. Therefore, hardware designers have been forced to redesign processors to incorporate new
features to achieve improved performance. Many of these features, including multicore, instruc-
tion bundling [42,79], and register windows [68], require the support of the software development
toolchain. For applications to take advantage of these hardware features, the toolchain must emit
code that utilizes them.

Software developers have been able to meet the challenges of those trends due in large part to the
tools that have helped them manage and understand the software they write. The de facto standard in
building software continues to be based in the UNIX tradition of a series of stand-alone programs.
Each of these programs takes a well-defined file as input, and outputs another file in the format
expected by the next tool. Figure 1.1 shows the traditional UNIX software development toolchain.

The process starts with the programmer’s source code, which is lexically analyzed and parsed by
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the compiler, which then emits the resulting assembly code. The assembler takes the assembly file
and then generates an object file that contains the actual binary instructions. Finally, the linker
combines the object files with the necessary libraries to create the executable. The executable can
then be run in conjunction with the run-time system.

There are many variations on this basic theme. For example, some languages require a pre-
processor, others defer linking until the program is loaded into memory just before execution. The
average programmer does not need to be exposed to the the specific steps necessary to translate
their source program to a binary. To simplify the process, the majority of developer tools such as
the GNU Compiler Collection, gcc, will invoke all of the programs listed above with a single com-
mand, with intermediate files created and then deleted by gcc itself. All of these tools are highly
modular. They each work on an input and output format, and for the most part, do not interact with
the other tools—instead they ensure compatibility by conforming to the output file format.

Programming language and compilation researchers continue to build small, stand-alone tools
to improve individual aspects of the program. As a result, most software developers use a large
number of mostly-independent tools which result in a powerful, yet disorganized toolchain. Fig-
ure 1.2 shows a more current landscape of software development. Many tools interact to build the
software. However, the flow of building an application is obscured by the large set of tools required
to properly build the application. Optimizers are linked in to the compiler to improve performance
without altering semantics. Software engineering tools such as code repositories [29] and unit tests
are included to track how the software changes over time and ensure any such change does not
introduce new bugs. Static analysis tools have been added to the toolchain to ensure statically
verifiable properties of the code, such as basic lock correctness and simple memory management
properties [12,56].

The set of necessary tools has become sufficiently complex that working with each tool individ-
ually has become difficult. To address this problem, integrated development environments (IDEs)
have created a unified interface to the set of software development tools. Modern IDEs such as
Eclipse [122] and Visual Studio [67] offer programs a wide set of tools to improve, understand,

alter, document, and debug their code. Some of the tools integrated into the IDE are inherent to the
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particular IDE. Other functionality can be added with “plug-ins”—dynamically loaded code that
runs within the IDE to provide additional functionality. Finally, some of the tools are launched by
the IDE as sub-processes, such as external visualization software or static analysis tools. The IDE
offers programmers a single interface to their tools, making it easier for programmers to understand
and navigate large projects. While IDEs provide a unified view of the tools being used, for the most
part they do not offer a unified system for handling a vitally important resource: Data about the

program, also known as program metadata.

1.1 Program Metadata

While the UNIX tradition of small programs that perform a single function offers an important
benefit of being able to separate concerns and swap out programs for similar ones, it also has a
significant disadvantage. Because the tools themselves are independent, they often redo work al-
ready performed by a previous tool. Many tools operate by doing some analysis on the program—
gathering data about the program (metadata) by creating an abstraction of the program to eliminate
the unnecessary details for that tool. The tool then performs some action using the metadata to
either improve the program or document a feature of the program. To save the information gath-
ered by the tool, either a change must be made to the output format to store the information or an
otherwise innocuous annotation must be added. Overcoming such hurdles can be difficult. Debug-
ging information is currently the most widely used metadata for programs, and early debugging
research focused more on LISP where a program interpreter was available [40]. To handle such a
problem in compiled languages debugging formats such as DWAREF [35] were introduced. When a
compiler uses DWAREF, it emits an annotation into the assembly, which the linker loads into a sep-
arate section. Any other tool subsequently altering the code, or doing analysis with the debugging
information must parse and correct all the debugging information, not just the relevant information.
Such a barrier to use makes adding information to the debugging specification a rare occurrence.
However, many tools collect their own metadata, and many other tools have use for metadata

unavailable to them. For example, information about the control flow of the program — the control
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flow graph (CFG) — is a common piece of information used by many tools. The CFG is initially
collected by the front-end compiler to lay out the basic blocks of the program, and later used by
the optimizer to help with program analysis [3]. However it is also used by many other tools
including link-time optimizers [33], security policy enforcers [1]. It is valuable to many run-time
systems, though they often do not have access to it due to the code discovery problem. The fact
that static analysis cannot fully determine the targets of all branches, makes it impossible to fully
determine what is code in a binary. The tools that do have access to the full CFG often recalculate
it themselves after it has already be calculated by the compiler. Such unnecessary duplication of

work is an important hindrance to advanced tool development.

1.2 Thesis

The pressure for more features, better performance, and more reliability in new applications, com-
bined with the need for new hardware support has greatly increased the complexity of the software
development toolchain. Additional tools are continually being added to the toolchain, and existing
tools are also constantly upgraded. As a result, fully understanding the changes being made by
individual tools and the effect of those changes have on the final program is difficult. Many of
these programs collect and maintain metadata about the program and use this metadata to improve
or analyze the program. Often that metadata is used and then discarded, even though another tool
might be able to use the data as well.

The thesis of this dissertation is that the comprehensive collection and organization of
program metadata across the software development toolchain can improve the software de-
velopment process as well as the resulting applications.

Program metadata is used by almost every tool in the software development toolchain. By col-
lecting and organizing program metadata, new tools can be built and integrated into the toolchain
more quickly and effectively, resulting in new features and more robust software becoming avail-
able. A metadata manager is a new software development tool for overcoming the problem of

disparate metadata. Metaman, the Metadata manager is the prototype implementation of a meta-
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data manager useful for collecting and organizing metadata. Metaman was designed, implemented,

integrated with of software tools to aide in evaluating this thesis.

1.3 Research Overview

The specific research contributions of this dissertation are the direct consequence of evaluating the
thesis. This work examines both the design and structure of implementing comprehensive metadata
management, as well as the tools that can be enabled by the increased availability of program meta-
data. There are many vital design decisions to consider to effectively handle program metadata.
General data storage techniques is a wide area of research, however, program metadata has spe-
cial requirements and restrictions that make it a unique area of study. Because program metadata
must be kept up-to-date when changes to the program occur, the metadata system must be able to
synchronize with the program. Additionally, a wide range of metadata is possible. Metaman was
created to explore the design space of metadata systems.

To demonstrate the positive effect of persistent metadata on the software development process,
Metaman is evaluated with software dynamic translation (SDT) systems, a tool category which
historically has little access to such metadata. Because SDT systems are designed to work on raw
binaries, most assume no additional information about the binary. This dissertation evaluates the
inclusion of metadata in SDT systems to improve the areas of optimization and overhead reduction,
as well and program understanding and security. These areas are active research avenues for SDT
systems, and the areas each have numerous specific needs for program metadata.

SDT is a technique for examining and potentially modifying every binary instruction before it
executes. SDT systems operate at the application level, above the OS. When the OS starts execution
of a new process image (i.e., via the exec system call on POSIX systems), the SDT takes control
of the process before any application code is run. As shown in Figure 1.3, once the SDT system
has control of the process, it examines the PC value and begins translation. Translation can be
as simple as a copying the current instruction without modification, complete replacement of the

instruction with new instructions or a function, or replacement of sequences of instructions with
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Figure 1.3: Software Dynamic Translation

new sequences. The translated instruction(s) are then placed in a code cache for the translated code,
called a fragment cache. Translating each instruction before it is first executed allows the SDT
system to modify or instrument any instruction, and therefore it is a powerful and flexible tool for
improving programs in changing environments.

SDT systems are a large and vibrant research area (discussed in more detail in Chapter 2).
However, for the purpose of evaluating metadata management and the value of program metadata,
this work focuses on the following areas: overhead reduction, optimization, security and program
understanding. The goal of overhead reduction is to reduce or eliminate SDT overhead as much
as possible to allow SDT systems to run at near-native speeds. Similarly, the goal of optimization
within SDT systems is to improve the already existing binary code and secondary instrumentation
to potentially improve performance beyond native speeds.

These properties make SDT systems ideal candidates for evaluating the inclusion of program
metadata. Because they operate on native binaries, there is a large need for additional information
about the program, and many opportunities for improvement if such information is available. Fur-
ther, because SDT systems operate at run-time, they are particularly sensitive to performance and

scaling problems presented by the use of comprehensive program metadata. This thesis presents
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a variety of uses for run-time metadata by SDT systems, including a novel approach to indirect
branch handling using high-level programming constructs, and a novel run-time overrun detection
system using debugging information to refine the identification of stack variables.

This dissertation makes the following research contributions:

e A taxonomy of program metadata sources and representations.

e Structure and design of a persistent metadata storage system.

e Analysis of the implementation of a prototype of a persistent metadata storage system.
o A unified XML format for persistent metadata.

e A technique for indirect branch handling for SDT systems using metadata from virtual func-
tions, switches, and returns.

e Implementation and evaluation of improved indirect branch handling.

e A novel algorithm for detecting buffer overruns using an SDT system and debugging meta-
data.

e Implementation and evaluation of the buffer overrun technique.

o Integration of novel metadata into an existing tool.

The next section describes how these contributions are presented in the subsequent chapters.

1.4 Organization

Chapter 2 presents the background of current software development practices and discussion of sys-
tems using program metadata. Compiler tools, build tools, and run-time tools are discussed along
with their current uses of program metadata and other information required to run. Existing at-
tempts to integrate metadata into systems are also examined. Holistic systems such as Jalapefio [7],
Oberon [74], and various IDEs offer important pieces of the solution, and this chapter examines
their strengths and weaknesses. Finally, a detailed overview of SDT systems that are used as the
basis for analysis in later chapters is included.

Chapter 3 presents the design of a metadata manager, the solution to the problem of incomplete,
unshared, and disorganized metadata. Program metadata includes a wide array of different infor-

mation and representations. Chapter 3 analyzes the state of program metadata representations and
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considers the trade-offs for creating a unified representation. Using that analysis, the design of the
first metadata manager prototype is also presented: Metaman. The structure of Metaman followed
the primary design principles for effective metadata management: 1) flexibility, 2) scalability, and
3) ease of use.

Persistent metadata storage needs to be flexible to effectively support new metadata, new tools,
and a changing development environment. Scalability is an important design concern because each
tool can generate a large amount of metadata, and when other tools wish to use metadata that
is already collected, search and retrieval time for that metadata is an important factor. Finally,
ease of use is important to aid adoption of the system. If there is a steep learning curve or many
prerequisites, system builders will not want to invest in learning the system.

Metaman uses state-of-the-art tools to organize and make metadata available to tools throughout
the software development toolchain. With Metaman, system builders can create new and advanced
tools quickly and easily, and such tools do not need to reproduce work already done earlier in the
toolchain. Chapter 3 also discusses the details of program metadata: its sources, how it is used, and
how it is represented.

Chapters 4 and 5 describe tools built using the facilities provided by Metaman. These tools
show the value of Metaman in real-world situations by applying it to problems related to Software
Dynamic Translation (SDT). SDT is becoming widely used as a technique for addressing concerns
such as performance, adaptability, and robustness. Because SDT systems typically operate on arbi-
trary binaries, they often do not have access to any program metadata. Because of their usefulness
and stringent performance requirements, SDT systems provide an ideal testbed for evaluating the
effectiveness of program metadata storage and access techniques.

Chapter 4 focuses on run-time performance and overhead-reduction in SDT systems. SDT sys-
tems offer many potential benefits, however those benefits can only be realized if the SDT system
does not slow the application down too much. The early Dynamo system focused on dynamic opti-
mization [10], using the SDT system to improve performance of binaries beyond what was provided
by static compilation techniques. Subsequent SDT systems have focused less on optimization, but

still require low overhead to make their tools practical. By applying knowledge about the origins of
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indirect branches that occur in an application, the SDT system is able to use metadata to improve
indirect branch handling by identifying the possible targets of the high-level structures (i.e., virtual
function tables (VFTs) and switch tables) that caused the indirect branch.

Chapter 5 examines the value of Metaman in the security and program understanding context.
SDT systems are a powerful tool for improving security and for enabling better program under-
standing. They are also used for a variety of security and profiling purposes. Chapter 5 illustrates
how an SDT system can be augmented with debugging information to help identify a common
programming error that often leads to exploitable vulnerabilities—buffer overruns. The Buffer
Overrun Detection Engine (BODE)), a tool for identifying buffer overruns at run-time, is presented.
The chapter also highlights Metaman’s usability. The novel stack layout refinement of BODE was
ported to another, more comprehensive memory protection tool, MEDS [59]. MEDS operates on
arbitrary binaries identifying pointers and ensuring that pointer arithmetic is valid. Using the flex-
ibility of Metaman, MEDS uses BODE metadata to improve its stack analysis, catching illegal
accesses that were previously unidentified.

Chapter 6 discusses the future directions of Metaman, and well as the potential of a fully inte-
grated metadata system. There are many possible future uses of a modular, comprehensive meta-
data repository such as Metaman. The final chapter discusses using Metaman as part of a holistic
security mechanism, and also discusses the possibility for using Metaman as the cornerstone of
a completely new method of building software that will be more modular and more flexible that

traditional file-based development. Finally, Chapter 7 summarizes and concludes the work.



Chapter 2

Related Work

This chapter examines the current uses and storage of program metadata in the software devel-
opment process. Program metadata has been available in various forms since the beginning of
formalized software development. It is used to improve program execution, better understand soft-
ware artifacts, and aid in program debugging. This chapter describes the evolution of program
metadata, its use in tools such as build systems, code repositories, just-in-time (JIT) translators,
Virtual Machines (VMs), and Integrated Development Environments (IDEs).

Because the use of metadata in run-time systems provides a primary motivation and evaluation
framework for this research, the chapter provides an overview of various run-time systems, such as
software dynamic translation (SDT) and VM JITs along with the current metadata capabilities of
these systems. Chapters 4 and 5 describe specific SDT-based tools, and related work for those tools

is included in those chapters.

2.1 Current Metadata

Early software development systems focused primarily on generated code (the primary data), rather
than the abstractions used to analyze and manipulate the code (the metadata). Most uses of per-
sistent program metadata have been directed at helping the programmer understand the program
and its behavior. Debugging information is a popular example of persistent metadata. Debugging

information is typically stored as annotations in intermediate files or compiled into an isolated seg-

12
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ment of an executable. This information allows the debugger to relate the behavior of the program
back to the source code. As the complexity of software applications has grown, IDEs began to use
metadata to help the programmer manage and understand very large software projects [24,46]. In
these systems, metadata is maintained internally to give immediate feedback about the program to
the programmer.

As software development environments evolved, all of the software development processes—
editing, management of external resources, debugging, revision control, testing, etc.—were inte-
grated into a single environment. These systems make persistent metadata available as part of their

whole-system design.

2.1.1 Debuggers and Debugging Information

The most common type of program metadata currently in use is debugging information. Often,
during the software development process, debugging information is included in the binary. This
information allows debuggers to present information to programmers in terms of the source code.
For example, program addresses are mapped to source code lines. The debugger can use that map-
ping to insert breakpoints and step through code line-by-line. Debuggers also use the debugging
information to decode program data. Raw data in memory can be associated with specific types
(strings, integers, float), and properly displayed to the programmer. All of the debugging informa-
tion is encoded into a debugging format which is either included as part of the binary, or contained
in a separate file.

One popular debugging format is DWARF [35]. DWARF is a binary format that encodes a
large amount of valuable information about a program. DWARF information is generated by many
compilers including gcc, IBM’s XLC [66], and SUN Studio compilers [100], typically with compi-
lation flag —g. In object code, DWAREF represents debugging information in a tree structure with
“debugging information entries” at each node of the tree. The top of the tree splits the sub-trees
into individual “compilation units” that typically correspond to individual source code files. Each
compilation unit stores information on the types, variables and functions that are defined in that

file, as well as a mapping of source code line numbers to binary addresses. This data allows sym-
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bolic debuggers, such as gdb, to perform introspection on programs and report information directly
correlated with specific lines of the source program, making it easier for the programmer to relate
program behavior back to the source code. For example, placing a breakpoint on a specific source
line, or displaying the value of a field within a struct both rely on debugging information.

The other major debugging format is Microsoft’s program databases (PDB) format which is
generated by Microsoft Corporation’s current suite of compilers. The PDB format is proprietary
and undocumented, but it can be accessed through Microsoft’s debugging API [94]. However, there
are several unofficial sources of information about PDB files. Schreiber in his book “Undocumented
Windows 2000 Secrets” gives an unofficial structure for the PDB format. Similar to the DWARF
format, PDB files combine data from multiple source files. These are PDB “streams” which relate
back to individual source files. The streams contain metadata such as symbol and address informa-
tion used by Microsoft’s debugger [106].

While debugging information is the most widely-used set of program metadata, a number of
systems have tried to build more general systems that make use of program metadata. These systems

are described in the next section.

2.1.2 Integrated Development Environments and Holistic Systems

As software engineering practices developed and programmers began to use a growing number
of software tools, they began integrating the tools into a unified user interface. These Integrated
Development Environments (IDEs) have given programmers access to their tools and organized
their code to make the software development process more efficient [38].

Smalltalk-80 was one of the first languages to explicitly link the language and the associated
programming environment, presenting such a unified user interface. Goldberg and Robson de-
scribe the then-novel graphical environment as containing “one or more rectangular areas called
views.” [46] (These views are what modern GUI designers call “windows.”) These features are the
basis of modern IDEs. IDEs have been the basis for many of the early holistic systems, which make
use of metadata to improve programs. Smalltalk and other early tools such at the TEAM project

aimed to link tools together to eliminate barriers to tools interacting [24]. For example, the TEAM
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tool enabled software tests and analysis routines to run automatically after compilation, eliminating
the need for the programmer to run them explicitly. These tools paved the way for modern iterations
such as Eclipse and Visual Studio. Modern IDEs such as these provide an array of features to the
programmer, such as interactive diagrams of data structure relationships like class hierarchies and
tools visualizing graphical user interfaces.

IDEs can be seen as the initial attempt to unify various metadata (which will be discussed in
Section 2.1.2). Many of the standalone tools used in a UNIX-like environment are built in to the
IDE, allowing it to share much of the metadata. However, these tools create a difficult choice for
the developer of new software tools: they can either build the tool for the IDE specifically, in which
case it will only be useful to users of that IDE, or they can build a standalone tool and not take
advantage of the information sharing inherent to the IDE.

For example, the Montana project, which became VisualAge for C++ [88], is an IDE that pro-
vides metadata throughout the development process. The Montana project takes a holistic approach
to building systems where there is a high level of metadata available [69,118]. Montana provides an
end-to-end framework for adding custom plug-ins to collect and use program metadata. Montana
allowed for three different types of extensions: observer extensions, incorporation extensions, and
dependency graph extensions. Observer extensions enable programmers direct access to program
metadata providing facilities for collecting relevant data, storing it, and presenting it to the user. In-
corporation extensions allow the plug-in to insert itself directly into one of the compilation phases,
adding new functionality and using the metadata already computed by previous phases. Finally, de-
pendency extensions allow the plug-in to create new dependencies, thus ensuring custom resources
and metadata are available when they are needed.

Other holistic systems focus less on the interface presented to the programmer, and more on
continuous program modification and optimization. System designers wanted to utilize metadata
not only for debugging purposes, but to also improve the program. Oberon was one of the first
systems to completely integrate the software development toolchain and allow program metadata
to be accessible throughout the software development process [74]. Oberon focused on profiling

metadata, along with phase detection to choose what portions of the code to optimize, and when to
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reconsider optimization choices. Further, they used the information gather at run-time to improve
data locality by dynamically choosing to cluster related memory accesses [73].

Similarly, Jalapefio! uses monitoring and recompilation, and provides an API to allow program-
mers to improve the JVM and create novel optimizations. [7]. Because the JVM uses expressive
Java byte code as its input format, Jalapefio has access to metadata encoded in the byte code about
the program during recompilation. Later work improved on this by storing profiling information
offline to be used to improve decisions make in later executions [8].

It is also common for tools to collect and store metadata purely for their own use. For example,
control flow integrity ensures that a program adheres to the control flow specified in the source
code [1]. It achieves this effect using a combination of static analysis and dynamic checking, in-
serting ad-hoc metadata to identify control flow points that cannot be statically verified. Instruction
set randomization (ISR) also collects link-time metadata to correctly pad basic blocks so encryp-
tion and decryption on the program text can be done correctly. Metadata for ISR is stored in the
binary, then used by the software dynamic translator, Strata, when decrypting the text [65]. Dyninst
provides an API for altering programs dynamically [21]. The Dyninst API provides an avenue for
a large amount of metadata that can be collected by attached tools. These tools illustrate the large
potential of a holistic metadata system.

Some projects have proposed frameworks which can handle multiple types of metadata, with
varying degrees of generality. The LENS project collects compiler transformations with the goal of
better program understanding. By observing which optimizations directly contribute to the gener-
ated code, developers can better understand how effective the optimizations are [90].

Similarly, Xu et al. embed metadata with the goal of improving dynamic binary transla-
tion [130]. They used IA-32 EL, a dynamic binary translation system which converts IA32 (x86)
code into [A-64 (Itanium). Because x86 has a very small number of general purpose registers rela-
tive to Itanium, it was advantageous to re-do register allocation, because the Itanium required fewer
register spills. Generally moving memory accesses into registers is unsafe due to the possibility of

aliasing. However, with explicit annotations indicating which memory accesses were register spills

'now JikesRVM
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and not aliases, these memory accesses could be safely moved into registers. Xu et al. collected the
original register allocation information and stored it in an ELF section, where the dynamic binary
translator could access it later.

All of these projects gather information about the executable, and store them along with the
binary. These projects make a strong case for the need an organized system of program metadata,
allowing tool builders to register, update and query metadata throughout the development process.
The next Chapter introduces Metaman, a metadata manager, developed to improve software devel-
opment by making software metadata ubiquitous and easily available.

Metadata is also quite valuable to the reverse engineering community. Holt ef al. presented
GLX, a format for representing graph information. For example, GLX is used to represent abstract
syntax trees (intermediate-level information) and module dependence relationships (high-level in-
formation). GLX combines previously created formats such as typed graphs (TGraph) [36] and
PROGRES [107] into a typed XML-based language. The older formats represented specific meth-
ods for encoding graph-based relations between code objects such as basic blocks (CFGs) and
functions (call graphs). These data languages are used by a variety of tools including parsers and
reverse engineering tool kits. Such formats show a proof-of-concept of how disparate formats can

be made to inter-operate [62].

2.2 Run-time systems

A run-time system is the portion of the software development environment that provides function-
ality while the program is running. This functionality ranges from simple, such as the C runtime
which only provides minimal environment setup and memory management, to complex systems that
provide a range of services and just-in-time (JIT) compilation. Virtual Machines and JIT transla-
tors are common run-time systems that translate or interpret byte-encoded programs into the native
hardware instructions, and provide system services such as reflection and memory management.
Because typical bytecode languages are abstract and stack-based, much of the metadata is encoded

in the bytecode itself.
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An important tool that has less access to program metadata is software dynamic translation
(SDT) systems. SDT system were initially built to run on arbitrary binaries with no metadata [10].
SDT systems provide a rich basis to explore the usefulness of persistent program metadata. This

section examines VMs, JITs, and SDT systems in detail.

2.2.1 Virtual Machines and Just-in-Time Systems

An important advancement for software development is the creation of advanced virtual machines
that abstract hardware specifics and allow for the creation of managed languages. Managed lan-
guages protect the user from common errors by providing services and features such as memory
management in form of garbage collection and run-time type checking [111]. Further, these lan-
guages, such as Java, C#, and variants of LISP offer large amounts of introspection, which afford
programmers more flexibility to examine and alter the program based on the environment it is
running it. Managed languages also typically disallow direct manipulation of memory addresses
(pointers), making it easier to ensure the memory safety of applications.

Memory management and memory safety offer important advantages to software developers.
However, the cost of these features is that many of the original VMs had unacceptably poor per-
formance compared to similar code targeting native hardware. To address these performance prob-
lems, VM writers started including JIT compilers as part of the system. JIT-based systems such as
Jalapeno (now JikesRVM) will do a simple compile of the program without optimization and then
profile to determine the active code segments. Once a region of code is determined to be hot, the

JIT will recompile that region, this time with more aggressive optimizations [7].

2.2.2 Software Dynamic Translation

One of the the first major works in SDT systems was Dynamo, a dynamic optimizer built for
PA-RISC at HP Labs by Bala et al. [10]. Dynamo’s goal was to improve application performance
through dynamic optimization—the optimization of a running program. They observed that modern
executables often come from third party sources, and as a result the performance of a system is at

the mercy of how well those third parties optimized their code. Therefore, the Dynamo system was
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designed to work on arbitrary binaries, programs with little or no associated program metadata.
When Dynamo is applied to raw binaries, it is able to perform state-of-the-art optimizations at run-
time [10,34]. They achieve a great deal of success, improving performance, even on optimized
binaries.

Subsequent SDT systems include Pin [85], DynamoRIO [19, 20], HDTrans [119], and Strata
[109,110]. These systems support a variety of platforms and architectures, including x86, MIPS,
SPARC, Itanium, and ARM. However, most of these systems have focused on x86, with each of
them at least supporting the x86 architecture. The goals of these systems are also diverse, with some
focused on instrumentation, others focused on security, and still others focused on performance.
All these systems kept the original design goal from the Dynamo project, working on arbitrary
binary applications, without the need for source code, object code, or any other metadata. However,
the newer SDT systems added another important goal — maintaining control of the application.
Because Dynamo was specifically designed to improve run-time performance it would “bail out” if
the optimizations were not improving overall run-time performance. Many of the tools built with
the later systems require all instructions to be monitored, requiring them to maintain control of the
application for the entire run of the program.

Performance of SDT systems is an important concern. To amortize the cost of translating the
instructions, dynamically created basic blocks in the fragment cache (or code cache) are reused, and
branches that target already-translated code are linked within the fragment cache in a process called
fragment linking, reducing the SDT overhead significantly [110]. Further, there is a significant
design space to be examined to determine the proper ending condition for the fragment building
process. For example, the SDT system can stop every time it reaches any control flow instruction,
or it can translate the not taken path, leaving a trampoline to return to the SDT if the branch is
taken. To be even more aggressive, it can queue the taken path and translate that fragment as
well, before returning to application code. Such aggressive translation schemes allow for fewer
context switches into the SDT VM, as the cost of possible translating some code that will never be
executed. Hiser ef al. have determined that generally more aggressive translations schemes improve

performance over conservative schemes [58]. Memory usage is another important performance
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metric. SDT systems can duplicate code either by forming super-blocks which include some already
translated code, or by retranslating code that has multiple entry points. Guha ef al. have examined
these trade-offs when using SDT systems in embedded environments [48].

Code cache management is another significant design choice affecting performance. Generally,
the code cache is not large enough to hold the entire application code base, especially in cases of
code duplication due to dynamic basic block formation and trace creation. As a result, the SDT
system must choose how to flush the code cache, either evicting the cache en mas, or using a more
fined-grained policy of evicting individual blocks, or groups of blocks. Hazelwood ef al. showed
that an intermediate policy dividing the code cache into “cache units” provides the best performance
in terms of (hardware) cache miss rate and link/unlink overhead [51,52].

Another important performance concern is trace selection. Trace selection is the process of con-
necting individual dynamic basic blocks into a superblock, a code region with a single entry point
and multiple exits. Choosing when to form traces and exactly which basic blocks to combine into a
trace is an important performance trade-off. Duesterwald ef al. found that lightweight profiling to
identify hot regions worked well. When a hot region was identified, a trace could be formed with
“next executing tail” (NET) — that is, the next time that start of the trace is executed, the system
identifies the path taken, and creates a trace with those basic blocks. [34]. Hiniker et al. improved
on the NET approach by introducing the “Last-Executed Iteration” (LEI) algorithm. LEI provides
improved handling of nested loops by adding a small history buffer to better identify trace-ending
conditions. [57].

A important source of overhead in SDT systems is the handling of indirect branches [60]. Han-
dling indirect branches is challenging for SDT systems because the target of the branch can change
every time the indirect branch instruction is executed. Therefore to ensure the target has been trans-
lated by the SDT system, the system must alter the indirect branch to identify the corresponding
fragment cache address. Typically this lookup is done with an optimized inline hashtable lookup.
Hiser et al. have shown that the careful choosing of the parameters of the indirect branch translation
scheme can have a significant effect on performance [60].

SDT systems are used for a variety of tools such as dynamic optimization [10], simulators [91,
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129], dynamic patching, security policy enforcement [71]. Most of these tools fall broadly into the
categories of optimization, security and program understanding. Chapter 4 deals with optimization
and overhead reduction, while Chapter 5 deals with program understanding and profiling, in the
interest of continuity, a more detailed discussion of related work in these areas is deferred to those

chapters.



Chapter 3

Comprehensive Metadata Management

Program metadata—literally data about data—is an important part of almost all software develop-
ment tools. Most software development tools collect program metadata in isolation, and a signif-
icant amount of valuable information is lost from phase to phase. Driven by a desire to maintain
modularity, most tools just transiently keep metadata. Saving program metadata and making it
available to other tool developers offers many potential benefits such as avoiding duplication of
work and promoting development of new tools.

This chapter discusses program metadata. It includes a taxonomy of program metadata in use
today. Because of the variety of types of metadata shown in the taxonomy, there are many chal-
lenges to effectively storing program metadata and making it available. There is a nearly-unlimited
set of data that is potentially relevant. Further, the subset of metadata that is useful can change from
application to application and from run to run. This research investigates solutions to the challenge
of storing and reusing program metadata. The solution is a new tool for software development
which performs comprehensive metadata management. A metadata manager provides the ability
to store the wide variety of program metadata, maintain that metadata, and allow efficient access
to the metadata by a range of tools. This chapter also describes the structure of the first prototype
metadata manager, Metaman, including the design decisions and trade-offs made for the prototype
implementation. Finally, this chapter details how software tools need to be altered to integrate with

a metadata manager, and how it has been successfully accomplished with Metaman.

22
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3.1 Metadata

Metadata is ubiquitous in modern computing systems. Metadata offers information about how,
where, and when a piece of data came into being. For traditional data, metadata provides context
about the data, typically to benefit the people using the data. In the context of software develop-
ment, metadata is any data that describes the structure of program or informs the system about the
programmer’s intent beyond the strictly necessary program instructions. Program metadata has a
variety of uses and consumers. Some metadata is used to improve the programmer’s understanding
of how their software behaves, such as debugging metadata used by symbolic debuggers to give
programs a source-level view of the program while it is executing. Other tools analyze and auto-
matically improve software, such as link-time optimizers. Still other tools operate at run-time, such
as security policy enforcers. These tools use metadata to help infer programmer’s intent, to better
identify when a program is behaving erroneously.

Metadata can vary from simple information like the program’s control flow, to very complex
data about design and deployment. In the following section, we provide a taxonomy of program

metadata.

3.2 Metadata Taxonomy

Table 3.1 provides examples of program metadata, which programs collect the metadata, and which
programs can use the metadata. It is important to note the variety of tools that provide and consume
metadata. This listing is not meant to be comprehensive; rather it is meant to thoroughly show
the different types of metadata that can be stored and queried by Metaman. The encoding of this
metadata is described by the Metaman XML schema, included in Appendix A.

The different types of metadata are grouped into four general categories based on the source of
the metadata. The categories are compilation, configuration, deployment, and run-time.

In general, compilation metadata comes from the preprocessor, compiler, or related static ana-
lyzers and it is linked to the final state of the binary or byte-encoded application. Compilation meta-

data is usually invalidated by changes to the application or recompilation. Configuration metadata
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is more generally related to the build process and the build environment. It is used to diagnose and

recreate program faults, and to track difference between program versions. Similarly, deployment

metadata tracks information about the system where the program is run, and its related environment.

And finally, run-time information is data about a specific execution of an application.

Table 3.1: Taxonomy of metadata.

] | Metadata Source Use Format
Compilation
1 | Abstract Syntax Tree ~ Compiler Genetic Programming Tree
2 | Alias Info Compiler, Static An- Formal Verification, Secu- Associative Array
alyzer rity Tools
3 | Control Flow Compiler Control Flow Integrity Graph
4 | Debugging Info Compiler Debugger Tree
5 | Register Allocations  Compiler Register Reallocation, Run-  Associative Array
time System
6 | Switch Table Compiler SDT Code Layout Associative Array
7 | Symbol Table Linker Debugger Associative Array
8 | VFT Table Compiler, Assembler SDT Code Layout Associative Array
Configuration
9 | Development System Build & Configura- Reproducibility List
Data tion Tools
10 | Formal Verification Verification Tools Run-Time Verification Associative Array
11 | Optimizations Per- Optimizer Deoptimization, Debugging  List
formed
12 | SCM Revision Info Version Control Debugging Correlation Scalar
13 | System & Library Assembler, Build Security Policy Enforce- Associative Array
Calls System ment
14 | Test Cases & Cover- Testing Suite Fault Isolation List
age
Deployment
15 | Code Signature Build System Run-Time Verification Scalar
16 | Dynamic Libraries Linker Policy Enforcement List
17 | Security Policy Security Tools Run-Time Verification List
18 | Target System Data Deployment Tools Fault Detection & Repro- List
ducibility
Runtime
19 | Instrumentation Runtime System Basic Block Layout Associative Array
20 | Memory  Manage- Memory  Analysis Performance Tools, Real- List
ment Tools, Garbage Time Tools
Collection
21 | Profiling Data Run-Time System / Feedback Directed Opti- Associative Array
Profiler mization
22 | Program Fault Data OS, Runtime System  Debugging Tools, Auto- Scalar
mated Repair
23 | Run-Time Argu- OS, Runtime System  Fault Detection List
ments
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3.2.1 Compilation Metadata

Compilation metadata is information generated at compile-time, typically related to the transforma-
tion of the source language into a lower-level format. Included in this category is metadata about

the structure of the program and programmer intent insofar as it can be inferred statically.

1. Abstract syntax tree An abstract syntax tree is an intermediate representation of the program,
which contains most of the data found in the original program in an already parsed format [3].
It is useful for source-to-source transformations [26], relating source code to binary represen-

tation, and automatically modifying programs [126].

2. Alias information Pointer aliasing is information about what memory address can be accessed
by a given memory reference. It is valuable for determining which memory references can
be altered or eliminated [3]. Alias information can be used by optimizers as well as run-time

systems that need to alter the instruction stream.

3. Control flow Identifying how the program executes and how it is divided into basic blocks al-
lows for advanced analysis by both static and dynamic tools. Statically, control flow graphs
are used as the basis for data flow analysis which enables a wide array of optimization [3].
Dynamically tools such as control flow integrity use the static control flow graph to help

enforce the control flow of the program at run-time [1].

4. Debugging info As described in Chapter 2, debugging information is used to map source in-
formation to binary data. Debugging info is used by debuggers along with other analysis

tools.

5. Register allocations Optimizing compilers allocate automatic variables into registers to im-
prove performance. The specific information is valuable to run-time systems and other anal-

ysis tools which might want to later reclaim allocated registers or further allocate [130].

6. Switch table Compilers often emit code that computes the target of a switch via table entries.

Indirect branches are used to jump to the correct code. The table location and size is necessary
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to statically identify the original control flow graph for code with switch tables. SDT systems
can use the switch layout to improve indirect branch translation. More details on metadata-

assisted switch translation are discussed in Section 4.3.

7. Symbol table The symbol table is used during the linking process to resolve dependencies
across object files. Often the symbol table which maps source symbols to addresses is re-
tained in the binary, and can be used by debuggers to give access to break points by symbolic

names even when full debugging information is unavailable.

8. VFT table Virtual function tables are used to allow polymorphic functions to target different
methods depending on the concrete type. The size and targets of the table can be used by

SDT systems to improve VFT translation. More details on VFT translation are in Section 4.4.

3.2.2 Configuration Metadata

Configuration metadata includes information about the methods and state of the tools used to create
the program. Metadata such as compiler optimizations and build flags are important for recreating
a program in the case of a problem, and also for information about exactly which code contributed

to a resulting binary.

9. Development system data This metadata includes information about the OS, architecture, com-
piler, and system tools where the software was configured and built. Development system
data is useful for identifying dependencies and for identifying discrepancies between the de-

velopment system and deployment system.

10. Formal verification The process of formal verification ensures that a given implementation
of a program meets its specification. Proofs of correctness can be attached to programs.
Such metadata can be used by run-time systems to verify correctness before executing the

code [96].

11. Optimization Typical optimizers make numerous passes over the program, and perform dis-

crete optimization on the program. The list of optimizations (combined with instrumenta-
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tion) allows the programmer to better understand what optimizations improve execution [90].
Optimization lists also allow de-optimizers to effectively remove an optimization if it is in-

correctly applied.

12. Software configuration management revision number Source code is typically versioned
and configured to track changes and variations. The revision number corresponds to a spe-
cific set of source files. The SCM number allows developers to better identify variations in

programs, and bugs.

13. System/Library calls Library calls are calls made by application code into third party libraries.
Both the static and dynamic sets of calls are valuable metadata. The static calls are useful for

building security policies, for example, to help avoid arc-injection attacks [113].

14. Test cases and test coverage Program testing in an important part of software development.
The set of tests determine code coverage and identify software failures before the program is

distributed.

3.2.3 Deployment Metadata

Deployment metadata included information about the target system, and the environment in which
the program is going to be run. Some programs have many possible targets, and a given target can
change over multiple invocations of the program. This metadata is valuable to help understand how

the program is going to be executed.

15. Code signature Code signing is one way of ensuring that code is only run from known or
trusted sources. Typically public key infrastructure (PKI) is used, and the certificates and

signatures are necessary metadata to ensure the chain of trust for signed code objects.

16. Dynamic libraries Dynamically loaded code is used as the basis for software “plug-ins.” Iden-
tifying parts of the program that load code and the types of operations the code is meant to

perform is important metadata for software security and performance analysis.
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17. Security policy Many systems use a security policy to decide what actions are allowable on
that system, and to map programmer intent to specific operations. The specification of allow-

able actions is important for reproducing errors and verifying security.

18. Target system data Similar to development system data, target system data includes the OS,
architecture and other statistics on the target system. This data is valuable for field verification
of software, to ensure that the target system has compatible features with the development

system.

3.2.4 Run-time Metadata

Run-time metadata is collected during the execution of the program and contains information re-
lating to that specific run. Such metadata in valuable in that it exposes dynamic information that is

often impossible to get through static analysis.

19. Instrumentation Data about function execution, statement execution frequency and other in-
strumentation data [77,131] is useful both at run-time for phase detection and for subsequent

builds using feedback-directed optimizations.

20. Memory management Memory management is an important part of any large scale system.
For non-garbage collected languages, details of memory management such as the specific
implementations of malloc and free, and any randomization that occurs such as stack or
library randomization, is valuable for debugging and memory visualization tools. For sys-
tems with garbage collection, the behavior and implementation of the garbage collector is

important for performance tuning and identifying memory bottlenecks.

21. Profiling data An increasing number of systems include lightweight profiling as it becomes
more ubiquitous and less invasive. Profiling data is often used immediately for run-time opti-

mizations, but is also valuable for development, as input to feedback-directed optimizations.

22. Program fault data When programs fail, typically there is significant diagnostic information

available. A complete record of memory state (a “core dump”) is often stored to secondary



Chapter 3. Comprehensive Metadata Management 29

storage. Some operating systems also gather other system state information into a bug report
to aid developers. Such metadata is valuable to debuggers and automated tools for fault

localization [126].

23. Run-time arguments For each invocation of the program, there is a specific set of arguments
given as input to the program. Such data, combined with the target system data is necessary

to reproduce program behavior that occurs in the field.

The variety and scope of the program metadata presented here demonstrates the need for a
a system of comprehensive metadata management. The next section presents the design of the

metadata manager tool.

3.3 Metadata Management

Metadata managers must be carefully designed to handle the wide variety of metadata described
in Section 3.2. The variety and potential volume of metadata is an important design consideration.
It must be able to handle a potentially very large amount of data. It also must respond quickly to
queries about the data. It must provide functionality to keep data synchronized. Further, it must
accept data from a variety of sources. Figure 3.1 shows the metadata manager design to meet these
requirements. The metadata manager is attached to the build system to leverage the build system’s
knowledge about inter-file dependencies. By knowing which files are used as input to create other
files, the metadata manager can track changes and invalidate stale metadata. Figure 3.1 also shows
the relationship between the metadata manager and the software tools. The tools query and submit
data to the metadata manager, a process described in detail Sections 3.4 and 3.4.2. The raw data
is stored in a database, and metadata manager handles conversions if a tool is unable to read the
manager’s native format. Once the executable is built, the metadata manager can interact with the

program through the software dynamic translation layer or similar advanced run-time system!.

I'This work focuses on compiled languages such as C and C++, however most of the design and structure would be
the same for byte-code based languages like Java or C#.



Chapter 3. Comprehensive Metadata Management 30

Deployment
Service

Data

Database Conversion

Figure 3.1: Basic structural design for metadata managers, including build and analysis tool inter-
action.

3.3.1 Metaman Implementation

Metaman was created as a prototype metadata manager to test these design points and gather prac-
tical experience collecting metadata. An overview of Metaman is shown in Figure 3.2. Metaman
adheres to the original design principles, although it is targeted at a specific development platform
(UNIX/C), and therefore it operates in conjunction with GCC and related build tool (GNU LD and
GNU AS). When dynamic translation is used, Metaman integrates with Strata, one of the SDT
systems discussed in Section 2.2.2.

Metaman’s implementation is largely consistent with the design laid out in Figure 3.1. The
prototype does makes some compromises to make the development practical. One simplification
is that Metaman currently only supports development and execution on the same system. Chap-
ter 6 discusses implementation details of how to extend metadata for different software distribution
models.

The prototype of Metaman is built with the SCons build tool. [75]. SCons is a flexible build

system that supports a variety of languages and systems. It is based on the Python language, and
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Figure 3.2: Metaman Implementation

therefore it provides an easy method of extension. SCons’ modular “Tools” allow Metaman to
transparently wrap its behavior by replacing default tools with augmented ones. For the proto-
type, Metaman replaced the CFile, ObJject, and Program tools with new versions of the tool that
collected metadata and sent it to the DB XML database.

SCons’ flexibility makes it a good choice for the Metaman prototype. However, to be widely
adopted, the system must eventually be ported to other, more ubiquitous build systems. To support
additional build systems such as Ant and Make, Metaman would require utilizing similar indirection
as SCons in those tools, or altering the build tools themselves. In the case of Make, the input to
the build tool is a Makefile that is often generated itself as part of the autotools build process.
Because most build systems built with autotools have been developed with portability in mind
(i.e., using $CC to abstract away the particulars of the compiler used), altering individual build
systems should possible. With highly customized build systems, such as the build system of glibc,
manual intervention will still probably be required if the usual hooks are not available.

As a program is built, the build system integrated with Metaman invokes the existing tools to

compile, link and assemble the program. However, as the tools generate their output file, Meta-
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man also collects a separate metadata file, converting that file to XML, and storing it in the XML
database.

The XML database is used as the backing store of the metadata that is collected. The Metaman
prototype implementation uses the Berkeley DBXML database [86], which allows updates with
single or multiple XML files (e.g., one per object file)>. Metaman updates with multiple XML files,
which then are indexed. Metaman can then perform XPath queries over the entire dataset. Finally,
because it may not be practical to enable integrate an XML-based system with all tools, particularly
run-time tools, the Metaman prototype used a data conversion system to convert XML data into a
more compact binary format, discussed in Section 5.2.1.

The following section discusses the compile-time, run-time, and XML components in more

detail.

3.4 Build-time Tools

Tools used at build-time include the preprocessor, compiler, linker and static analyzers. These tools
are often run in an environment where the system-builder has complete control (i.e., a development
system) and where programmers are willing to tolerate long build times in exchange for more
detailed analysis. Therefore, the focus for Metaman is not on size or run-time efficiency, rather the
primary goal is making it easy for tools to integrate with Metaman, and to increase the amount of
information available.

The tools used at build time often perform a highly detailed analysis of the code. While the
metadata is usually not included in the final application binary, many tools make their analysis
available in “human readable” output to assist power users in understanding what is happening to

their code.

2However, most XML databases support the features necessary for Metaman
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3.4.1 Case Study: The GNU Assembler

An example of human readable annotations is support for . 1isting output by the GNU assembler.
Typically, the assembler takes a compiler-generated assembly file as input, and produces a machine-
code object file, usually Executable Linking Format (ELF) on a Linux system. For Metaman, the
assembly process is very important because it represents the final mapping between source-level
information and the specific bytes that will be executed on hardware. The top of Figure 3.3 shows
a snippet of a typical assembly listing, from the GNU Assembler, invoked with the -al options,
which turns on the listing output, and directs the assembler to include the assembly output as part
of the listing. The code snippet shows two x86 instructions, a move of a constant onto the stack,
and a call to the puts () function.

The purpose of the listing output is to help the programmer understand the relationship between
the assembly and the resulting object file. It presents a compact representation of useful metadata:
the first number (34 on the first line) is the the assembly line number. After that is the offset into
the current object-file section, i.e. the .text section (0011). Then, the hexadecimal representation
of the values being emitted (C7042400), and the text of the assembly line (movl $.LCO, (%esp)).
While this information is potentially useful to a variety of tools, the output is specifically designed
for reading on a fixed-width screen. Notice that the first line of the listing only contains 4 bytes of
output, and the second line also refers to assembly line 34, and contains an additional 3 bytes of
output. Such a split occurs because the listing of the hexadecimal output wraps the data on line 34
into two logical lines to avoid making the line too long and therefore unreadable in an 80-character
terminal. While an 80-character line limit may be appropriate for a terminal window, any tool trying
to programmatically use this data will require an advanced parsing scheme.

One option for collecting this data for metadata is to process the listing file, either using regular
expressions or a parser generated from a CFG. Scanning for the required data is the quickest way
to add data to Metaman. However, because the output is formatted for humans, creating a full
parse tree is difficult, and regular expressions do not always collect the desired data in all cases.
Because XML allows additional tags and attributes to be added without requiring changes to the

tools consuming the XML data, it is often possible to use regular-expressions to collect the data.
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Assembly Listing
34 0011 C7042400 movl $.LCO, (%esp)
34 000000
35 0018 E8FCFFFF call puts
35 FF
Assembly listing XML

<assembly-line number="34" offset="11">
<hex>C7042400000000</hex>
<text syntax="att">
movl $.LCO, (%esp)
</text>
</assembly-line>
<assembly-line number="35" offset="18">
<hex>E8FCFFFFFF</hex>
<text syntax="att">
call puts
</text>
</assembly-line>

Figure 3.3: Assembly listing to XML conversion.

For output that is less structured, more powerful techniques such as parsing may be required.

Another option for collecting the data is to alter the assembler. In the case of the GNU assem-
bler, this technique was straightforward and effective. The assembler has the listing functionality
modularized into a single file: 1isting.c. The listing source file contained all the logic for out-
putting the listing data collected by the assembler. The process to retro-fit the assembler to output
XML instead of text output resulting in a relatively small (150 line) patch to 1isting.c.

The second half of Figure 3.3 shows the resulting XML listing after the patch is applied. The
XML version of the listing maps the logical lines of the listing to an assembly-line tag. It contains
sub-tags for the hexadecimal representation as well as the assembly text. This metadata allows
Metaman to gather a complete mapping of object files used to create a program, including symbolic
information and static data. Further, invoking the assembler with the —alh flags also includes the
high-level language source. That data also maps directly to an XML tag, which allows Metaman to

associate source statements to particular bytes in the executable.
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3.4.2 Metadata Storage Conversion, and Run-time Tools

Operating in conjunction with the application, run-time tools provide a wide range of important
tasks. Because they operate in conjunction with the program, they have different requirements from
their compile-time counter parts. Run-time operation is typically much more resource constrained
because it is competing directly with the program for the system’s resources.

Metaman uses XML to communicate with software tools, and while it offers many advantages,
it also presents numerous challenges. This section examines the use of XML and how Metaman
deals with the challenges of large XML files at run-time, and integrating those files with tools not
designed to work with XML.

Our XML format follows the DWARF technique of breaking up the XML tree into discrete
units. Doing so both easily accommodates current programming models where modules are sep-
arated into source files, and it is flexible enough to adapt different schemes that might break a

program into more fine-grained units (i.e., class- or function-level units).

3.4.3 Case Study: DWARF

Current software tools used to create programs can and do produce binaries with metadata, typi-
cally debugging output. Metaman uses an XML format that is inspired by the DWARF debugging
format [35], as discussed in Chapter 2. We choose not to simply extend the DWARF specification
for a number of reasons. First, the tools for parsing and querying DWARF information are highly
limited compared to those available to XML. Secondly, the DWARF format has a highly focused
purpose—specifically aiding in program debugging—so the information collected in the DWARF
format is primarily useful for program understanding, not general-purpose use.

While the DWARF format was not sufficiently general for our purposes, it does offer a good
starting point for general metadata collection. We implemented a tool, dwarfxml, that converts
DWARF information into our XML format. DWARF breaks up file information into separate com-
pilation units, typically corresponding to individual object files. This partitioning helps the de-
bugger correctly parse and identify shadowed variable names and other file-local data. Metaman’s

XML format mirrors this structure by enclosing information into a compilation-unit tag, which can
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comprise a standalone XML file, or can be bundled with as a sequence of tags in the case of an
executable built from multiple source files.

Further, the DWAREF standard translates to XML in a straightforward manner because the
DWARF Debugging Information Entry (DIE) is organized in a hierarchical format. The DIE’s
internal structure is decided by its tag; the set of tags is listed in the DWARF standard, with
their names prefixed by DW_TAG_ [35]. The top-level entry for object files and programs is the
DW_TAG_compilation_unit, which divides the program into object which typically correspond to
object files. The DIE also have associated attributes, prefixed by DW_AT_ which are dependent on
the tag. The DIE also uses file location as an identifier to cross-reference to other DIEs in the pro-
gram. The Metaman XML format uses the identifier to create a unique id attribute to maintain the
cross-referenced metadata. The dwarfxml program maps the DIE’s tag to an XML element, and
DIE attribute to that element’s attributes, using the names specified by the DWARF format. Note
that the XML produced by the patched as program does not exactly match the DWARF-inspired
XML presented earlier. It is converted into valid Metaman XML by an XSLT script, discussed in

the next section.

3.4.4 Manipulating Metadata

One of the primary benefits of using XML as the metadata storage format is that there are many
XML-based tools for manipulating and organizing data. One such tool is Extensible Stylesheet
Language Transformations (XSLT). An XSLT program potentially alters the structure and adds in-
formation to existing XML files. The Metaman schema (see Appendix A) is meant to be highly
flexible, accepting metadata in multiple forms, and then providing tools to “normalize” and restruc-
ture the data to fit the needs of the current querying tool.

The nested nature of XML allows for implicit relationships between individual metadata tags
which can include important meaning to the child metadata. A key example of such an implicit
relationship is location information. Symbolic and address-based location data is a key part of most
program metadata, informing the tool where in the program the specific metadata applies. Some

tools do not keep specific address- or symbol-based locations on data, but rather just associate them
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in relation to a structural metadata tag such as a function or basic block. When extracting spe-
cific metadata from Metaman, Metaman applies the location information from the nearest lexically
enclosing tag. Another feature which reduces the amount of redundant information and makes en-
coding complex metadata more practical is the cross reference. At any point in the document which
allows a specific metadata tag, that tag can be replaced by a <metadata-ref> tag, which includes
a reference attribute linking it to the actual metadata. For metadata that is passed from object to
executable, this is particularly important, because much metadata (and data—see Chapter 4) can be
redundantly included for multiple objects.

An XSLT program can be used to rewrite an existing XML file into a new format concisely. The
generic assembly listing XML output generated by the altered version of as can be easily altered
to conform to the Metaman XML schema. XSLT allows programmers to rename tags, alter the
XML structure or interchange tags and attributes. The XML output of as is easily altered partially
because the patch was made with the Metaman schema in mind. However, even a program such as
Valgrind [112], whose XML format preceded Metaman, can be reformatted for Metaman XML in

a terse 25-line XSLT script. That process is discussed in more detail in the next section.

3.4.5 Tools Already Using XML

Some tools that are typically automated have already begun using XML. Valgrind’s memcheck (and
some other Valgrind-based tools) provide a command-line option --xml=yes to force Valgrind’s
output to be XML. The Valgrind developers have not released a formal schema or DTD, however
the output contains straightforward tags for errors that the Valgrind system has discovered. Included
in the <error> tag is the stack frame, including the name of the most immediate function (listed
in the <fn> tag). This tag allows the Valgrind XML to be integrated into Metaman XML with a
simple 25-line XSLT script by matching the <fn> tag to the associated Metaman <function>. A
separate <valgrind-run> Metaman element provides the rest of the metadata about the command
arguments and other details of the run.

GCC-XML is an extension of the GCC C++ that emits structural information about the C++

source to XML. Included in the output is class and structure information, as well as function infor-
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mation that is readily integrated into Metaman.

As discussed in Chapter 2, the GLX graph representation format combines a number of graph-
based formats. Holt ef al. list a large set of tools using the formats that GLX combines. These
tools include the parsers (Acacia and Datrix), static analyzers (CPPanel), and graph visualization
tools (DaVinci and EDGE) [62]. These analysis tools can be integrated into Metaman’s schema in
a manner similar to how Valgrind’s metadata is handled.

These tools show the value of annotated XML output for software tools, and are improving the
ubiquity of XML as an exchange format for software development. However, for XML use to be
widespread it must perform well on large systems, and be straightforward to set up on small system.

The next section discusses performance-related issues.

3.4.6 XML-based Metadata

There are a number of performance concerns related to using XML to store metadata. Performance
in terms of size (memory and on disk), data access time, and finally performance of adding novel
metadata to the system. To examine Metaman’s ability to handle current metadata, DWARF entries
were translated into Metaman XML. The DWAREF standard translates to XML in a straightforward
manner because the DWARF Debugging Information Entry (DIE) is organized in a hierarchical for-
mat, appended by name/value attributes which map nicely to XML tags and attributes respectively.

A major concern for performance of run-time tools is memory usage. If the program metadata
uses too much memory it may cause the operating system to page out data that would have otherwise
remained cached. The maximum memory usage for other SPEC2006 benchmarks is shown in
Figure 3.4. The benchmarks are shown running natively, then with Strata alone, and finally with
Strata and metadata included at runtime to improve SDT indirect branch handling (described in
detail in Chapter 4).

Xalan has the largest increase in memory usage due to metadata. This is due to its large code
base and many small functions. Figure 3.5 details the memory usage from Xalan over the course
of execution. The collection of metadata switch and VFT metadata (described in Chapter 4) does

show a significant increase in memory usage, but also a much shorter execution time due to the
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Figure 3.5: Xalan’s memory usage.

performance benefits. This effect represents an important time/space tradeoff exposed by the use of
program metadata.

Because XML is an ASCIlI-based file format, XML files are often larger than correspond-
ing binary-encoded data. To examine the exact file size increase, we converted already-existing
metadata into our XML format: debugging information. Figure 3.6 shows the increase XML and
DBXML size (in MiB) per KiB of debugging information. The base XML file uses 11.6 bytes per
byte of debug data (correlation coefficient R = .99), while the DBXML format uses 24.5 bytes per
debug byte (R = .99). For DBXML, indices were used to improve query operations, resulting in the
higher memory usage.

Because XML uses significantly more storage space than the corresponding binary DWARF
representation, it is important to ask what the value is of the XML representation over the pure
binary representation. One of the primary goals of Metaman is to allow for a wide range of tools
to use and submit data, and further, to allow these tools to submit their own novel metadata. While
this could be theoretically done by extending the DWARF specification, the tools for parsing and

querying DWARF information are limited compared to those available to XML.
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Figure 3.6: Comparison of XML size.
3.5 Design Alternatives

The ultimate goal of Metaman it to provide the easiest path for making metadata available to the
widest set of tools and use cases, while meeting the primary design goals of flexibility, scalabil-
ity, and ease of use. A number of design alternatives were considered to best support integrated
metadata.

Initial prototypes of Metaman used a more traditional SQL database. SQL databases have
been heavily researched and as a result are very robust and well polished. SQL databases make
scalability a top priority, with open source and proprietary databases able to handle millions of
connections per second. The trade-off with such a high level of scalability is flexibility. Traditional
high-performance SQL databases require an advanced entity-relationship design, which requires a
large amount of knowledge about the types of queries to be made against the data, and how those
queries will be structured. Such a system might be feasible in a well-established system where
everything is known about how the metadata will be used, but requiring a new database design any
time any new metadata is required is highly impractical for a developing system such as Metaman.
For this reason Metaman uses XML and DBXML storage.

Both raw XML and DBXML offer the flexibility required for Metaman, so another important

question is when to use one or the other. Because both are based on XML, and present XML
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Figure 3.7: Performance of XML parsers for full-program queries.

as an application programming interface, it is feasible to select which to use on a case by case
basis. DBXML requires overhead to set up the repository, so for small projects where raw XML is
suffcient, it is a good choice. Further, if the tool requires processing all (or a large portion) of the
metadata, rather than small specific bits of data, repeated queries to the DBXML database can cause
a performance bottleneck. For example, the process of associating all the variables in a file with
their types involves many disparate lookups to resolve each variable. Many of the types are defined
recursively, so as a result each variable lookup results in many lookups of specific metadatum.
Figure 3.7 shows the results of a naive DBXML implementation of type gathering, with one XPath
query for each specific piece of metadata needed. That implementation is compared to a pure
XML implementation, where the whole XML file is parsed, and the types are resolved using an
in-memory hashtable.

The X-axis marks the size of the synthetic project, in terms of number of files. As the project’s
file count increases, both implementations increase linearly, however, the pure XML solution re-
mains running under a second, while the coefficient of the DBXML solution is much larger, taking
over 82 seconds for a 500-file project.

In keeping with the design goal of flexibility XSLT and XPath were chosen for Metaman due to

their wide use by various XML system. Other systems such as XQuery were only being introduced
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at the inception of this research, however as they gain support, they might become more practical

in the future [124].

3.6 Related Work

3.6.1 Build Systems

An important advance in software engineering is the separation of concerns. Commonly, this man-
ifests itself as separate files within a software project, resulting in many source files contributing to
the final software product. As a result, modern programs are often composed of dozens and even
hundreds of individual files that must be compiled and linked together to produce the final exe-
cutable. As the size of projects and number of source files increased, it has become prohibitively
difficult to manually manage building such programs. Build systems have been created to manage
this task. Make is one of the first build systems. It allows users to explicitly specify dependencies
and automatically identify changes in those dependent files. Encoded in the dependency is the com-
mand to recreate the file from its dependencies. If a change occurs Make recursively invokes the
commands to rebuild the file that are dependent on the changed file [41]. Only building necessary
files requires that the build system maintain a dependency graph of all the files of the system, a
feature that is important to successfully managing metadata.

Make allows the automation of much of the build process, allowing the build tools to only
rebuild the parts of the application that have changed since the last build. However, fully identifying
the complete list of dependencies can be a difficult task in large systems. The srm system introduced
a technique to address this problem. It includes language-specific analysis that detects dependencies
implicitly, taking the burden off the programmer to list the dependencies explicitly [99]. Subsequent
build systems such as SCons [75] and CMake [89] utilize this technique and have generalized it to
support a wide variety of programming languages.

The important metadata associated with build systems — namely the dependency graph of the
software system — is a vital piece of metadata. As discussed in Chapter 3, knowledge of what files

affect other files is important for tracking metadata as well as the build process.
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3.6.2 Code repositories

Tracking information about a program temporally has been some of the first and most common
metadata about the program. Tracking changes over time is most commonly handled by a version
control system. The Concurrent Versioning System (CVS) was introduced in 1990 as a such a ver-
sion control system [17]. CVS is based on the Revision Control System (RCS) [123], but improved
on RCS in a number of key areas to better support software development. CVS supports subdirec-
tories, along with concurrent access (file locking). Such features allow code repositories to scale to
very large projects with large code bases and many contributors.

Subsequent revision control systems have focused on “distributed” version control, allowing
multiple repositories to provide better tracking for individuals in a large group working on projects
potentially held on different servers or organizations [133]. Such ideas serve as the basis for newer
version control systems like GIT and Mercurial [32].

Modern tools use code repositories to better understand the software engineering process. By
analyzing the code changes (or “diff””) from one revision to another, Buse ef al. are able to improve

the associated log messages (free form annotations describing the code changes) [22].
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Optimization and Overhead Reduction of SDT Systems

Users expect applications to be responsive and fast. As a result, run-time performance is an im-
portant metric for software development. As software developers discover the advantages of robust
run-time systems, there is a corresponding need to make run-time systems as efficient as possible
to minimize the performance impact of the run-time features.

While generating optimal code is undecidable in the general case [2], there are many algorithms
which are very effective at improving code for typical workloads, both in terms of speed and code
size. Naively generated code typically is processed by various optimization phases that analyze the
code and apply various transformations with the goal of improving various run-time characteristics
of the program such as execution time, code size, or energy consumption. Optimizing compilers use
many types of program metadata collected in multiple analysis phases as input to their optimiza-
tions. Indeed, modern compilers typically include many analysis phases which distill the program
into intermediate forms such as RTLs and SSA which represent the movement and fundamental
operations of the data, typically based on the control-flow or data-flow of the program [30, 31].
Much research has gone into compile-time optimizations and intermediate representations with
texts available from Aho et al. [3], Muchnick [95], and Bacon [9].

While there is still much ongoing research in compile-time optimization, run-time optimizations
are gaining in popularity, because they offer the ability to apply optimizations that take into account

the input and phases of the program—data typically unavailable at compile-time. Run-time, or

45
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dynamic optimizers, are used in a variety of contexts.

Binary optimizers allow systems to optimize already-generated binaries [10], introducing new
optimizations and also optimizing legacy binaries that were distributed without optimization. Just-
In-Time (JIT) compilation systems often dynamically optimize code for languages where final com-
pilation is deferred until run-time [7,46]. SDT systems can offer sophisticated profiling techniques
that are sufficiently efficient to allow a running program to be profiled and then the collected infor-
mation can be used to guide dynamic optimization of the running program.

Compilers that perform static optimizations use many types of program metadata collected
in multiple analysis phases as input to their optimization algorithms. Indeed, modern compilers
typically include many analysis phases which distill the program into intermediate forms, such as
RTLs and SSA, which represent the movement and fundamental operations of the data, typically
based on the control-flow or data-flow of the program [3].

As discussed in Chapter 2, dynamic optimizations (optimizations applied at run-time) use
feedback-directed optimization (FDO) techniques to improve performance for systems with larger
run-time systems, such as JITs and SDT. Michael Smith categorizes FDO improvements as “any
technique that alters the realization of a program based on tendencies observed in the present run
or in past runs [117].” Such a definition includes a wide spectrum of tools and techniques, ranging
from very static optimizations done using information from training runs, to immediate and con-
tinuous recompilation based on run-time determination of the current hot execution path. The key
observation about FDO techniques is that the feedback is simply another form of metadata. By
applying metadata tools across the toolchain, it becomes less important when in development the
feedback is gathered, because it can be applied equally well at all stages. If feedback is required
but none is available, a profiling tool can be used to gather the information immediately. If there is
profiling data available, it can be used to improve the program while it is running, and the next time
it is compiled.

Both static and dynamic forms of FDO require a profiling phase to gather the requisite feedback.
Software profiling is widely studied area of program understanding. Profiling done for FDO encap-

sulates specific knowledge that can be automatically sent back to the optimizer to improve perfor-
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mance. Profile information can be collected in a number of ways: binary instrumentation [78, 85],
statistical monitoring [50], or hardware-based performance counters [93], or some combination of
these techniques. For many of these profiling techniques, SDT systems are a natural choice as a ba-
sis of the profiling implementation. SDT systems allow instrumentation to be inserted and removed
as needed; further most provide mechanisms to statistically sample a running program as well.

However, to be effective, especially for FDO occurring entirely within the run of a single pro-
gram, the underlying SDT system must not introduce too much overhead. Overhead can arise from
a variety of sources within an SDT system. Most SDT systems require that every instruction be
examined before execution. The process of decoding and examining these instructions introduces
overhead. However, most of that overhead is amortized by caching the resulting code. A significant
source of overhead that cannot be easily amortized is indirect branch handling. Because indirect
branches can target any address, they have be handled specially when they are executed, in case they
are targeting an address not yet translated by the SDT system. This process can cause significant
overhead and limit the effectiveness of SDT systems.

This chapter shows the value of program metadata in action, applying it to the real-world prob-
lem of optimizing and removing overhead from SDT systems. For all SDT-based tools, run-time
performance is an important consideration. If the SDT tool slows an application down too much or

consumes significant resources it will not be used, making the tool less valuable.

4.1 Indirect Branch Handling

As discussed in Chapter 2, indirect branches are a significant concern in SDT systems. Indirect
branches can target any memory location and because most SDT systems require that every in-
struction is translated before execution, indirect branches must be handled specially. To maintain
control, the SDT must have a mechanism to examine the indirect branch immediately before it exe-
cutes. The extra instructions required to satisfy this requirement can be a major source of run-time
overhead in SDT systems. This section shows how indirect branches are currently handled in SDT

systems, and later the chapter introduces a novel metadata-based solution to achieve near-native
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Figure 4.1: Strata SDT overhead and indirect branch rate on the SPEC 2000 benchmark.

performance for SDT indirect branch handling.

Figure 4.1 shows the correlation between SDT slowdown and the rate at which indirect branches
occur. The left bar is overhead of SDT systems, normalized to native execution, graphed by the axis
on the left. The right bar shows millions of indirect branches per second, with its axis on the left.
The benchmarks with the highest SDT overhead, perl, gap and gcc, also have the highest indirect
branch rate. Figure 4.2 shows the indirect branch rate grouped by cause. The top bar in the stack is
the occurrence of indirect branches caused by returns, the second bar from the top is from switches,
and finally indirect calls. This graph shows that the majority of indirect branches are from returns,
but also that there are significant numbers of switch and indirect calls as well [61].

Traditionally, SDT systems use some translation lookup mechanism, such as the sieve, or indi-
rect branch translation cache (IBTC) or target inlining to handle indirect branches [19, 60, 85, 119].
The sieve and IBTC are table-based approaches which cache the common translated target values.
If the target is found in the table, control is transferred to the already-translated code. If the target

is not in the table, control transfers back to the translation system. Because of the lookup and pos-
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Figure 4.2: Indirect branches by type

sible jump back to the SDT system, the sieve and IBTC are general approaches that are designed to
handle indirect branches that can target any program address.

The primary difference between the sieve and IBTC is the location of the hashtable “buckets.”
For the IBTC, the target address (the key) and the translated address (the value) are stored in data
memory. For the sieve, introduced by Sridhar ef al. [119], the check for the key is inlined directly
into the code. On the x86 architecture, the sieve has a platform-specific implementation that does
not require saving the EFLAGS register as long as the the sieve is sized correctly. This optimization
is very effective because on current x86 microarchitectures, the instructions to save and restore
EFLAGS to the stack are much slower than saving and restoring the general-purpose registers.

The high-level operation of the sieve is illustrated in Figure 4.3. The sieve stores the target
application address, and then uses it to compute a hash value. It then jumps to an entry in the sieve
table, which immediately jumps to either a “bucket” or back to Strata. When the translated code
reaches an indirect branch, it jumps to a dispatch area, saves state, uses the branch target to calculate
a hash value that is used in index into the bucket table. On a hit, it checks the branch target address
and if correct, it jumps to the translated fragment and continues execution. On the x86 architecture,

Strata emits the code shown in Figure 4.4 on an indirect call to the address [eax+8].
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Fragment 1:

<frag code>

Jump table:

<save state>

<Miss: to strata>

Bucket:

<to dispatch>

<Hit: to bucket>

<check target>

S

Sieve Dispatch:

<Miss: to strata>

<hit: to frag>

<miss: to bucket>

<save state>

<check target>

)f_\

<miss: to strata>

Bucket:
. l Strata |
<to jump table> I
O
Fragment 2: | | <hit: to frag>
<continue exec> L J S— _l
[ ]
Figure 4.3: Overview of the sieve
P
0x2058: push  @x3e38 ; return address
0x205d: push  DWORD PTR [eax+8] ; tmp loc
0x2060: jmp 0xd05a ; Jmp to dispatch
0xd@d5a: push ecx ; save state
0xdd5b: mov ecx,DWORD PTR [esp+4]
0xd@d5f: lea ecx, [ecx*4] ; shift left
0xdd66: movzx ecx,cCx ; and Oxffff
; shift and add base
0xd069: lea ecx, [ecx+ecx+0x500c]
0xdo7@: jmp ecx

50

Figure 4.4: x86 disassembly for the end of a fragment jumping to a sieve dispatch for an indirect

call. (Intel syntax)
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; target of ecx
0x50a0: jmp 0x2100
; first bucket
0x2100: mov ecx, DWORD PTR [esp+4]
; add the complement
0x2104: lea ecx, [ecx+@xc250]
0x210a: jecxz @x2111 ; check target
; miss - jump to next bucket
0x210c: jmp 0xed089

; hit case
0x2111: pop ecx ; restore state
0x2112: lea esp, [esp+4]
0x2116: jmp 0x20db ; target frag
N J

Figure 4.5: x86 disassembly of a target bucket of the sieve (Intel syntax).

Here, 0x500c is the the base address of jump table. Upon initialization this table is filled with
jmp instructions that transfer control to a trampoline then back to Strata. The table is then updated
with a jump to a bucket with the (now-translated) target. The next time that target goes through the
sieve table, it jumps to the bucket, as shown in Figure 4.5.

The bucket is responsible for checking the target value against the key, and in the case of a
miss it goes to the next bucket, or returns to Strata if it is the last bucket. In the case of a hit the
conditional branch at 0x210a is taken, the state is restored, and control is transferred to the target
fragment [60,119]. This technique for indirect branch handling is able to handle any type of indirect
branch, however, every time the indirect branch is executed, this code must run to ensure Strata has
translated the target. In the case where the target is in the first bucket (which is expected for a

reasonably size table), the single indirect branch executes at least 16 instructions.

4.2 Metadata Optimization

While the sieve and IBTC are powerful techniques for handling direct branches in dynamically
translated code, the increase in dynamic code size is still significant, and can be a barrier to adoption

of SDT solutions. Guha et al. have studied the memory effects of SDT systems directly [48],
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examining the trade-off between the memory benefits of removing code traces frequently, and the
performance benefits of keeping code traces as long as is feasible. This section examines a different
approach that aims to directly reproduce translated versions of the data structure used by indirect
branches; these are generally not memory intensive, but offer significant performance benefits.

An important observation is that while the sieve can handle an indirect branch targeting any
address, the majority of code currently in use is much more structured and restricted. For most
structured programs, indirect branches are emitted as the result of one of a few programming con-
structs: switch tables, indirect function invocation (either through the use of function pointers or
language constructs for polymorphism), and function return. These high-level constructs have a
much more restricted set of targets than an assembly-language-level indirect branch. Further, with
analysis of the source code—and more importantly the metadata resulting from that analysis, the
SDT system can optimize the traditional indirect branch handling mechanisms to avoid the usual
hashtable lookup. If the SDT system is able to determine all the possible targets for an indirect
branch, it can create a translated version of the table, eliminating the need for the hashtable lookup.
When the metadata is enabled, the sieve assembly shown in Figure 4.4 and 4.5 can be replaced a
few-instruction assembly sequence close to the original indirect branch.

The metadata required to perform this optimization is readily available at the compilation and
assembly stage. Detailed information is required about the switch, VFT, and return locations.

Specifically, the following information is required:

e Switch optimization requires:

1. the address of the switch table,
2. the size of the switch table,
3. the address of the indirect jump using the table, and

4. instructions referencing the switch location.
e VFT optimization requires:

1. the location of the VFT,
2. the size of the VFT,
3. the instructions assigning the VFTs to the object, and

4. the instructions invoking the virtual function.
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e Return optimization requires:

1. function names and return locations, and

2. other calls in the in the function.

An important implementation decision is exactly when to collect this metadata. For a typical op-
timization workflow the information needs to be gathered after optimization because the optimizer
can hoist or fold instructions. However, it should be gathered before it is assembled into an object
file, which can remove symbols that are unnecessary for execution, but used by the optimization.
Metaman collects the data using the listing output of the assembler, as discussed in Chapter 3.

Although, it would be possible to parse the metadata in Strata using an XML parser, due to the
run-time performance concerns and the need for specific analysis, the metadata is pre-parsed and
encoded in a binary format. The binary format for switch information is shown in Figure 4.6. For
32-bit code, the data required for the switch is grouped into variable-length records, depending on
the number of instructions referencing the switch table (r/ for the first record in Figure 4.6). The
total number of records (¢) is encoded in the first 4-bytes of the file. The format records the number
of switch tables for the module. Each switch entry is a variable-length record that contains the
binary representation of the minimum amount of necessary information to fully collect the switch
table in code: address of the jump instruction, the address of the switch table, and the number of
other instructions referencing the switch table, followed by addresses of those instructions. That
format matches the underlying C structures used by Strata, to make loading the data straightforward.
Inside Strata, the data is loaded into a hashtable for efficient lookup of the entries while the program
is running. The data for the VFT and returns follows a similar format. They consist of a count of
the total number of entries, followed by the necessary data, including the counts of any variable
sized entries, like references. The next sections discuss how this metadata is used in the specific

implementations for the switch, VFT, and return optimizations.

4.3 Switch Table Translation

Switch table translation is a technique designed to reduce overhead in SDT systems. Switch table

translation works by creating translated copies of switch tables into the code cache. Switch state-



Chapter 4. Optimization and Overhead Reduction of SDT Systems

Words
0 Switch Count:t
( 1 Jump addr
2 Table addr
Switch table 3 Table count
(;g[;gat % 4 Ref count:r1
ttimes) 5 Ref addr
6 Ref addr r1 times
\| 7
4+r1 Jump addr
5+r1 Table addr
6+r1 Table count
7411 Ref count:r2
8+r1 Ref addr
9+r1 Ref addr r2 times

Figure 4.6: Indirect switch info binary format
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ments in C and similar languages are designed to choose one of a number of options based on a
scalar value. If there are few choices, the compiler may emit a sequence of checks similar to an
if/else-if construct [18,54].

If there are a large number of choices, the compiler calculates the address of the target code
block using the scalar value to index into a switch table. Then the compiler emits an indirect branch
to jump to the value specified by the table. Figure 4.7(a) shows the standard layout of an indirect
jump into a switch table. On x86, the target value of the jump can usually be calculated using
a single instruction by jumping to a base address, jmp_addr, plus an offset, eax. The offset is
calculated by the input to the switch statement, and it determines which block in the switch table
will be executed.

The goal of the specialized switch translation code is to reduce the overhead from the SDT’s
generalized handling of the indirect branches generated by switch tables. These branches make up
a significant percentage of indirect branches in SPEC2006 benchmarks like perl. The optimization
is implemented by recreating a translated version of the switch table rather than relying on a hash
table-based method such as an IBTC or sieve. Because the index into the switch table is calculated at
run-time, it is not always possible to discover the targets of the switch statement without information
to determine where the base of the table is located. Therefore, Metaman collects the location of
each switch table, as well as instructions that reference the respective tables. At compile time,
Metaman adds an additional analysis pass made on the assembly code to identify switch tables and
assembly instructions that reference them. This pass inserts a symbol at each location so that the
address can be identified after linking. Additionally, the symbol marking the beginning of the table
is collected, along with the table size. Finally, the instructions used to calculate the base address
of the table are identified and marked. When the source file is compiled this information is stored
by Metaman. When the executable is linked, the linker then resolves the collected symbols into
program addresses, and Metaman generates a listing for the whole program identifying all switch
tables and references. This listing is then stored in an XML file which is later translated to a binary
file as described in Section 4.2 (Figure 4.6).

The information gathered by the compiler is then used by Strata to create a translated switch
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Text: RO Data: Text: RO Data:
jmp_addr: jmp_addr:
jmp[ jmp_addr jmp[ jmp_addr
+eax] &blockl +teax] &blockl
&block2 &block2
Fragment Cache:
xjmp_addr:
jmp[eax+ &trampl
xjmp addr]
&tramp2
(a) (b)
Figure 4.7: Switch Layout
( N\
typedef struct switch_info {
app_iaddr_t jmp_addr; /* jump address */
app_iaddr_t table; /* switch table addr */
unsigned length; /* number of entries in table */
/%500

} switch_info_t;

typedef struct switch_ref_info {
app_iaddr_t ref_addr; /* ref addr */
switch_info_t* switch_info;
/%500

} switch_ref_info_t;

.

Figure 4.8: The C data structure for switch metadata.
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table as shown in Figure 4.7(b). The jump address in the text has been gathered by Metaman and is
in program memory in the switch_info_t data structure shown in Figure 4.8. That data structure
contains a single switch entry taken from the binary file described in Figure 4.6, which was loaded
into memory by Strata when it gained control of the program. With that metadata, the new switch
table can be laid out lazily when Strata encounters an instruction referencing the switch, such as
the jump instruction. Then the new table is created at x jmp_addr, with entries the contain Strata
trampolines which return to Strata and allow it to translate the corresponding code block in the
original switch table.

The algorithm for handling the new layout is described in Algorithm 1. When Strata en-
counters a switch table as it is translating the program (line 2 of translate_insn), it uses the
switch_ref_info_t data structure (Figure 4.8) to identify the reference, and then it uses the
switch_info_t structure to layout a new table, (layout_table), in the fragment cache using
the targets of the switch. The reference is identified by looking up the value in a hashtable of
references. The switch targets are iterated over, placing a trampoline corresponding to the table
targets (x jmp_addr in Figure 4.7). The instructions that reference a switch table are recalculated
(recalculate_offset) by using the base of the literal to refer to the newly created table. Because
the addresses in the original table correspond directly to fragment addresses in the new table, the
system can calculate the same offset, with the base address of the new table.

When the indirect jump for this table is encountered, it can be emitted to the code cache directly.
By emitting the indirect jump directly instead of the normal indirect branch handling code, the
instructions calculating the hash and comparing the tag have been eliminated, which reduces the

dynamic instruction count, and also the code cache pressure.

4.4 Virtual Function Call Table Translation

Indirect call instructions provide the basis for the implementation of virtual functions in many
object-oriented languages. They allow the program to invoke a function without statically knowing

the address of the function. General indirect calls are very powerful constructs, used to implement
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Algorithm 1 The switch table translation algorithm

Function translate_insn

Input: pc : void * {PC to be executed. }
1. switch_ref : switch_ref_info_t
2: switch_ref < entry_lookup(pc)
3: if switch_entry # NULL then
4:  if switch_ref — switch_info — table_made = FALSE then
5 layout_table(switch_entry — switch_info)
6: end if
7. of fset < recalculate_offset(pc, switch_entry — switch_info)
8:  rewrite_instruction(pc, of fset)
9: end if
Function layout_table

Input: switch_entry : switch_info_t
1: switch_entry — new_table < allocate(switch_entry — length)
2: fori: int < O to switch_entry — length do
3:  deref(switch_entry — new_table + i) <— make_trampoline(switch_entry — old _table + i)
4: end for
Function recalculate_offset

Input: pc: void *, switch_entry : structure
1: immed <+ get_immediate(pc)
2: new_of fset < immed — switch_entry — table
3: return new_of fset
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4 N\
typedef struct vft_info_st {
app_iaddr_t vft; /* VFT location */
unsigned size; /* table size */
fcache_iaddr_t fvft; /* new location */
app_iaddr_t* refs /* code reference to the VFT */
unsigned ref_count /* number of references */
I3 00 Y
} vft_info_t;
& J

Figure 4.9: VFT Info structure

calls through function pointers, as well as virtual function invocations in object-oriented languages.
Statically identifying the target of an indirect call is undecidable; however, the targets of virtual
function calls are much more restricted. Virtual function invocation is used to implement poly-
morphism, where the actual function being invoked can vary depending on the concrete type [83].
The Annotated C++ Reference Manuel (ARM) provides a general description of the behavior and
“plausible implementation” of the virtual function table [37].

The layout of the metadata for the VFT is shown in Figure 4.9. Similar to the data layout for
switches, the VFT layout requires the location of the VFT (vft in Figure 4.9), the size of the table
(size), and the references to the table in source.

To show how this metadata is used, Figure 4.10(a) illustrates the typical text and heap layout of
an object being constructed, similar to the one presented by ARM. Selection of the actual function
to invoke is done through a virtual function table (VFT). In this example there are two functions
that can be virtually invoked: funcl and func2. These objects are placed in the VFT, which is
statically allocated for each concrete type. When the constructor is run on a newly allocated object,
an implicit field (v£t) is stored, which points to the VFT specific to the concrete type of the object.
When a virtual function is invoked, the compiler emits code to look up the function address in the

VFT, and invokes the function through an indirect call.
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it |

Program Text: Program Text: ||:| Strata |

VFT: Constructor: VFT: Constructor: |

RTTI mov [objl <— vft RTTI mov [objl <— vft | |Q |

&funcl &funcl I |

&func2 &func2 iy gy S|
[ | |

Heap: Heap: Fragment Cache:

Object obj: Object obj: FVFT: Constructor:

&VFT &FVFT RTTI mov [obj] <- fvft

varl varl &trampl

var2 var2 &tramp2

(a) (b)

Figure 4.10: (a) Normal VFT initialization. (b) VFT initialization with Strata translation

The targets of the virtual function call are limited to those in the VFT. Using this fact, Strata
can translate the VFT entirely, and remap references to the VFT to point to the translated VFT. To
implement this optimization, Strata checks the PC to identify the instructions that load the VFT
into the new object. To perform a full translation of the virtual function table, Strata requires data
similar to that of the switch table: table size, table location, and instructions referencing the table.
This metadata is collected and laid out in the same binary format as the switch table (Figure 4.6).

Figure 4.10(b) shows the layout of the translated table under Strata, and Algorithm 2 shows the
algorithm of identifying and laying out the translated VFT table. When the instruction to load the
VFT is encountered, Strata creates a new VFT, fvft, which contains pointers to trampolines that
will jump back to Strata and translate the target function. As Strata copies the VFT to the translated
VFT it checks the ABI being used to identify entries that are not code addresses and copy them
directly. In the case of GCC’s implementation, the first entry of the VFT is reserved for run-time
type information (RTTI). Strata then translates the mov instruction to load the newly created fvft
instead of the original. When the indirect call is encountered, it is unnecessary to emit a sieve, but
instead a simple push and jump combination can replace the call shown in Figure 4.11.

The VFT metadata collected by Metaman, described in Section 3.1 allows Strata to implement
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0x2058: push ret_addr ; return addr
0x205d: jmp DWORD PTR [eax+8] ; call becomes a jump

Figure 4.11: The new indirect calling sequence.

Algorithm 2 The virtual function table translation algorithm

Function translate_insn

Input: pc: void * {PC to be executed. }
1: vft_entry < entry_lookup(pc)
2: if vft_entry # NULL then
3. ifvfr_entry — table_made = FALSE then
4 layout_vft_table(switch_entry)
5. endif
6 of fset < recalculate_offset(pc, switch_entry)
7 rewrite_instruction(pc, of fset)
8: end if
Function layout_vft_table

Input: vft_entry : structure
1: vft_entry — fvft = allocate(vft_entry — table_size)
2: fori: int =0 to vft_entry — table_size do
3:  if abi_non_address(i) then
4 vft_entry — fvft+i=vft_entry —vft+i
5:  else
6 deref(vft_entry — fvft+1i) = make_trampoline(vft_entry — vft +1i)
7:  end if
8: end for
Function recalculate_offset

Input: pc: void *, vft_entry : structure
1: immed < get_immediate(pc)
2: new_of fset = immed — v ft_entry — vft
3: return new_of fset
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this performance enhancement. For programs that make heavy use of virtual functions, such as
the highly object-oriented Xalan, reducing the instruction count from at least 16 to 2 results in a

significant performance gain, discussed in detail in Section 4.6.

4.5 Metadata Insured Return Layout

As shown in Figure 4.2, the most common type of indirect branch to occur in most programs is a
return instruction. Return instructions are dynamically paired with call instructions which store the
current address on the stack and jump to the call location. When the return instruction is reached,
control is transferred back to the instruction immediately following the call. Modern object-oriented
programs strongly emphasize small functions to improve abstraction, and therefore efficient return
handling is vitally important.

By default, Strata converts a call to a pair of instructions, the first pushing the application
address, and the second jumping to the target function. Then the return instruction can be treated
as a standard indirect branch, handled by the sieve. However, that technique results in at least 16
additional dynamic instructions, which can be a large percentage of small, modular functions, and
therefore result in a noticeable performance penalty. Fortunately, the majority of uses of calls and
returns come from static function calls, which makes call/return behavior very regular compared to
the other indirect branch instructions.

A simple improvement to the general sieve approach for returns is to have the SDT use the
stack directly for returns. Using such an approach, Strata translates a direct call by emitting code
that pushes a fragment cache address rather than application address. The instruction is required
to be unaltered by the Application Binary Interface (ABI), and as long as that condition holds the
return can be emitted to the fragment cache directly. When the return is executed, the fragment
cache address is at the top of the stack, and Strata maintains control. This reduces the dynamic
instruction count for executing returns from at least 16 down to 1, making the overhead for return
values very small [60].

For the return optimization to work, the ABI must be strictly followed. Specifically, the return
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address must not be altered when it is on the stack. However, that restriction is not enforced in
hardware, so assembly language programmers sometimes modify return addresses to effect opti-
mizations (e.g., custom sibling-call optimizations). Furthermore, there are some libraries, such as
C++ exception handling mechanisms, that read return addresses for various purposes, including
“walking the stack” to identify the function frames present on the stack. It should be noted that
these special cases are rare, and large workloads, including all of SPEC2000 can be run without
any violation [60].

However, in the case of custom-coded assembly or code of unknown origin which could be ma-
licious, the corner cases can allow the program to differ when executed under the control of the SDT
system, a dangerous violation of transparency. For example, if returns are allowed to be executed
directly in the SDT system, a malicious or simply clever programmer could use the return address
to change control flow. A malicious programmer might wish to alter control flow to execute in-
jected code, or to execute an unintended library function. A clever programmer might simply want
to eliminate overhead by manually performing a tail-call optimization. In both cases, if the SDT
system emits and uses return instructions directly, the system will lose control and start directly
executing application (or malicious) code. For SDT systems designed for performance, such as Dy-
namo, such an outcome is not ideal, but may be acceptable if it help provide a performance benefit
on average [10]. However, for SDT-based security systems, such an outcome is unacceptable.

With the use of Metaman, the optimization can be implemented safely. With compiler infor-
mation about the call-graph, the optimization is only applied to calls and returns emitted by the
compiler. During compilation and linking, Metaman does analysis and determines which calls and
returns can be safely optimized. In the majority of cases for compiled programs, the optimization
can be used. In the cases where the calls and returns cannot be determined to be transparent, the
original return address is placed on the stack, and the sieve is used for those return instructions,

rather than a return instruction, which might result in altering the semantics of the program.
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Figure 4.12: Stack view of exception handling

4.5.1 Exception Handling

An important special case is exception handling. Most object-oriented languages provide exception
handling to allow the program to throw exceptions at arbitrary program points and have execution
resume at a catch statement. When an exception is thrown, the run-time system must find the frame
on the call stack that handles the exception. To handle exceptions in C++, the exception handler
walks the stack, identifies return addresses, and uses those addresses to index into an exception
table. If an exception handler is found, stack cleanup code is executed and control is transferred to
the exception handler. If the exception table lookup fails, a default handler is invoked.

As discussed, when the return handling optimization is used, fragment cache addresses are
placed on the stack instead of return addresses. Figure 4.12(a) shows the stack at the time of the
exception. To identify when an exception occurs, Strata monitors calls to the function that walks the
stack (_Unwind_RaiseException). When the application calls this function, Strata saves program
state and then calls a wrapper function, _strata_Unwind_RaiseException. This function uses
the 1ibunwind library to identify the translated return addresses on the stack and replace them with

the actual return addresses, as seen in Figure 4.12(b). The code cache is then flushed, and Strata
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begins translating the actual exception handling code, with the optimization temporarily disabled.
The cache must be flushed so that while the exception handling code is run, no returns from already
translated library code are executed. Strata then identifies the end of the exception handling code by
identifying the code sequence emitted by __builtin_eh_return and checking the stack location
to ensure that it is the end of the error handler, and not cleanup code. Once the end of the error
handling is reached Strata flushes the cache again to remove any non-fast return library code. Fi-
nally, it re-enables fast returns and recreates the fragments pointed to by return addresses below the
current stack location, as shown in Figure 4.12(c). Once the stack is correctly remapped, execution

continues at the exception handler, under Strata’s control.

4.5.2 Optimization Handling

Another case that potentially requires special handling is compiler optimizations that manipulate
the stack. At optimization level -02, gcc 3.3.5 implements tail-call recursion optimizations which
changes recursive calls into iteration, as sibling optimizations which remove the stack frame before
making a jump to the target function. In the case of tail-call optimizations, the recursive call is
completely translated to iteration and the stack is not affected. For sibling optimizations, the stack
frame for the caller is destroyed before transferring control to the callee, when invoking the callee is
the last operation performed by the caller. The caller’s original return address is left on the stack, and
then control is transferred to the callee by a jump instruction instead of a call instruction, effectively
turning the caller’s return address into the callee’s. With the return optimization implemented, the
return address will be a translated address to the desired target. Since the stack manipulation does
not actually alter the address, the optimization is not affected in the case where both the caller and
callee are safe functions.

Metaman computes the static call graph in order to identify sibling optimizations into code not
controlled by Metaman. In that case, the calling function is not included in the list of functions that

are eligible for the optimization.
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Switch VFT Switch & VFT
switch | 0.753268 1.901186 0.726263
cpp_mb | 1.768101 1.322641 1.258121
Average | 1.260684 1.611914 0.992192

Table 4.1: Indirect and VFT microbenchmark performance data normalized to baseline strata with
a sieve. Slowdown multiplier relative to native speeds. Values less than 1 indicate speedup.

4.5.3 Other stack manipulations

Along with the special cases described above, there are a number of other x86-specific implemen-
tation constructs that can manipulate the stack, and therefore should be considered when using the
return optimizations. Position independent code uses a thunk to obtain the PC to calculate the ab-
solute position of relative offsets. Similarly, the GCC builtin __builtin_return_address is a
programmatic interface for retrieving a function’s return address from GCC. In both of these cases,
an easily identifiable (though compiler- and version-specific) code sequence is emitted. Strata iden-
tifies these sequences and alters them to insert the correct return address in these cases. Other
constructs such as threads and signals have the potential to effect the stack, but on x86 they do not

directly manipulate return addresses, and therefore do not need to be specially handled.

4.6 Performance

The indirect branch optimizations discussed in Sections 4.1-4.5 have been implemented in the Meta-
man prototype. Strata is used as the software dynamic translation system, with the sieve as the
baseline indirect branch handling mechanism. The experiments described in this section used the
GNU software toolchain and the Metaman prototype described in Chapter 3. The experiments were
run on a 2.8 GHz dual Pentium 4 system running Debian Linux, with 1GB of RAM. Application
code was compiled with gcc version 3.3.5, using the -~02 optimization flag.

The SDT branch handling optimizations were tested on the C and C++ SPEC2006 benchmark
suite [55], as well as microbenchmarks designed to expose the overhead of virtual function calls
and switch tables. The VFT microbenchmark, cpp_mb, consists of a simple class hierarchy which

exposes a virtual function. The virtual function is invoked, through the abstract class in a tight loop.
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Figure 4.13: SPEC2006 performance for optimized return mechanism

The VFT handling optimization reduced overhead of that benchmark from 1.76x to 1.25x. The
switch microbenchmark, similarly, consisted of a loop over a switch statement, large enough to be
converted into a switch table. Using the switch table optimization on the switch microbenchmark,
overhead was reduced from 1.9x to .7x. Data is shown in Table 4.1.

Figure 4.13 shows the performance of the return optimization on the C and C++ SPEC2006
benchmarks. The graph compares performance of the SDT system, normalized to native execution
speed (i.e., no SDT system). Thus, the bars below 1 indicate a speed up, while bars above 1
indicate a slowdown. The first bar, labeled “Sieve,” shows the performance of returns using the
sieve mechanism. The second bar shows the performance of the return optimization using Metaman
metadata. Finally, for comparison, the last bar shows the performance of the “always on” return
optimization. The always-on optimization performs the return optimization regardless of whether
the return can be determined to be safe by Metaman. Notice that the return optimization performs
competitively compared to the potentially unsafe always-on version. In fact the return optimization
outperforms the always-on version on omnetpp, mcf, and soplex. This is due to advantageous
caching effects resulting from differing code layout.

Figure 4.14 shows SPEC run-time overhead when the switch and VFT optimizations are ap-

plied. The first bar shows the baseline performance of Strata running without the return optimiza-
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Figure 4.14: SPEC2006 performance for virtual function tables

tion, the second shows Strata running with the return optimizations. The third and fourth bars
include the return optimization and then show the switch and VFT optimizations, respectively. The
final bar shows all the optimizations, allowing Strata to perform within 3% of native performance.
For the switch and VFT optimizations, specific benchmarks show differing improvements based on
how frequently the type of indirect branch occurs. For the VFT optimizations, Xalan shows a 15%
improvement, due to heavy use of the virtual interface used by XML. Perl also improved, due to
large amount of switch invocations.

Figure 4.15 shows the fragment cache memory usage, as opposed to general memory usage ex-
amined in chapter 3. A number of parameters can affect code cache usage, notably how entry points
to fragments are identified. The version of Strata used for these experiments was not specifically
optimized for fragment cache usage, therefore the effect can vary from benchmark to benchmark.
The return optimization offered a significant size decrease for Dealll, due to the suppression of
partial function inlining. However, those gains were removed when the VFT optimization were

turned on.
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Figure 4.15: Fragment cache memory usage with the return optimization (Rt), switch optimization
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4.7 Related Work

Many tools have built custom solutions to the problem of run-time indirect branch handling. Dy-
namo describes their indirect branch handling technique as a “special switch table,” with the most
commonly taken path inlined [10]. Such a technique favors indirect branches with only a small
number of targets, because those can easily be inlined with little overhead. Similarly, Pin uses a
series of inlined checks, backed by an inline hashtable. If none of the checks match the target, the
hashtable lookup would find other targets that had been translated [85]. HDTrans introduced the
sieve technique, and the corresponding X86 optimization discussed in section 4.1 [119]. Scott et al.
studied overhead reduction techniques in SDT, introducing the IBTC. The IBTC combined with
fragment linking allowed Strata to perform well enough to be used as the basis of a large range of
tools [108]. Hiser ef al. performed a close examination indirect branch handling in SDT systems,
evaluating the performance of the sieve, IBTC and other techniques across a series of design choices
and microarchitectures [60].

Kim and Smith have proposed a hardware extension to ease the indirect branch translation prob-
lem [70]. Such a system offers many performance benefits for SDT systems in general, offloading a
significant amount of work form software to hardware. However, Kim and Smith’s proposed system
has yet to be implemented in readily-available hardware.

These systems mostly focused on the run-time problem of identifying the target of indirect
branches during execution. Comprehensive metadata allows the Metaman approach to utilize valu-
able compile-time data, and therefore it offers a novel technique for doing indirect branch transla-

tion.



Chapter 5

Program Understanding & Security

Over the past few decades there have been tremendous advances in software engineering tech-
niques. System designers have been able to create powerful systems that abstract away the details
of the underlying system. Modern computer systems can be thought of as a series of abstractions
stacked on top of one another, each moving further away from the hardware and giving the pro-
grammer more freedom and flexibility. For example, the ABI builds on the ISA and adds structure
so a program can interact with library functions and properly encode data structures. [4,46, 114].
These abstractions allow large teams of programmers to collaborate on large-scale systems where
an individual programmer is not necessarily aware of the workings of every component. However,
when the programmer’s understanding of the abstraction and the implementation of the abstraction
diverge, it can be a source of program errors [47]. Program errors have a significant impact on
the software industry and the general economy. In 2002, NIST estimated that software bugs cost
the economy $59.5 billion dollars [44]. These costs create an important need for programmers to
properly understand and debug their code.

Another concern related to program understanding is program security. Many errors in pro-
grams allow malicious users of the program to alter its intended behavior. These exploitable errors
provide a path for malicious attackers to gain control of a running program. Then, once the at-
tackers control the program, they are often able to completely control the system. According to

Computer Economics Inc., in 2006 malware cost businesses $13.3 billion [25]. Security tools can
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provide assurance that undiscovered program errors do not compromise the entire program or the
entire system.

Understanding complex programs is often difficult because of a disconnect between the pro-
grammer’s intent and the actual behavior of the program. High-level languages abstract away ma-
chine details such as stack frames, parameter passing conventions and register allocation, and the
resulting program can be different depending on how the compiler chooses to generate the final
code [11]. Program metadata, such as debugging information, provides a method to relate the
original high-level code and data structures to the resulting low-level instructions and memory lo-
cations. The mapping from high-level to low-level allows programmers, with the aid of a debugger,
to identify when their high-level intent and the low-level code diverge.

Using program metadata to map intent to binary code allows the program to gain valuable
insight. To achieve a better understanding of program behavior, systems builders have developed an
array of program understanding tools utilizing program metadata. Debuggers, profilers and analysis
tools allow programmers to examine the state of the program as it is running, and confirm or deny
their expectations of the program’s internal state. The use of these tools provide the programmer
with an avenue to gain insight into program behavior and pinpoint when and where their model of
an abstraction breaks down.

Debugging information that enables high-level debugging and profiling, along with the profile
and debug data itself are valuable sources metadata for programmers. As discussed in Chapter 3,
symbolic debugging is enabled by debug metadata supplied by the compiler. Similarly profile data
is combined with symbols and line number information to allow profilers to give a highly accurate
view of what statements are potentially causing performance problems. Further, the profile data
collected can be cycled back into new versions of the program, using feedback-directed optimiza-
tions. Internal program invariants such as memory management or locking rules observed while
debugging can be brought back into the program as additional annotations [39].

Security tools also rely on program metadata. Many heuristic-based security tools infer pro-
grammer intent and codify those inferences as metadata. For example, systems attempting to iden-

tify malicious access to a system develop profiles of typical behavior and increase scrutiny on
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behaviors that diverge from the profile [82]. Other tools rely on information known at compile-time
to make it impossible to reach states known to be erroneous. Control flow integrity uses such a tech-
nique by statically verifying as much of the control flow as possible, and adding dynamic checks to
indirect control flow that cannot be statically verified. [1]. In an effort to build more secure systems,
programmers have turned to metadata in the form of annotations to better convey the purpose and
bounds of the program [39, 104].

This chapter examines the uses of program metadata in the realms of program understand-
ing and security. Using metadata gathered at compile time, Metaman is used to enable advanced
memory protections that combine both static and dynamic information to detect buffer overruns.
Additionally, the chapter explores how Metaman can be integrated into novel systems, helping to
automate the genprog automatic bug fixing tool. These tools rely heavily on program metadata,
and therefore show how pervasive integrated metadata can help build program understanding and

security tools.

5.1 Memory protection

An important area for both program understanding and security is memory protection. Large pro-
grams written in memory-unsafe languages often have memory management schemes that can be
poorly documented and that are difficult to use correctly. If a programmer violates the implicit
memory management rules, the program can leak memory or contain dangerous vulnerabilities.
One alternative is to use memory-safe languages such as Java and C#, whose semantics do not
allow unsafe writes to memory. However, high-performance and real-time applications require fea-
tures of memory-unsafe languages such as C and C++. Therefore, memory safety is an important
and well-studied area of research [16,26,59,97,98,105,112]. Previous research covers a large range
of memory errors, however we are focused specifically on buffer overflows because of their ubiquity
in programming today. The MITRE Corporation lists the “Classic Buffer Overflow” vulnerability
as the number 3 vulnerability in their Top 25 Common Weakness Enumeration (CWE), behind only

cross-site scripting and SQL injection [87]. To address the problem of buffer overflows, Metaman
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and Strata are used as a basis to build the Buffer Overflow Detection Engine (BODE). BODE uses
debugging metadata to detect overflows on the stack, heap and global memory.

Many of the current tools for identifying run-time memory errors rely on compile- or link-time
hooks, and focus primarily on either heap overruns or whole-frame stack overruns. BODE is a tool
that requires no compile-time information other than basic debugging info, and identifies buffer
overrun errors using a combination of static debugging information and runtime instrumentation.
With the debugging information, BODE is able to create a layout of the stack at per-variable gran-
ularity to identify buffer overruns in stack variables even if the overrun does not leave the stack
frame. Then at run-time, it monitors program writes and identifies which variables they are access-
ing. If a write location sequentially accesses multiple variables, it is possibly due to programmer
error, and it is flagged as a possible overrun. Concentrating on writes allows BODE to remain rel-
atively lightweight, while still catching a large segment of errors, including potentially malicious
overwrites.

There are many systems for detecting memory errors, and most fall roughly into either static
or dynamic detection, though some modern systems are now using a hybrid approach, combining
both static and dynamic analysis. Table 5.1 shows how BODE compares to some of the popular
memory error detection systems. The first column shows what is being instrumented (reads, writes,
or both) at run time. The second column shows what is being tracked in memory. BODE tracks
write locations within the program text, whereas other systems track pointers or memory objects.
The third column shows what static analysis is done before execution begins. Note that Annelid and
Memcheck require no static analysis, while MEDS and BODE require analysis on binaries, Data-
flow integrity (DFI) requires source code access and CCured requires programmer annotations of

the source code [23,26].

5.2 Buffer Overrun Detection Engine

BODE is a Metaman- and Strata-based system which leverages debugging metadata in the realm of

memory protection. It uses program metadata to create a model of memory and uses that model to
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Instruments: | Tracks: Static Analysis:
BODE Writes Write Locations Debug info
MEDS [59] Reads/Writes | Referent/Objs. IDA Pro
Memcheck [112] | Reads/Writes | Memory (shadow) | None
Annelid [97] Reads/Writes | Referent/Objs. None
CCured [26] Reads/Writes | Pointers Manual
DFI [23] Writes Write Locations Source-level

Table 5.1: Table comparing popular memory analysis system.

identify when a buffer overrun is occurring. The structure of BODE is shown in Figure 5.1, with
the static components on the left and the run-time layout on the right. BODE loads the executable,
Strata, and the executable’s metadata from Metaman and combines them into a new executable that
contains both the original executable code as well as a run-time system to perform the necessary
instrumentation. In some cases it is possible to insert the instrumentation directly instead of using
a run-time system such as Strata. However, using the run-time system solves the code discovery
problem inherent in static binary modification [64].

BODE’s operation is split into two parts: data collection and run-time analysis. The data collec-
tion occurs at compile-time while the run-time analysis occurs during execution. Metaman facili-

tates the transfer of the metadata, and allows BODE to effectively apply the debugging information.

5.2.1 Data Collection

To create the instrumented executable, four inputs are necessary: The executable itself, the SDT sys-
tem (Strata), the instrumentation system (BODE), and the debugging metadata supplied by Meta-
man.

The DWAREF debugging information is collected by Metaman [127]. BODE queries the data,
and combines the necessary parameter and variable locations. Strata is then combined by BODE,
and then it produces an executable altered to include Strata and BODE run-time monitoring. BODE
uses metadata data collected from the debug information as well as run-time analysis to determine
if the memory accesses of the program overrun the associated source-level data structure. Metaman
collects the DWARF debugging section of the ELF executable [35]. DWARF data used by BODE

is inserted into the executable by the compiler, typically with the —-g option. The DWARF format is
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Figure 5.1: The design of BODE.

a tree-based structure, discussed in detail in Chapter 3. The DWARF information provides BODE
details about each module, including location of functions, layout of automatic variables on the
stack, as well as locations of global variables and associated type information of all the variables.
Metaman collects the data related to functions and variables of the program, which is stored by
DWAREF as “Debugging Information Entries” (DIE). The DIEs specifically of interest to BODE are
DW_TAG_formal_parameter, DW_TAG_variable entries for each function in the module, as well
as the DW_TAG_global entries. The entries encode the location of the variable, which allows BODE
to populate the tree mapping the address space to variables. The entries also encode a reference to
their type information which allows BODE to determine the size of the variables. On the stack, the
location is dependent on the stack frame, indicated by the base pointer (ebp on x86).

At run-time BODE utilizes Strata to identify writes to memory as well at the stack layout. The

specifics of run-time data collection are detailed in the next section.
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5.2.2 Run-time analysis

The run-time component of BODE is located on the right half of Figure 5.1. Strata’s flexibility
allows it to alter or instrument instruction streams before they execute. For BODE, Strata instru-
ments instructions that write to memory. For performance, it only instruments writes through a
register other than EBP and ESP, an optimization discussed in Section 5.2.4. At run-time when an
instrumented write is encountered inside the fragment cache, the instrumentation code is run. The
instrumentation code identifies the write as a write to the stack, the heap or a global. If the write is
to the stack, BODE looks up the stack frame that the write references. The debugging information
allows BODE to split the stack frame into its corresponding variables. In the case of globals, again
the debugging information determines what variable is being accessed. The general algorithm is

shown in Algorithms 3, 4, and 5.

Algorithm 3 The BODE instrumentation algorithm (bode_instrumentation)

Input: pc: void * {The PC at the point of the write}

Input: loc : void * {Effective address of the write}
1: loctype < loc_table_lookup(loc)

. if loctype = stack then

check _stack(pc, loc)

. else if loctype = heap then

check_heap(pc, loc)

. else if loctype = global then

check_global(pc, loc)

: end if

® N L AW

Algorithm 3 shows the top-level dispatch, a function called bode_instrumentation. The PC
where the write occured and the effective address of the write are the input to the algorithm. The
metadata supplied by Metaman gives the location of global data, as well as the location of memory-
allocating functions such as malloc. The globals’ data ranges and the malloc’d memory are held
in a splay tree for quick lookup at run-time.

Once the location type of the write is determined, the appropriate monitoring function is called
— either the stack, heap, or global. The algorithm for checking the stack is shown in Algorithm 4.
Algorithm 5 handles the heap and globals.

In the case of writes to a stack address (Algorithm 4), first BODE uses the effective address to
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Algorithm 4 Code for the check_stack

Input: pc: void* {The program counter of the write.}
Input: loc : void* {The effective address of the write.}
1: fdata + lookup(loc) {Frame data lookup}
2: if frame not found then
3 return
4: end if
5: for all vrange € fdata do
6:  if loc > vrange.low and loc < vrange.high then
7 pc_hist < lookup(write_table, pc)
8 cksum <+ stacktrace()
9 if pc_hist == 0 then

10: update(write_table, pc, loc, cksum)
11: else

12: if cksum # pc_hist.cksum then

13: update(write_table, pc, 0, cksum)
14: else if write is to a different variable then
15: error() {Signal an overrun}

16: else

17: update(write_table, pc, loc, cksum)
18: end if

19: end if

20:  end if

21: end for

Algorithm 5 Code for the check _heap and check_global

Input: pc: void* {The program counter of the write. }
Input: loc : void* {The effective address of the write. }
1: pc_hist < lookup(write_table, pc)
2. if pc_hist == 0 then
3 update(write_table, pc, loc)
4: else
5 cksum < stacktrace()
6:  if cksum # pc_hist.cksum then
7 update(write_table, pc, 0)
8:  else if write is to a different variable then
9 error() {Signal an overrun}

10:  else
11: update(write_table, pc, loc, cksum)
12:  end if

13: end if
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determine which stack frame the write is targeting (line 1). The frame data, fdata, contains a list
of offsets, vrange. The offsets correspond to individual automatic variables on the frame of that
function, as determined by the DWARF data from Section 5.2.1. If the frame cannot be found,
BODE conservatively returns (line 3). Otherwise, it iterates over the ranges in the frame data to
determine which variable the write accesses. Once the variable is found, the history of writes is
looked up in the write_table hashtable. Each entry in the write_table contains the PC of the
write, which acts as the key to the hashtable, the most recent checksum, and a list of the most recent
write locations. The layout for a write_table entry is shown in Figure 5.2. BODE maintains the
last 16 writes for monitoring and future heuristics. However, for the algorithm presented here, only
the most recent write is necessary.

If the pc does not have any previous writes (line 9), then it is updated with a new entry based on
the current write. If it is not the first write (line 11), a new checksum of the call stack is computed
by a call to stacktrace () (line 8), and checked against the checksum in the history (line 12). If
the checksums do not match, the history is reset (line 13). If the checksums do match, the variable
is compared against the variable in the history (line 14), if they do not match BODE has detected a
case of a potential buffer overrun, and signals and error (line 15). Otherwise, it simply records the
write and continues execution.

The checksum calculation done by stacktrace () is an important step because typically buffer
overruns occur because consecutive writes from a loop over the data. Often such a loop is abstracted
into its own function, and if that function is called from different call sites, the series of writes will
be different. To eliminate such false positives, BODE checks for changes in the call stack. The
checks are handled by creating an XOR hash of the call stack at the point of the write. An example
testing this case is discussed in Section 5.2.3.3. The checksum is computed by libunwind, a
stand-alone repackaging of a tool to walk the stack of a program that conforms to the GNU ABI.
stacktrace () walks the stack and includes each stack frame’s return address into the checksum.
Therefore, if the dynamic call stack is altered, the change is reflected in the checksum.

The algorithm for the heap and global data (shown in Algorithm 5) is very similar to the algo-

rithm for the stack. However, because heap and global is already separated into individual variables
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write_history entry:

pc_loc 0x002800a0
cksum 0x324a7acb
last_value
write_hist[0] 0x01ffdd00
write_hist[1] 0x01ffdd04
write_hist[10] 0x01ffdd04
write_hist[11] NULL
write_hist[15] NULL

Figure 5.2: An entry of the write history. Values are from execution immediately before the buffer
overrun from the example in Section 5.2.3.1

either by the compiler in the case of globals or the memory system in the case of the heap, the
particular variable being accessed is already known.

BODE identifies writes at run-time, and instruments them to identify when consecutive writes
at a given text address cross a variable boundary. However, it is not always possible to identify
when a series of writes is intended to be consecutive. For example, if a programmer wrote a loop
that manually initialized some data through a pointer, then changes the pointer to point to the next
data structure on the stack, BODE would signal a false positive. A corollary to this limitation is that
BODE will not correctly identify a singly-occurring out-of-bounds write, which might occur as the
result of integer overflow or format string error [27]. The process of detecting overruns and their

limitations are illustrated in the examples discussed in the next section.

5.2.3 Examples

This section illustrates specific examples of BODE’s behavior. The test cases are designed to ensure
that BODE correctly catches typical memory overruns and to show the cases where BODE fails to
catch overruns. Table 5.2 shows an overview of the test cases, each with an input that causes an

overrun, and another input that does not. The baseline program is described below, followed by
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/* Simple buffer overrun. x/
int x; /% source of potential overrun =x/

void buffer_init ( int* stp ) {
int i;
for (1 =0 ; 1 < x ; 1i++ ) {
*stp=0;
stpt+;

int main (int argc, char* argv[]) {
char arr2[40];
int arrl1[10];
/* Initalize counter to user input. x/
x = atoi(argv([l]);
buffer_init (arrl);
return 0;

Figure 5.3: Source code of base.c.

Name Description

base.c Baseline example.

adij_type.c One type allocated into two datastructures on the stack, then both
initialized.

call_stk.c One type allocated on the stack, through a different call chain.

sngl_write.c | A single out-of-bounds write to memory.

malloc.c A heap-based overrun

Table 5.2: Table of BODE example programs.

the alterations made for each individual testcase. All the testcases are variations on the base test
case, shown in Figure 5.3. The baseline and single write examples walk through cases where an
overwrite occurs. The adjacent write and call stack examples walk though cases where an overwrite
does not occur, even though the series of writes is identical to the baseline case where an overwrite

does occur.
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r 0x01ffd50 return addr
0x01ffddc frame ptr ) .F;ar;e. )
0x01fd48 arr2[9] Boundary
. 0x01ffd2c arr2[1] BODE var
maln{ PRSI, an2[0] Boundary
0x01fd24 arr1[9]

L Stack
0x01ffd04 arri[1] grows
0x01fd00 arr1[0] < down
0x01ffcfe return addr )

buffer 0x01ffcf8 frame ptr
init 0x01ffcfa stp
L

Figure 5.4: Stack layout of the example program.

5.2.3.1 Baseline

The baseline example illustrates the detection mechanism of BODE. It contains a potential stack
overrun, depending on the value of a global variable, x. The example consists of two functions,
main() and buffer_init (). The main () function declares two arrays on the stack, arrl and
arr2. The initialization function, buffer_init, takes a pointer to arrl as a parameter.

The buffer_init () function contains the potential stack overrun. Figure 5.4 shows the layout
of the stack as created by gcc when arrl is passed as the parameter to buffer_init (). The
buffer_init () function initializes the data based on the integer x, which is passed in on the
command line. In the case where x > 10, the for loop overwrites arr2, the next variable on the
stack. If the value for x is large enough, it will overwrite the return address causing a fault.

BODE detects the overrun in this example by watching the writes in buffer_init (). Specif-
ically, the overrun occurs during the initialization writes on line 8 of Figure 5.3. When targeting

x86, the assignment on line 8 is translated to a mov instruction:
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0x002800a0; mov DWORD PTR [eax],0x0

The mov instruction causes the buffer overrun when it initializes past arrl into arr2. For BODE
to identify the overrun it must observe the point where the write crosses over from the variables
memory boundary. As discussed in Section 5.2.2, Strata is responsible for instrumenting all instruc-
tions that write to memory, including mov instructions that write memory, such as the one above.
During translation, Strata adds a call to an instrumentation function, bode_instrumentation,
whose semantics were given in Algorithm 3. The call is inserted into the fragment cache im-
mediately before the mov instruction to identify overruns before they occur.

When the example program is executing from the fragment cache, just before the trans-
lated mov instruction is executed, bode_instrumentation is invoked. For this example,
if the mov instruction was originally located at address 0x002800a0 and eax holds the ad-
dress 0xbffd3000, then the bode_instrumentation would be invoked with the parameters
bode_instrumentation (0x002800a0, 0xbf£fd3000). Once bode_instrumentation isinvoked,
the effective address of the write (0xbf£d3000) is identified as a stack reference (Algorithm 3,
line 2), pointing to main’s stack frame, and therefore check_stack is invoked (line 3).

The check_stack function (Algorithm 4) looks up the stack frame information from the stack
address (line 1). Each variable in the stack frame is encoded as offsets from the base of the frame.
The frame address is added to the offsets to determine the range of variable (vrange.low and
vrange.high, line 6). The function then iterates through the function’s stack variables (Algo-
rithm 4, for loop starting on line 5). In the case of the main function’s stack frame, there are three
variables, arrl, arr2, and the frame pointer and return address (counted as one variable because
they are not source-visible). The first time the instrumentation is executed the history for the PC
0x002800a0 is empty, and therefore it simply updates the write information corresponding to the
PC (Algorithm 4, line 10).

On each iteration through the for loop in the the example program, the instrumentation function
is called each time mov instruction at 0x002800a0 is executed. The write table is updated on each
iteration (Algorithm 4, line 17) because it contains the same dynamic call stack (line 12) and is

writing to the same variable range (line 14). After the tenth iteration, the write_history entry
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/* Simple buffer overrun. x/
int x; /% source of potential overrun x/

void buffer_init ( int* stp ) {
int i;
for (1 =0 ; 1 < x ; 1i++ ) {
*stp=0;
stpt+;

}

int main (int argc, char* argv[]) {
int arr2[40];
int arrl1[10];
/* Initalize counter to user input. x/
x = atoi(argv([l]);
buffer_init (arrl);
buffer_init (arr2);
return 0;

Figure 5.5: Source code for the adjacent type example.

for address 0x002800a0 has the values of the ten writes, as shown in Figure 5.2. On the eleventh
iteration, when x is greater than 10, the effective address passed to bode_instrumentation is
0xbf£d3028, which crosses into the next variable, arr2. The algorithm detects this condition (line

14), and signals that an overrun has occurred (line 15).

5.2.3.2 Adjacent Type

The adjacent type example slightly alters the baseline example to allocate two buffers of the same
type on the stack, instead of differing types. This example is designed to show how BODE does not
signal an error for normal initialization even when the series of writes is identical to the series of
writes that signaled the error in the baseline example. The source code of the adjacent type example
is shown in Figure 5.5. The adjacent type example differs from the basic overrun in two small but
important details. First, instead of arrays of two different types of variables on the stack, there are

two arrays of the same type, int. Second, instead of making a single call to buffer_init (), itis
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called with both arrl and then arr2 as arguments.

When the adjacent type example is executed, as with the baseline example, the write to memory
on line 8§ of Figure 5.5 is instrumented so that bode_instrumentationis called immediately before
the write. If the initialization size, x, is given a value greater than 10, like in the baseline example,
BODE will correctly signal an overrun. However, if the value of x is initialized to 10, there is
no overrun, and BODE should not signal an error. In that case the series of writes is identical to
the series of write in the baseline (and shown if Figure 5.2). After the tenth iteration, the first call
to buffer_init in the example returns, and then the second call to buffer_init is made, just
before the first write to initialize arr2, the instrumentation function is called with the parameters
bode_instrumentation (0x002800a0, 0x01£ffd28). As with the baseline example, the write is
identified as a stack reference (Algorithm 3, line 3), and check_stack is called. In check_stack
(Algorithm 4), the frame data is obtained (line 1), which points to the destination of the memory
write, the main function’s stack frame. The lookup of the write_table, returns the write entry for
the PC address 0x002800a0, which is holds the data of the previous writes to arrl, as shown in
Figure 5.2. However, when the algorithm compares the checksum to the stored checksum (line 12),
they do not match, because the return address for the current function is different. Therefore, the
algorithm assumes that the write is to a new variable, and clears the write history (line 13).

This test case illustrates BODE’s ability to identify overruns even if the linear sequence of
writes could legitimately occur in the program. BODE observers the series of writes at an individual
mov assembly instruction, in this case the mov in buffer_init. The series of writes seen at that
instruction are the same in this example if x is set to 10 (i.e., no overrun) as the base example if
x is set to 20. However, because BODE monitors the call stack (line 13 in Algorithm 4), BODE

correctly does not indicate an error.

5.2.3.3 Call Stack

The call stack example in Figure 5.6 slightly alters the previous example, Adjacent Type. This
example calls the buffer initialization through a simple wrapper function, thus changing the dynamic

call stack.
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/* Simple buffer overrun. x/

int x; /% source of potential overrun x/

void buffer_init ( int* stp ) {
int i;
for (1 =0 ; 1 < x ; 1i++ ) {
*stp=0;
stp++;

}

void passthrough (int* stp) {
buffer_init (stp);
}

int main (int argc, char* argv[]) {
int arr2[10];
int arrl1[10];
/*x Initalize counter to user input. x/
x = atoi(argv([1l]);
passthrough (arrl);
passthrough (arr2);
return 0;

Figure 5.6: Source code of the altered call stack example.
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As with the previous two examples, if x is initialized with a value of greater than 10. An overrun
occurs in the first invocation of buffer_init and BODE signals an error. However, if the value of
x is 10, like the adjacent call example, the series of effective addresses instrumented by the write
at address 0x02800a0 is the same as the baseline example, and shown in Figure 5.2. Once arrl
has been initialized, the example returns to the main function, and then calls passthrough, which
is just a wrapper function for buffer_init. When the first write is made to arr2, BODE does
not signal an overrun. The mechanism by which it identifies that the write is correct is the same
as the adjacent call example: the call to stacktrace on line 8 of Algorithm 4 returns a different
value than the one stored in pc_hist (line 12), causing the value to be reset (line 13). However,
the reason is subtly different. The direct return value of buffer_init is the same in both cases,
however, the return value higher up the call stack differs, allowing BODE to infer that no overrun
has occurred.

This example again illustrates the call stack monitoring. Because the call stack differs from
the write of one variable to the next, BODE correctly identifies the change and resets the series of
writes that it is monitoring. The monitoring is not perfect. In the case of certain optimized recursive
sequences, discussed more in Section 5.2.4, BODE can not search deeply enough down the stack

and yields a false positive.

5.2.3.4 Single Write

The final example is shown in Figure 5.7. It is designed to illustrate the limits of BODE. Unlike
the previous examples, it does not call the buffer_init () function, and instead makes a single
write to a location in memory. The access is unsafe because the effective address of arr1[12] is
in arr2’s memory. However, because there is no write history, BODE does not detect that there
is a memory problem. As with previous examples the bode_instrumentation function would
be called, and the write_table entry for that PC will be empty, and BODE will assume that the
first write from that PC is valid. BODE makes that assumption because it is designed to detect
buffer overruns—code that starts in valid memory space and overruns it to adjacent memory—not

general memory safety violations. In fact, when BODE uses the Eliminate ESP/EBP optimization
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/+* Single write example x/
int x; /% source of potential overrun =x/

void buffer_init ( int* stp ) {
int i;
for (1 =0 ; 1 < x ; 1i++ ) {
*stp=0;
stpt+;

}

int main (int argc, char* argv[]) {
char arr2[40];
int arrl1[10];
/* Initalize counter to user input. x/
arrl[12] = 1;

return 0;

Figure 5.7: Source code of the single write example.

discussed in Section 5.2.5, BODE might not instrument that memory access at all, depending on
how it is optimized.

This is a false negative because there is no way to identify the pattern of writes that leads up
to this write. Other source-level tools, such as CCured [26], might be able to detect this type of
problem, but it requires more information, beyond the scope of the debugging metadata BODE

uses.

5.2.4 Evaluation

To show the effectiveness of the BODE algorithm, it was evaluated on a number of benchmarks,
including the micro-benchmarks , and real-world bugs occurring in every-day applications from the
bugbench suite [84].

Table 5.3 shows the false positives and false negatives for BODE and MEDS on the sample
programs. As discussed in Section 5.2.3, BODE correctly identifies the errors in all these examples

except sngl_write.
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BODE MEDS
Name F. Positive | F. Negative | F. Positive | F. Negative
base.c No No No Yes
adj_type.c No No No No
call_stk.c No No No No
sngl_write.c No Yes No Yes
malloc.c No No No No

Table 5.3: Table of BODE false positives and false negatives for the example programs.

BODE MEDS
Name F. Positive | F. Negative | F. Positive | F. Negative
bc Yes Yes No No
man No No Yes No
ncompress No No Yes No
polymorph No No No No

Table 5.4: Table of BODE false positives and negative for bugbench bugs.

Table 5.4 shows the false positives and negatives of real-world applications with real bugs taken
from the bugbench application suite [84]. BODE produces no false positives or false negatives on
all of the bugbench applications with the exception of bc. Bc is a arbitrary-precision calculator ap-
plication that is able to handle both interactive input as well as batch processing. The bug exercised
by bugbench is an overflow of the sprintf () function; sprintf is a vararg function similar to
printf, but instead of printing the output to a file stream, sprintf copies the formatted string into
a buffer provided as the first argument. Because sprintf does not do any bounds checking, the
responsibility of correctly sizing the buffer falls to the programmer. The code that does the actual
writes is, vfprintf (), a function responsible for writing out data all the print f-like functions. In
GNU libc, this function is highly optimized and relies heavily on the use of macros. These macros
result in convoluted code that results in multiple versions of the post-processed C code that makes
it impossible for BODE’s algorithm to identify that there is a series of writes. However, these types
of optimizations are fairly rare, and usually occur only in highly optimized library code. Future
versions of BODE can solve this problem by hooking-in a specialized version of commonly used
library function that copy data, such as sprintf, memcpy, and strcpy. Replacing those functions

at run-time can be easily implemented as part of BODE’s instrumentation process.
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Unlike the false negative, the false positive in the bc application occurs in application code.
The false positive occurs in a scenario similar to the micro-benchmark adj_type.c. Two of the
(arbitrary precision) number abstractions, bc_num are adjacent on the stack in the function bc_mul.
However, the writes to these variables are in a recursive function, _bc_rec_mul. The recursion
causes libunwind to incorrectly stop the stack walk prematurely, therefore returning the same
value for the checksum. As a result, BODE incorrectly signals an error. One solution to this
error is to avoid using 1ibunwind and more actively reset the write history by instrumenting return
instructions to reset the write history for the writes in a given function. However, this solution would
incur a much larger performance overhead than the current lazy solution, and such false positives

are fairly rare and are easily recognized by experienced programmers.

5.2.5 Performance Optimizations

Another important factor in the performance of BODE is run-time overhead of the instrumentation
and analysis. If BODE causes too much slowdown, application developers will be less likely to
invest the time to use the tool.

Initially, testing was performed with the ncompress benchmark to inform the early design
decisions. BODE was improved by a series of optimizations that built off of each other, presented
in Figure 5.8.

Eliminate ESP/EBP. The eliminate ESP and EBP optimization alters Strata to not instrument
write instructions of the form mov [esp+off] xxx. This optimization assumes that the program
was written in an ABI-conformant manner, which is an acceptable assumption since BODE also
assumes ABI-conformant debugging metadata. In a typical ABI-conformant program, the esp and
ebp are used to index into the stack, and therefore an access of the form [esp+off] is constant
relative to the stack frame, and therefore cannot be used to index into an array.

Eliminate pushf/popf. Another method of improving instrumentation performance is the re-
duction of overhead for adding the instrumentation. Previous work has shown that eliminating the
save and restore of the x86 EFLAGS can result in significant performance wins [60, 119]. However,

because the saving and restoring of ELAGS represents only a small fraction of the instrumentation,
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Figure 5.8: Performance of BODE on NCompress with first set of optimizations.

this optimization showed only very marginal benefits.

Compiler Optimizations. Finally, BODE leveraged the gcc compiler optimization (-03), along
with aggressive inlining of the underlying data structure searches. A mapping of the heap is kept in
a splay tree, a binary search tree that adjusts to improve lookups of recently requested nodes [115].
The efficient lookups of recent nodes is valuable to take advantage of the temporal locality of the
memory references. To reduce function call overhead BODE used an optimized comparison macro
for the frequently-invoked node comparison operation.

With those basic design decisions, BODE is a fully functional system, but it still requires further
tests of performance. BODE was tested for its run-time performance on the SPEC2006 benchmark
suite [55]. The experiments were performed on a 1 GHz Opteron system running Linux with 2GB
of RAM.

Figure 5.9 shows the results of running the SPEC2006 benchmarks under BODE. The values
are normalized to native execution to show the overhead introduced by BODE. The leftmost bar
indicates the performance of BODE with the optimization described above. Even with those op-
timizations, performance is still very slow. To improve performance further BODE uses a more

in-depth optimization to reduce the number of context switches and the analysis required. The
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analysis needed for BODE depends on three pieces of data. First, the PC of the write instruction,
second, the effective address, and finally, the state of the stack and heap. By collecting the PC
and effective addresses in a light-weight buffer, BODE can reduce the number of context switches
it needs perform. The buffer must be emptied at the end of functions when stack information
might be destroyed, and at system calls and memory function calls. However, in practice the buffer
can be filled completely before needing to be emptied. The middle bar of Figure 5.9 shows the
performance of combining these writes. The performance is highly volatile. The performance is
better than the original implementation for some benchmarks and worse on others. While buffering
reduces the number of heavyweight context switches, it increases the instruction count of instru-
mentation, including adding a branch. The performance of buffering is highly variable, most likely
due to second-order effects including branch-prediction pollution.

While buffering does not improve performance, it does give an opportunity to reduce the amount
of analysis performed. Simple profiling of BODE showed that approximately 80% of the run was
spent in the BODE instrumentation algorithm. Further, there is significant duplication in the PCs
and addresses being analyzed. By creating a simple per-buffer cache that stores the result of the
analysis, BODE can eliminate analysis of duplicate entries. The execution time of the version that
eliminates cached duplicates is shown as the final bar of Figure 5.9. Using this final optimization

BODE is able to achieve average performance of 24x.

5.3 BODE/MEDS

BODE offers an important set of features to programmers who want to identify and avoid buffer
overruns. However, there are other more comprehensive memory protection schemes which trade
performance for a high level of accuracy and a wide range of protection against a variety of errors.

One such system is the Memory Error Detection System (MEDS). MEDS offers a holistic solu-
tion to memory protection, tracking objects and referents across the entire running of the program.
MEDS operates on raw binaries with no access to source code or debugging information. As a

result, some heuristics and profiling must be used to correctly identify variable and object bound-
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8048190 93 FUNC GLOBAL frame_dummy FUNC_SAFE USEFP RET 8048lec
8048196 0 INSTR BELONGTO 8048190
8048196 2 INSTR DEADREGS EFLAGS ZZ mov ebp, esp

Figure 5.10: MEDS annotation.

<function id="0x150a" name="frame_dummy"
address="0x8048190" end-address="0x80481ed"
meds-flags="FUNC_SAFE |USEFP" >
<asm-inst 1d="0x1512" address="0x8048196" dead-regs="EFLAGS">
mov ebp, esp
</asm-inst>
</function>

Figure 5.11: MEDS XML.

aries [59]. As a result MEDS can benefit from some of the features of BODE. As described in
Section 5.2, BODE utilizes debugging information to determine the layout variables on the stack.
MEDS operates without the assumption of any additional metadata, however if the metadata is

available, it could take advantage of it in a manner similar to BODE.

5.3.1 MEDS Metadata Format

MEDS uses a custom human-readable annotation file. It contains newline-delimited records of
IDAPro static analysis along with profile information collected by MEDS on previous runs. The
metadata is indexed off of program addresses, which allows for easy access when the program is
executing. Because the annotation is address-based, with one address per line, it is well-suited for
integration into Metaman format (see Chapter 3). Much of MEDS metadata fits directly into Meta-
man’s existing metadata types. Entries such as the FUNC annotation map directly to the function
Metaman tag. Other MEDS entries such as MEMORYHOLE annotate the state of memory in the pro-
gram, which is included to help map the state of the stack to facilitate shadowing memory.

Figure 5.10 shows sample data from the MEDS annotation file. The first entry records the
function frame_dummy, and the next two lines give the metadata on an assembly instruction in the
function. Line 2 indicates the instruction is part of the function, and line 3 gives the instruction and

associated killed registers. When translated to XML, shown in Figure 5.11, the function information
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Input BODE MEDS BODE/MEDS
No Overrun (10) No Error | No Error No Error
Interframe Overrun (14) Detected | Not Detected | Detected
Cross-Frame Overrun (30) | Detected | Detected Detected

Table 5.5: Comparison of BODE MEDS and BODE/MEDS on different input sizes of base.c.

is incorporated into the function tag, and the specific instruction information is in the asm-inst
tag. The BELONGSTO annotation becomes implicit by becoming a child element of the function.

The actual assembly text is included as XML character data.

5.3.2 BODE and MEDS Integration

Both BODE and MEDS use some heuristics to perform their checks. Further, they each use different
metadata, with MEDS relying on IDAPro-generated metadata while BODE requires the use of
debugging information. IDAPro is unable to determine the exact layout of variables on the stack.
Therefore, it treats entire stack frames as a single object, so different writes to a given stack frame
are considered equivalent. This technique allows MEDS to stop stack-smashing attacks that attempt
to overwrite a return address, because IDAPro identifies the return address and separates it from the
local variables. However, it is not able to separate one variable on the stack from an adjacent
variable. BODE’s use of debugging metadata, however, provides the layout of the entire stack
frame.

To show a proof-of-concept on how Metaman improves the process of adding features to tools
and migrating features from one tool to another, the BODE metadata was integrated into MEDS
to refine the stack frame information. The BODE/MEDS integration was tested on three varying
inputs of the example code shown in Figure 5.3. By initializing the value of x with inputs of 10, 14,
and 30. The results for BODE, MEDS, and BODE/MEDS for these inputs is shown in Table 5.5.
With an input of 10, a buffer overrun does not occur. When the input is 14, an overrun does occur,
but it is contained within the stack frame. That is, arrl overruns into arr2, but not into another
stack frame. Finally, an input of 30 overruns both buffers, and into the stack frame.

As Table 5.5 shows, each system correctly identifies the non-erroneous case, and each system
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correctly identifies the case where the overrun crosses the frame boundary. However, in the case
where the overrun only enters into another variable in the same frame, MEDS does not detect the
error. BODE correctly identifies the error, and the combined MEDS/BODE system correctly detects

the error as well.

5.4 Genprog

The integration between MEDS and BODE shows the flexibility of Metaman and the availability
of metadata for systems that were not originally designed to interact with Metaman. However, both
MEDS and BODE were projects based on the same SDT framework.

To further show the flexibility of Metaman, and the steps needed to integrate Metaman into
different systems, this section describes how Genprog could be adapted to use Metaman. Genprog is
a novel tool developed in collaboration with University of Virginia and University of New Mexico.
It is not an SD'T-based project, and was developed independently of Metaman, using their own tools

and workflow.

5.4.1 Genprog Metadata

Finding and fixing errors in programs is a difficult task and constitutes a large portion of the applica-
tion development life-cycle. Traditionally bugs are fixed by a combination of testing and receiving
bug reports. Once the programmer has the bug report, the bug is reproduced in a test environment,
the programmer localizes the bug, and then modifies the source code. Finally, a new version of
the software is released. As part of the Helix Project, Forrest et al. have developed a genetic pro-
gramming approach to fixing bugs. Once a test case exposing the error has been found, they use a
genetic algorithm to alter the program structure until a version of the program is found that passes
all the test cases (as well as the failing case) [43, 126, 128].

The genetic programming approach is a good use case for integrated metadata. It requires

custom metadata at many points, including run-time and during testing. While Forrest et al.’s
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experimental setup used CIL to create instrumented versions of the program, a version based on
SDT would be able to instrument and patch a binary, potentially without altering the original binary.

Genprog needs numerous pieces of metadata to run. It primarily operates on the program’s
abstract syntax tree (AST). For the Genprog tool, the AST is collected by CIL. Due to the tree
structure of the AST, it can directly be converted to XML and stored within Metaman’s individual
compilation-unit tags.

Another key part of the genetic programming cycle is the test cases for the program. The test
cases serve as the fitness function for the genetic algorithm — the more test cases that pass (including
the original broken test case), the more fit the solution. The current implementation of Genprog
uses shell scripts to run the test cases and report the number of successes, however to scale to larger
systems a more formal testing system will be needed. Mozilla’s Testopia, such a system, offers
XML results, and also includes other important details such at run-time, which might be useful for
improving the fitness function.

A related piece of metadata used by Genprog is the test case coverage — specifically the coverage
of the failing test case. That data is used to ensure that changes made to the program are related to
the failing test case. The coverage data is stored as a list of identifiers, mapped to the corresponding
CIL statement node. As Metaman XML tags are uniquely addressable, these map to the id of the
XMLized CIL statements.

Many of these pieces of metadata have been discussed earlier, however merging them and mak-
ing them available for a system like Genprog is challenging. For example, the easiest way to map
CIL statements into Metaman’s schema is to simply take CIL’s intermediate tree format and repre-
sent it as XML, adding new XML elements to Metaman as necessary. However, the ideal represen-
tation would be fully integrated into Metaman, using pre-existing standarized data formats, such as
a GCC-XML representation or XML Graph representation, because then existing tools could uti-
lize metaman with little or no changes. Here, Metaman’s flexibility gives it a significant advantage.
Because of Metaman’s flexible XML schema, it can include a simple port of the CIL’s data format,
but also allow for switching to a more formal representation in the future, when developers are able

to generate scripts to convert from CIL’s native representation into a more well-established format.
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5.5 Related Work

Many techniques have been employed to assist developers with memory errors in programs. Orig-
inal work on protecting buffer overruns focused on the stack. Stackguard [28] and Libsafe [13]
protect entire stack frames, but do not identify buffer overruns that occur between variables within
the stack frame.

Projects such as CCured [26], Splint [39] and DFI [23] work at the source-level to move
memory-unsafe languages closer to memory-safe languages. CCured achieves the goal of mem-
ory safety by using static analysis and programmer annotations to identify provably-safe pointer
usage, and then also re-writes the code that is not provably safe so that it can be checked at run-
time, essentially turning unknown pointers into “fat” pointers which can be followed and checked
at run-time. Splint takes an approach based purely on static analysis, checking for common code
that can result in unsafe run-time behavior, and also allowing the programmer to insert annotations,
allowing the programmer to give checkable assertions as to how the memory is intended to be used.
DFI requires no annotations, and uses reaching definitions to identify instructions that are allowed
to safely write a value. Then it inserts instrumentation to enforce that write safety.

As run-time systems have advanced and reduced the amount of overhead they incur, they have
become more practical for many applications, including checking for memory safety. Examples of
run-time checkers include Valgrind’s Memcheck [98, 112] and Annelid [97], MEDS [59], Electric
Fence [101], Rational Purify [15], and Diehard [16]. These tools are based on a variety of run-time
systems. Memcheck and Annelid use Valgrind as their base. Memcheck utilized Valgrind’s shadow
memory to identify uninitialized reads, as well as writes that occur outside any valid memory region.
Annelid takes a more heavy-weight approach, following pointer usages and memory accesses to
identify when a pointer is being used unsafely. MEDS also tracks pointers and memory references,
however it also employs static analysis on the binary prior to execution to help it to correctly monitor
the stack, and also eliminate unnecessary run-time instrumentation. Diehard takes the innovative
approach of randomizing memory accesses to identify them sooner.

In contrast to the techniques described here, BODE uses a combination of debugging infor-
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mation and run-time analysis to protect a specific class of memory errors: overruns. This allows
BODE to be faster than full-protection run-time systems like Annelid and MEDS, but still identify

buffer overruns better than tools like Memcheck and Purify.
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Future Impact

This work has shown metadata to be a vital aspect of software development. Furthermore, this
work has shown that provision of facilities for improved communication of and sharing of meta-
data between software development components can help software developers address some of the
pressing problems such as security, reliability, efficient composability of modules, to name a few.
Once general tools for manipulating program metadata become ubiquitous throughout the software
development toolchain, greater opportunities to improve software development will emerge. Meta-
man’s design and functionality serves as a first step towards such improvements.

As software systems continue to evolve and improve, it is increasingly important to have flex-
ibility in how programs are built, optimized and maintained. Traditionally, software development
and deployment have occurred in a very linear manner. A program is written, built, debugged, and
tested on a development machine. Then it is deployed and run on the target machine. Modern
systems have more complex interactions that blur the traditional separation between development
and deployment. Dynamic linking allows most programs to defer resolving the underlying library
call until the program has been invoked on the target system. Thus, all the code to be executed by
a program is not necessarily available until the program is run. Further, VM-based languages like
Java and C# have moved much of the optimizations phases to run-time as well, using JITs instead
of compile-time optimization phases [7]. This trend continues with the widespread use of scripting

languages such as Javascript and PHP, which power large-scale web-based applications. In the case
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of in-browser Javascript, the code is not even parsed until it reaches the target platform. However, as
languages like these become more popular, they are typically JIT compiled for performance [120].
As the software development community continues to find innovative ways to distribute software
and data, program metadata is going to play an even more important role in building practical
systems.

An example of how metadata use can increase in the current web-centric software environ-
ment is the efforts to allow high-performance binary code to be executed within a browser sand-
box. Google’s Native Client (NaCl) project has the goal of allowing native executable code to run
securely—without executing system calls or transferring control to unauthorized code [132]. NaCl
requires compiler support to implement special handling of indirect branches and to ensure the bi-
nary is amenable to static analysis. At run-time, the binary is statically checked to ensure it meets
NaCl’s requirements, and then it is linked with NaCl’s own libraries that ensure that control flow is
not altered, and that system calls are only made through NaCl’s interface. Tools such as NaCl and
other web-centric tools that offer features such as dynamic patching or online plug-in installation
provide valuable benefits to users, but at the same time they make security and performance even
greater concerns.

The solution to manage these security and performance concerns while still allowing the bene-
fits of web-based software delivery is to use metadata to ensure that programs have the information
that need to verify that the code being downloaded is trusted and unaltered, as well as provide meta-
data about how to run that code efficiently. The next sections discuss how Metaman can be extended

and integrated into other tools to create the next generation of software development tools.

6.1 Software as Metadata

In demonstrating that ubiquitous program metadata leads to better software tools, SDT tools and
metadata were chosen because of the practical needs of SDT systems and their acute need for
program metadata. However, as discussed in Chapter 2, there are many tools that create a wealth of

metadata.
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The source code repository is a tool discussed in the related work section, and is an important
tool for the future direction of Metaman. Code repositories track all changes to code as a project
progresses. The changes themselves are valuable metadata as are code branches, commit comments
and other metadata stored by the repository. That information provides insight into programmer
intent [22], as well as a linear history of the program. In addition, the raw source code held in
the repositories can also be considered system metadata'. Programming styles such as Literate
Programming attempt to decouple how the program is viewed and understood by developers from
how the program is presented to the compiler, with the goal of making the software artifacts more
geared toward developers and maintainers, rather than the compiler [76]. Ultimately, Metaman can
serve a similar purpose, presenting programs in the form most useful to the tool, rather than forcing
the tool to understand the native format of the code. Different tools take different abstractions of the
program. It is common practice for optimizing compilers to alternate between AST [3] passes, SSA
passes [30], and RTL [6] passes, as is needed by that particular phase of optimization. Similarly,
if the entire program is considered metadata, each method for representing the data is just another
piece of metadata. Therefore, the programmer is presented one view of the program, the compiler
another, and each of these views can be completely abstracted from how the data is stored on the
file system.

By taking such a view of the program, tools manipulating the program can alter the underlying
representation or use an existing representation without disturbing the representation seen by the
programmer. Figure 6.1 shows a possible version of dividing a software project into multiple views.
The files with the “F” marker represent the smallest practical software entity, possibly a function or
class. The rounded boxes represent parts of the program relevant to the current developer, similar to
a “view” already available in some IDEs, though typically at the file level of granularity. The ovals
represent a typical software engineering module or API — a group of functions working together in
a (logically) tightly coupled way, often currently represented by a directory hierarchy. And finally,
a compiler/architecture view, which is how the system is presented to the compiler, optimized for

code paths and (temporally) related code—currently an individual file in most development systems.

IThis section blurs the distinction between “data” and “metadata,” but for this discussion, “metadata” is used to refer
to all data about the program, including the program itself.
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Figure 6.1: Possible layout of multiple views of a software project.

Decoupling these ways of representing the program allows for greater flexibility for tools to improve
the code without intervention by the programmer. Instead of optimizing single file modules, or by
investing in computationally expensive whole program (link-time) optimizations, the system could
choose its own optimization modules based on usage and locality.

Choices that are intuitive to the programmer are often not optimal for the system as a whole. The
prototypical example of this phenomena is register allocation. Early versions of the C programming
language allowed the programmer to specify which variables they wanted allocated to a register, via
the register keyword. However, as register allocation algorithms advanced, programmers found
that the compiler could almost always choose a better set of allocated variables, and most modern
implementations of C simply ignore the register keyword [103].

Similarly, in terms of module grouping, McFarling has shown that using feedback-directed
optimizations, library code can be “packed” so that temporally local code is also local on disk
and in memory [92]. This technique can reduce disk reads as well as reduce memory and I-cache
pressure. These optimizations are underpinned by the fact that oftentimes an automated tool can
achieve better results than programmer intuition.

Using such a system, where the “view” of the program can be easily changed to suit the tool,

it would be possible for each tool to have a customized view of the program. Such customization
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allows programmers to modify their environment to suit their own needs. However, going too
far down the path of customized metadata, can create difficulties for tool writers who would be
obliged to support all the views and interfaces that a programmer might want, and would increase
the learning curve for adopting a new tool. However, most tools fall into one of a relatively small
set of discrete categories. A good compromise between flexibility and ease of tool creation is to
encourage tools to use a few interfaces developed for that type of tool, thus making easy to create

and learn, while still giving the programmer flexibility.

6.1.1 Enabling Advanced Language Features

Another part of software development that has important interactions with program metadata is lan-
guage design. The most straightforward way of adding general metadata at the language level is
through annotations. Language annotations have been added post-hoc to languages. For example,
Splint provides a mechanism to annotate C programs [39]. Similarly, C# [53] and Python 3 [121]
offer built-in annotations as part of the language. These annotations—essentially programmer sup-
plied metadata—have been used for a variety of language features, grouped by Kirner and Puschner
into three categories: platform properties, CFG reconstruction, and program semantics [72].

New language features will continue to leverage these annotation tools, however prototyping
and implementing new language features typically require support across the software development
toolchain. Integrated metadata management can achieve the same goals for the toolchain that anno-
tations have for languages. For example, if a language designer wants to add a new data type such
as arbitrary precision numeric, annotations can be used to add the feature without large changes to
the language syntax. However, the other parts of toolchain must support the new features. Arbi-
trary precision numerics can be supported as a built-in library, or can be inlined. Many libraries are
already available, easing the implementation, however inlined code can have significantly higher
performance. With effective metadata use, the design decision can be abstracted and included in
intermediate formats so that it is possible to first support library calls and then re-optimize with
inline execution without doing a full recompile. The next section discusses how to fully develop a

flexible system to partially recompile only as necessary.
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6.1.2 Metaman and Next Generation LLVM

Generally, current programming systems fall into one of two categories, “compiled” or “inter-
preted.” For compiled programs most of the work is done on the development system, and the
run-time system can be very small. Interpreted systems defer much of the work done in a tra-
ditional compiler, typically to a JIT. As JITs become more advanced and compiled languages add
more dynamic features, the line between them is beginning to blur. Metaman allows system builders
to move towards a system of applying as much optimization as possible at the time when the in-
formation is available. This approach is a powerful strategy for addressing problems related to
poor heuristics. Often heuristics are necessary because too little information is available, and it is
difficult or impossible to recreate the information at run-time.

Tools such as the LLVM compiler and toolchain infrastructure are beginning to decouple in-
dividual phases and representations from specific compile-time or run-time implementations [80],
making them useful for both compiled and interpreted languages. Further, LLVM provides support
for extensible metadata in the language specification [81]. LLVM is also highly modular; it con-
tains components for static compilers, linkers and runtime systems. By combining LLVM’s current
metadata capabilities into a system such as Metaman, and leveraging LLVM’s modular set of tools,
it would be possible to create a dynamic compilation system. This system would be similar to
“staged compilation,” an idea proposed by Philipose et al., which breaks the unnecessarily strict
divide between compile-time and run-time systems [102].

Using these techniques, systems can be built using a component-based system along with robust
metadata system such as Metaman. System builders can create systems that perform optimization
as early as possible, while remaining flexible enough to reconsider and undo earlier decisions when
new information supersedes earlier assumptions.

Consider the following scenario for such a system:

1. Compile the application into LLVM byte-code.
2. Based on previous profiling, emit optimized x86 code.

3. Package and deploy the application — x86 code, byte-code and LLVM runtime.
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4. Reevaluate x86 code based on deployment specifics (i.e., specific processor model, memory
and cache size); possibly re-emit x86 from byte-code.
5. Run program.
6. Evaluate performance based on profiling data and program input.

7. Re-optimize hot code, propagate profiling information back to the build environment.

Following these steps allows the program to be seamlessly improved throughout development
and deployment with minimal programmer intervention. For example, specific binaries can be
compiled and optimized for commonly used architectures, but intermediate code can distributed
and JIT compiled for less common architectures, saving the need to keep binaries for every type
of system. Such a technique provides flexibility to programmers, however, to make such a system

practical, there must be facilities to deploy and verify code on the final target system.

6.2 Deployment, Configuration and Trust

The Metaman project has shown that a comprehensive metadata service is both valuable and in-
strumental to the development of cutting-edge software tools. However, to make the evaluation
tractable, we simplified a number of the complexities facing software engineers today. This section
discusses those simplifications, and how Metaman could be extended to be a practical system for a
number of environments.

For most of the Metaman experiments, the development environment and the deployment en-
vironment were assumed to be the same. This assumption allows Metaman to ignore issues of
verification, and eases deployment. However, most software is distributed to new systems, poten-
tially with different configurations and instruction sets. Software deployment is an important part of
the software process and can differ widely based on the type of software involved. For client-server,
web-based, and “cloud”-based software, the developers usually have direct control over the server-
side environment. For commercial “desktop” applications, software is sent to the user by DVD or
the Internet into wholly unknown, potentially misconfigured or hostile environments. These sys-

tems must also be patched and updated to fix vulnerabilities and provide new features. With such
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added challenges, effectively using metadata is even more difficult, but it has even more potential
benefits.

A major hurdle to using metadata in code distributed to users is trusting the platform. Client
systems can host malware, or be directly attempting to alter or subvert the program being run. One
method of handling these problems is to use the runtime system as a sentinel to ensure the fidelity
of the environment [45]. Then the runtime system can load, decrypt, and use metadata without it
being exposed or maliciously modified. Using the secure run-time system, Metaman can create a
network communication channel to the metadata server and query information as necessary.

Currently, mobile computing platforms such as Apple’s iOS and Google’s Android offer ”App”
stores that provide centralized deployment and trust mechanisms. These stores use program meta-
data, including information on system resource usage that allows the system to add policy-based
security features. However, because the stores are controlled by companies that distribute the oper-
ating system and not the developers of individual apps, it is impossible for the third party developers
to directly leverage the advantages of the distribution platform.

Using Metaman as a basis for distribution and trust offers a number of advantages. By tracking
metadata as the program is developed, Metaman is able to identify the files necessary for execution
on a given platform. Further, Metaman’s integration with the build process make it possible to
create signed binaries and track their chain of trust. As discussed in Chapter 3 Metaman can also
embed metadata in binaries, allowing for more robust trust mechanisms, such as proof-carrying

code [5].
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Conclusion

Program metadata has been used to improve programs for the entire lifespan of computing, though
most often it is generated, used, and discarded. However, software development has advanced, and
tools have made increasing amounts of metadata available for more of the software development
process. Today, program metadata is used in nearly every software development tool. However,
very few tools exist to maintain and organize program metadata. The thesis of this dissertation
is that the comprehensive collection and organization of program metadata across the software
development toolchain can improve the software development process as well as the resulting ap-
plications. A design for comprehensive metadata management was created to support this thesis,
along with a prototype implementation, Metaman.

To illustrate the value of program metadata, and provide analysis of how to properly gather,
store and manipulate the data, a taxonomy was provided to document current uses of program
metadata. This taxonomy also provides a framework for new and innovative metadata. Appendix A
has the taxonomy encoded as an XML schema, a flexible format for specifying XML data. The
schema allows programs to generate and verify data coming into and out of Metaman, and it also
helps tool developers generate new metadata using the schema as a guideline.

Chapter 2 discussed the landscape of program metadata and software tools related to compre-
hensive program metadata management and Metaman. Metadata related projects have paved the
way comprehensive metadata management. Metaman has adopted and expanded on many of the

ideas presented in Chapter 2. Early projects that attempted to collect metadata across software
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development include the Montana project [88], JikesRVM [7], and Oberon. These projects are im-
portant predecessors to holistic program metadata, however they differ in that they are all tied to a
platform and language. Montana allowed developers to create custom metadata, however only as a
plug-in that had to be written in C++. Similarly JikesRVM and Oberon allowed access to program
metadata via an API. However, use of the API is limited to the platform’s language (Java or Mod-
ula, respectively). Metaman differs from these tools by following the UNIX philosophy of creating
small programs that do single tasks and interoperate. As discussed in Chapter 3, Metaman is de-
signed so that it can be used with any tool written in any language. Metaman uses a programming
language neutral data format, and can therefore communicate with a large range of tools, and be
quickly adapted to new tools.

The LENS project was another attempt to collect large amounts of metadata [90]. LENS lever-
ages LLVM [80] a mult-language framework. However, the LENS project focused mainly on com-
piler metadata and on improving understanding of the effects of optimizations on performance.
Metaman provides the ability to collect compiler metadata, and perform run-time performance
monitoring—the two main thrusts of LENS. Metaman’s goals are more wide-spread, not just lim-
ited to understanding performance. However, integrating LENS metadata and LLVM tools into
Metaman is a long-term goal of the Metaman project.

Those tools offer valuable insights into how metadata can be used and categorized. However,
the overall solution to the problems created by overwhelming amounts of program metadata is
a comprehensive system for managing the metadata. Metadata can be generated at all points in
the software development process and also consumed anywhere as well. Comprehensive metadata
management systems must interact with the rest of the software development toolchain, track meta-
data as it is created and used, and they must allow system builders to create new tools and use cases
as the needs arise.

With those goals in mind, the Metaman prototype was created as the first comprehensive meta-
data management system built. It is designed to be a system for research and experimentation into
comprehensive metadata management. Metaman is integrated into the software build system to

leverage the dependency metadata necessary to keep the metadata from becoming stale. Metadata
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is deposited into Metaman’s database where it can be queried or updated, either at build-time or
run-time. Details of the structure and usage of Metaman were given in Chapter 3. The primary
design goals of Metaman are: flexibility, scalability and ease of use. Flexibility is necessary to
allow for new use cases and new metadata to be quickly integrated into the system. Scalability is
important because of the large amount of data that can be generated and used. Finally, ease of use
is important for adoption and productivity of system builders.

Metaman provides a powerful platform to explore the use of program metadata, and test the
design points on which it is built. When used in conjunction with Strata, a software dynamic
translation system, Metaman is able to provide data to all points in the software development life-
cycle. As the basis for many run-time tools, Strata has the ability to examine and alter a program
as it is running. Because Strata amortizes the cost of translation, it can typically execute a program
with only modest run-time overhead. The ability to examine and alter programs as they run is
very powerful, but its practicality is limited by the myopic view that it has while the program
is executing: when SDT tools examine code, they do so from a single point in the execution, with
only information about the immediate binary instructions, little to no information about control flow,
data analysis or other information readily available when the program was compiled. Combining
the utility of Strata with the information collected by Metaman, there is a powerful opportunity to
improve programs and reduce errors.

Chapters 4 and 5 examined the practical effects of increased availability of program metadata,
leveraging software dynamic translation combined with Metaman. SDT systems have created ex-
citing opportunities to improve programs by examining their behavior while they are executing.
However, some information about the program is unavailable during execution, and often it is too
costly in terms of time to recreate the necessary data. Persistent metadata addresses these challenges
and provides mechanisms for even greater cohesion between compile- and run-time systems.

Chapter 4 examined the utility of program metadata in the areas of optimization and overhead
reduction. Improving performance, particularly when a program is run under an SDT system is a
ubiquitous goal. Keeping SDT performance as close as possible to native speed enables tools that

might not otherwise be practical.
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Using Strata as a platform, Metaman addressed the problem of dynamically identifying all pos-
sible indirect branch targets for a given branch. The key insight into the indirect branch handling
improvements is that structured programs are explicitly designed to restrict indirect control flow to
one of a set number of use cases. However, indirect control flow expressed by ISA-level indirect
branches has no such restriction. Indirect branches can target any machine address, while in struc-
tured programs they are typically only used for switch tables, indirect calls and returns. Encoding
that metadata and making it available at run-time allow the SDT system to handle indirect branches
more directly, often by emitting a single indirect branch instead of a multi-instruction sequence.

Using the metadata for switch, indirect calls, and returns gathered at compile time, Metaman
and Strata produced performance within 3% of native execution on average. On some benchmarks
with a high rate of indirect branches, such as Xalan, there was as much as a 10% performance im-
provement. These performance gains increase the applicability of SDT systems, making it possible
to use them in more tools and in more scenarios where performance is critical.

Chapter 5 focused on another important use of run-time systems: security and program un-
derstanding. In these areas the flexibility of Metaman played an important role in supplying and
applying metadata across the toolchain. BODE was developed using Metaman, with the goal of
improving understanding of buffer overruns. The key use of program metadata in BODE is that
it leverages readily available debugging metadata to provide insight to the program previously re-
served to source-level analysis. BODE uses the variable layout information from the debugging
data to create a map of the stack and therefore help identify when overruns occur. Using BODE, a
developer can avoid a large class of dangerous vulnerabilities, which can often be used as an attack
vector for malicious software.

Chapter 5 also showcases the flexibility of Metaman illustrated by the integration of BODE
with the MEDS project, using Metaman. MEDS was created using its own ad hoc metadata. The
integration of that metadata into Metaman shows the flexibility and value of a generalized metadata
framework.

In summary, this dissertation has shown the value of program metadata across the software de-

velopment toolchain. It describes a comprehensive framework for collecting, storing and accessing
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program metadata. The prototype system, Metaman, demonstrates the value of long-term storage
of metadata. As developers create new and even more advanced tools, they will continue to rely
on metadata, and leverage the techniques presented here to produce the next generation of software
development tools. As a result, the utilization of program metadata will increase as developers find
new and interesting ways to leverage that data to improve their programs. Comprehensive metadata
management tools have the potential to strengthen and enhance all future software development

processes and environments.
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Appendix A

Metaman XML Schema

<?xml version="1.0" encoding="UTF-8"?>
<!— Metaman Schema —

This schema describes the layout of a proper Metaman XML document.
This serves as a basis for storing program metadata for a wide variety

of software development tools.

The working URI for the Metaman schema version 0.5 is:

http: //www.cs.virginia.edu/ dww4s/ metaman/schema/0.5/ metaman. xsd

rauthor: Dan Williams
:copyright: 2011, University of Virginia
—>
<xs:schema
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
version="0.1">
<!— General containers and structures —>
<xs:element name="metadata-file">
<xs:complexType>
<xs:choice minOccurs="0" maxOccurs="unbounded">
<xs:element ref="compilation-unit"/>
<xs:element ref="object"/>
<xs:element ref="type-info"/>
</xs:choice>
<xs:attribute name="version" default="0.1"/>
<xs:attribute name="file-type" />
</xs:complexType>
</xs:element>

<xs:element name="compilation-unit">
<xs:complexType>
<xs:sequence>
<xs:element ref="metadata" />
</xs:sequence>
<xs:attribute name="name" />
<xs:attribute name="id" use="required"/>
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<xs:attribute name="comp-dir" />
</xs:complexType>
</xs:element>

<xs:element name="object">
<xs:complexType>
<xs:choice minOccurs="0" maxOccurs="unbounded">
<xs:group ref="all-metadata-types"/>
</xs:choice>
<xs:attribute name="name" />
<xs:attribute name="id" use="required"/>
<xs:attribute name="comp-dir" />
<xs:attributeGroup ref="code-region"/>
</xs:complexType>
</xs:element>

<xs:element name="function">
<xs:complexType>
<xs:choice maxOccurs="unbounded" minOccurs="0">
<xs:group ref="all-metadata-types"/>
<xs:element ref="param"/>
<xs:element ref="var"/>
</xs:choice>

114

<!— By convention we consider the name attribute
to be the source—visible name (i.e., demangled), and the
symbol to be the linker—visible symbol table entry. —>

<xs:attribute name="name" use="optional"/>
<xs:attribute name="id" use="required"/>
<xs:attribute name="frame-base" use="optional"/>
<xs:attributeGroup ref="code-region"/>
</xs:complexType>
</xs:element>

<xs:element name="asm-inst">
<xs:complexType>
<xs:attribute name="id" />
<xs:attribute name="dead-regs" />
<xs:attribute name="address" />
<xs:attribute name="data-ref" use="optional"/>
</xs:complexType>
</xs:element>

<xs:element name="param">
<xs:complexType>
<xs:attribute name="name"/>
<xs:attribute name="id"/>
<xs:attribute name="loc"/>
<xs:attribute name="type-ref"/>
<xs:attribute name="abstract-origin"/>
<xs:attribute name="frame-base"/>
</xs:complexType>
</xs:element>

<xs:element name="var">
<xs:complexType>
<xs:attribute name="name"/>
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93 <xs:attribute name="id"/>

94 <xs:attribute name="loc"/>

95 <xs:attribute name="type-ref"/>

96 <xs:attribute name="abstract-origin"/>

97 <xs:attribute name="frame-base"/>

98 </xs:complexType>

99 </xs:element>

100

101

102 <xs:element name="metadata">

103 <xs:complexType>

104 <xs:group ref="all-metadata-types"/>

105 <Xs:attribute name="name" use="optional"/>

106 </xs:complexType>

107 </xs:element>

108

109 <!— The location encodes a symbolic or address. Often it is
110 inlined into particular metadata element (see the

111 "code-point" attributeGroup ).

112 —>

113 <xs:element name="location">

114 <xs:complexType>

115 <xs:attributeGroup ref="code-point"/>

116 </xs:complexType>

117 </xs:element>

118

119

120 <!— Specific Metadata types —>

121 <xs:element name="vft-table">

122 <xs:complexType>

123 <xs:sequence>

124 <xs:element ref="location"/>

125 <!— list of sym/addrs that reference the VFI —>
126 <xs:element name="refs" />

127 </xs:sequence>

128 <xs:attribute name="size" use="required" />

129 </xs:complexType>

130 </xs:element>

131

132 <xs:element name="switch-table">

133 <xs:complexType>

134 <Xs:sequence>

135 <xs:element ref="location"/>

136 <!— 1list of sym/addrs that reference the VFT —>
137 <xs:element name="refs" />

138 </xs:sequence>

139 <xs:attribute name="size" use="required" />

140 </xs:complexType>

141 </xs:element>

142

143 <xs:element name="cfg">

144 <!— Control flow. We are forced to convert a graph into a tree,
145 so we want to give users reasonable options for storing the CFG—>
146 <xs:complexType>

147 <xs:sequence minOccurs="1" maxOccurs="unbounded">

148 <xs:element name="basic-block"/>



149
150
151
152
153
154
155
156
157
158
159
160
161
162
163
164
165
166
167
168
169
170
171
172
173
174
175
176
177
178
179
180
181
182
183
184
185
186
187
188
189
190
191
192
193
194
195
196
197
198
199
200
201
202
203
204

Appendix A. Metaman XML Schema

</xs:sequence>
<xs:attribute name="id" use="required"/>
<xs:attributeGroup ref="code-point"/>
</xs:complexType>
</xs:element>

<xs:element name="basic-block">
<xs:complexType>
<xs:attribute name="id" use="required"/>
<xs:attribute name="target-id" use="optional"/>

<xs:attribute name="target-address" use="optional"/>

<xs:attributeGroup ref="code-region"/>

</xs:complexType>
</xs:element>

<xs:element name="rcs-info">
<xs:complexType>
<xs:attribute name="id" use="required"/>
<xs:attribute name="rcs-id" use="optional"/>
<!— Tool name: cvs, svn, git, hg —>
<xs:attribute name="rcs-tool" use="optional" />

<xs:attribute name="rcs-repository" use="optional"/>

</xs:complexType>
</xs:element>

<xs:element name="dead-regs">
<xs:complexType>
<xs:attribute name="reg-state" use="required"/>
<xs:attributeGroup ref="code-point"/>
</xs:complexType>
</xs:element>

<!— Run—time metadata —>
<xs:element name="run-info">
<xs:complexType>
<xs:sequence>
<xs:element ref="system"/>
<xs:element ref="arguments"/>
<xs:element ref="input"/>
<xs:element ref="logs"/>
</xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name="system">
<xs:complexType>
<xs:attribute name="name"/>
<xs:attribute name="os" />
<xs:attribute name="arch" use="optional"/>
</xs:complexType>
</xs:element>

<xs:element name="arguments">
<xs:complexType>
<xs:attribute name="values"/>

116



205
206
207
208
209
210
211
212
213
214
215
216
217
218
219
220
221
222
223
224
225
226
227
228
229
230
231
232
233
234
235
236
237
238
239
240
241
242
243
244
245
246
247
248
249
250
251
252
253
254
255
256
257
258
259
260

Appendix A. Metaman XML Schema

</xs:complexType>
</xs:element>

<xs:element name="input">
<xs:complexType>

<xs:attribute name="filename" use="optional"/>

</xs:complexType>
</xs:element>

<xs:element name="logs">
<xs:complexType>

<xs:attribute name="filename" use="optional"/>

<!— stdout , stderr—>
<xs:attribute name="type" use="optional"/>
</xs:complexType>
</xs:element>

<!— Profiling , coverage & frequency —>
<xs:element name="coverage">
<xs:complexType>
<xs:attribute name="run-ref"/>
<xs:attributeGroup ref="code-region"/>
</xs:complexType>
</xs:element>

<xs:element name="frequency">
<xs:complexType>
<xs:attribute name="run-ref"/>
<xs:attributeGroup ref="code-region"/>
</xs:complexType>
</xs:element>

<xs:element name="metadata-ref">
<xs:complexType>
<xs:attribute name="id" use="required"/>
<xs:attribute name="ref-id" use="required"/>
</xs:complexType>
</xs:element>

<!— Debugging—related metadata —>
<xs:element name="type-info">
<xs:complexType>
<xs:sequence maxOccurs="unbounded">
<xs:element ref="type-def"/>
</xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name="type-def">
<xs:complexType>

<xs:attribute name="id"/>
<xs:attribute name="type"/>
<xs:attribute name="base-type"/>
<xs:attribute name="size"/>
<xs:attribute name="name"/>
<xs:attribute name="count"/>
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</xs:complexType>
</xs:element>

<!— Attribute helpers —>

<xs:attributeGroup name="code-point">
<xs:attribute name="address" use="optional"/>
<xs:attribute name="symbol" use="optional"/>

</xs:attributeGroup>

<xs:attributeGroup name="code-region">
<xs:attribute name="address" use="optional"/>
<xs:attribute name="end-address" use="optional"/>
<xs:attribute name="symbol" use="optional"/>
<xs:attribute name="end-symbol" use="optional"/>
</xs:attributeGroup>

<xs:group name="all-metadata-types">
<xs:choice>
<xs:element ref="metadata"/>
<xs:element ref="function"/>
<xs:element ref="location"/>
<xs:element ref="vft-table" />
<xs:element ref="switch-table" />
<xs:element ref="rcs-info"/>
<xs:element ref="cfg"/>
<xs:element ref="frequency"/>
<xs:element ref="coverage"/>
<xs:element ref="run-info"/>
<xs:element ref="basic-block"/>
<xs:element ref="type-info"/>
</xs:choice>
</xs:group>

</xs:schema>



Appendix B

Glossary

Definitions are collected here for easy reference. In general, the accepted definitions for terms are

used, although some terms are used in a more restricted sense than their usual interpretation.

ABI. The application binary interface is the interface for organizing data and making function calls.
Stack layout and register usage are specified as well as other details necessary for modules to

interact.

AST. The abstract syntax tree is a tree representation of a program, with much of the unnecessary

details of the orginal language syntax removed [3].

BODE. The Buffer Overrun Detection Engine is a tool for identifying buffer overruns at run-time.

BODE is described in detail in 5.2.

Fragment. A fragment or code fragment, is a small unit of code, translated by an SDT. It may

consist of a single or multiple dynamic basic blocks.

IBTC. Indirect Branch Translation Cache. The data hashtable for mapping indirect branch targets

to fragment cache targets. Compare sieve.

MEDS. The Memory Error Detections System is a object/referent tracking runtime memory anal-

ysis tool built by Hiser et al. [59].
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Metadata. Data about data. Information about the program that can help improve the program

structure or run-time behavior.

Metaman. Metaman is the Metadata Manager designed and implemented to show the effectiveness

of collecting and storing program metadata.

Runtime, Run-time In this document the phrase “runtime” has two meanings, to avoid confusing
they are spelled differently and defined here: Runtime [n]. Executable code that offers basic
services for the programming environment (e.g., the C runtime). Run-time (1) [n.]. The
period of time while the program is executing, distinct from compile-time. (2) [adj.] Having

the property of operating at run-time (e.g., a run-time system).

Schema. An XML-based validation document for XML documents. An XML schema determines

what elements and tags can or must appear in a validated XML document.

Sieve. A software-based hashtable for quickly looking up the translated target address of already-

translated indirect branch instructions.

Software Dynamic Translation (SDT). Software Dynamic Translation is a system-building tool
which examines and possibly alters each instruction before it is executed. Examples of such

systems are Strata [109], Pin, and DynamoRIO.

Strata. Strata is a low-overhead, research oriented software dynamic translation system developed

at the University of Virginia and University of Pittsburgh.

Transparency. In reference to SDT systems, transparency is the property that the SDT does not
alter the defined behavior of the program. A transparent SDT system will allow the program

to execute and have the same observable side-effects as if there were no SDT system running.

x86. Intel 32-bit Architecture (IA-32). X86 assembly syntax comes in two styles, Intel and AT&T.
All examples in this dissertation are Intel syntax, except those explicitly related to the GNU

assembler, which uses AT&T syntax.

XML. Extensible Markup Language is a data description language based on nested tags.
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