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Today, 2.5 quintillion bytes of data are generated every day by consumers using the

internet (Price). Technology companies like to gather data to better understand their consumers

so that they can improve their products and shape their marketing strategies. The knowledge

gained from data collection can help businesses gain more customers which leads to more profit.

Company data collection is here to stay as the big data industry “shot up from $169 billion in

2018 to $274 billion in 2022 — a 62% increase” (Albertson). With this prominent growth in the

industry, concerns about the practice of data collection also increase.

Although data collection has its advantages for the typical web user, there are still many

privacy and security concerns. If a consumer’s personal data falls into the wrong hands they can

face consequences such as financial losses and fraud. The risks of data breaches and identity

theft cause consumers to lose trust in the businesses and companies they associate with, which

can be detrimental to both consumers and companies. To address this, different countries have

developed regulations to manage the way companies collect consumer data in hopes of

improving the overall security of the Internet. It is essential to analyze the relationship between

consumers and large businesses to fully understand the issue of how to best regulate big data

collection. For my STS research, I will examine different cases of how countries regulate data

collection and how consumers view the issue of data processing. This will allow me to analyze

the results of such regulations and allow for a proper examination of whether these regulations

accomplished their intended goal. The research will provide an opportunity to discuss necessary

changes or additions to government data collection regulations to improve data security for

consumers.
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Background:

In order to better understand the issue of regulating data collection, we must first

understand the different types of software used by companies to collect consumer data.

Companies use web trackers to collect different information about consumers on their websites.

In 1994, the first web tracking cookie was invented by Lou Montulli who while working at

Netscape, designed the tool to make websites more commercially applicable. Tracking cookies

are perhaps the most widely-used web tracker as they store the consumer’s user session by

storing a small packet of information on the user’s browser which monitors their activity on that

particular website. These cookies can help to make the website faster and more personal which

likely improves the overall experience of the user. Tracking cookies are versatile and very

effective for monitoring the different users that utilize the different web platforms of a company.

Web beacons are another data collection tool used by companies which is essentially a

transparent image that when clicked, signals the company that a user has accessed some

particular function on their site. This can help companies track what particular content a user

accessed during their time on a website. These are just a few of the different technologies that

have helped companies collect data and insights on different consumers.

These technologies can be used to collect and store a variety of data about users such as

how engaged they are with particular content or the different ways they interact with the

services. However, personal data is the most important type of information that businesses

collect online because it can be used to personally identify individuals. Common examples of

personal information consist of names, phone numbers, and addresses which alone can easily

identify a user. Depending on the services a site is offering, they may collect sensitive

information about users whether it is health records, social security numbers, or credit card
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information. If sensitive data is leaked to malicious individuals, they could use this information

to steal people’s identities and/or monetary assets. The data collected by companies online can

provide some extremely valuable insights into the particular demographics and products that may

interest these individuals. Although most companies like to keep this information to themselves,

some may consult with third-party data brokers who specialize in processing user data and

selling it to different businesses. When companies “sell” information they are often selling it to

these brokers who then process it to gain insights that other companies may be interested in

purchasing. This relationship between companies and data brokers has sparked the growth of the

data collection industry. An issue arises because of this relationship, as consumers often feel

exploited when their personal data is being sold for monetary profit.

To better understand the reason why many users have qualms about companies gathering

data about them, Cristl and Spiekermann (2016), analyze the relationship between consumers

and companies. They discuss a clear power imbalance between consumers and companies as it

relates to data collection on the Internet. Users are required to consent to data tracking if they

want access to features many websites offer. For example, a user who does not accept cookies on

a shopping website will lose all their items if they refresh. Transparency is another critical part of

the issue as consumers usually do not understand what their data is being used for, and

companies often are usually not obligated to explain their reasons for data collection. This lack

of transparency from corporations causes a rift between these two parties as much of the public

has concern over how these companies may be threatening their data security and privacy.

Perhaps the main issue discussed in the article are the potential societal implications it may have

on consumers relating to employment, credit scores, and other risks. Depending on how

companies process the information the algorithm they use may exhibit biases that discriminate
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against specific demographics from information such as addresses, or ethnicity. Governments

have a role to play in this relationship, as they act as a medium that seeks to even out the power

imbalances. Government regulations are created to offer a solution to consumers by giving them

the right to understand how and why companies use the data they collect.

Methods:

Understanding the ever-changing relationships between the different involved parties is

crucial to examine how and why the regulations of different countries have formed. To

accomplish this, I have analyzed different articles demonstrating how India and the European

Union have regulated data collection in their respective countries. The EU developed a

revolutionary data protection regulation in the GDPR, and India was chosen as it adopts many of

the ideas of the GDPR. To better understand the different actants in place for these situations, I

have read articles that discuss the opinions of how the different actants such as consumers

perceive the issue of data collection. I have also compiled different official government

regulations such as the EU’s GDPR to analyze the different policies these countries have

established. Analyses of data protection regulations in the EU and India have been considered in

order to understand how these regulations address the data protection issue. By utilizing these

different types of sources which describe different unique aspects of the issue, I would be able to

better comprehend the different aspects of the issue. These sources among others will not only be

used to gain a better understanding of the issues surrounding company data collection but to

hopefully offer a solution that will better serve all parties involved.

Results:

In order to provide some context about the consumers in both the EU and India, I have

gathered surveys demonstrating how individuals in both markets view the data collection issue.
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In 2019, a study was conducted by the European Union Agency for Fundamental Rights (FRA)

to document people’s experiences and opinions regarding their fundamental rights. The

Fundamental Rights Survey provides excellent information about how EU citizens feel about

data collection and regulations such as the GDPR. The first question asked in the document was

for the subjects to express their levels of concern with their personal data being accessed by

particular groups. The groups included: criminals, advertisers/businesses, their governments,

foreign governments, and more. Not surprisingly consumers found that they were most

concerned with criminals accessing their personal information as 55% felt concerned.

Advertisers, businesses, and foreign governments were distant runner-ups as around 30% of

consumers were concerned about such parties. It is important to note that consumers were the

least concerned about their respective governments and law enforcement agencies accessing their

personal information. Respondents with smartphones were then asked questions documenting

their knowledge of privacy and location settings on their phones. It was found that 72% of

people know how to access the privacy settings on their smartphones. However, 59% of users are

aware of privacy settings for only some/none of the apps on their phones and 77% of people

know where to turn off their location settings (“European Union,” 2020). The respondents'

knowledge of existing privacy regulations such as the GDPR was also measured in the study.

69% of respondents had previously heard about the GDPR which regulates data protection in the

EU. Also, only 51% of respondents knew they had the right to access the personal information

that businesses collect from them. The Fundamental Rights Survey presents an accurate

representation of how citizens in the EU view data protection in their countries and their level of

knowledge of existing laws and acts they can take to protect their personal data.
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Surveys documenting Indian citizens' opinions concerning data collection have also been

gathered to help compare between India and the EU. The Hindu Business Line published some

survey findings in 2021 documenting how Indian consumers felt about certain data collection

issues in their country. The questions asked in the survey were similar to the ones asked in the

Fundamental Rights Survey in the EU. The research was done on 6,000 Indian respondents to

record opinions and possible distrust in how organizations in India deal with consumer personal

data. The report found that Indian consumers had an extreme preference(84%) towards

companies that were committed to protecting consumer data privacy. In the EU, these rates are

much lower as India surpasses the UK(49%), Germany(41%), Spain(36%), and France (17%).

Although many of the respondents had some sort of trust in the different companies they interact

with to store their personal information safely, 24% of the respondents do not trust third-party

companies to keep their information confidential. Roughly 67% of the respondents knew how to

keep their own personal data private data on their smartphones when managing different

applications and services(Sheth, 2021). Those in India also seem to have a better understanding

of the laws protecting their data where only 30% said they had little to no understanding of such

laws which is less than in the UK(36%), Germany(32%), and Spain(40%). The survey findings

provide a basic understanding of how EU and Indian consumers perceive data collection issues

and their overall knowledge of how their data protection laws work.

Now that we have some insight about how the consumers themselves feel about data

privacy we will discuss the data protection laws that these governments have established. First,

we go over the General Data Protection Regulation(GDPR) adopted by the EU in 2016 which

protects citizens in the EU from the improper processing of personal data. This regulation has

since become the standard used by many countries outside of the EU to help protect consumers'
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rights to data privacy. The GDPR attempts to empower consumers by requiring organizations to

uphold three conditions: transparency, consumers’ right to be informed, and informed consent.

The regulation also provides standards to ensure that companies are keeping personal data

private so that data breaches and outside attacks do not negatively affect consumers on their

platforms. The regulation applies to any organizations that process any personal data of EU

citizens which means that large companies like Google and Facebook which often process data

from the EU must also abide by the GDPR guidelines. There are several important legal terms

defined by the GDPR in order to make the laws clear and difficult to misinterpret. According to

the GDPR, personal data “is any information that relates to an individual who can be directly or

indirectly identified” (“What is the GDPR, ” 2018). Personal data is often categorized into

different categories that may be subjected to different compliance requirements depending on

how sensitive the metric is. Three important parties involved in data collection processes are the

data subjects, data controllers, and data processors. Data subjects are typically consumers on an

organization’s website whose information is being processed by either data controllers or

processors. Data controllers are the individuals responsible for deciding how and why personal

data is processed in a particular organization; anyone who handles data in an organization is a

data controller. Data processors are defined as third parties that process personal data on behalf

of a data controller, this includes website hosts, email service providers, or even big data

analytics companies.

The GDPR requires data controllers to demonstrate that they are GDPR compliant which

involves documenting the different types of data stored and how they use and store this

information. Data controllers are required to train their employees and designate data protection

responsibilities to ensure that the data is secure from unauthorized access. Data protection

7



agreements are also needed between any third-party data processors that deal with any personal

information. GDPR compliance helps to promote accountability for companies dealing with any

form of personal data in the EU. The GDPR also has certain guidelines for when it is acceptable

to collect personal data and rules for informed unambiguous consent from data subjects to

process their information. Furthermore, there are rules ordering organizations to consider

consumer data protection during the design and implementation of their applications in order to

prevent insecure design flaws. The GDPR enforces its rules by issuing serious fines and

punishments for not following its protocols. Since being established, the GDPR has forced many

companies to be more proactive in improving the data privacy and security of their applications

with the risk of these incurring fines (Jones, 2022).

Many countries have adopted many ideas from the GDPR as it has done a good job

regulating data controllers and giving consumers on the internet more rights to access the data

being processed. India’s current data protection regime consists of a collection of dated laws that

do not hold up in the growing technological economy. To address the issue, India’s Ministry of

electronics and information technology issued the 2022 Digital Personal Data Protection Bill

(PDPB) for public consultation(“India,” 2023). The bill has not yet been passed, but it was

designed with the intent to help regulate company data processing similar to foreign laws like the

GDPR. The table below(Figure 1) depicts key differences and similarities between the European

Union’s GDPR and India’s PDPB:
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Similarities: Differences:

Purpose: Both regulations share the aim at

protecting their consumer’s privacy and

security online. They establish different laws

to promote transparency, confidentiality, and

accessibility for the data that is collected.

Scope: The GDPR has much more of a global

impact as any company in any part of the

world that processes EU citizen data must

comply with its regulations. Whereas, the

PDPB only affects Indian businesses.

Data Subject Rights: Both regulations give

their citizens more access to their personal

data online. Such as the rights to access,

modify, and remove any personal information

that a company collects.

Penalties: The GDPR imposes more

significant fines, with penalties of up to 4% of

a companies annual income. The PDPB also

fines for non-compliance, but the penalty

amount is lower.

Informed Consent: Both regulations require

companies to acquire informed consent from

their users if they are to process their personal

information

Data Protection Officers: Both regulations

may require companies to appoint officers in

charge of helping them comply with various

laws. Under the GDPR, companies are only

forced to appoint one if they deal with large

amounts of sensitive information.

Data Breaches: Both regulations require

companies to notify consumers and

authorities in the event of a data breach.

Privacy Notices: Privacy notices under the

PDPB only need to describe the types of

personal information being collected.

Figure 1. Data Protection Regulation Comparison Table
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India’s PDPB has taken inspiration from the GDPR as it aims to protect its citizens' right

to privacy by imposing certain rules businesses must follow. Although both the GDPR and the

PDPB share a primary focus on increasing data protection, the PDPB is laxer in its regulations as

companies are not forced to reveal as much information to the consumers when compared to the

GDPR. Another difference is that the PDPB refers to data controllers as data fiduciaries and data

subjects as data principles; which leans into the idea that organizations managing personal data

are maintaining the trust of their customers. Unlike the GDPR, the PDPB classifies different

types of data fiduciaries depending on the scale of the personal data they process(Mahawar,

2022). These ‘significant data fiduciaries’ are forced to oblige towards increased compliance

requirements such as appointing different types of data protection auditors and officers to help

ensure their data is secure. The PDPB has a higher threshold for reporting data breaches than the

GDPR as the breach must be “likely” to cause harm to the data subjects. The penalties for

non-compliance under the PDPB are tough and companies could pay 31 million dollars or even

more if the contravention was extreme. Although the PDPB and GDPR take different approaches

to protect the privacy of their citizens, they both have established sufficient laws that force

companies to be more considerate in their data processing.

Discussion:

One of the most important aspects of any complicated social issue is to analyze the

individuals who face the most risk. Data subjects or consumers are often at risk of getting critical

personal information exposed to those that are not authorized to view this information. So when

looking at the different consumer surveys from the EU and India it is not shocking to see that

there are existing fears of personal data getting into the hands of criminals or third-party

organizations. Users on the internet often have little to no say on what companies do with their
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personal information which illustrates the need for proper data protection regulations to reduce

the power large corporations have over consumer data. The surveys done in India and in the EU

also demonstrated a need for educating the public on strategies to better manage their data

online. In the EU, there is a significant portion of the population who do not know how to

properly access privacy or location-sharing settings on their devices. India was only marginally

better in this regard, so educating consumers in both the EU and India can help to limit the risks

they face. Citizens in the EU and India also suffer from lacking much knowledge about their own

data protection regime, as there are significant portions of the population that have no knowledge

of the different privacy rights they hold online. Providing more education about the specific

rights users have in the EU and India is essential to increasing the power these citizens have over

their data.

When it comes to the regulations themselves the GDPR was a revolutionary data law that

not only changed the way companies in the EU process data but also the whole world. The

GDPR gave more power to the consumers, and the government could financially punish

companies for insecure and unauthorized usage of consumer data. With the threat of larger fines,

companies are forced to take measures in protecting sensitive data and being more transparent to

the public. Transparency is essential to managing the data subject-controller relationship as

consumers often do not believe companies hold their best interest in mind. The GDPR forces

websites to provide different notices to their users to inform them of the types of data they may

be collecting and the purpose for which they are collecting this information. A major fear

consumers have is that of the unknown and what companies may be doing with the personal data

they collect. Companies practicing transparency can help mitigate these concerns as users will

have more knowledge and assurance that their data is being managed securely. The PDPB took a
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more trust-focused approach in their regulation as instead of terms like data subject and

controller they use data principle and fiduciary. These terms describe companies as trustees who

are given permission and trust from consumers online to use their personal information in a way

that would benefit them. The benefit could be easier ordering, product recommendations, etc.

The PDPB does require organizations to notify users of the types of personal data they may be

collecting but they are not obligated to tell users how they plan to use this information. The

PDPB likely does not require this because users may not understand the purpose and it could

cause potential customers to deny a service.

Since being passed into law, the GDPR has forced businesses not only in the EU but

around the world to put forth more effort into protecting their consumers' privacy rights. As in a

study documenting how the GDPR has affected businesses, roughly 78% of U.S. companies in

the study had conducted a GDPR gap assessment to assess their different privacy policies. 27%

of companies in the same study contributed over half a million dollars to become GDPR

compliant (Bonderud, 2022). This is due to the fact that any company that processes any sort of

EU citizen personal information must comply with the GDPR no matter if they are an EU

company or not. India’s PDPB has a much smaller scope of enforcement as they have not passed

their bill into law yet as it is still being evaluated by the public for any modifications. It is also

interesting to see that the PDPB is notably less strict in its non-compliance penalties when

compared to the GDPR. Statistics have actually shown that European businesses exposed to the

GDPR saw their profits shrink by an average of 8.1 percent(Mueller, 2022). Indian legislators

may have considered this fact when drafting the PDPB. The loss of profits had a large effect on

the smaller to mid-sized companies in the EU. By being a little more lax in their enforcement,

India may be protecting their smaller companies that could suffer from such harsh fines.
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Ultimately, the PDPB has taken a lot of inspiration from the GDPR in trying to enforce data

protection. However, the designers felt that being too controlling of companies could impact the

success of businesses in India. In all, both of these approaches would help to close the gap in

power between large organizations and consumers by limiting the amount of control companies

have over user data.

Conclusion:

The issue of data collection has been a large controversial issue over the years with the

growth of technology. Finding a way to properly manage the complex process of data collection

is a difficult task that requires reducing the amount of power organizations have over consumers.

Different regulations such as the GDPR and PDPB have attempted to solve the issue by

instituting large penalties for improper data security measures and adding more information on

the types of data being collected. The PDPB may be less transparent in the types of information

companies are forced to communicate to their users but both regulations help to protect their

resident’s data privacy. In order to properly manage data processing in the future, governments

must work to educate consumers on the rights they have and the necessary actions they should

take to better protect their information. Improving the trust between businesses and consumers is

necessary for data collection, as users need to be comfortable with lending their trust and

information to organizations. The GDPR and PDPB try their best to build this trust with their

rules designed to increase transparency. Overall these two regulations are a good step toward

proper and secure data processing. Later on, when the GDPR has been in action for longer and

India has finalized the PDPB these regulations can be better analyzed to discover what parts may

need to be amended in order to better handle data processing. The data collection industry is

rapidly developing and this evolving issue is not going to be resolved with one universal
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solution. Organizations, consumers, and governments need to work together to find solutions that

would benefit all parties without leaving one in a dominant position over the other.
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