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Introduction: Modern Location Tracking Devices 

With the global positioning system (GPS) being widely available to both individuals and 

companies, it is now possible to obtain fairly accurate location information from a particular 

device in real-time. Access to this type of data can help improve productivity and reliability in a 

variety of industries. In agriculture, location data can be used to associate attributes of a farm 

such as humidity, irrigation, and soil temperature, with precise locations (Maia et al., 2014). In 

public transportation, GPS devices help commuters to better plan their trips (Chung, 2019).  

Despite the widespread use cases of GPS, there are still many situations in which commercially 

available GPS tracking devices cannot perform reliably. Current GPS trackers are either powered 

by a battery or through a connection to the electrical system of a vehicle (El Khoury, 2018, p.7). 

Batteries require recharging periodically, which can make systems less dependable and more 

expensive to maintain. Connections to external power systems are reliable, but they restrict the 

compatibility of trackers to specific vehicles. These shortcomings in tracking devices can mean 

reduced safety and dependability for public transportation systems (Chung, 2019). Additionally, 

companies that are unable to track the location of their vehicles will likely miss out on 

opportunities for increased productivity. In order to make GPS tracking services accessible to 

more problem domains, my capstone team and I are designing and building a solar-powered 

vehicle tracker that can be easily installed on many types of vehicles. To better understand how 

location-tracking devices affect society, I will study literature on data privacy and embedded 

systems to assess their security implications. 

Technical Topic: Developing a Self-Powered Vehicle Tracker 

 As stated in the introduction, there is no commercially available vehicle tracking solution 

that is both reliable and adaptable to many different types of consumers. Currently, consumers 
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must choose between devices with complex installations that have restricted compatibility and 

devices that are only guaranteed to work while the battery has charge. A failure to track vehicles 

can result in consequences such as students being dropped off at the wrong address (Chung, 

2019). Additionally, when an unreliable tracking system is used, the information it provides can 

be less helpful than not receiving any location information whatsoever. For instance, a reporter 

attempted to track the location of his daughter during her school day. On several occasions, her 

location didn’t update until midway through the day (Ricker, 2018).  Instead of providing 

reassurance, the device caused grief. With this in mind, our group has sought to build significant 

reliability into our device. By utilizing solar panels, our device harvests its own energy and stays 

powered without the need to be recharged by a human. Vijay Raghunathan and his colleagues at 

UCLA (2005) claim that the biggest consideration for solar powered technologies is the duration 

for which a device is to be in operation. Since our device is intended to run indefinitely, my 

capstone group and I have designed our product to produce more energy than it consumes. 

Low power electronics are key enabling technologies for this project. As electronics 

fabrication has improved, circuits have decreased significantly in size (shown in Figure 1) and 

power draw. Makimoto and Sakai discuss in their paper, “Evolutions of Low Power Electronics 

and its Future Applications” (2003), how these improvements have led to more nomadic devices. 

They define a figure of merit for such devices as being equal to 
𝐼𝑛𝑡𝑒𝑙𝑙𝑖𝑔𝑒𝑛𝑐𝑒

𝑆𝑖𝑧𝑒 × 𝐶𝑜𝑠𝑡 ×𝑃𝑜𝑤𝑒𝑟
. Since our 

device seeks to eliminate the need for external power, it would have a very large figure of merit 

with respect to this equation. As seen in Figure 2, our final deliverable will be a module that 

contains a GPS receiver to acquire location data, a microcontroller to process data, a radio-

frequency transceiver to send GPS data, a battery to power the system, and a solar panel to 

maintain charge within the battery. We believe that the simplicity of our device contributes to its 
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utility. Without the need to connect to an external power supply, our device can be mounted 

anywhere with sufficient surface area (1 square foot). This means that our product can be used to 

track many different types of vehicles. 

 

Figure 1: Increased Spatial Efficiency of Computers 

As manufacturing technologies have improved, computers have become both smaller and more powerful. 

(Makimoto & Sakai, 2003, p.2) 

 

 

Figure 2: Block Diagram of Device 

Solar energy is collected and used to charge a battery, which powers our logic and transceivers. (created by my capstone team) 
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Commercially available devices do not offer the same versatility as our product. Off-the-

shelf GPS trackers that are designed to run for a long time must be connected to the electrical 

system of a vehicle. This means that different vehicles would require different versions of the 

device. Additionally, the connection between an internet-enabled device and the electrical 

system of a vehicle can introduce security vulnerabilities. It has been shown that certain vehicles 

with internet connectivity are able to be controlled by cyber-intruders (Greenberg, 2015). In 

some cases, hackers are able to remotely shut off a car, putting its inhabitants in physical danger. 

By retrofitting a previously offline vehicle with an internet-enabled device, many modern 

tracking devices are unintentionally introducing potential cyber-threats. Our device eliminates 

the possibility of such intrusions by decoupling the electrical systems of our tracker and its 

vehicle. With the two systems electrically isolated, a hacker would have no way of controlling 

the car through our device. 

STS Topic: Cybersecurity and Privacy Concerns in Location Tracking Devices 

 According to the researchers at the CSIRO ICT Center in Australia, 14 adults are made 

victims of cyber-attacks every second (Jan-Jaccard & Nepal, 2014). Additionally, embedded 

processors, which are used in low-power devices such as our GPS tracker, often have significant 

security vulnerabilities due to their limited processing power (Jan-Jaccard & Nepal, 2014). Thus, 

many of the computers used for location tracking are unable to adequately defend against 

hackers; therefore, it is not clear whether the added benefits of expanding location tracking to 

more vehicles outweighs the cyber threats it opens up. Any location data connected to a person—

even if it is intended to be used solely for their work—can be used to link an individual to a 

church, school, home, or protest (O’Keefe, 2018). As discussed by Michael and Clarke (2013), 

the ability to extract personal information from individuals using location means that such data 
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collection is deeply intrusive into privacy. Thus, there is clearly a need to find a compromise 

between using GPS data to augment the utility of an industry and protecting the information of 

individuals. 

Amanda O’Keefe, a privacy, technology and intellectual property lawyer, proposes 

several steps that can be taken to better protect personal data. She claims that transparency in 

GPS data collection can better inform consumers as to what data is being shared. This can allow 

for users to selectively disable certain location features. Additionally, she discusses how 

companies can practice “data minimization” by only collecting pertinent location data and 

avoiding collateral data that could compromise the privacy of their users (O’Keefe, 2018). For 

example, if a shipping company wanted to track the location of their packages, they could 

minimize their data collection by only recording the position of their employees during the hours 

of their shift. I believe that a useful alternative to this approach is data decoupling, in which the 

data that is being collected is not directly associated with a particular individual. Data decoupling 

is implemented in our tracking device because the tracker itself is attached to a vehicle, not a 

person. For example, if a van rental company were to use our product to track their fleet, they 

would only know the location of their customers while they were in the vehicle. Once the rental 

period ends, the location tracking stops because the customer is no longer in the vehicle. 

Additionally, the company could increase their privacy protection by associating the vehicle with 

a customer ID or confirmation number; therefore, the personal information of a customer 

wouldn’t be directly attached to their car’s location.  

Another approach to this issue is to consider whether or not location tracking devices are 

necessary. As discussed in “Towards an Integrated View of Technology”, engineers must 
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envision the consequences of a device before introducing it into society (Neeley, 2011). This 

paper discusses the idea of “thintelligence”, the action of creating novel technical inventions and 

releasing them into society without considering their ethical implications. If modern-day 

companies act “thintelligently” and incorporate GPS tracking into many human activities, 

perhaps it is up to society itself to regulate what data we allow to be collected. One group that 

has strictly controlled the introduction of new technologies into their lives is the Amish. As 

discussed in “Look Who’s Talking” (Rheingold, 1999), the Amish community is quite strict with 

what technology they bring into their lives. While many outsiders believe that the Amish are 

strictly against innovation, Howard Rheingold uncovered that they are simply against devices 

that encroach upon their way of life. Perhaps this techno-selectivity employed by the Amish 

could combat the pervasiveness of location tracking within our society. If we decide to reject 

certain technologies that we deem overly-invasive, we may be able to influence the development 

of GPS enabled technologies in order to attain a better balance between utility and privacy. 

Conclusion 

 As discussed above, the deliverables of my technical project are functioning self-powered 

GPS tracking devices that can transmit data to a common source. This receiving source will then 

be able to visually display the collected location data in real-time. My STS research seeks to 

understand how to connect devices to the internet without creating harmful cyber-vulnerabilities 

or exposing private information. I believe that if this technical project were to be professionally 

implemented and made available to the public at a reasonable price, many different industries 

and individuals would have great benefits. With simple installation and vast compatibility, our 

modules could be deployed on a multitude of vehicles that were previously untracked. This could 
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result in increased security and productivity within businesses. Also, accessibility to reliable 

tracking technology could open up new opportunities in research, such as tracking the activity of 

heavy machinery within construction sites.   
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