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Personal Risk Analysis of Direct-to-Consumer Genetic Testing 

Introduction to the Risks of DTC-GT Services: 

 Imagine that your grandmother has been diagnosed with Alzheimer’s. You see the effects 

on your family and your relationship with her. She is losing her memories slowly, especially the 

memories she has of you. You are devastated by this deterioration and are having a hard time 

dealing with these emotions. Your dad is debating getting a full-time nurse but is having to 

figure this out fast and determine how much money he has available. He is constantly looking at 

all of his options but what if there was a way to prepare yourself and your family for this? That is 

what is being marketed with direct-to-consumer genetic testing (DTC-GT), a way to know your 

chances of acquiring a disease and therefore providing time for you and your family to plan 

accordingly.   

DTC-GT are tests that are performed on a person’s DNA, have no association with the 

healthcare system, and provides information such as a person’s ancestry, food intolerances, 

disease risk percentage, and much more (Badalato et al., 2017; CCMG Ethics and Public Policy 

Committee et al., 2012; Oliveri et al., 2016; Williamson & Duncan, 2002). The only caveat is 

that not everyone understands the personal risks that they are taking when performing these tests. 

These risks include a person’s genetic information being made available to insurance companies 

and employers, the disease risks percentage not being completely accurate and therefore a person 

receiving misinformation, and also a person not fully understanding their results leading them to 

make unnecessary lifestyle changes. (Bloss et al., 2010; Kutz, 2010). Therefore, the purpose of 

this STS paper is to determine what personal risks a person takes when partaking in DTC-GT 

services. The framework risk analysis by Ulrich Beck is utilized in order to discern what these 

risks are.  
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Research Question and Approach to Assessing the Risks of DTC-GT Services: 

 The goal of this STS paper is to answer the following question: what personal elements 

of risk are associated with DTC-GT services? In order to answer this question, two methods are 

used: documentary research and discourse analysis. Documentary research is utilized by 

analyzing scientific research papers and news articles. The papers include information about 

DTC-GT services in regards to cost decrease, validity of tests, genomic literacy (the ability of a 

person to interpret the results), and privacy regulations. The research focuses on two DTC-GT 

companies, 23andMe and Ancestry.com. In order to evaluate these companies, the terms and 

conditions, privacy regulations, selling of data, and one-on-one consultation with doctors or a 

person at the company regarding results are be evaluated. Discourse analysis is applied by 

examining YouTube videos of 23andMe’s advertisements. The advertisements include 

consumers, who had favorable experience with the service, discussing their experience and the 

emotions that they felt. Words and phrases such as “scared, relieved, happy, overwhelmed, peace 

of mind, and benefits” are all carefully listened for in order to determine how 23andMe is 

advertising the benefits of its services to potential consumers.  The information gathered is then 

analyzed in order to determine if 23andMe actually provides those services and if consumers 

have a similar end experience to what the commercial advertise.  

Background Information on DTC-GT Services: 

 Direct-to-consumer genetic testing (DTC-GT) services conduct analysis on a person’s 

DNA in order to convey a broad range of information such as a person’s ancestry and risk of 

acquiring certain diseases. (Badalato et al., 2017). The information is gathered by looking at 

single nucleotide polymorphisms (SNPs) (Sboner et al., 2011). SNPs are mutations that occur in 

greater than one percent of the tested population (Caulfield & McGuire, 2012).  
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The identification of SNPs has greatly helped with the expansion of DTC-GT services 

because they allow for quick analysis of a person’s genome. Each SNP, that is tested for, is 

related to a piece of information about a person. For example, it is possible to determine that a 

certain SNP occurs in people of British heritage at a higher rate than people from anywhere else. 

Therefore, if a person has that SNP then they likely have some British heritage in their family, 

thus allowing for ancestry analysis (Zettler et al., 2014). The analysis of SNPs has also expanded 

to provide information on disease risk, paternity, fetal gender, drug response, preconception 

screening, and food intolerances (CCMG Ethics and Public Policy Committee et al., 2012; 

Oliveri et al., 2016).  

 The expansion and advancements of SNPs has led to a reduction in cost. When 23andMe, 

a DTC-GT for ancestry, was first created in 2007, its services cost consumers 999 dollars 

(Roberts & Ostergren, 2013). However, after 13 years, the cost has reduced to 99 dollars for 

consumers (Roberts & Ostergren, 2013). This reduction in cost and increase in information has 

led to the creation and expansion of many DTC-GT companies. 23andMe expanded from 

ancestry to also providing a personal genome service which gives a risk percentage regarding 

acquiring a certain disease (Annas & Elias, 2014). Ancestry.com is following a similar business 

progression to 23andMe by also providing risk percentages for certain diseases. 24Genetics, 

Atlas Biomed, Easy DNA, and Mapmygenome are all newer companies that have appeared and 

conduct similar business to 23andMe in terms of disease risk percentage (Markets, 2019).  

 With the new companies and lower cost, comes more customers. In 2018, the DTC-GT 

market in the United States was 299.4 million (U.S. Direct-to-Consumer Genetic Testing Market 

to Hit $890 Million by 2025, 2019). This market is projected to be greater than 890 million by 

2025 (U.S. Direct-to-Consumer Genetic Testing Market to Hit $890 Million by 2025, 2019). 



4 
 

With this projected increase in customers, comes the need for more clarity in regard to what risks 

a person takes when they perform these tests. In a study done with 3,640 customers of DTC-GT 

services, approximately half had concerns about their privacy, knowing how to feel about risk 

percentages provided, and learning what those risk percentages are (Bloss et al., 2010). However, 

analyzing the risks associated with DTC-GT is not easy due to not all services being the same. 

Some provide different amenities, have different privacy regulations, and also use different SNP 

markers in order to evaluate a person’s DNA. In a study done by the United States Government 

Accountability Office, it was found that when one person’s DNA was tested by four DTC-GT 

services, the disease risk results varied (Kutz, 2010). The variation in results illustrates that there 

is a large amount of variability in the disease risk percentage process and that consumers should 

be aware that the results they receive from one service will have inaccuracies.  

Risk Analysis by Ulrich Beck: 

Risk analysis, as stated by Ulrich Beck in his book a Critical Introduction to Rick 

Society, is used as a framework to evaluate the personal risks a person takes when conducting 

DTC-GT services (Mythen, 2004). Ulrich Beck’s risk analysis incorporates the concepts of risks 

that have arisen due to modern society (Sørensen, 2018). The risks are called ‘man-made 

disasters’, or ‘new-risks’, and are different from previous risks, such a building catching on fire, 

because they are hard for insurance companies to insure for due to the difficulty in pricing them 

(Sørensen, 2018). The difficulty in pricing arises because the consequences of these ‘new risks’ 

are hard to calculate and often involve “global, frequently irreparable damage” (Sørensen, 2018). 

Risk Analysis has been utilized to understand the risk of drugs with youth and also drug 

prevention policies in the United Kingdom (Jones, 2004). The paper, that describes this analysis 

of drug use, hopes to understand the effects of government policies on drug use in regard to 
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expelling the use of drugs. In particular, the paper hopes to understand the direction that the 

policies should go towards and the unintended consequences the current policy might be having. 

In particular, looking at anxiety felt by parents and ‘manufactured risks’, which are risks created 

by governmental policies (Jones, 2004). The paper provides a process for analyzing current new 

risks, in regards to health, in order to see the potential effects that the risks could have on society. 

The analysis process is applicable for the analysis of DTC-GT services, and the personal risks 

that it induces, because it provides a method to analyze the effects DTC-GT services are having 

on society and thus the personal risks people take when performing the services.   

Risk Analysis is believed to be a good tool for analysis because it helps to remove the 

emotional anxiety behind risks (Jones, 2004). Talking about risks has always led people to be 

more anxious about them (Elliott, 2002). Therefore, by utilizing risk analysis, the anxiety of the 

risks associated with DTC-GT services can be removed and conclusions, unbiased by anxiety, 

can be drawn. Additionally, Ulrich Beck states that the “new risks” that people take are not 

solely going to be affected by a few people but rather a large population, and in some cases the 

whole world (Jones, 2004). Therefore, risk analysis provides the ability to understand the 

personal risks a person takes when conducting DTC-GT services and also the affected that these 

risks could have on the entire society, such as employment policy changes to make disease risk 

percentages mandatory.  

 The paper on drug use in the United Kingdom also discussed objections to risk analysis. 

One of their major complaints was that the theory is over-stretched. Critics argue that new risks 

are dispelled over time and Ulrich Beck’s risk analysis is therefore not helpful because it does 

not look at those risks over a long period of time (Jones, 2004). Another criticism is that risk 
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analysis is not able to be utilized to give guidance to what the government should do to adjust the 

policies put in place or if there should be a change in direction (Jones, 2004).   

However, even with these critics, risk analysis is a good framework for analyzing the 

risks of DTC-GT. Risk analysis provides the ability to gather information about risks that affect 

the general public and not just a single person. Additionally, the purpose of this paper is to 

discuss and identify the risks seen from these services and not determine what governmental 

policies will need to be put in place.  

The Personal Risks of DTC-GT Services: 
 
 Direct to consumer genetic testing (DTC-GT) fits the categories of a ‘new risk’ by Ulrich 

Becks standards. Therefore, consumers take on personal risks when they utilize these services. 

These personal risks can be illustrated by the three main criteria of a new risk: uninsurable, 

symbolic detoxification, and organized irresponsibility. The majority of the personal risks 

incorporates a person’s genetic information getting out and being used against them. This can 

occur due to privacy regulations that are not stringent enough, hacking, and also new laws being 

passed that requires a person’s genetic information be shared for employment or health 

insurance.  

Ulrich Beck describes our society as living in a modern age where we, as humans, are 

making ‘new risks’ or ‘man-made disasters’ (Sørensen, 2018). A ‘new risk’ has the potential to 

be catastrophic to our society because they are not isolated to a specific location nor time 

(Sørensen, 2018). The ‘new risks’ are thus very hard to predict, and also cannot be insured 

against because their consequences are unclear and have the potential of being “global, 

frequently irreparable” (Sørensen, 2018). Examples of these ‘new risk’ include nuclear power 

plants, pesticides, and as this paper will discuss, DTC-GT services.  
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There are three overall criteria that DTC-GT services met that makes them a ‘new risk’ 

and thus leads to people taking personal risks when they partake in the services. One of the 

criteria is that the new risks cannot be insured against.  Insurance companies have come out 

saying that DTC-GT services have the potential to make them go out of business because 

insurance is based on a system where everyone pays but only a few eventually require the 

service.  (Schultz, 2013). However, if people have the knowledge that they have a higher risk of 

acquiring Alzheimer’s or Parkinson’s, then they will take out the extra health insurance that is 

needed for those diseases and the health insurance companies would be required to pay for those 

treatments. On the other hand, if a person partakes in DTC-GT services and finds out they have a 

low chance for many diseases, then they will not take out the extra health insurance and therefore 

the insurance company will not have that money to offset the cost of the other people, the people 

who have the disease and require more money from the insurance companies. Insurance 

companies have therefore stated that they do not want to lose the ability to “utilize all 

information”, which means that they want to be able use the information from DTC-GT services 

to determine cost of health insurance on a per person basis (Schultz, 2013). Consequently, there 

is the personal risk of a person’s genetic information, from DTC-GT services, being given to 

health insurance companies in the future and be used for pricing. Consequences such as the 

health insurance companies getting access on a person’s genetic information is what makes the 

DTC-GT services a ‘new risk’ because they are unknown and cannot be calculated. Additionally, 

these risks could potentially span multiple generations by affecting the way societies run. It has 

the potential to lead to insurance companies requiring genetic analyses or using a parents’ 

genetic information against a child.  
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A second criteria that DTC-GT services meet is that they are an example of symbolic 

detoxification. Symbolic detoxification is when the risks from a certain technology, such as 

DTC-GT, are mitigated through repetition of scientific evidence and reassurance of future 

control (Mythen, 2004). This symbolic detoxification, however, can be detrimental because it 

can make the public believe that they have a false sense of security (Mythen, 2004). One way 

that this false sense of security can occur is through institutional concealment of hazards and also 

the unchecked development of upcoming risks (Mythen, 2004).  

23andMe and Ancestry.com are both institutions that promote the benefit of getting the 

genetic data because it puts a person in control of their life by understanding their disease risks. 

In advertisements that have been put out by 23andMe, consumers who have gone through their 

services describe their experience with words such as empowering, hope, improved quality of 

life, peace, preparedness, could not wait (23andMe Story, 2016; An Unexpected Discovery, 

2018.; Empowering Herself, 2018). These words are used in order to conceal the hazards and 

convince the public that this is a beneficial service to pay for. Additionally, services such as 

23andMe have advertised counselling in order for consumers to understand the data and the 

validity of the results. However, in Kristen’s , a consumer of 23andMe, video she received a 

packet of information and then had to proceed to her own doctor for more information (An 

Unexpected Discovery, 2018). Furthermore, in a study done by the US Government 

Accountability Office (GAO) of 15 companies, it was found that this counselling is often lacking 

(Udesky, 2010). In many cases, the counselling “provided little guidance” and also sometimes it 

appeared as if they were simply reading off of the report (Udesky, 2010). The limited counseling 

did not help the consumers to understand what the results actually meant and made them feel as 

if the results were accurate. One of the reasons for the lack of counselling is because companies 
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do not want the consumers to understand that there are limitations to the tests because this would 

lead to consumers not being reassured by the reputation of scientific evidence. One of the main 

limitations of these DTC-GT tests is that they all use different indicators or SNPs to identify a 

person’s disease risk. Therefore, they do not give a holistic look at a person’s disease risk. 

Additionally, a person’s disease risk will change based on what service a person uses (Udesky, 

2010).  

In addition to the lack of counseling, services such as 23andMe and Ancestry.com also 

try to reassure against the loss of privacy. Privacy is a concern for many consumers because 

many DTC-GT services gain a significant amount of revenue by selling their consumers genetic 

information to pharmaceutical companies for future research (Brown, 2017a). In order for the 

companies to share a person’s data, a consumer must give consent (Brown, 2017a). In the 

consent, it is stated that a person’s data is anonymized (Brown, 2017a). However, what many 

consumers do not know is the extent of anonymization. In one case, a scientist was able to 

determine a person’s last name by using his Y chromosome and access to a genealogy database 

(Brown, 2017a). Additionally, there have been concerns regarding hacking. With all of the data 

being kept on computers and also shared between the companies, there is the chance that hackers 

will acquire a person’s genetic information and name. In 2017, RootsWeb which is associated 

with Ancestry.com was hacked (Leavenworth, 2018). This led to 55,000 customers being 

compromised (Leavenworth, 2018). 

A third criteria that DTC-GT services meet is that they are an example of organized 

irresponsibility. Organized irresponsibility is when an institution or government has to recognize 

that something they are doing, such as providing DTC-GT services, has risks, while also 

“refuting and deflecting public concerns” (Mythen, 2004). The government has done this with 
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DTC-GT services by the FDA getting involved in regards to 23andMe and also with policies that 

have been put in place to limit the personal risks of DTC-GT services.  

In 2013, the FDA sent a letter to 23andMe informing them that they had to stop providing 

their personalized genome service which provided the percent risks of certain diseases (Yim & 

Chung, 2014). This letter was in response to the lack of 23andMe communication with the FDA 

(Yim & Chung, 2014). The FDA had been in communication with 23andMe since 2009 in 

regards to the validity of their results (Yim & Chung, 2014). This was three years after 

23andMe’s creation but the FDA communication was only revealed to the public in 2013 with 

the FDA letter. By providing the letter, they were illustrating that the service does have risks and 

that they needed to evaluate it in order to ensure the validity of it. However, they also had to 

work to deflect the concerns of people who had already taken the tests. They, therefore, created a 

carefully stated letter that the analytical validity of the genotype was not a problem per se but 

just need to be validated and that 23andMe needed to go through the right channels (Yim & 

Chung, 2014).  

The United States government has also illustrated organized irresponsibility by enacting 

the Genetic Information Nondiscrimination Act (GINA). GINA is a law that makes it illegal for 

employers to fire someone based on his or her genes and also makes it illegal for health 

insurance companies to deny coverage or raise rates based on a person’s genetic information 

(Schultz, 2013). This law enabled many consumers to see the potential personal risk that they are 

taking when performing DTC-GT services but was also trying to show to the public that the 

government is trying to minimize the personal risks. However, what many consumers are not 

aware of is that there are many loopholes to this policy. The loopholes are that GINA does not 

cover life insurance, long-term care insurance, or disability insurance (Su, 2013). This might not 
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seem like a big deal to many consumers. However, in a study done with patients who got tested 

for genes associated with Alzheimer’s, it was determined that people who have the genes are five 

times more likely to buy long-term-care insurance (Schultz, 2013). Additionally, there have 

already been bills in place to try to limit the GINA act even further. HR1212 was a new bill that 

allowed employers to legally request employees to undergo genetic testing. If the employee 

refused, then they would have to pay a hefty fine. Additionally, it allowed employers to have 

access to that data and also other health information (Brown, 2017b). This bill was never enacted 

but it does show that there are personal risks of the genetic information being used for 

employment and health insurance in the future.  

Discussion of the Personal Risks of DTC-GT Services: 
When a person partakes in DTC-GT services, they partake in personal risks that they are not 

aware of. These personal risks incorporate the uncertainty of the future and also the way our 

government is set up. As Ulrich Beck once stated “given that social institutions are reliant on 

public consent, it is in the short-term interests of government, law, and science to conceal and 

deflect hazards” (Mythen, 2004). Due to the governmental set up, much of our society is built 

around limiting the awareness of ‘new risks’ and also institutions being unable to admit potential 

risks because it would lead to a crisis in legitimacy (Mythen, 2004). If 23andMe or Ancestry.com 

listed all of the large potential risks such as a person’s genomic data being used in the future for 

employment or insurance, then no consumer would trust them or use their service. Therefore, 

reflection must be done in order to assess the personal risks that a person takes when performing 

any service that could be a ‘new risk’ in today’s modern society. The personal risks that are 

associated with DTC-GT services include a person’s genomic data being identified and utilized 

for employment and health insurance. Additionally, there is a personal risk of misunderstanding 

the information and being driven to change a person’s lifestyle because of it. The main reason 
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that the misunderstanding is possible is because of the limited counselling that many of the 

service provide (Kutz, 2010). Many consumers when they sign up for a DTC-GT service do not 

fully understand the limitations that exist with the service, such as they only test for a small 

subset of SNPs (Yim & Chung, 2014). Therefore, information in regards to DTC-GT services, 

how they operate, their limitations, and their risks need to be made easily available in order for 

consumers to make an informed decision in regards to participating in the service or not. 

A limitation of this study was that informational interviews were not able to be conducted. 

The interviews would have provided great insight into personal experiences partaking in the 

DTC-GT services. It would allow for information to be gained in regards what a person knew 

before partaking in the service, and why a person was happy or disappointed by the service. 

Another limitation was that this research focused solely on the negative sides of the DTC-GT 

services and not at the positive to determine if the positive outweighed the negatives. A third 

limitation of this study was that it was not able to provide an analysis on how DTC-GT services 

differ. A fourth limitation of this study was that it focused heavily on the disease risk services of 

DTC-GT and not on the other services such as food intolerances, drug response, or paternity.  

If this study was to be conducted with more time, interviews would be conducted with people 

of different age groups and ethnicities who had partaken in a wide range of different services 

with different companies. Information would then be gathered on their personal experiences, the 

information they knew before and after partaking in the service, the counselling they received, 

their emotions in regard to the results, and if any lifestyle changes occurred in response to the 

results. Additionally, the participants would be asked about how they felt regarding the privacy 

and if they felt any personal risks regarding conducting the services and if so what. 
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Conclusion of the Personal Risks of DTC-GT Services: 
DTC-GT, such as 23andMe and Ancestry.com, can be categorized as a ‘new risks’ and 

has many inherent personal risks that are associated with it. The personal risks include the 

genomic data being acquired for the use of employment or health insurance. If the genomic data 

was used for health insurance or employment, as some bills have tried to allow, then it would 

change the way our system is structured. Another personal risk is that a consumer might 

misinterpret the results which could led to lifestyle changes that are not needed. This is due to 

consumers not always understanding the limitation of the tests and there not being proper 

counselling to help inform them of the validity of the results. Therefore, the personal risks 

associated with DTC-GT services can have a large impact on a person’s life and also future 

generations. Therefore, this analysis of the personal risks is important to help consumers make  

conscience decisions in regards to partaking in the services.  
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