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InWrodXcWion

PUiYac\ befRUe Whe OaWeVW ceQWXU\ heOd UeOaWiYeO\ QaUURZ PeaQiQg. ReVWUicWiRQV RQ

TXaUWeUiQg Rf VROdieUV, SURWecWiRQV fURP XQMXVWifiabOe VeaUch aQd Vei]XUe, aQd Whe MiUaQda RighWV

aUe aOO PaQifeVWaWiRQV RQ WhiV UighW. The CRQVWiWXWiRQ aOOXdeV WR iW iQ aOO bXW QaPe (APeUicaQ CiYiO

LibeUWieV UQiRQ, 2021), aQd Whe US SXSUePe CRXUW haV heOd YaUiRXV UXOiQgV VXSSRUWiQg WhiV

³UighW´, SUiPaUiO\ GUiVZROd YV CRQQecWicXW. The CRXUW fRXQd iW deUiYed fURP Whe FiUVW, ThiUd,

FRXUWh, FifWh aQd NiQWh APeQdPeQWV, aQd cRQWiQXed WR UeiQfRUce WhaW SUecedeQW RYeU Whe decadeV

(LegaO IQfRUPaWiRQ IQVWiWXWe, CRUQeOO, 2004). BXW SUiYac\ fRU iQdiYidXaOV haV QeZ PeaQiQg ZiWh

Whe adYeQW Rf digiWaO daWa. IQ Whe cRQWe[W Rf PaVV daWa cROOecWiRQ, iQdiYidXaOV' SUiYac\ haV eURded

XQdeU YaUiRXV QeZ PechaQiVPV. Be\RQd Whe iQheUeQW VigQificaQce iQ SURWecWiQg hXPaQ UighWV,

WheUe aUe PaWeUiaO cRQVeTXeQceV WRda\. PUROifeUaWiQg aOgRUiWhPV iQ heaOWhcaUe, ecRPPeUce, VRciaO

Pedia, aQd SXbOic SROic\ beaU YaVW VRciaO iPSOicaWiRQV. OfWeQ WheVe V\VWePV UePRYe aXWRQRP\

fURP iQdiYidXaOV.

PUedicWiYe SROiciQg aOgRUiWhPV aUe a cOeaU e[aPSOe Rf WhiV iQcUeaViQgO\ UeVWUicWed

iQdeSeQdeQce (HeaYeQ, 2020). PUedPRO iV a cRPSXWeU PRdeO WhaW XVeV hiVWRUicaO daWa WR SUedicW

ZheUe cUiPe iV PRVW OiNeO\ WR RccXU. PROice deSaUWPeQWV iQ LRV AQgeOeV, OaNOaQd, RichPRQd aQd

RWheU cRXQWieV WhURXghRXW Whe US haYe XVed Whe WRRO. EPSiUicaOO\, Whe PRdeO SUedicWed WhaW Whe

PRVW cUiPeV ZiOO haSSeQ iQ QeighbRUhRRdV ZiWh hiVWRUicaOO\ high QXPbeUV Rf aUUeVWV. SecWiRQV Rf

WhiV daWa aUe hiVWRUicaOO\ biaVed, aQd haYiQg a PRdeO iQcRUSRUaWe WhiV OeadV WR a SRViWiYe feedbacN

ORRS, geQeUaWiQg PRUe biaVed daWa aQd VNeZiQg Whe PRdeO (HeaYeQ, 2020). The eQd UeVXOW iV

RYeU-SROiced, XQdeUVeUYed cRPPXQiWieV. The VcieQWific aQd PRQeWaU\ beQefiWV Rf XWiOi]iQg daWa aUe

WaQgibOe, bXW XQdeUVWaQdiQg WheVe iQWUicaWeO\ cRPSOe[ daWa ZaUehRXVeV UePaiQV SURbOePaWic.
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PUiYac\ iV aQ iPSOiciW cRQVWiWXWiRQaO UighW, aQd WhaW WhiV UighW haV beeQ SURgUeVViYeO\

eURded WhURXgh Whe abXVe Rf digiWaO daWa. The UePaiQdeU Rf WhiV SaSeU gReV WhURXgh WhiV iPSOiciW

UighW, aQd WR eVWabOiVh WhaW Whe haQdOiQg Rf digiWaO daWa caQ be eWhicaO. PeUWaiQiQg aV WR hRZ

UigRURXV VXch SUacWiceV VhRXOd be, COaXdia SchZaU]-POaVchg¶V AQaORgicaO ThiQNiQg FUaPeZRUN

heOSV fRUP iQiWiaO cRQceSWiRQV aQd SRiQWV Rf cRPSaUiVRQ fRU WheVe QeZ WechQRORgieV iPSacWiQg

SUiYac\ b\ iQcRUSRUaWiQg hiVWRUicaO aQaORgieV. In Whis paper I argXe WhaW priYac\ can and

shoXld be proWecWed in a pracWical manner WhroXgh Whe Xse of e[pliciW and informed consenW.

FRU a SUacWicaO e[aPSOe, ASSOe¶V QeZ RSeUaWiQg V\VWeP iQ iOS 14 haV a ZhROe hRVW Rf QeZ

bRXQdaUieV WR SURWecW cRQVXPeU SUiYac\ (BaURQ, 2021). ASSOe SURYideV a WechQicaO aSSURach ZiWh

a SRViWiYe effecW RQ cRQVXPeU SUiYac\.

SXpporWing ArgXmenW No. 1: Problem DefiniWion

ThiV eQYiURQPeQW Rf PaVV daWa cROOecWiRQ VWePV fURP a PXOWiWXde Rf iQWeUVecWiQg

WechQRORgieV. NeZ aSSOicaWiRQV haYe dUaPaWicaOO\ bRRVWed Whe dePaQd fRU daWa aOO RYeU Whe

ZRUOd. MachiQe OeaUQiQg aQd PRUe VRShiVWicaWed aOgRUiWhPV PaNeV geQeUaWiQg iQVighWV fURP a

daWabaVe e[SRQeQWiaOO\ cheaSeU. WiWhRXW WheVe WRROV Ze ZRXOd OacN Whe abiOiW\ WR e[WUacW aPSOe

YaOXe fURP VXch OaUge WURYeV. IQ 2015, GRRgOe SaVVed Whe 1 biOOiRQ XVeU PaUN RQ YRXWXbe,

AQdURid, aQd SeaUch (D'OQfUR, 2015). GRRgOe SRVWed $168 biOOiRQ iQ UeYeQXe fURP GRRgOe

SeUYiceV iQ 2020, Whe OiRQ'V VhaUe cRPiQg fURP OeYeUagiQg WheiU daWa cROOecWed RYeU \eaUV fRU

adYeUWiVeUV (AOShabeW, 2020). The iQdXVWU\ cRQWiQXeV WR SRVW \eaU RYeU \eaU gURZWh, aQd WhiV VcaOe

ZRXOd QRW be SRVVibOe ZiWhRXW aXWRPaWed WRROV fRU daWa. CRPSaQieV iQ WRda\¶V UegXOaWRU\

eQYiURQPeQW eQMR\ iPPeQVe fUeedRP cROOecWiQg aQd SURceVViQg daWa. MXch Rf WheVe YiROaWiRQV gR

XQQRWiced becaXVe Whe\ caQ'W be VeeQ b\ Whe XVeU. The NSA¶V PRISM SURgUaP diUecWO\ haUYeVWed
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PeWadaWa fURP ceOO ShRQe WRZeUV aQd Pade UeTXeVWV WR US iQWeUQeW cRPSaQieV, OeYeUagiQg Whe

facW WhaW PXch Rf Whe ZRUOd'V daWa fORZV WhURXgh Whe US iQ RQe Za\ RU aQRWheU. PRISM RSeUaWeV

XQdeU Whe aVVXPSWiRQ WhaW QR daWa VhRXOd gR WR ZaVWe, Whe aQWiWheViV Rf SUiYac\ VWaQdaUdV WRda\

(GXaUdiaQ, 2013). DeVSiWe iW¶V VcaOe, PRISM UaQ iQ VecUeW XQWiO OeaNed WR YaUiRXV SUeVV RXWOeWV iQ

2013.

FigXre 1: PRISM VOide UefOecWiQg cRQWeQW Rf daWa aQd SURYideUV (GXaUdiaQ, 2013)

WhaW Ze dR NQRZ abRXW e[iVWiQg daWa cROOecWiRQ PeWhRdV OeaYeV PXch WR be deViUed.

WhaW Ze dRQ¶W NQRZ Pa\ eYeQ be ZRUVe. Be\RQd Whe OegaOO\ acceSWed PaUNeWV fRU daWa,

cRPSaQieV cRQWiQXe WR SXVh Whe bRXQdaU\ Rf ZhaW iV acceSWabOe. IQ 2018, GRRgOe begaQ TXieWO\

VigQiQg iQ XVeUV iQWR iWV ChURPe bURZVeU WhURXgh WheiU GPaiO accRXQW aXWRPaWicaOO\ (FRZOeU,

2019). The feaWXUe ZaV bUaQded aV XVeU cRQYeQieQce, bXW haYiQg XVeUV VigQed iQWR Whe bURZVeU

ZRXOd aOORZ GRRgOe WR begiQ VWRUiQg iQWeUQeW hiVWRU\ fRU Whe SXUSRVeV Rf cORXd V\Qc. IW RffeUV a

QeZ SaWhZa\ fRU GRRgOe WR WUacN iQWeUQeW hiVWRU\. ThiV QeZ feaWXUe iQ Whe ChURPe bURZVeU,
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aOWhRXgh VPaOO, aUgXabO\ haV a QRQ-QegOigibOe iPSacW RQ Whe SUiYac\ Rf ChURPe XVeUV. IW iV haUd

WR VSecXOaWe RQ XQNQRZQ daWa SUacWiceV aW aQ\ cRPSaQ\, bXW giYeQ GRRgOe¶V hiVWRU\ Rf UROOiQg RXW

feaWXUeV iQ VecUeW OeadV cUedeQce WRZaUd Whe facW WhaW Whe\ haYe SUiYaWe bXViQeVV WUaQVacWiRQV ZiWh

UegaUdV WRZaUd XVeU daWa. IQ UeceQW \eaUV, OeadeUV haYe begXQ WR SOace VXch cRPSaQieV XQdeU

PRUe VcUXWiQ\. EXURSeaQ UQiRQ CRPSeWiWiRQ CRPPiVViRQeU MaUgUeWhe VeVWageU haV SOaced

GRRgOe XQdeU a ³YeU\ OaUge iQYeVWigaWiRQ´ fRU iWV ³GRRgOe adV ecRV\VWeP´, iQcOXdiQg iWV daWa

SUacWiceV aQd hRZ Whe daWa PaUNeWSOace fXQcWiRQV (WhiWe, 2021). TheVe aQWi-WUXVW baVed OegaO

iQYeVWigaWiRQV Pa\ be QeceVVaU\ iQ RUdeU WR XQdeUVWaQd ZhaW gReV RQ iQWeUQaOO\.

The cRVW aQd cRQVeTXeQceV Rf iQVXfficieQW daWa SUiYac\ VhRXOd QRW be XQdeUeVWiPaWed. The

gORbaO adYeUWiViQg PaUNeW iV e[SecWed WR geQeUaWe UeYeQXeV Rf RYeU $237 biOOiRQ iQ Whe \eaU 2023,

ZiWh a CAGR Rf 11.87% (BXiVQeVVZiUe, 2021). WhiOe Whe adYeUWiViQg bXViQeVV iV cRORVVaO, VRPe

aUgXe WhaW adYeUWiViQg caQ fXQcWiRQ ZiWh SURSeU daWa SUiYac\ SUacWiceV. A UeceQW VWXd\ fURP

RbVeUYed WUaQVacWiRQV aW a ³OaUge Pedia cRPSaQ\ RYeU Whe cRXUVe Rf a ZeeN fRXQd WhaW VXch

behaYiRUaO WaUgeWiQg RQO\ aPRXQWV WR 4 SeUceQW PRUe UeYeQXe´ (BeQViQgeU, 2019). The bRRVW iQ

UeYeQXe WhaW UeVXOWV fURP WUacNiQg XVeUV acURVV VeUYiceV Pa\ be QegOigibOe. Be\RQd TXaUWeUO\

UeSRUWV, Whe ORVV Rf WUXVW fURP cRQVXPeUV WhaW Pa\ VWXQW Whe beQefiWV aVVRciaWed ZiWh PaVV daWa iQ

Whe ORQg WeUP. AccRUdiQg WR PeZ ReVeaUch, 79% Rf aOO APeUicaQV aUe QRW cRQfideQW WhaW a

cRPSaQ\ ZRXOd SXbOicO\ adPiW WR PiVXViQg cRQVXPeUV daWa (AX[ieU eW aO., 2020). MaQ\ haYe

cRQceUQ RYeU hRZ WheiU daWa iV beiQg XVed, aQd a VeUieV Rf daWa bUeacheV iQ Whe QeZV, VXch aV Whe

c\beU-eVSiRQage agaiQVW SROaUWiQdV, dReV OiWWOe WR UeVWRUe WheiU WUXVW. IQ Whe VhRUW WeUP, cRQVXPeUV

Pa\ fiQd iW haUd WR VZiWch VeUYiceV becaXVe Rf daWa SUiYac\ cRQceUQV. PRVVibO\ dXe WR a OacN Rf

NQRZOedge RU eaVe Rf aOWeUQaWiYeV, URXghO\ Vi[-iQ-WeQ APeUicaQV beOieYe iW iV QRW SRVVibOe WR gR

WhURXgh Oife ZiWhRXW haYiQg WheiU daWa cROOecWed (AX[ieU eW aO., 2020). WhiOe Whe ORQg WeUP eURViRQ
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Rf cRQVXPeU WUXVW iV haUdeU WR TXaQWif\, Whe VeQWiPeQW iV VWiOO aSSaUeQW. SiQce Whe SQRZdeQ OeaNV,

Whe geQeUaO SXbOic haV becRPe PRUe aZaUe Rf Whe cXUUeQW digiWaO eQYiURQPeQW.

FigXre 2: DaWa GRRgOe OiQNV WR \RX RYeU Whe iOS GRRgOe ASS aQd ChURPe ASS, iQcOXdiQg ORcaWiRQ, cRQWacW

iQfRUPaWiRQ, fiQaQciaO iQfR, bURZViQg hiVWRU\, ideQWifieUV, eWc (DXcNDXcNGR, 2021)

ThURXgh Whe XVe Rf e[SOiciW aQd iQfRUPed cRQVeQW, SUiYac\ VWaQdaUdV caQ be XSheOd. The

caPRXfOaged, aXWRPaWic QaWXUe Rf daWa cROOecWiRQ WhURXgh Whe XVe Rf cRPPRQ iQWeUQeW VeUYiceV

cUeaWed a Uace WRZaUd Whe bRWWRP. ThiV Uace OeaYeV Whe geQeUaO SXbOic ZRUVe Rff, bXW VcUXWiQ\ RYeU

Wech cRPSaQieV fURP cRQVXPeUV aQd gRYeUQPeQWV VhRXOd Oead WRZaUd acWiRQabOe deYeORSPeQWV.

IQ UeVSRQVe WR gURZiQg cRQceUQV Rf daWa SUiYac\, APa]RQ'V DiUecWRU Rf TUXVW fRU AOe[a, AQQe

TRWh, UeSOied aW CES 2021, WhaW ³IW'V iQcXPbeQW RQ XV WR fiQd Za\V WR PaNe iW PRUe

aSSURachabOe," ORRNiQg WRZaUd cOeaUO\ e[SOaiQiQg daWa XVe WR cRQVXPeUV aV a VROXWiRQ (HaXWaOa,

2021). IQcUeaVed SUeVVXUe RYeU WheVe iVVXeV iV dUaZiQg UeVSRQVeV fURP cRPSaQieV.
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The digiWaO eQYiURQPeQW aQd PaVV daWa cROOecWiRQ VeeQ WRda\ haV hiVWRUicaO aQaORg\.

CROOecWiQg aQaORg fRUPV Rf iQfRUPaWiRQ iV ZeOO defiQed WhURXgh Whe OaZ. AV aQ e[aPSOe,

UecRUdiQg VRPeRQe¶V aXdiR ZiWhRXW Whe cRQVeQW Rf aQ iQYROYed SaUW\ iV iOOegaO. FRU aQaORg

cRPPXQicaWiRQV VXch aV WeOeShRQe RU PaiO, SURVecXWiRQV aUe VSecific aQd haUVh. TheVe SUiQciSOeV

ZheQ haQdOiQg aQaORg PeWhRdV Rf iQfRUPaWiRQ cRXOd be aSSOied WR digiWaO fRUPV. UViQg COaXdia

SchZaU]-POaVchg aQaO\WicaO fUaPeZRUN fRU XViQg aQaORgieV WR e[SaQd Whe VcRSe Rf SRVVibiOiWieV,

hRZ \RX YieZ daWa iPSacWV ZhaW iV cRQVideUed eWhicaO daWa haQdOiQg. If \RX YieZ digiWaO daWa aV

SURSeUW\, digiWaO daWa VhRXOd haYe a VXbVeW Rf Whe SURWecWiRQV affRUded WR RWheU fRUPV Rf

cRPPXQicaWiRQ. IQ Whe VaPe Za\ VRPeRQe QeedV a ZaUUaQW WR eQWeU \RXU hRXVe, iW VhRXOd QRW be

WUeaWed diffeUeQWO\. If \RX UeaVRQ abRXW digiWaO daWa aV a cRPPRdiW\, WheQ hRZ \RX YieZ eWhicaO

daWa haQdOiQg PighW chaQge. SchePeV VXch aV cOeaQiQg daWa fRU aQRQ\PiW\ befRUe e[WeQViYe XVe

caQ be PRUaOO\ eWhicaO.

SXpporWing ArgXmenW No. 2: MeWhods

CRPSaQieV aQd YaUiRXV WhiUd SaUWieV haYe Pade a bXViQeVV RXW Rf cROOecWiQg daWa fURP

XVeUV eQgagiQg iQ iQWeUQeW VeUYiceV. The VeUYice Pa\ be YideR VWUeaPiQg, VRciaO Pedia, RU VRPe

RWheU acWiYiW\. BXW Whe\ aOO geQeUaWe UeYeQXe iQ ViPiOaU Za\V, b\ aggUegaWiQg daWa RQ XVeUV aQd iQ

WXUQ eiWheU VeOOiQg WhaW daWa RU XViQg iW fRU VRPe SaUWicXOaU RSWiPi]aWiRQ. ThiV W\SicaOO\ PeaQV

RSWiPi]iQg fRU Whe aPRXQW Rf adV aQd ad eQgagePeQW fRU each iQdiYidXaO. ThiV iQdXVWU\ iV YaVW,

aQd Whe QXPbeU Rf aSSURacheV PaNeV deaOiQg ZiWh each SUiYac\ RffeQVe WURXbOeVRPe. GiYeQ Whe

cRPSOe[ aQd QebXORXV eQYiURQPeQW Rf daWa cROOecWiRQ aQd Whe daWa PaUNeWSOace, P\ UeVeaUch

fRcXVeV aURXQd Whe SUacWicaO iPSOePeQWaWiRQV Rf V\VWePV WhaW aOORZ XVeUV WR cRQWURO WheiU daWa. IW

aOVR SOaceV fRcXV RQ hRZ cRPSaQieV cRPPXQicaWe WheiU iQWeQWiRQV ZiWh cROOecWed daWa. IQ RUdeU WR
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SURYide SUiYac\, cRPSaQieV PXVW SURYide e[SOiciW aQd iQfRUPed cRQVeQW. ThiV PeaQV giYiQg Whe

XVeU Whe RSSRUWXQiW\ WR Va\ QR, RU haYiQg WheVe cROOecWiRQV VchePeV aV RSW-iQ RQO\. IW aOVR PeaQV

bXiOdiQg WUXVW ZiWh cRQVXPeUV aQd YeUif\iQg if Whe daWa iV beiQg PiVXVed. B\ XViQg aQaORg\, Ze

caQ SURYide e[aPSOeV Rf RWheU ViWXaWiRQV ZheUe cRPSaQieV faced WheVe VaPe chaOOeQgeV aQd

RYeUcaPe WheP.

WheQ hXPaQV eQcRXQWeU VRPe QeZ QaWXUaO SheQRPeQa, Whe\ VeeN WR gUaVS iWV PeaQiQg

WhURXgh cRPSaUiVRQ. IQ a W\SicaO Sh\VicV cOaVV, WeacheUV ZRXOd aOZa\V e[SOaiQ WhaW OighW iV bRWh a

ZaYe aQd a SaUWicOe. ThiV cRPSaUiVRQ WR aOUead\ NQRZQ QaWXUaO SheQRPeQa iV WR heOS VWXdeQWV

XQdeUVWaQd OighW'V behaYiRU iQ aQ iQWXiWiYe Za\. BXW WhiV diVWiQcWiRQ iV a faOVe dichRWRP\. The WUXe

QaWXUe Rf OighW iV WhaW iW iV QeiWheU a SaUWicOe RU a ZaYe, bXW iQVWead a fRUeigQ SheQRPeQa Zhich RXU

PRdeOV dRQ¶W eQWiUeO\ caSWXUe. LighW VRPeWiPeV acWV OiNe a SaUWicOe aQd VRPeWiPeV OiNe a ZaYe,

bXW iW'V WUXe eVVeQce iV QeiWheU Rf WheVe WhiQgV. MRdeOiQg OighW aV a SaUWicOe aQd a ZaYe iV a WRRO WR

heOS VWXdeQWV aQd VcieQWiVWV PRUe accXUaWeO\ PRdeO Whe ZRUOd. COaXdia SchZaU]-POaVchg¶V

aQaORgRXV fUaPeZRUN RSeUaWeV iQ Whe VaPe Za\. ReaVRQiQg b\ aQaORg\, ZhiOe SRWeQWiaOO\

WhURZiQg aZa\ Whe WUXe eVVeQce Rf a VXbMecW, aOORZV XV WR iQVSecW iW iQ QeZ aQd SRWeQWiaOO\

accXUaWe Za\V. SchZaU]-POaVchg SUeVeQWV XViQg aQaORg\ WR aQaO\]e WechQicaO fUaPeZRUNV aV

³hROdiQg a PiUURU XS WR RQe¶V RZQ acWiYiWieV´ (SchZaU]-POaVchg, 2018). ReaVRQiQg WhURXgh

aQaORg\, b\ QaWXUe e[SORUed iQ SchZaU]-POaVchg¶V UeSRUW, ZRXOd OeaYe RXW eOePeQWV Rf Whe

cRQWe[W ZhiOe highOighWiQg RWheUV WR SURSeUO\ VeUYe aQ aUgXPeQW RU e[SaQd iPagiQaWiRQV. TR

TXRWe VWaWiVWiciaQ GeRUge BR[, ³AOO PRdeOV aUe ZURQg, bXW VRPe aUe XVefXO´. WhiOe

SchZaU]-POaVchg¶V fUaPeZRUN iV gUeaW fRU e[SaQdiQg a VeW Rf SRVVibiOiWieV fRU QeZ WechQRORg\, iW

iV a faOOac\ WR giYe aQ\ RQe aQaORg\ WRR PXch VZa\ RYeU Whe eQWiUe debaWe. WheWheU \RX YieZ

daWa aV SURSeUW\ RU a cRPPRdiW\, daWa PXVW be WUeaWed ZiWh caXWiRQ aQd caUe.
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CaSe TRZQ caQ SURYide a SRiQW Rf cRPSaUiVRQ, ZheUe a ciW\ eQWeUiQg a ZaWeU cUiViV

ZRUNed WRgeWheU WR SURWecW aQd iQcXbaWe a SUeciRXV cRPPRdiW\. AfWeU a SeUiRd Rf VeYeUe ZaWeU

VhRUWageV, iQ OaWe 2017 SOaQV ZeUe Pade fRU a ³Da\ ZeUR´, ZheUe aOO PXQiciSaO ZaWeU faciOiWieV

ZRXOd be WXUQed Rff. ThiV dRRPVda\ SUedicWiRQ ZRXOd PaUN CaSe TRZQ aV RQe Rf Whe fiUVW PaMRU

ciWieV iQ Whe ZRUOd WR UXQ RXW Rf ZaWeU (CaVViP, 2018). ThURXgh Whe XVe Rf e[WUePe ZaWeU

cRQVeUYaWiRQ PeaVXUeV aQd RSeQ cRPPXQicaWiRQ ZiWh Whe UeVideQWV Rf CaSe TRZQ, Whe ORcaO

gRYeUQPeQW begaQ cRQVeUYiQg ZaWeU iQ aWWePSWV WR SRVWSRQe RU eYeQ caQceO ³Da\ ZeUR´. MaQ\

UeVideQWV heeded Whe caOO fRU acWiRQ, aQd ZiWh SeUViVWeQW acWiRQ NeSW deOa\iQg WhaW da\ (de LiOOe,

2017). AV Rf SeSWePbeU 2020, CaSe TRZQ e[SeUieQced a UaiQ\ VeaVRQ aQd aQ eQd WR Whe dURXghW

(SWaff, 2020). CRPSaUe CaSe TRZQ WR ZheUe Whe Wech iQdXVWU\ VWaQdV. DaWa, MXVW OiNe Whe ZaWeU Rf

Whe WRZQ, ZaV aQd cXUUeQWO\ iV YieZed aV a cRPPRdiW\. BaVic aQd SOeQWifXO, QRW PXch iV Qeeded WR

UegXOaWe WhiV cUiWicaO UeVRXUce. HRZeYeU, Whe cUiViV fRUced CaSe TRZQ WR UeaOi]e Whe SUeciRXV

QaWXUe Rf WheiU cRPPRdiW\, aQd becaXVe Rf WhiV Whe SRSXOaWiRQ ZRUNed WR SUeVeUYe iW. EYeQ

WhURXgh Whe aQaORgRXV OeQV Rf daWa aV a cRPPRdiW\, SURWecWiRQ fRU VXch cRPPRdiWieV VhRXOd be iQ

SOace. TechQicaO PeaVXUeV VXch aV aQRQ\Pi]iQg daWa befRUe XVe VXSSRUWV SURWecWiQg XVeU SUiYac\

ZhiOe eQcRXUagiQg iWV XVe aV a cRPPRdiW\.

WiWh Whe UeOeaVe Rf iOS 14, ASSOe XQYeiOed a QeZ feaWXUe Whe\ dXbbed ³ASS TUacNiQg

TUaQVSaUeQc\´. ThiV feaWXUe fRUced aSSV WR ³UeTXeVW XVeU aXWhRUi]aWiRQ WR acceVV daWa « fRU

WUacNiQg Whe XVeU´ (ASS TUacNiQg TUaQVSaUeQc\, 2021). ThiV ViPSOe PechaQiVP PeaQW WhaW XVeU

WUacNiQg ZaV QRZ aQ RSW iQ feaWXUe, SUeVeQWiQg Whe figXUe VhRZQ beORZ WR Whe XVeU ZheQ RSeQiQg

Whe aSS fRU Whe fiUVW WiPe.
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FigXre 3: PURPSW IRU ASS TUacNLQJ TUaQVSaUHQc\ (KReWVieU, 2021).

ThiV haV beeQ haiOed b\ Whe Pedia aV a hXge VWeS fRUZaUd fRU SUiYac\ adYRcaWeV, iQ ZhaW

haV beeQ deVcUibed aV a ³gaPe-chaQgeU fRU iPhRQeV´ (O'FOaheUW\, 2021). ThiV aOORZV XVeUV WR

cRQWURO ZhaW aSSV aUe WUacNiQg WheP, aQd cRQWURO acceVV WR WheiU daWa ZheQ Whe aSS iV QRW iQ XVe.

ASSOe Pade a PRYe WhaW iQcUeaVed Whe SUiYac\ Rf WheiU XVeUV, aQd haV cRQWiQXaOO\ defeQded VXch

SUacWiceV eYeQ afWeU WheiU iQiWiaO UROORXW. ASSOe ZaV abOe WR SURWecW XVeU SUiYac\ aQd PiQiPaOO\

iPSacW Whe bXViQeVV Rf iWV deYeORSeUV. FacebRRN, aQ VWaXQch RSSRQeQW Rf Whe chaQge, iV VWiOO abOe

WR VeUYe adV aQd XVe daWa VWRUed RQ iWV VeUYeUV WR VeUYe PRUe WaUgeWed adV WR iOS XVeUV.  IQ Whe

cRQWe[W Rf SchZaU]-POaVchg¶V fUaPeZRUN, WhiV e[aPSOe VhRZV a cRPSaQ\ WhaW YieZV daWa aV

SURSeUW\ Rf Whe XVeU, aQd giYeV WheP VROe cRQWURO RYeU iWV diYXOgeQce.  ThiV feaWXUe highOighWV aQ

aSSURach WhaW cRXOd VcaOe WR Whe UeVW Rf Whe Wech iQdXVWU\.

COaXdia SchZaU]-POaVchg¶V fUaPeZRUN RQ Whe PRZeU Rf AQaORgieV fRU EPeUgiQg

TechQRORgieV heOSV XV aQaO\]e daWa SUiYac\ b\ eQcRXUagiQg e[SORUaWiRQ Rf RWheU SRVVibiOiWieV.

ThURXgh cRPSaUiVRQ fURP Whe e[aPSOe caVeV, Ze caQ WaNe Whe OeVVRQV OeaUQed fURP Whe caVe aQd
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aSSO\ WheP WR Whe cRQWe[W Rf daWa SUiYac\. CaSe TRZQ¶V caVe e[ePSOified cRORVVaO chaQge fRU aQ

eQWiUe ciW\, ZheUe Whe\ had WR bXiOd bacN a SRRUO\ PaQaged cRPPRdiW\ aQd SURdXce a PaVViYe

chaQge iQ WheiU cXOWXUe. TheiU e[aPSOe SURYideV a YieZSRiQW RQ daWa, ZheUe eYeQ aV a cRPPRdiW\,

WheUe e[iVWV beVW SUacWiceV WR PaQage iW. ASSOe'V caVe VhRZed hRZ ViPSOe acWiRQV caQ cUeaWe OaUge

cRQVeTXeQceV, aQd UefOecWV WheiU YieZ Rf daWa aV SURSeUW\. ThiV diVWiQcWiRQ beWZeeQ daWa aV

SURSeUW\ aQd aV a cRPPRdiW\ VhRZV Whe PiVaOigQPeQW beWZeeQ cRPSaQieV aQd cRQVXPeUV, aV

bRWh aQaORgieV haYe diffeUeQW aSSURacheV fRU SURWecWiQg SUiYac\, bXW QeiWheU giYeV a defiQiWiYe

VROXWiRQ. BXW WheVe V\VWePV ZeUe deVigQed b\ SeRSOe, aQd caQ be chaQged WR eQcRXUage daWa

SUiYac\.

SXpporWing ArgXmenW No. 3: ResXlWs

AV VWaWed befRUe, aQ eWhicaO cUX[ Rf Whe aUgXPeQW iV baVed RQ Whe QRWiRQ WhaW SUiYac\ iV a

fXQdaPeQWaO hXPaQ UighW. WhiOe Whe RUigiQaO fUaPeUV Rf Whe CRQVWiWXWiRQ cRXOd QRW haYe

SUedicWed Whe PRdeUQ ZRUOd, WheiU VeQWiPeQW fRU SUiYac\ aV a UighW iV cOeaU WhURXgh WheiU ZUiWiQg

aQd acWiRQV. The\ SURWecW Whe UighW WR SUiYac\ Rf beOiefV, SUiYac\ Rf Whe hRPe, aQd SUiYac\ Rf

SRVVeVViRQV, WhURXgh Whe fiUVW, WhiUd aQd fRXUWh aPeQdPeQWV. The VWaWePeQW ³NR SWaWe VhaOO...

deSUiYe aQ\ SeUVRQ Rf Oife, OibeUW\, RU SURSeUW\´, haV beeQ UeOaWed WR Whe cRQceSW Rf SUiYac\. IQ

JXVWice BUaQdeiV'V diVVeQW iQ OOPVWead Y. U. S iQ 1928, he aUgXed WhaW OibeUW\ eQcaSVXOaWed

SUiYac\ (BUaQdeiV, 2021). AQ\ iQdiYidXaO ZiWhRXW Whe UighW WR SUiYac\, b\ e[WeQViRQ caQQRW haYe

OibeUW\, aQd WhXV SUiYac\ VhRXOd be SURWecWed aV Whe ³UighW WR be OefW aORQe´. WhiOe Ze aV a cRXQWU\

VhRXOd VWUiYe WR SUeVeUYe WheiU e[SeUiPeQW, iW PXVW be acNQRZOedged WhaW Whe eQYiURQPeQW Rf

WRda\ SUeVeQWV QeZ chaOOeQgeV.
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WhiOe UeaVRQiQg WhURXgh aQaORg\ SOaceV aQ iPSRUWaQce RQ SaVW e[SeUieQce, iW iV iPSRUWaQW

WR acNQRZOedge Whe diffeUeQceV beWZeeQ 1791 aQd Whe PRdeUQ digiWaO eQYiURQPeQW. MaQ\ Rf

WheVe diffeUeQceV VWeP fURP Whe chaUacWeUiVWicV Rf digiWaO daWa. DaWa iV eaV\ WR cRS\, aQd aV a

digiWaO PediXP, iW¶V SUeVeUYed fRU a ORQg WiPe. ThiV PeaQV WhaW ZhiOe iW iV eaV\ WR cUeaWe daWa, iW'V

QeaUO\ iPSRVVibOe WR deOeWe. LiNe Whe PXOWiSO\iQg bURRPV iQ DiVQe\¶V TKH SRUcHUHU'V ASSUHQWLcH,

daWa VeePV WR haYe aQ aOPRVW VeOf-SURSagaWiQg effecW. EYeQ afWeU Whe XVeU PaNeV aQ effRUW WR cOeaU

WheiU daWa, WheUe iV QR gXaUaQWee WhaW iW iV WUXO\ gRQe becaXVe Rf Whe deceQWUaOi]ed QaWXUe Rf Whe

iQWeUQeW.

AOVR dXe WR Whe QaWXUe Rf cRPSXWeUV, WheVe YiROaWiRQV RfWeQ UePaiQ ViOeQW. IQ Whe VaPe Za\

WhaW high-fUeTXeQc\ VWRcN WUadiQg iV dRPiQaWed b\ cRPSXWeU aOgRUiWhPV, iQfUaVWUXcWXUe PeaQW WR

haQdOe XVeU daWa iV PeaQW WR be iQYiVibOe, b\ deVigQ. CRPSXWeUV abVWUacW PXch Rf Whe cRPSOe[iW\

aZa\ fURP XVeUV, Zhich haV Whe Vide effecW Rf OeWWiQg RXU cRPSXWeUV ViOeQWO\ cRPPXQicaWe. ASSV

WhaW WUacN \RXU ORcaWiRQ caQ WUaQVPiW VXch daWa TXieWO\ RYeU Whe aiU. ThiV SaUWQeUVhiS Rf daWa WhaW iV

eaV\ WR cUeaWe, eaV\ WR WUaQVPiW, aQd eaV\ WR dR VR TXieWO\ haV Oed WR Whe PaUNeW Ze Vee WRda\.

Each WiPe a cRPSaQ\ PaNeV a UeTXeVW fRU daWa, Whe SURceVV iV ViOeQW aQd aXWRPaWic, SaiQOeVV aQd

iPSeUceSWibOe WR Whe iQdiYidXaO. AV Whe XWiOiW\ Rf daWa NeeSV gURZiQg, Whe YaOXe aQd Whe RYeUaOO

PaUNeWSOace fRU daWa ZiOO gURZ ZiWh iW.

BecaXVe Rf WheVe cRQVideUaWiRQV, Whe iQdXVWU\ QeedV WR chaQge cRXUVe aQd WUeaW Whe

haQdOiQg Rf daWa PRUe caXWiRXVO\. TheUe aUe PXOWiSOe aSSURacheV WR SURWecWiQg iQdiYidXaOV'

SUiYac\, bXW be\RQd OegiVOaWiRQ iW UeOieV RQ Whe RQXV Rf cRPSaQieV WR WaNe acWiRQ. BXW Whe VROXWiRQ

WR daWa SROic\ iVQ¶W gRiQg WR cRPe fURP aQ\ RQe VRXUce. The SURbOeP iVQ¶W WhaW cRPSaQieV aUe

VWRUiQg daWa fRU iQdiYidXaOV; WhiV iV a QeceVVaU\ fXQcWiRQ fRU cRPSaQieV. The SURbOeP iV a

PiVaOigQPeQW Rf iQceQWiYeV - cRPSaQieV haYe WheiU UeYeQXe gURZ iQ SURSRUWiRQ WR Whe aPRXQW Rf
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XVeUV VeUYed, aQd WheUefRUe daWa cROOecWed. ThiV iQceQWiYe VWUXcWXUe fRUceV cRPSaQieV WR YieZ daWa

aV a cRPPRdiW\ - baVic, ideQWicaO RQ a XQiW OeYeO aQd SOeQWifXO. ThiV c\cOe OeadV WheP WR cROOecW aV

PXch daWa aV SRVVibOe, eYeQ if Whe SXUSRVe fRU cROOecWiRQ iVQ¶W cOeaU. ASSOe dReV QRW VXffeU fURP

WhiV SURbOeP becaXVe WheiU UeYeQXe iVQ¶W Wied WR WhiV PeWic, WheiU UeYeQXe iV baVed RQ hRZ PaQ\

SURdXcWV Whe\ VeOO. GRRgOe, FacebRRN aQd RWheUV aUe iQceQWiYi]ed WR cROOecW daWa iQ bXON, bXW iQ

RUdeU WR bXiOd bacN WUXVW Whe\ Qeed aQ e[SaQViRQ Rf YieZSRiQWV. The\ dRQ¶W Qeed WR diWch YieZiQg

daWa aV a cRPPRdiW\ eQWiUeO\; WheUe aUe cRQWe[WV aQd ViWXaWiRQV ZheUe WhiV iV aSSURSUiaWe. The\

haYe WR diWch Whe cXOWXUe Rf caVXaOQeVV ZiWh daWa, VWRUiQg ZhaW'V QeceVVaU\ WR SURYide Whe VeUYice

RU SURYidiQg RSW-iQ fRU daWa RXWVide Rf ZhaW'V QeceVVaU\. TaNiQg a cXe fURP ASSOe¶V aSSURach,

aQd aOORZ SeRSOe WR SURWecW cUXciaO SRUWiRQV Rf WheiU daWa aV SURSeUW\. FRU e[aPSOe, GRRgOe

ChURPe dReVQ¶W Qeed addUeVV iQfRUPaWiRQ WR RSeUaWe aV a Zeb bURZVeU. B\ PaNiQg VXch V\VWePV

RSW-iQ iQVWead Rf RSW-RXW, GRRgOe cRXOd iQcUeaVe WUXVW ZiWh cRQVXPeUV aQd SURYide Whe VaPe high

TXaOiW\ VeUYiceV Whe\ cRQWiQXe WR SURYide WRda\. PURSeU daWa SUiYac\ VhRXOd giYe XVeUV Whe RSWiRQ

WR chRRVe ZhaW Whe\ VhaUe. If a XVeU WXUQV Rff WheiU hiVWRU\, WhaW chRice VhRXOd be UeVSecWed. ThiV

e[aPSOe iV MXVW a fiUVW VWeS, aV daWa SUiYac\ iV aQ aPaOgaPaWiRQ Rf deVigQ chRiceV OiNe WhiV. TheUe

iV QR ViOYeU bXOOeW WR SUiYac\ aQd Whe VROXWiRQ caQ¶W cRPe fURP a ViQgOe VRXUce.

ConclXsion

NeZ WRROV haYe giYeQ UiVe WR Whe cXUUeQW eQYiURQPeQW, iQ Whe fRUP Rf Whe iQWeUQeW WhaW

PaNeV Whe cRVW fRU WUaQVPiWWiQg daWa QeaUO\ ]eUR, aQd aOgRUiWhPV WhaW caQ cUeaWe XVefXO aQaO\VeV Rf

daWa. BecaXVe Rf WheVe QeZ WRROV, cRPSaQieV QRZ haYe aQ iQceQWiYe fRU PaVV daWa cROOecWiRQ.

ThiV haV cUeaWed aQ eQYiURQPeQW ZheUe Whe ViOeQW aQd aXWRPaWic WUaQVacWiRQV WaNe SOace

cRQVWaQWO\, fRU eYeU\ iQdiYidXaO hXQdUedV Rf WiPeV a da\. IQ e[chaQge fRU VeUYiceV SeRSOe aOORZ
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cRPSaQieV WR hRVW aQd XWiOi]e WheiU daWa, bXW WhiV iQfUiQgeV RQ Whe fXQdaPeQWaO UighW Rf SUiYac\.

The VcaOe aQd eYeQWV iQYROYiQg PiVhaQdOiQg Rf daWa haV gURZQ iQ UeceQW \eaUV, SURPSWiQg

UeVSRQVe fURP OeadeUV aQd gURXSV. The fUeTXeQc\ Rf VXch eYeQWV ZiOO RQO\ iQcUeaVe RYeU WiPe,

aQd ZhiOe PaQ\ iQcXPbeQWV aUe UeOiaQW RQ VXch PRdeOV fRU WheiU UeYeQXe, Whe\ VhRXOd chaQge

WheiU behaYiRU. NRW WR VWRS aOO ZRUN ZiWh daWa, bXW WR eQfRUce a QeZ VWaQdaUd ZiWh haQdOiQg iW. The

iVVXe Rf SUiYac\ bRiOV dRZQ WR aQ iVVXe Rf WUXVW aQd iQceQWiYeV. The WUadeRffV Rf cRQWiQXiQg

WRda\'V haUPfXO SUacWiceV ZiOO RQO\ becRPe ZRUVe iQ Whe fXWXUe, aV daWa iV e[SecWed WR haYe eYeQ

PRUe XVeV. PURSeUO\ WUeaWiQg daWa aV SURSeUW\ Rf Whe XVeU, RU aV a ZeOO PaiQWaiQed cRPPRdiW\ caQ

PiWigaWe Whe ZRUVW Rf WheVe SUacWiceV. The WhiUVW fRU daWa fURP cRPSaQieV big aQd VPaOO ZiOO RQO\

iQcUeaVe, aQd daWa aV a UeVRXUce VhRXOd be e[aPiQed ZiWhiQ VXch cRPSaQieV.
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