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Introduction

Behavioral-based malware detection is an emerging approach in the field of cybersecurity
research and development that focuses on analyzing user behavior to identify and prevent
malware attacks. With the increase in sophisticated cyber threats, this form of detection holds
significant importance in safeguarding individuals, organizations, and society as a whole from
potential harm. It is estimated that cybersecurity crime cost the global economy a total of $7
trillion in the year 2022 and that the average cost of a cyber breach was $4.35 million (Aag IT
Support [2023], n.d.). This not only indicates the severity that cyber-attacks have nowadays but
also the increase in the frequency of these attacks. These attacks not only result in financial
losses but also have far-reaching consequences, including the compromise of sensitive

information, disruption of services, and reputational damage to companies.

During the summer of 2023, I interned at a Linux cybersecurity startup based in
Charlottesville called Vali Cyber which focuses on providing Linux security tools that utilize
state-of-the-art behavioral and AI/ML techniques to detect and stop threats. A major part of the
tool that they are developing is based on behavioral detection, a cybersecurity technique that
monitors patterns in software and network traffic to flag suspicious activity. This detection
method is relatively new and is quite different from the traditional signature-based detection that
most cybersecurity companies implement. There are major upsides to using behavioral-based
detection such as increased adaptability to new threats, earlier detection times, and dynamic
analysis. However, there also are a couple of downsides such as it being more resource-intensive
and having a higher false positive rate. This was my first introduction to behavioral-based
detection, and I found it to be a very intriguing approach to identifying new malware strains.

However, the implementation of behavioral-based malware detection raises several ethical



concerns and challenges that need to be addressed. These include a potential invasion of privacy
due to the collection and analysis of use behavior data, concerns regarding data security and

misuse, and the need to balance cybersecurity needs with individual privacy rights.

The technical topic outlined in this prospectus aims to outline the benefits and drawbacks
of behavioral-based malware detection and furthermore provide potential solutions to these
drawbacks. The STS research topic will explore the privacy concerns and potential biases that
may arise when implementing such detection systems. By examining these issues, I aim to

contribute to the responsible and ethical development of cybersecurity practices.

Technical Topic

Behavioral detection was a concept that was emphasized at Vali Cyber as a better
alternative to the outdated detection methods that are prevalent in the cybersecurity industry.
Unlike the traditional forms of malware detection that rely on signature-based or heuristic-based
methods, behavioral-based detection focuses on identifying unusual patterns or deviations in user
behavior that may indicate the presence of malware. Security companies are slowly adopting
behavioral detection techniques while maintaining their signature-based defense systems because
both methods have their own strengths and weaknesses. As a result, in order to create a
comprehensive defense strategy, signature-based detection is most effective right now when used
in conjunction with other dynamic and behavior-based security measures. New research in the
past couple of years shows several use cases of researchers developing novel state-of-the-art
security techniques that leverage emerging technologies such as artificial intelligence and

machine learning to mitigate some of the downfalls of behavioral-based detection. I believe



conducting further research in this area is essential to ensure the continuous improvement and
effectiveness of defensive security measures in the face of evolving cyber-attacks.

Both signature-based malware detection and behavioral-based malware detection are two
key approaches in the realm of cybersecurity. Signature-based malware detection relies on
known patterns or bit sequences of previous malicious code to identify and block threats. Its
strengths lie in its effectiveness against recognized malware, providing a quick and reliable
method to detect and neutralize known threats. This approach is resource-efficient and generally
has a low rate of false positives, as the signatures are specific to known malicious entities.
However, signature-based detection has notable weaknesses. It is ineffective against new or
evolving malware strains, commonly referred to as zero-day threats, as it relies on predefined
signatures. Attackers can easily evade detection by modifying the code or using obfuscation
techniques (Scott, J. [2017] n.d.). Additionally, the increasing use of polymorphic and fileless
malware poses challenges, as these variants change their signatures dynamically. Behavioral-
based malware detection is a proactive approach that focuses on identifying malicious activities
based on the behavior of software or processes rather than relying on known signatures. Its
strengths lie in its ability to detect previously unknown or zero-day threats by analyzing patterns
of behavior that deviate from normal system activity. This approach is particularly effective
against polymorphic malware and other sophisticated threats that may change their
characteristics to evade traditional detection methods. Behavioral analysis can offer insights into
the tactics and techniques employed by malware, aiding in early detection and response.
However, this method is not without its weaknesses. False positives can be a challenge, as
legitimate software or user behavior might trigger alerts if it deviates from established baselines.

Behavioral-based detection can also be resource-intensive, especially when conducting real-time



analysis on a large scale. Additionally, sophisticated malware may employ new evasion
techniques to hide malicious behavior, posing a constant challenge to behavioral-based detection
systems. As shown in (L. Caviglione et al. IEEE 2023), advanced threats will deploy anti-
emulation techniques to change their behavior based on whether or not they are running in
virtual or real environments. This leaves machines vulnerable to attacks if their behavioral-based
detection system runs in a sandbox environment.

At Vali Cyber, I got to evaluate their existing behavioral detection engine through
offensive penetration testing. This consisted of evaluating several distinct types of malware or
attack vectors on a virtual machine that had its Linux security agent, ZeroLock, installed on it. If
I was successful in an attack on the machine, I would suggest certain modifications to the
existing rule set that the engine used. Behavioral detection techniques such as these are a
relatively new concept that is usually paired with machine learning as previously mentioned to
identify deviations from normal activity on a computer. I got to look under the hood of one of the
machine learning models that Vali Cyber developed to detect cryptojacking attacks specifically.
Cryptojacking is the unauthorized use of other people’s devices to mine for cryptocurrency,
essentially stealing other people’s processing power. They created a feature set of the distribution
of bitwise operators used in the assembly code of certain cryptojacking malware strains and then
trained an SVM model to recognize the pattern behind these specific attempts at cryptojacking.
After training the model, they were able to achieve a 99.98% accuracy rate at detecting
cryptojacking on future testing data. This application of machine learning for behavioral
detection was extremely effective because crytpojacking produces a very unique distribution of
bitwise operators, specifically a lot of ANDs in the assembly code. Figuring out other similar,

niche cyber-attacking techniques that also have distinct behaviors or patterns in their assembly



code might lead to a very effective, novel behavioral detection system and is something that |
would like to do further research on.

Combining recent developments in security research with updated machine learning
techniques and computational resources to help combat these weaknesses will allow for a more
comprehensive, effective behavioral-based detection system. My proposed methodology will
involve a combination of data collection, analysis techniques, and evaluation processes. To
collect relevant data, a variety of sources will be utilized, including real-world malware samples,
simulated environments, and network traffic logs. This diverse range of data will provide a
comprehensive understanding of behavioral patterns exhibited by different types of malware.
The analysis techniques will involve leveraging machine learning algorithms, specifically deep
learning models and SVMs, to identify and classify behavioral characteristics of malware
(Gopinath M., Sibi Chakkaravarthy Sethuraman 2023). Machine learning techniques that are
utilized for monitoring network traffic that could be related to ransomware activities can be
identified during file reading and overwriting which does not require large computational power
(Eduardo Berrueta et al. 2022). Training a model to detect specific malware behavior will be
evaluated by its false positive rate which will determine the usability of the model because too
many false positives make the security tool unusable in a real environment. Additionally, the
effectiveness of behavioral-based malware detection will be evaluated through comparison
studies with traditional signature-based methods, statistical analysis, and benchmarking against
known malware datasets. I would like to test several different datasets that correlate to several

different unique topics of malware such as ransomware, trojans, keyloggers, cryptojacking, etc.



STS Topic

The rapid acceleration of technological advancements in recent years has transformed
how we interact with the world and will only continue to grow. As IoT devices, cloud
computing, and other emerging technologies expand the surface area of technologies needing
defensive security measures, the need for adaptive methods will become greater (Zheng et. al.
2022). This digital revolution, however, has resulted in an escalating amount of cybersecurity
challenges that have made it difficult for the security industry to keep up with. Implementing
new defense techniques such as behavioral-based malware detection will probably not
significantly impact people socially or economically, but it is critical that developers in the future
do their due diligence to consider outside factors and control algorithmic bias in their
implementation of such security systems. One of the potential concerns is the potential invasion
of privacy that comes with collecting and analyzing user behavior data. By monitoring and
analyzing user activities, behavioral-based detection systems may have access to highly sensitive
information, raising questions regarding the extent of data collection, storage, and retention.
Additionally, there are concerns about the security of this user information and the potential for
its misuse or unauthorized access. Balancing the need for robust cybersecurity measures with the
protection of individual privacy rights is another ethical consideration that requires careful
thought and consideration. Behavioral detection works around an understanding of malicious
behavior. To learn this behavior, security analysts and developers manually tune this
understanding or use machine learning to derive an interpretable model. This can introduce
algorithmic bias, which stems from cultural, social, or demographic factors of how a user
behaves, in their detection method as it is not entirely objective as to what is considered

authorized or normal behavior. From an STS perspective, signature-based detection has less



potential for negative societal impact as it simply utilizes a matching algorithm to search for
known malware strains. As soon as we introduce more applications of machine learning and
algorithms there is more potential for algorithmic bias to creep into our security systems. No
research that I could find has been conducted to consider the ethical implications and societal

ramifications of the integration of behavioral-based detection into our security systems.

To ensure the validity of behavioral-based malware detection systems and address the
ethical concerns associated with them, several measures can be implemented. First, privacy
concerns can be addressed by adopting measures such as data encryption, anonymization, or data
aggregation techniques. These techniques can help protect user privacy by minimizing the risk of
unauthorized access or misuse of personal information. Additionally, rigorous testing and
evaluation of the detection algorithms are paramount to identify and minimize potential biases.
By conducting thorough testing, researchers can ensure that the algorithms are accurate and free
from bias, thus increasing the reliability of the system. Ultimately, a combination of advanced
privacy protection measures and rigorous evaluation can enhance the validity and effectiveness

of behavioral-based malware detection systems.

Conclusion

It is important to realize the need for cybersecurity advancements such as behavioral-
based malware detection in order to combat the increasingly more prevalent cyber-attacks.
Behavioral-based detection has its strengths and weaknesses when compared with signature-
based detection, but an effective and comprehensive defense strategy should include a
combination of both of these detection methods. Further research and the examination of Vali

Cyber's Linux security tools and machine learning models showcase the potential of behavioral-



based detection in identifying and mitigating cyber threats. However, the weaknesses, such as
resource intensity and potential false positives, highlight the necessity for continuous
improvement. The proposed methodology involves leveraging machine learning techniques and
diverse datasets to enhance the adaptability and effectiveness of behavioral-based detection. The
STS deliverable focuses on the societal and ethical considerations involved with implementing
behavioral-based detection systems. Adequate attention needs to be paid to acknowledging the
potential invasion of privacy, data security concerns, and algorithmic bias associated with
behavioral-based detection. As technological advancements expand the scope of defensive
security measures, it becomes imperative to address these concerns responsibly. Privacy
protection measures, such as data encryption and anonymization, coupled with rigorous testing
and evaluation to identify and mitigate biases, can enhance the validity and societal acceptance
of behavioral-based malware detection systems. Therefore, this research will not only contribute
to more effective implementations of behavioral-based detection but also highlight the
significance of responsible and ethical development in the cybersecurity field. By addressing
both the technical challenges and ethical considerations, we can contribute to the responsible and
effective development of cybersecurity measures, safeguarding both individual privacy and

collective security in our rapidly evolving digital landscape.
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