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General Problem

How can we prevent ransomware attacks with machine learning and increase the cybersecurity
practices of hospitals with cyber insurance?

Ransomware is a form of malware that locks a person out of their device or system until a
ransom is paid to the attacker. In recent years, attacks have evolved to have an additional phase
where sensitive information is exfiltrated for ransom (Cartwright et al., 2023). Each year,
ransomware costs businesses and governments hundreds of millions of dollars, and high profile
incidents have resulted in the U.S. Department of Justice to categorize ransomware attacks on the
same level of concern as terrorist attacks (Yilmaz et al., 2023). The government response will not
be addressed in this study, but given the severity and rapid evolution of ransomware, it is critical
to investigate how to prevent ransomware attacks.

A key factor in the success of these attacks is the decision to pay the ransom, which often
occurs when the cost of the information ransomed and disruptions to normal operations are
deemed greater than the cost of the ransom payment. Critical infrastructures, such as hospitals
and power grids, are especially vulnerable because of the essential role they play in society and
their need for immediate access to information.

Tackling the challenge of preventing ransomware attacks can be approached in two ways.
My technical project will explore how machine learning algorithms can be applied to monitor a
system to detect attacker infiltration. At the same time, employing a machine learning defense
strategy comes with broader socio-technical implications concerning the environment it is
deployed in and the social groups involved. As such, my sociotechnical project will explore how
cyber insurers influence the cybersecurity practices and dynamics within an organization with

regards to ransomware. These two approaches, when applied together, develop a technique to



prevent ransomware attacks and explore the dynamics within the organizations that are

vulnerable to them.

Using Machine Learning to Create an Intrusion Detection System to Detect
Ransomware Attacks

How to prevent ransomware infiltration with machine learning monitoring of a system?

Currently, network monitoring of a system to detect ransomware attacks is done by
detecting unusual patterns of behavior through an intrusion detection system (IDS). An IDS will
create an alert for people to view and determine whether the activity is malicious. Cybersecurity
experts can be inundated with thousands of alerts without a way to view them all, inducing alert
fatigue. Algorithms have been produced to filter out some of the false positives and true
negatives, however, more can be done to create a system that detects malicious activities that
indicate a ransomware attack. My technical research will address this gap by training a machine
learning algorithm to learn the correct patterns of behavior tailored to a specific system within a
hospital. This will relieve the stress of millions of false positive reviews by human administrators
and more accurately detect true ransomware activity.

Hospitals are acutely vulnerable to ransomware attacks due to their reliance on
information and large attack surface through Internet of Things (IoT) devices. Since their
exposure surface is vast, there has been research identifying vulnerable points within hospitals.
Yu and Wei (2023) identified hospital websites as having multiple network security
vulnerabilities which allow attackers to infiltrate and exploit through social engineering. In
addressing [oT devices, there has been proposed research to create a lightweight IDS for [oT
devices using machine learning algorithms, however, it has not been fully implemented or

deployed to an actual hospital system (Mofidi, Hounsinou, & Bloom, 2023). From the current



literature, it can be seen that hospitals have multiple fronts of exposure to ransomware attacks
which can be addressed. My research will aim to create a machine learning model that will
counter the poor cybersecurity practices that researchers have identified within hospitals to
prevent ransomware attacks.

I will create a machine learning model that monitors a hospital system and is trained on
preprocessed user activity and correct operation of IoT devices in a hospital. My model will
predict whether network activity or IoT operation data in a hospital is malicious or not. First, |
will gather the relevant information from hospitals. Next, I will prepare the data through data
cleaning and feature engineering to get rid of null values and features with low correlation. To
train the model, I will apply boosting, decision tree, and random forest to predict the activity in a
hospital as either malicious or non-malicious. With the model created and trained, it will be
further fine-tuned as more hospital data is collected and added. Finally, the model will be
assessed based on its prediction accuracy. When the model is trained to a sufficient prediction
accuracy, it will be ready to be tested on testing data and real hospital systems. The machine
learning model created at the end of this study will more accurately identify cybersecurity threats

than current technologies and allow hospitals to address malicious behavior.
Effect of Cyber Insurance on Hospital Cybersecurity

How does a cyber insurer influence the change in the cybersecurity system and dynamics within
a hospital to prevent ransomware attacks?
Introduction

Critical infrastructure includes hospitals, transportation, utilities, and power grids. The
focus of my research will be ransomware attacks on hospitals. Since hospitals are migrating

much of their data into online systems to make them more accessible (Hatzivasilis et al, 2020),



hospitals are acutely vulnerable through these avenues of entry in [oT devices and online
systems. When a ransomware attack is performed on a hospital, this can involve the compromise
of millions of patients’ personal information. In response to rapidly developing ransomware
technology and moving data online, hospitals have taken measures to increase their cybersecurity
and protect themselves through cyber insurance.

Background

Cyber insurance pools risks and limits the exposure of organizations (Cartwright et al,
2023). Being a relatively new type of insurance, cyber insurance policies are slowly being
developed to encompass the wide range of cybersecurity risks in different industries. Currently,
there is a lack of government oversight over cyber risks, allowing cyber insurance providers to
develop their own policies and, as a result, to act as a regulatory power over the security
practices of the organizations they insure. When an organization contracts with a cyber insurance
company, the organization’s cybersecurity practices are being co-regulated as the cyber insurance
company only insures companies that meet a certain cybersecurity standard.

Due to the infancy of the cyber insurance industry, there have been issues of cyber
insurance being largely ineffective at regulating an organization’s cybersecurity policies due to
lack of actuarial data. (Hatzivasilis et al., 2020). In another study, Li and Liao (2023) showed
that while cyber insurance benefits the insured in a financial way, it may not benefit the overall
cybersecurity practices of society due to decreasing investments in cybersecurity practices if an
organization is covered by cyber insurance and risk management services.

However, Hatzivasilis et al. (2020) showed that the interaction between cyber insurance
companies and the organizations they insure will generate more statistical data to improve

cybersecurity practices, and, in turn, grow the cyber insurance market in maturity. A case study


https://link.springer.com/chapter/10.1007/978-3-031-50670-3_2

in Singapore revealed that standardizing the taxonomy for describing cybersecurity incidents,
creating a database of incidents and losses, and benchmarking different models with actuarial
pricing can successfully align incentives, and Singapore was able to successfully develop a $1
billion cyber risk pool (Talesh, 2022). This shows that the causal relationship between cyber
insurance companies and the organizations they insure can potentially have a positive effect on
an organization’s ability to repel ransomware attacks. With this knowledge, more can be
explored on the actual effects of cyber insurance on specific hospitals.

Cyber insurers and cybersecurity practices highlight a mutually formative relationship
where in response to ransomware attacks, hospitals employ cyber insurance to address cyber
risks, and in turn, their cybersecurity practices are shaped by cyber insurance. Because hospitals
are a frequent target of ransomware attacks, it will be useful to examine how cyber insurance can
have a strengthening effect on hospital cybersecurity.

Literature Review

In current literature, Hatzivasilis et al. (2020) describe a cyber insurance framework,
CyberSure, which can be applied to the healthcare sector due to its dynamic policies that adjusts
its cyber policies, premiums, and risk assessments as new data is being added into the system.
Thus, cyber insurance has developed to the point of being readily adapted and provided to the
healthcare sector, however, it can be further studied the effects of its actual implementation in
hospitals. Jalali and Kaiser (2018) investigated the current cybersecurity practices and dynamics
within a hospital and broadly across the US. While their study provides a general overview of
hospital cybersecurity, more can be researched about the impact of cyber insurance on the

socio-technical dynamics within a hospital. In their study, Munoz Cornejo, Lee, & Russell
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(2024) concluded that the prevalence of ransomware attacks targeting hospitals highlights
vulnerabilities and the critical need for enhanced security measures.

Cyber insurance has been shown to decrease the likelihood that organizations pay the
ransom, but limited research has been done on the impact of cyber insurance on hospital
cybersecurity practices. This shows a gap in knowledge in how cyber insurance can improve the
cybersecurity of hospital systems to prevent ransomware attacks. I will frame my research with
the social construction of technology (SCOT) theory, considering how cyber insurance and
hospital cybersecurity practices cocreate one another.

Methods

My research will apply the social construction of technology framework to explore how
hospitals’ cybersecurity practices are shaped by cyber insurance policies and reflect negotiated
understandings of security, risk, and responsibility (Johnson, 2005). To address my research
question, I will consult various stakeholders and analyze case studies and policies. I will
interview the expert opinions of chief information officers (CIOs), chief information security
officers (CISOs), and health care cybersecurity experts in hospitals. From the interviews, I will
be able to learn about the shifts and stabilization of cybersecurity practices within hospitals in
response to ransomware and various interest groups. Similarly, case studies of ransomware
attacks on hospitals will provide information on how a hospital might change their cybersecurity
practices after an attack reveals vulnerabilities in their system, leading to stabilization of the
hospital cybersecurity socio-technical infrastructure. Through reading cyber insurance policies, |
will be able to understand the potential influence cyber insurers have as a relevant social group
on encouraging secure cyber practices in the organizations they insure. Finally, I will research

government policies to understand what hospitals are required to do by law to mitigate



ransomware attacks. This methodology will allow me to highlight how cybersecurity in hospitals
is interpreted and reshaped by hospitals, cyber insurers, government regulators, and attackers
(Pinch & Bijker, 1987). Since cybersecurity against ransomware is shaped by social, economic,
and institutional forces, using the SCOT framework, I can investigate how cyber insurance
policies and hospital cybersecurity practices are co-constructed in response to ransomware
attacks.
Conclusion

In conclusion, as ransomware becomes a more prevalent issue in society, it is important
to explore how critical system infrastructures are developing their cybersecurity policies to
mitigate the significant damage induced by these attacks. My technical research will aim to
address cybersecurity vulnerabilities in hospitals by creating a machine learning algorithm that
will detect malicious activity and improve the threat review process. This research will help
accelerate the adaptation of greater cybersecurity measures in hospitals to address the growing
frequency of ransomware attacks. At the same time, my STS research will apply the SCOT
framework to cyber insurance in hospitals to create a novel study on how cyber insurance can
shape and is shaped by hospital cybersecurity. Given the significance of ransomware attacks on
critical infrastructure, the results of these two studies will contribute to the prevention and
understanding of ransomware and hospitals in an effort to shape the optimal cybersecurity

practices to protect our critical systems.
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