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Abstract

Predicate-level statistical debuggers are applied to software to identify program statements which cause
software failures. These debuggers use a set of conditional propositions, or predicates, which are inserted into
a program and tested at particular points. The debugger estimates the likelihood that each predicate reflects
the fault via suspiciousness. Then, developers examine the predicates in decreasing order of suspiciousness
estimate until the location of the fault is discovered.

While predicate-level statistical debuggers are often effective, they are not well suited to an important
class of software, including exploratory simulations, which employ floating-point computations and continuous
stochastic distributions to represent, or support the evaluation of, an underlying model. This dissertation
addresses this deficiency with three contributions to improve the effectiveness of predicate-level statistical
debuggers for software employing floating point computations and continuous stochastic distributions.

First, the concept of elastic predicates is introduced and their viability and effectiveness are established.
Elastic predicates are formed from summary statistics of variable values profiled at instrumented program
points. The result is predicates that more closely match where a fault is expressed. Experimental results for
established benchmarks and widely used simulations show improved effectiveness and reasonable efficiency
with elastic predicates.

Next, confounding bias within the measures used to estimate predicate suspiciousness is addressed.
Confounding bias is reduced via a model that controls for two different previously unaccounted for variables
that influence the suspiciousness of a predicate. Statistical matching is employed to further reduce confounding
effects. Empirical results show that matching, in conjunction with the new model, significantly improves the
effectiveness of the suspiciousness estimate in predicate-level statistical debuggers, including those employing
elastic predicates.

Finally, the first analytical result concerning many-valued, as opposed to binary, passing extents for
statistical debuggers is presented. These continuous or fuzzy, passing extents enable debugging to be applied
to a large class of software employing stochastic distributions, which previously had been inapplicable for

statistical debugging.
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Combined, elastic predicates, reduced bias suspiciousness estimates and fuzzy passing extents significantly
improve the state of the art for localizing sources of failures in all software, but particularly software employing

floating point computations and continuous stochastic distributions.
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Chapter 1

Introduction

When a failure is first observed in software, the prospect of localizing the fault causing it can be daunting. A
software fault is an invalid token or bag of tokens in a program statement that will cause a failure when the
compiled code for the program which implements the source code is executed [1]. A software failure occurs
when the output of an executed test case, supplied for the program, does not produce the output specified by

the requirements [2].

Common practice is to apply classic debugging techniques to identify the program statements and
interactions that lead to the fault. This practice is largely manual and it can consume weeks, months and
even years of effort. Resources in terms of money, people and time should be minimized in the process of
fault localization [3, 4, 5, 6, 7, 8]. Predicate-level statistical debuggers have been employed to meet this goal
[9, 10, 11, 12, 13, 14, 15, 16, 17].

Predicate-level statistical debuggers use a set of conditional propositions, or predicates, which are inserted
into a program and tested at particular points. Each debugger estimates the likelihood that the inserted
predicates reflect the fault via suspiciousness. The suspiciousness estimate is determined, in part, by the ratio
of: (a) test cases that include the predicate and produce the specified output (or pass) to (b) test cases that
include the predicate and do not produce the specified output (or fail). Developers examine the predicates in

decreasing order of suspiciousness estimate until the location of the fault is discovered [9, 10, 11].

While predicate-level statistical debuggers and other automated fault localization approaches are effective
in general, they are not tailored to an important class of software, including simulations and computational
models, which employ floating-point computations and continuous stochastic distributions. Existing predicate-
level statistical debugging approaches do not employ predicates for floating-point computations because of

the additional amount of space and time floating-point variables require compared to character, Boolean,
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integer and pointer types [10]. Furthermore, the use of stochastic distributions defies the assumptions made
by other fault localization approaches which support floating-point computations. These approaches assume
subject program execution traces and repeatable outcomes, which is not true for subject programs employing
stochastics [18, 19, 20, 21, 22, 23, 24].

In this dissertation these fault localization deficiencies are addressed. The thesis framing this pursuit is:

Thesis: Practically significant improvements in terms of effectiveness and applicability can be
made to fault localization through the introduction of novel program-specific predicates, improved

predicate suspiciousness estimation and many-valued, as opposed to binary, passing extents.

Two key insights underlie this hypothesis. The first is that additional data can be profiled from subject
program executions to enable more effective fault localization analysis than can be done with existing
approaches. This additional data can: (1) create novel program specific predicates which more accurately
capture where a fault is and is not expressed and (2) account for factors which create confounding bias in the
measures used to estimate the suspiciousness of instrumented predicates. The second insight is that user
knowledge of the subject program specification can create continuous functions which specify the extent
to which a subject program execution passes (or fails) a test case. These functions enable the program
specific predicates and reduced bias suspiciousness estimates, along with previously published statistical
debugging contributions, to be applied to programs employing floating-point computations and continuous
stochastic distributions, which had been previously outside the scope of fault localization. The term practical
significance is used in the thesis to indicate that the improvements made to fault localization will be significant
in magnitude and have an observable effect for end users [25].

We begin by introducing the three research contributions that result from these insights. Each contribution
reflects a chapter in the dissertation. An overview of our approach to evaluating if these contributions are
sufficiently efficient and effective is presented in Section 1.4. Measures of efficiency quantify the wallclock
time required by a debugger to produce a ranked list of predicates for a faulty subject program. Measures of

effectiveness quantify how well the ranked predicates localize the fault in the subject program.

1.1 Elastic Predicates

Predicates in existing statistical debuggers are static in the sense that the conditional propositions tested in the
debugger are specified before the subject program is executed. For example, in the canonical predicate-level
statistical debugger, Cooperative Bug Isolation (CBI), three static predicates are tested for each assignment

to a variable z in a statement y. These predicates are: (x, >0), (z, = 0) and (z, <0) [9, 10, 11]. The
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decision to compare the value of z, to 0 in each of these predicates is made before the subject program is

executed, making these predicates static.

While static predicates have been shown to be effective for a variety of general-purpose software applications,
they can be improved for applications employing floating-point computations and continuous stochastic
distributions [26]. Frequently in these programs all the values assigned to a given variable satisfy the same
static predicate. The result is poor fault localization analysis. This issue can be addressed by profiling the

values assigned to variables during subject program executions.

Ideally, the value assigned to each variable in a subject program execution would be stored to create a
program specific, or elastic predicate, that better localizes faults. Given a measure to estimate predicate
suspiciousness, a mazimized elastic predicate would identify the values assigned to a variable z, that maximize
the suspiciousness of the predicate. A mazximized elastic predicate would be the most effective predicate
constructed of continuous values for fault localization because it identifies the most suspicious range of values

assigned to each x,.

Unfortunately, generating maximized elastic predicates is infeasible in practice. Optimal elastic predicates
require all of the values assigned to each z, to be stored and sorted. For many subject programs, the space
required to store all of the values assigned to each x, will exceed the space available on a modern workstation.
Furthermore, sorting the assigned values to each x, cannot be performed quickly enough to make the resulting

predicate useful.

In Chapter 3 we investigate if the benefits of elastic predicates are realizable in practice. First, a set of
elastic predicates that can be computed efficiently in terms of time and space is presented. These elastic
predicates use summary statistics such as the mean, p,, , and standard deviation, o, , of the values assigned
to a variable x in a statement y to cluster together similar values. The methodology used to instrument

faulty subject programs with our elastic predicates in faulty subject programs is also described.

Next, the efficiency and effectiveness of our elastic predicates is thoroughly evaluated. First, the evaluation
tests how much more effective a predicate-level statistical debugger employing both static and elastic predicates
is compared to a predicate-level statistical debugger that only employs static predicates. One portion of this
evaluation focuses on only localizing faults in software employing floating-point computations and continuous
stochastic distributions. Second, the evaluation tests how much of the effectiveness provided by maximized
elastic predicates our elastic predicates realize. This evaluation is performed for a set of fault localization
benchmarks where maximized elastic predicates can be computed. Finally, the evaluation tests how the
uncertainty introduced through sparse random sampling of predicates and incomplete test suites reduces the

effectiveness of elastic predicates.
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Evidence gathered from the evaluation demonstrates that our elastic predicates significantly improve
the effectiveness of statistical debuggers for a variety of existing fault localization benchmarks and a set
of programs employing floating-point computations and continuous stochastic distributions. While these
predicates do not fully realize all the benefits of maximized elastic predicates they account for a substantial
amount of the improvements in effectiveness that are possible. Furthermore, evidence from the evaluation

shows that these improvements persist in the face of sparse sampling rates and incomplete test suites.

1.2 Reducing Confounding Bias in Predicate-Level Debuggers

The effectiveness of predicate-level statistical debuggers can be improved through multiple avenues. The
elastic predicates presented in Chapter 3 improve statistical debuggers by creating program specific predicates
that more effectively localize causes of failure in these programs. However, statistical debuggers can also
be made more effective by developing a methodology to estimate the suspiciousness of a predicate more
accurately by profiling additional data from subject program executions.

In Chapter 4 we investigate what data needs to be profiled to achieve more accurate suspiciousness
estimation of predicates in all programs, including programs employing floating point computations and
continuous stochastic distributions. First, the two factors within faulty subject programs which create bias in
existing predicate-level suspiciousness estimates are identified. These factors are: (1) control flow dependencies
between predicates and (2) statement coverage. Next, a description of the methodology we use to profile
subject programs to collect data related to these factors is presented.

Using this profiled data, a model based in the field of observational studies and causal inference which
accounts for the effect of control flow dependencies between predicates and statement coverage on predicate
suspiciousness estimation is proposed. By accounting for these factors the model is capable of producing a
suspiciousness estimate where bias is reduced and/or eliminated.

In its first incarnation, our predicate-level statistical debugger assumed that the patterns of control flow
dependencies between predicates and statement coverage were the same in all test cases. We demonstrate that
this assumption is not true. This deficiency is addressed by employing statistical matching to identify and
pair together those test cases within a test suite that contain similar patterns of control flow dependencies
between predicates and statement coverage. These matched test cases are used to estimate the suspiciousness
of the instrumented predicates with reduced bias. We demonstrate that our reduced bias suspiciousness
estimate can be integrated into dominant, existing suspiciousness measures.

Next, the accuracy of the suspiciousness estimate resulting from our model is thoroughly evaluated. First,

the evaluation tests the ability of our reduced bias estimate and existing suspiciousness estimates to localize
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faults in a set of established benchmarks. Finally, the evaluation tests how the uncertainty introduced through
sparse random sampling of predicates affects the accuracy of our reduced bias suspiciousness estimate.
Evidence gathered from the evaluation demonstrates that control flow dependencies between predicates
and statement coverage create significant confounding bias in the existing measures used to estimate the
suspiciousness of predicates. The bias is manifested because existing measures do not account for these
factors. A model based in observational studies and causal inference enables these factors to be accounted
for, and their effects on the estimate of a predicate’s suspiciousness can be reduced and/or eliminated. The
evaluation shows that this methodology produces more accurate suspiciousness estimates and more effective
fault localization. This improved effectiveness is applicable to all software, including programs which employ
floating-point computations and continuous stochastic distributions. Furthermore, these improvements persist

in the face of sparse predicate sampling rates.

1.3 Fuzzy Passing Extents

Existing approaches to fault localization require a Boolean function to label the output of a program as
passing or failing. However, the output of software that employs stochastics can include random variance.
Frequently these pieces of software are exploratory simulations, where the precise output for a given test
case is not exactly known. In these cases, it is difficult to determine if the simulation passes or fails a given
test case. As a result the improvements offered by the elastic predicates, the reduced bias suspiciousness
estimation and a bevy of other fault localization research contributions are inapplicable to this software.

In Chapter 5 we address this issue with fuzzy passing extents, which are inspired by fuzzy logic. A
description of how fuzzy passing extents enable users of software with variance in the output to define a
passing function which specifies the degree ([0,1]) to which a subject program passes a given test case is
provided. The result is that fuzzy passing extents enable a subject program execution to both pass and fail a
given test case.

An example that demonstrates how a user could define a passing function and employ fuzzy passing
extents to localize a fault in a canonical Monte Carlo simulation with variance in the output is presented.
Furthermore, we demonstrate that it is trivial to define a passing function which results in the same fault
localization capabilities as existing debuggers which require a Boolean function to label the output of a
program as passing or failing. In this sense, fuzzy passing extents are backwards compatible with dominant,
existing fault localization tools and suspiciousness estimates.

Next an evaluation of fuzzy passing extents is presented. The evaluation employs several existing statistical

debuggers that we augmented with fuzzy passing extents and compares how well they localize faults in a set
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of adapted benchmarks. The adapted benchmarks reflect several established fault localization benchmarks
that are modified in a straightforward manner to include variance in their output. Similarly straightforward
passing functions are defined for each of the included benchmarks.

Evidence gathered from the evaluation shows that debuggers employing fuzzy passing extents are sig-
nificantly more effective at localizing faults in programs with variance in the output than their traditional
counterparts. Furthermore, while the application of fuzzy passing extents does not guarantee improved
effectiveness for a statistical debugger we demonstrate that they can be made to reproduce the results of the

existing fault localization tools and suspiciousness estimates if needed.

1.4 Measuring Success

The long-term goal of our work is to produce automated tools to localize the sources of failures in software
employing floating-point computations and continuous stochastic distributions. The contributions which
achieve our goal and support the thesis of this dissertation stem from novel fault analysis which incurs
additional overhead and reduces efficiency compared to existing approaches. As a result, the evaluation of
our contributions takes two forms.

The first form of evaluation ignores efficiency and directly compares the effectiveness of debuggers employing
our contributions to existing approaches. These evaluations can be found throughout this dissertation. The
second form of evaluation takes into account: (1) the time required to generate and use our contributions and
(2) the effectiveness of the fault localization analysis resulting from our contributions. This evaluation tests
that the total time required by users to localize faults in subject programs is reduced when using our analysis
versus existing tools. This evaluation serves as the overall measure of success for our work and is presented in
Chapter 6.

We claim that predicate-level statistical debuggers are deficient for localizing failures in programs employing
floating-point computations and continuous stochastic distributions. This dissertation proposes contributions
to provide developers with more effective automated debuggers for localizing faults in these programs.
Ultimately, the evaluation strategy summarized here and employed throughout this dissertation measures if

the proposed contributions are successful in addressing this deficiency and achieving our goal.

1.5 Summary

By all evaluation measures commonly employed in the fault localization community, our work improves fault

localization effectiveness not only for subject programs employing continuous stochastic distributions and
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floating-point computations, but for a broad range of subject programs that appear in our test suite of over
300 faulty subject program versions.

To achieve these results we incur an approximately 5-fold increase in computational analysis time over the
best competing algorithms. In cases where minimization of human analysis time is favored over minimization
of computational analysis time, ours is a most effective method. When computational analysis time matters,
we have presented ideas for improving the analysis time of our approach and consider further pursuit of the

question to be a next logical step beyond the work presented here.



Chapter 2

Related Work

The problem of identifying faults remains a challenge in software engineering. In this section the advantages
and drawbacks of existing fault localization approaches are reviewed. First, statistical approaches to fault
localization are discussed, followed by state-altering approaches, slicing-based approaches and other dynamic
approaches. Then, fault specific approaches and static approaches to fault localization are reviewed. Finally,
background material on causal inference needed to understand the approach to fault localization taken in

this dissertation is presented.

2.1 Statistical Approaches

Recently, there has been considerable research on using statistical approaches for fault localization. These
approaches, referred to as statistical debuggers, require test inputs, corresponding execution profiles and a
labeling of the test executions as either succeeding or failing. The execution profiles reflect the coverage
of program elements. The approaches employ an estimate of suspiciousness to rank the program elements.
Developers examine program elements in decreasing order of the suspiciousness estimate until the fault is

discovered.

Program elements refer to individual program statements or the truth-values of conditional propositions
represented by branches or inserted predicates. Statistical approaches at the statement-level are more efficient
but less effective than approaches at the predicate-level because they only consider statement coverage and
not the values of variables within statements. Statement-level statistical approaches are reviewed in 2.1.1,

then predicate-level statistical approaches are summarized in 2.1.2.

8
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2.1.1 Statement-level Statistical Approaches

Statement-level statistical fault localization research focuses on the discovery that failing program executions
are likely to have different statement coverage patterns compared to passing program executions [3, 4]. Initial
research in this area centered around identifying statistics of statement coverage to effectively estimate the
suspiciousness of statements. The goal was to create a statistic that maximized the suspiciousness estimate
for the program statement containing the fault.

In the Nearest Neighbor approach a failing execution is paired with a larger number of passing executions.
The passing execution that is most similar to the failing execution is identified and differences between the
two are labeled as suspicious [5]. Set-union and Set-intersection approaches have been explored as well.
The Set-intersection approach identifies suspicious statements by computing the set difference between the
statements that are present in every passed execution and the statements in a single failing execution [6].
The Set-union approach identifies suspicious statements by removing the union of all statements in passing

executions from the statements within a failing execution [6].

Tarantula, developed by Jones et. al., is the first statistical approach to recognize that statements exercised
more often by failing runs than by passing runs, are likely to be faulty [7, 8]. Tarantula calculates the fraction
of failed executions that execute a statement, over all passed executions. It uses the former fraction over the

sum of the two fractions as the statement’s suspiciousness estimate.

The Tarantula suspiciousness estimate measures specificity (or precision). Other statement suspiciousness
estimates balance Tarantula’s specificity measure with a sensitivity (or recall) measure. For example in
Statement-level Bug Isolation (SBI), Yu et al. combine the proportion of executions including the statement
that are faulty and the proportion of faulty executions in which the statement appears together via their
harmonic mean to yield a suspiciousness estimate balancing both sensitivity and specificity [27]. Similarly

the Ochiai measure balances sensitivity and specificity via their geometric mean [12].

Over time Tarantula, SBI and other similar approaches were shown to be more effective than Set- Union,

Set-Intersection and Nearest Neighbor [7, 27, 12]. As a result, Tarantula, SBI and other similar approaches
have been enhanced. Jones et al. [28] have explored how to cluster test cases in Tarantula to facilitate
multiple developers to debug a faulty program in parallel. Baudry et al. [29] observed that some groups

of statements, referred to as dynamic basic blocks, are always executed by the same set of test cases. To
optimize Tarantula, they find a subset of the original test suite that aims to maximize the number of dynamic

basic blocks executed.

More recent research has focused on identifying the best measure to estimate statement suspiciousness.

The explored measures include F; measure (harmonic mean of specificity and sensitivity) [27], Tarantula
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suspiciousness (specificity) [7, 8, 28], capture propagation (specificity of basic blocks) [30] and the Ochiai
measure (geometric mean of sensitivity and specificity) [12]. Research has shown that in practice the most
effective estimate of statement suspiciousness is the Ochiai measure [12].

However, even the Ochiai measure can be further improved. Baah et al. showed that all statement-level
suspiciousness estimates contain confounding bias due to subject program control and data flow dependencies.
Baah et al. propose a causal model at the statement-level that reduces control and data flow dependency
confounding bias, improving the effectiveness of the resulting suspiciousness estimates and the fault localization

tools that employ them [31, 32].

2.1.2 Predicate-level Statistical Approaches

Predicate-level statistical debugging approaches represent a class of fault localization techniques that share
a common structure. Each approach consists of a set of conditional propositions, or predicates, which are
inserted into a program and tested at particular points. A single predicate can be thought of as partitioning
the space of all test cases into two subspaces: those satisfying the predicate and those not. Better predicates
create partitions that more closely match the space where the fault is expressed. Similar to statements, the
predicates are ranked, based on their estimated suspiciousness and guide developers in finding and fixing
faults.

The canonical predicate-level statistical debugger Cooperative Bug Isolation (CBI) [9, 10, 11] computes
the proportion of failing executions where a predicate is evaluated (true or false) and the proportion of failing
executions where a predicate is evaluated and true. It then calculates the increase from the former proportion
to the latter proportion, and uses the resulting increase as an estimate of the predicate’s suspiciousness.
SOBER [13] introduces the concept of statement evaluation bias to express the probability that a predicate
is evaluated to be true in an execution. By collecting such evaluation biases of a statement in all failed
executions and those in all passed executions, SOBER compares the two distributions of evaluation biases,
and accordingly estimates the suspiciousness of the predicate [13].

Recent work has improved the effectiveness and efficiency of predicate-level statistical debugging. Adaptive
Bug Isolation showed that the number of program points that need to be instrumented and monitored to
identify fault predicting predicates can be significantly reduced with adaptive sampling [14]. The reduction
in the number of instrumented program points improves overall efficiency of predicate-level approaches but
not the effectiveness. Compound boolean predicates combine existing CBI predicates together via boolean
expressions. The result is improved effectiveness but increased overhead [15]. In their work with the Holmes

debugging tool, Chilimbi et al. explored profiling paths instead of predicates to identify sources of program
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failures [16]. Profiling paths, as opposed to predicates, requires additional instrumentation but can provide
more context on how faults are exercised which can aid developers in debugging. Finally, Zhang et al.
showed that Boolean expression short-circuit rules used in some compilers can cause the effectiveness of
predicate-based approaches to vary significantly for some subject programs [17].

While there has been significant progress in the field of predicate-level statistical debugging there has
been little work on improving predicates themselves. In each of the previously described tools the predicates
are determined before runtime and are the same at each instrumented program point. The elastic predicates
presented in Chapter 3 offer a paradigm shifting change to predicate-level statistical debugging. Instead of
employing static predicates, the program is profiled to compute summary statistics such as the mean and
standard deviation for each instrumented program point. The results are elastic predicates which adapt to
instrumented program points during execution.

Furthermore, the predicate suspiciousness estimates employed in previous approaches suffer from con-
founding bias. While the confounding bias in the predicate suspiciousness estimates is related to the bias
identified in statement suspiciousness estimates by Baah et al., working with predicates, as opposed to
statements, creates different challenges [31, 32, 33, 34]. Predicates encode significantly more program state
than statements, resulting in different definitions of control and data flow dependencies. Furthermore, the
additional state encoded in predicates enables additional confounding biases to be identified and reduced or
eliminated. Our work on reducing confounding biases in predicate suspiciousness estimates is presented in

Chapter 4. It significantly improves the effectiveness of each of the approaches presented in this section.

2.2 State-altering Approaches

State-altering approaches to fault localization attempt to identify the cause of program failure by repeatedly
altering program states and re-executing the program. The Delta Debugging framework systematically
narrows down the variables and values relevant to the failure, by iteratively modifying execution state for each
test case and observing if there is any difference in the outcome [18, 19]. The process identifies cause-effect
chains relevant to a failure and these chains lead to the isolation of the faulty statement [20]. Recently, the
efficiency of Delta Debugging has been significantly improved by encoding test case inputs into a hierarchy
[21]. Interesting Value Map Pairs (IVMP) is a similar but more aggressive state-altering approach than
Delta Debugging. IVMP potentially modifies values at every executed statement in a failing test case. This
improves effectiveness but leads to a less efficient approach [22, 23].

Predicate Switching [24] differs from both Delta Debugging and IVMP by only altering the outcomes of

branches during the execution of a failing run. As a result, Predicate Switching only provides a subset of the
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state alterations that are performed in IVMP and Delta Debugging. Moreover, because predicate switching
only alters control flow it may cause the execution of the subject program to enter an inconsistent program
state [24].

In general state-altering approaches can be time consuming and require an oracle to determine the success
or failure of each altered program. Often, providing such an oracle is infeasible in practice [31]. Furthermore
studies suggest that stochastic distributions within subject programs can significantly degrade the effectiveness

of state-altering analysis [20].

2.3 Program Slicing Approaches

A program slice consists of the parts of a program that can affect a specified point of interest. The specified
point of interest is known as the slicing criterion. The slicing criterion is specified by a line number in
the program and a variable name. The task of computing the parts of the program that can affect the
slicing criterion is called program slicing. The original application of program slicing was fault localization.
The slicing criterion reflected an incorrect value and program slicing was employed to narrow the search
for the faulty statement(s) causing the incorrect value [35]. Since its inception, various different notions of
program slices have been proposed, as well as a number of approaches for relating program slicing to fault
localization. Here we review the difference between static and dynamic program slices and discuss their

relation to slicing-based fault localization approaches.

2.3.1 Static Program Slicing

Static program slicing identifies the subset of program statements that may affect the value of a variable
at a particular program point, without making any assumptions about program input. Static slices can be
obtained by computing consecutive sets of transitively relevant statements, according to data and control
flow dependences [35, 36]. An alternative method for computing static slices restates the problem of static
slicing in terms of a reachability problem in a program dependence graph [37, 38].

In each of these slicing methods statements and control predicates within the slice are gathered by a
backward traversal of the program’s control flow graph or program dependence graph, beginning at the
slicing criterion. Thus these slices are referred to as backward static slices. However, a forward static slice is
also possible [39]. A forward slice consists of all statements and control predicates dependent on the slicing
criterion. Statement dependence is defined as the values computed at that statement that depend on the values
computed at the slicing criterion or the values computed at the slicing criterion that determine if the statement

under consideration is executed [39]. Backward and forward slices are computed in a similar manner but
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forward slices require tracing dependences in the forward direction. However, regardless of the static slicing

method the goal is the same: to narrow the search for statements which may affect the slicing criterion.

2.3.2 Dynamic Slicing

In dynamic program slicing, only the dependences that occur in a specific execution of the program are taken
into account. A dynamic slicing criterion specifies the input, and distinguishes between different occurrences
of a statement in the execution history. The difference between static and dynamic slicing is that dynamic
slicing assumes fixed input for a program, whereas static slicing does not make assumptions regarding the
input [40, 41, 42]. The result is that the statements included in a dynamic slice are a subset of the statements
included in a static slice. In the context of fault localization, dynamic slices further narrow the search for the

faulty statement causing an observed program failure.

A number of hybrid approaches employing a combination of static and dynamic information to improve
the efficiency of program slice computation have been proposed. Kamkar uses static information in order
to decrease the number of computations that have to be performed at run-time for dynamic slicing [43].
Venkatesh, Ning et al., and Field et al. consider situations where only a subset of the inputs to the program are
constrained [44, 45, 46]. More recent work has shown that efficient fully dynamic program slice computation

is possible without abstractions or static analysis [47, 48].

Many approaches employ dynamic program slicing to assist in fault localization. Demillio and Pan combine
dynamic slicing with mutation testing in a process called critical slicing to further narrow the search for
program statements that are relevant to a fault [19]. Agrawal et. al. combine dynamic slicing with automated
backtracking in SPYDER in an attempt to model the subtasks a programmer goes through in the process
of localizing a fault [50, 51]. Fritzson et al. combine functional testing and dynamic slicing to create the

interactive, semi-automated fault localization approach algorithmic debugging [52].

Furthermore, to help narrow down the faulty statements in a dynamic slice, ranking techniques to place
statements in descending order of suspiciousness have been proposed [53, 54, 55]. While these rankings are
useful, they have not been shown to be more effective than the leading statistical or state-altering fault

localization approaches [55].

Overall, slicing-based fault localization approaches report a subset of program statements where the subset
can be large. Unless techniques are used to rank statements in the computed slices, a developer may have
to look through many statements before the fault can be found. In contrast, state-altering and statistical

approaches compute a ranked list of program statements in which a faulty statement is very likely to be
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given a high rank. This difference makes it difficult to compare slicing-based fault localization approaches to

statistical and state-altering fault localization approaches.

2.4 Other Approaches to Fault Localization

Several fault localization approaches cannot be categorized as statistical, state-altering or slicing-based. These
approaches have not been shown to be as effective as the previously described tools, however they have

influenced the design of the most effective fault localization techniques and are useful in preventing errors.

Invariant-based approaches formulate program invariants regarding the proper behavior of a subject
program. When the formulated invariants are violated the behavior is reported to the developer as a possible
error. The Daikon tool automatically infers likely program invariants by dynamically analyzing program
executions [56]. The inferred invariants are inserted into the program and report potential errors when

violated at runtime.

DIDUCE also infers likely invariants [57] . Again, the most restrictive invariants are initially hypothesized,
however in DIDUCE as invariant violations are detected and acquitted of errors, the hypothesized invariant is
relaxed to allow for newly-encountered program behavior. In AccMon, memory location access invariants are
identified [58]. When an instruction accesses the restricted memory locations it is suspected to be a memory

corruption error and is reported.

Check 'n’ Crash derives error conditions in a program statically and generates test cases to dynamically
determine if the error exists [59]. Eclat infers an operational model of the correct behavior of a program and
identifies inputs whose execution patterns differ from the model. Those inputs with a differing execution
pattern are likely to reveal errors [60]. Similarly, the FindBugs tool automatically detects a commonly
observed set of predefined error patterns in Java programs [61]. The PathEzpander tool provides support
to increase the path coverage of dynamic error-detection tools by executing non-taken paths in a sandbox
environment [62]. This allows for error detection in paths that would have otherwise not been taken and

analyzed.

Most fault localization tools identify faulty statements causing an error. However, the goal of the analysis
for some tools is to facilitate developers in explaining how an identified fault causes an error. The work
of Groce et. al., uses distance metrics to compare passing and failing program executions and isolate the
differences between them [63, 64]. The identified differences are used to shed light on how a fault causes an
error. Ko and Myers developed a debugging tool called The Whyline to help developers better understand

program behavior [65, 66]. The Whyline allows developers to select a question concerning the output of
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a program, and the tool then uses a combination of static and dynamic analysis techniques to search for

possible explanations.

2.5 Failure Specific Approaches

There are a number of fault localization approaches that focus only on localizing faults resulting in specific
types of failures. Here we review each of these approaches and describe the types of failures they target.
In general, state-altering, slicing-based and statistical approaches to fault localization, such as the one
presented in this dissertation, target a larger set of subject programs and potential failures than failure

specific approaches.

Valgrind and Purify are fault localization tools used specifically to help identify faulty statements that
cause buffer overflows and memory leaks [67, 68]. CCured is a technique for verifying the type-safety of
pointers both statically and during runtime, which can also be used to find faulty statements leading to
potential memory corruption [69]. However, CCured requires modifications to the original subject program
source code which most other fault localization approaches do not. HeapMon takes advantage of extra cores in
hardware to improve the efficiency of error monitoring for heap memory corruption [70]. Similarly, SafeMem

exploits error correcting code memory technology to detect memory leaks and memory corruption [71].

Security attacks present the most opportunities for failure specific tools. One of the most common
security attacks is a buffer overflow attack. As a result several tools to identify statements leading to buffer
overflow failures exist. Write Integrity Testing (WIT) uses a combination of static analysis and runtime
instrumentation to ensure that instructions do not write to unintended storage locations, and control does
not transfer to unintended targets [72]. The average space and runtime overhead of WIT is 10%. Ruwase
and Lam’s CRED tool performs bounds-checking in order to detect buffer overflows [73]. For some subject
programs CRED can incur less overhead than WIT (down to 1%) but for other subject programs the overhead

drastically rises to 130%.

Other security attacks present opportunities as well. Pointer taint analysis can be used to detect security
attacks that can be associated with pointer-related failures [74]. Pointers within the subject programs are
considered tainted if user input can be used to compute the pointer value. Thus, whenever a tainted value
is dereferenced during execution, a security attack is detected. CP-Miner is a technique that searches for
copy-paste errors in large-scale software systems, while EXPLODE focuses on identifying data integrity issues

in storage systems [75, 70].
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2.6 Static Approaches

While the previous approaches described in this section are dynamic approaches that require program
execution, there has also been significant work on static approaches for localizing faults. The LCLint checking
tool assumes annotations are written in a program to explicitly describe the results of functions and the
values of parameters and global variables. These annotations are exploited by the tool to detect faults at
compile time [77]. The PREfix tool performs compile-time analysis of a program to symbolically execute
functions while modeling memory and identifying any observed inconsistencies that may be related to a fault
[75].

Jackson and Vaziri developed an approach in which a procedure is translated into a relational formula,
which is then joined with the negation of the procedure’s specification [79]. A constraint solver is then used
to search for potential executions of the code that can violate the procedure specification. Any violations
are likely to be associated with faulty statements. The SLAM toolkit creates abstractions of C code using
iterative refinement, based on a specified temporal safety property of interest [380]. The specified property is
automatically validated using the tool. BLAST also verifies safety properties of C programs [81].

CQual assumes that programs written in languages with static type systems are annotated with type
qualifiers [82, 83]. Automatic type qualifier inference is used to determine any remaining qualifiers, and then
the system checks the annotations for consistency. The PSE technique takes as input the type and source
code location of an execution failure and tracks the relevant value of interest back from the point of the
failure through the points in the program where that value may have originated [34]. Xie and Aiken present
a failure-detection tool that exploits advances in boolean satisfiability solvers to translate programs into
boolean formulas that can be solved to check for violations that can be correlated with failures [35]. The
Extended Static Checker for Java looks for common faults at compile-time by way of an annotation language
in which a developer formally expresses design decisions [36]. It has been observed that static techniques for
localizing faults often require programmers to modify software with annotations or specifications, and this
can potentially place a significant burden on developers. To address this issue, a body of research has been

conducted on using data mining techniques to automatically infer specifications from software [37, 88, 89, 90].

2.7 Casual Inference

This section presents background information needed to understand how causal inference is applied to the
fault localization approach described in this dissertation. Section 2.7.1 presents an overview of causal graphs

and models and Section 2.7.2 shows how causal graphs and models can be combined to estimate causal effects.
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2.7.1 Causal Graphs and Models

The fault localization approach in this dissertation builds on the causal graphs presented in Pearl’s structural
model [91]. In Pearl’s model, causal graphs are used to represent: (1) the causal assumptions that permit
statistical techniques to be used with observational data to make inferences about causality, and (2) changes
such as treatments. A causal graph or causal Bayesian network is a directed acyclic graph G whose nodes
represent random variables corresponding to causes and effects and whose edges represent causal relationships.

An edge X — Y indicates that X (potentially) causes Y. Each random variable X has a probability
distribution P(z), whose form may or may not be known. All causal effects associated with the causal model
M = (G, P) are identifiable, which means the effects can be estimated, if M is Markovian. Here, Markovian
means that each random variable X; is conditionally independent of all of its nondescendants, given the
values of its parents (immediate predecessors) PA; in G [92]. If M is Markovian then the joint distribution of
the random variables can be factored as shown in Equation 2.1. In Equation 2.1 z; and pa; reflect outcomes
of the random variables X; and PA; respectively. This established notation is used throughout this section

to distinguish random variables from their outcomes [93].

P(x1, %0, ..., n) = HP(xApai) (2.1)

Pearl and Verma [91] proved that M will satisfy this parental Markov condition if it corresponds to a functional
causal model, such that, for each node X (i) in G, the relationship between X (i) and its parents can be

described by a structural equation of the form shown in Equation 2.2.
r; = fi(pai,u;) (2:2)

Here f;, which represents a causal process, may be any function, and for ¢ = 1, ..., n the random variables
U;, which represent random errors due to unobserved variables, are independent of each other. If X; has no
parents then z; = f;(u;). M is Markovian if it represents functional relationships among a set of random
variables and if any external sources of error are mutually independent. It is important to note that, for
the purposes of causal inference, the functions f; and the distributions of the error variables U; need not be

known. Thus, M is nonparametric and U; does not need to be explicitly represented in G.

2.7.2 Causal Estimation

This model of causality has been influential in a number of fields, including economics, epidemiology, and

social science [94]. For a binary cause, each member of the study population can be exposed to two states:
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treatment and control. A treatment is an intervention an investigator applies to a set of members to assess its
effects relative to no intervention, the control. The states treatment and control correspond to the values of a
treatment variable T'. For treated units 7' = 1, for control units 7" = 0. Given a measurable outcome variable

Y over the study population, there are two potential outcome random variables: Y! and Y.

For a unit i, the potential outcome under the treatment state is y;, and the potential outcome under the
control state is yY. The causal effect of the treatment for unit i is 7; = y} — 3?. However, it is not usually
possible to calculate causal effects for individual members. As a result the average causal effects for the
population are estimated instead. Equation 2.3 shows how the average treatment effect in the population is

calculated [91]. Within Equation 2.3 E[-] denotes the expectation operator.
T =E[Y'] - E[Y") (2.3)

Many real-world problems, such as evaluating a medical treatment, call for estimating the average
treatment effect 7 in a population from a sample S of n members. Here, S; is the subset of S consisting of
the treated members, and Sy is the subset of S consisting of the control members. The natural estimator of
7 is the difference of the sample means of the outcome values for those in the treatment group and those in

the control group [94]. This estimate 7 is shown in Equation 2.4.

. 1 1
Fre= g DT g v (24)
€S 1€S51
In an ideal randomized experiment, units would be assigned to the treatment group or the control group
randomly. Such an assignment implies that the treatment indicator variable T is independent of the potential
outcomes Y7 and Y. In this case, it can be shown that 7,. is an unbiased and consistent estimator of the

average treatment effect 7 meaning that E[7..] = 7 [94].

However, in an observational study treatment effects are not under the control of the investigator, often
because the data being analyzed occurred in the past. In general, treatment selection is not random and
hence the treatment indicator variable T' is not independent of the potential outcomes Y; and Y. Under

these circumstances, the estimator 7. is likely to be biased such that E[7,..] # 7 [94].

For an observational study, a better estimator of the average treatment effect 7 is needed. Although the
process of treatment selection is seldom fully understood, it is often possible to characterize it in terms of one
or more variables that are known or suspected of playing an important role in the selection. For example,
a physician would consider the symptoms, vital signs, and medical history of a patient before selecting a

treatment. These variables are covariates of the treatment indicator T
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Figure 2.1: Causal graph illustrating Back-Door Criterion.

If a set X of covariates accounts well for which individuals or units received the treatment and which did
not, then it is possible to reduce or eliminate selection bias when estimating the average treatment effect 7
on an outcome Y, by conditioning on or adjusting for X [94]. Pearl’s Back-Door Criterion [92] defines, in
terms of causal graphs, the characteristics that make a set X of covariates suitable for this purpose. Before
presenting the Back-Door Criterion, the concepts of blocking and d-separation are defined [92]. Note that, as
opposed to typical directed graph terminology, this definition refers to causal graph paths where the edge
may be directed either forward or backward along a path.

Definition 1. A set S of nodes in a causal graph G is said to block a path p if either: (1) p contains a
chain U — M — V or a fork U < M < V whose middle node M is in S, or (2) p contains at least one
collider U — M < V such that the middle node M is not in S and no descendant of M is in S. If S blocks
all paths from A to B, it is said to d-separate A and B.

Definition 2. A set S of nodes satisfies the Back-Door Criterion relative to a pair of nodes A, B in a

causal graph G if:
1. No node in S is a descendant of A.
2. S blocks every path between A and B that contains an edge into A.

Similarly, if A and B are two disjoint subsets of nodes in G, then S is said to satisfy the Back-Door
Criterion relative to A, B if it satisfies the criterion relative to any pair A; € A, B; € B.

The name of the Back-Door Criterion comes from condition (2), which requires that the paths entering
A through the back door be blocked. Figure 77 shows an example of a causal graph, in which there is a
back-door path from A to B through S [94, 92]. The Back-Door Criterion unifies a number of strategies for
how to solve treatment selection bias [94], including conditioning, stratification, and matching. If X is a set of

variables that blocks all back door paths in a causal graph between a treatment indicator 7" and an outcome
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variable Y, then those paths do not contribute to the estimation of the effects between T and Y [94]. Hence,
by conditioning on X, the average treatment effect of T" upon Y can be estimated without confounding bias.
There are a number of approaches to using a set X of covariates that satisfy the Back-Door Criterion,

relative to a treatment indicator 7' and an outcome variable Y, to construct an unbiased and consistent

estimator of the average treatment effect 7 [94]. In this dissertation, a standard approach based on linear
regression is employed [95]. A linear regression model for estimating 7 is shown in Equation 2.5.
Y=a+1T+p8X +e¢ (2.5)

In this linear regression model, « is an intercept, 7 and (8 are coefficients of T and X respectively, and € is an
error term that is uncorrelated with 7". The least-squares estimate of 7, which we denote by 7, is unbiased

and consistent [94].

2.8 Summary

A myriad of approaches to localizing sources of faults exist in the software engineering community. Statistical
debuggers measure and rank the likelihood that each program statement (or predicate) reflects the fault.
State-altering approaches create similar rankings but rely on repeated program state modifications and
program executions, frequently resulting in inefficient analysis. Program slicers identify those program
statements that can affect a faulty outcome, but do not rank them. Static approaches are employed to
prevent faults as well but their inability to execute a faulty subject program restricts their fault localization
effectiveness. A number of other approaches tailored to specific faults exist but they are ineffective and
inapplicable to large classes of faulty programs.

However, no fault localization approach is well suited to an important class of software, including
simulations and computational models, which employ floating-point computations and continuous stochastic
distributions to represent, or support the evaluation of, an underlying model. This dissertation addresses this
deficiency with three contributions to improve the effectiveness of predicate-level statistical debuggers. These
contributions are presented in the three chapters which follow: Chapter 3: FElastic Predicates, Chapter 4:
Reducing Confounding Bias and Chapter 5: Fuzzy Passing FExtents. The contributions related to reducing
confounding bias in Chapter 4 make extensive use of causal inference which is reviewed here in Section 2.7.

The remainder of this dissertation presents and evaluates each of our contributions.



Chapter 3

Elastic Predicates

Automated fault localization using statistical debugging methods has enabled partial automation of a typically
manual and laborious task. Up until now statistical debugging methods have assumed discrete data types
and static predicates, which has supported advancements in related research, but has precluded practical
consideration of important classes of programs. In particular, statistical debuggers have not been well suited to
simulations and computational models, which employ floating-point computations and continuous stochastic
distributions to represent, or support evaluation of, an underlying model. The limitations of traditional
statistical debugging methods present an opportunity to improve the effectiveness of the fault localization
capabilities for predicate-level statistical debuggers. The improvements are applicable to general purpose

software and particularly simulations and computational models.

Predicate-level statistical debuggers represent a class of fault localization approaches that share a common
structure. Each approach consists of a set of conditional propositions, or predicates, tested at various points in
a faulty subject program. The likelihood or suspiciousness that each predicate p reflects the fault is estimated
based on how frequently predicate p is true in successful (passing) and failing test cases for a subject program
[9, 10]. The predicates in the subject program are ranked, based on their estimated suspiciousness, and the

rankings are provided to developers to assist in finding the fault.

Predicates in existing statistical debuggers are static in the sense that the conditional propositions
tested in the debugger are specified before the subject program is executed. For example, in the canonical
predicate-level statistical debugger, Cooperative Bug Isolation (CBI), three static predicates are tested for
each assignment to a variable z, in a statement y (denoted z,). These predicates are: (z, >0), (z, = 0)
and (x, <0) [9, 10, 11]. The decision to compare the value of x, to 0 in each of these predicates is made

before the subject program is executed, making these predicates static.

21
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While predicate-level statistical debuggers employing static predicates have been shown to be effective for
a variety of general-purpose software applications, they can be improved. Elastic predicates offer such an
improvement.

Unlike their static counterparts, elastic predicates, as we define them here, adapt to profiled variable
values to create predicates that better localize faults. Given a measure to estimate predicate suspiciousness,
a mazimized elastic predicate identifies the values assigned to a variable z in a statement y (denoted z,)
that maximize the suspiciousness of the predicate. These maximized elastic predicates are the most effective
predicates for fault localization because each predicate is constructed to identify the most suspicious range of
values assigned to each x.

Unfortunately, generating mazximized elastic predicates is impractical. Suspiciousness maximized elastic
predicates require all of the values assigned to each z, to be stored and sorted. For many subject programs,
the space required to store all of the values assigned to each x, will exceed the space available on a modern
workstation. Furthermore, for most subject programs, sorting the assigned values to each z, cannot be
performed quickly enough to make the resulting maximized elastic predicate useful.

However, other elastic predicates that can be computed efficiently in terms of time and space are realizable.
The elastic predicates presented in this section use summary statistics such as the mean, f, , and standard
deviation, o, , of the values assigned to a variable z, to cluster together similar values.

The use of summary statistics to compute elastic predicates is not an arbitrary choice. Summary statistics
enable the resulting elastic predicates to be computed in an online manner, which avoids any need to store
each value assigned to each z, [96]. Furthermore, because the summary statistics capture the dispersion of
variable values without requiring sorting or optimization routines, the predicates can be computed efficiently.
While elastic predicates based on summary statistics do not maximize the suspiciousness estimate at each
instrumented program point, the results presented in Section 3.4 show they approach the improvements in
effectiveness that are possible with mazimized elastic predicates even in the face of sparse sampling and

incomplete test suites.

3.1 DMotivating Example

An example helps elucidate the shortcomings of static predicates and the improvements that are possible by
using elastic predicates which adapt to variable values profiled during program execution. Figure 3.1 shows
the source code of the more_arrays() function in the 1.06 version of the GNU implementation of BC, a basic
command-line calculator tool [97]. The more_arrays() function is responsible for increasing the number of

arrays needed for BC computing. The logic within the function is an example of buffer reallocation. Statement
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152 [void

153 jmore_arrays ()
154 |{
155 | int indx;

156 int old count;

157 | bc_var_array **old_ary;
158 | char **old names;

160 | /* Save the old values. */
161 old count = a_count;

162 old ary = arrays;

163 | old_names = a_names;

165 /* Increment by a fixed amount and allocate. */
166 | a_count += STORE_INCR;

167 | arrays = (bc_var_array **) bc_malloc (a_count*sizeof(bc var..
168 a_names = (char **) bc_malloc (a_count*sizeof(char *));
169

170| /* Copy the old arrays. */
171 for (indx =1; indx < old_count; indx++)

172 arrays[indx] = old ary[indx];
173

174

175 /* Initialize the new elements. */
176 for (; indx < v_count; indx++)

177 arrays[indx] = NULL;

178

179 /* Free the old elements. */
180 | if (old_count != 0)

181 {

182 free (old_ary);
183 free (old_names);
184 }

185 |}

Figure 3.1: The source code for the more_arrays() function in BC.

167 allocates a larger chunk of memory. Statement 171 is the top of a loop that copies values over from the
old, smaller array, old_ary. Statement 176 is the top of a loop that completes the resize by zeroing out the
new extra space in arrays[indx]. However, there is a fault in the function. The allocation in Statement 167
requests space for a_count items. The copying loop in Statement 171 ranges from 1 through old_count -
1. The zeroing loop in Statement 176 continues from old_count through v_count - 1. Here lies the fault:
the new storage buffer has room for a_count elements, but the second loop is incorrectly bound by v_count.

Thus, when v_count is greater than a_count the program fails.

Recall, in CBI, three static predicates partition the values assigned to each variable x in a statement
y: (xy >0), (r, = 0) and (z, <0). Unfortunately, these predicates do not effectively localize the fault in
more_arrays (). The predicates are chosen before the program is executed and are unable to adapt when
almost all of the values assigned to each variable in each statement of more_arrays() are greater than zero

and satisfy the same predicate, (z, > 0).

Section 3.3 demonstrates how elastic predicates address this problem by employing predicates which
adapt to profiled variable values. However, first, Section 3.2 reviews the different formulas used to estimate

the suspiciousness of static and elastic predicates. Then, Section 3.4 presents an experimental study which
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evaluates the effectiveness and efficiency of elastic predicates compared to several competing fault localization

approaches, including CBI.

3.2 Suspiciousness Estimates

The extent to which a predicate p reflects subject program failure is measured through a suspiciousness
estimate. Estimating the suspiciousness of a predicate p requires two data structures for each executed
test case: a Boolean variable R and a Boolean vector V. The Boolean variable R indicates if the test case
succeeded or failed. Each entry within the Boolean vector V indicates if the corresponding predicate is
observed to be true during test case execution [9, 10]. The data recorded in the R and V for each test case is
aggregated into the following terms to estimate predicate suspiciousness: s is the total number of tests that
succeed (pass), f is the total number of tests that fail, s, is the number of tests that succeed where p is true
and f, is the number of tests that fail where p is true. Different suspiciousness estimates use these terms

differently.

3.2.1 Specificity

All suspiciousness estimates include an estimate of the probability of subject program @ failing given that
predicate p is true, Pr(Q fails | p=true). The simplest estimate of Pr(Q fails | p=true) is the ratio of failing
test cases where predicate p is true to total test cases where predicate p is true. This ratio, shown in Equation

3.1, is known as the specificity measure.

fo
fo+sp

speci ficity =

3.2.2 Tarantula

The Tarantula suspiciousness measure, shown in Equation 3.2, is closely related to the specificity measure.

Tarantula = —L— (3.2)

Tarantula differs from specificity because it includes the number of failed test cases, f, in the numerator and

denominator and it includes the number of successful test cases, s, in the denominator. However, when s = f
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as shown in Equation 3.3, Tarantula reduces to specificity.

7 Po_F
— — — — P —
Tarantula = pr = = pr N STP T v fptsy when s = f (3.3)

3.2.3 F; Measure

In information retrieval, the F; measure balances an estimate of Pr(Q fails | p=true) with an estimate of
the probability that predicate p is true given that the subject program @ failed, Pr(p = true | @ fails). The

sensitivity measure, shown in Equation 3.4, is used in the F} measure to estimate Pr(p = true | @ fails).

sensitivity = I (3.4)

f

The inclusion of sensitivity within a suspiciousness estimate addresses issues that occur when a predicate p is
true in very few failing test cases. Without sensitivity, if there are many successful (passing) test cases where
p is true, the overall sample of test cases where p is true will be unbalanced and the specificity will be low
even if there are very few failed test cases. Conversely, if there are few successful (passing) test cases where p
is true, the overall sample of test cases where p is true will be small and the specificity could be high even if
there are many failed test cases where predicate p is not true. By balancing specificity and sensitivity via

their harmonic mean, the F} Measure, these issues are addressed. The F; Measure is shown in Equation 3.5.

2
FiMeasure = 4————— (3.5)
s
Ip Ip
i Totep
3.2.4 Importance
Liblit’s Importance measure is closely related to the F; measure [9, 10, 11]. However, along with accounting

for s, and f,, Importance also accounts for spops and fpops. The terms s, 05 and fpops are the number of
test cases that succeed or fail when p is evaluated (true or false), respectively.

Within the Importance measure, both s;, s and fpops are used to define Increase, shown in Equation 3.6.

fp _ fpobs
prFSp fpobs+5pobs

Increase = (3.6)

Once the fault in a subject program has been triggered, the subsequent predicates that are tested are
more likely to appear in failing executions. This situation creates bias in the specificity measure. The first
term in Increase is identical to the specificity measure. However, the second term in Increase is meant to

factor out the bias by ensuring that predicate p is scored, not by the chance that p implies failure, but by



Chapter 3 | Elastic Predicates 26

how much difference it makes that p is true versus simply reaching the statement where p is evaluated (true
or false) [10, 11].
The Importance measure, shown in Equation 3.7, mirrors the F; Measure, except that it replaces the

specificity measure with Increase.

S (3.7)

Importance =
pr + Increase

3.2.5 Ochiai

Other statistics besides the harmonic mean can be employed to balance the measures specificity and sensivity.
The Ochiai suspiciousness estimate, shown in Equation 3.8, employs the geometric mean to balance specificity

and sensivity.
Ochiai = I X Io
f fotsp

(3.8)

Both the geometric mean (Ochiai) and harmonic mean (F;) penalize predicates with uneven measures of
specificity and sensitivity. However, the harmonic mean penalizes uneven performances more harshly than
the geometric mean. Thus, given a list of ranked predicates, unbalanced predicates (high specificity and low
sensitivity or low specificity and high sensitivity) are more likely to be close to the top of the list when the

Ochiai measure is used to estimate suspiciousness, as opposed to the F; measure.

3.3 Methodology

Numerous approaches have been proposed to identify predicates that are good failure predictors [9, 10, 13, 11].
The most effective of these approaches analyze variable values within a program. In this section two elastic
predicate instrumentation schemes which employ summary statistics such as the mean and standard deviation
to analyze variable values are presented. In Section 3.3.1 the elastic single variable instrumentation scheme
uses the mean, ., , and standard deviation, o, , of the values assigned to a variable z in a statement y to
cluster together similar values. The scalar pairs instrumentation scheme considers the difference between the
value of z, and another in scope similarly typed variable ¢ in statement ¢ to capture the relationships among
multiple variables which cannot be detected by the single variable instrumentation scheme. The elastic scalar
pairs instrumentation scheme presented in Section 3.3.2, uses the mean p,, 4, and standard deviation o, g,
of the difference between the value of x, and ¢; to create partitions that cluster together differences which
are similar. Section 3.3.3 describes the implementation of the instrumentation mechanism for both of these
schemes and Section 3.3.4 presents the predicates that can be inferred from both of the instrumentation

schemes.
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Table 3.1: Fundamental single variable elastic predicates.
Ty > (fe, +302,)

(e, +302,) > xy > (Ha, +204,)
(o, +204,) >y > (o, +03,)
(Ha, +02,) = Ty > pia,

Hz, = Ty

(o, — 0z,) < Ty < fig,

(,U:cy - 20:cy) Sy < (,u:cy - ny)
(,Ufzy - 3011/) S Ly < (,Uzy - 20—$y)
Ty < (Mo, —30z,)

3.3.1 Single Variable

The single variable instrumentation scheme partitions the set of possible values that can be assigned to a
variable x in a statement y. In CBI, three familiar, static predicates are employed to partition the values
for each z,: (zy, >0), (zy, = 0) and (z, <0). Recall, these three predicates are static because the decision
to compare the value of z, to 0 in each of these predicates is made before subject program execution. In
contrast, the nine elastic predicates presented in Table 3.1 use summary statistics of the values assigned to
T, to create partitions that cluster together values which are a similar distance and direction from p,,. The
program that performs the instrumentation to construct the elastic single variable predicates in Table 3.1 is
described in detail in Section 3.3.3.

The decision to use nine elastic predicates to partition the values assigned to variable x in statement
y for three standard deviations (0,,) above and below the mean (i,,) is deliberate. This partitioning
has been effective to capture the normal dispersion of data for many problems in numerous domains
[95, 98, 99, , , ]. Furthermore, computer graphics researchers have had success improving the
efficiency of shaders by replacing functional expressions with summary statistics over the input domain [103].
In Section 3.4.9 a reduced set of these elastic single variable predicates is explored that provides most of the
effectiveness of the nine predicates shown in Table 3.1 while requiring less subject program execution time.

The faulty program BC in Figure 3.1 demonstrates the utility of the single variable elastic predicates
defined in Table 3.1. Recall, the fault in the more_arrays function of BC is difficult to localize with the three
static single variable predicates because almost all of the values assigned to each variable satisfy the predicate
(zy > 0). However, the elastic predicates in Table 3.1 avoid this problem. Profiling the values assigned to
each z, during execution creates partitions that ensure only similar variable values, in terms of distance and
direction from the mean, satisfy the same predicate.

The most suspicious static predicate and the most suspicious elastic predicate for the more_arrays function
of BC are shown in Table 3.2. The predicates and their suspiciousness estimates are computed using 4,000

randomly generated, valid BC programs as test cases. Table 3.2 shows that the elastic predicate (indzi7g
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Table 3.2: The top ranked predicates for Figure 3.1.

Filename | Elastic/CBI Function Predicate
storage.c Elastic more_arrays() | indzi76 > (lindzyre + 3Tindzivg)
storage.c CBI more_arrays () a_countigg >0

> (fbindzy7g T 3Tindz1r6)) clusters together unusually large values assigned to the variable indx in statement
176 and captures the fault. The predicate suggests that failures frequently occur when the input to BC
defines an unusually large number of arrays. Specifically, failures occur when BC has room for the number of
requested arrays in the input (a_count), but the loop is incorrectly bound by a larger number (v_count).
The location of the fault and the cause of the failure are clear after identification and explanation. However,
this fault was present and undiscovered for ten years in BC [97].

In contrast to the top ranked elastic predicate, none of the single variable static predicates are particularly
suspicious. The most suspicious single variable static predicate suggests that some values assigned to the
variable a_count in statement 166, which are greater than zero, cause the program to fail. While the
suggestion is correct it does not lead the developer to the location or the direct cause of the fault. The top
ranked elastic predicate does.

This example showcases the ability of elastic predicates to improve the effectiveness of predicate-level
statistical debuggers for general purpose software. However, the empirical study presented in the evaluation in
Section 3.4 shows that even more significant improvements are possible for software employing floating-point

computations and stochastic distributions, including simulations and computational models.

3.3.2 Scalar Pairs

Multiple variables within a program can have important relationships that cannot be captured with a single
variable instrumentation scheme. Work on the Daikon project has shown that it is useful to identify and
capture the relationships among multiple variables with simple and implicit invariants that aid program
evolution and program understanding [56]. Similarly, predicate-level statistical debuggers capture important
relationships among multiple variables by identifying invariants that are only violated when the subject
program fails. The statistical debugging instrumentation scheme that captures these invariants is the scalar
pairs instrumentation scheme [10].

In the static scalar pairs instrumentation scheme, at each assignment to a variable z in a statement y,
all other in-scope, same-typed local or global variables: q1, g, ..., q;, ..., g, are identified. For each pair of
variables the static scalar pairs scheme compares the difference of a new value for z, and the existing value

of g; to zero: (z - ¢; >0), (zy - ¢; =0), (zy - ¢; <0).
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Table 3.3: Fundamental scalar pairs elastic predicates.
Ty — @i > (foy—q; +302,—q;)

(Hoy—qi +302,—q;) 2 Ty — @i > (Hay—q; +200,—,)
(Hoy—q, +202,) = Ty —4;i > (Hay—q + Tz, —q;)
(,uryfqi + 0uy—qi) = Ty — @i > Hay—g

Mz, —q; = Ty — ;i

(Hay—q; — Ozy—qi) < Ty — @i < Hay—q;

(Hoy—q; — 200,—q,) < Ty — ¢ < (Hoy—q; — Ozy—q;)
(/u’zy_% - SO—my—qi) S xy — i < (lumy—lh‘ - 20—17;/—‘17’,)
Ty — ¢ < (Nryfqi - 30%*%‘)

In contrast, the nine scalar pair elastic predicates presented in Table 3.3 use summary statistics of
the difference between the new value of z, and the existing value of ¢; to create partitions that cluster
together differences which are a similar distance and direction from f,, . The program that performs the
instrumentation to construct the elastic scalar pair predicates in Table 3.3 is described in detail in Section

Once again, the use of nine elastic predicates to partition the values of the difference between the new
value of z, and the existing value of ¢; is a deliberate decision. The evaluation in Section 3.4.7 shows that
these predicates approach the effectiveness of the impractical mazimized elastic predicates discussed in the
chapter introduction. The evaluation also explores a reduced set of elastic scalar pairs predicates (three)
which provide most of the effectiveness of the nine predicates shown in Table 3.3 while requiring less subject

program execution time.

3.3.3 Instrumentation

Employing elastic predicates requires transforming unmodified, subject program source code to native
executables with instrumentation that tests conditional propositions based on summary statistics of program
points specified by the instrumentation scheme (e.g. single variable or scalar pairs). The process is managed by
the instrumenter, instrument-cc, whose external behavior mimics that of the native compiler, but internally
injects elastic predicate instrumentation into faulty subject programs. From the developer’s perspective, the
instrument-cc command behaves exactly like the gcc command with additional command line flags and
execution time.

The instrumenter is composed of two different source-to-source transformation routines: profile-cc and
elasticate-cc. The first transformation routine, profile-cc, is used to inject instrumentation into the
subject program to update a serializable dictionary. The purpose of the dictionary is to track the mean and
standard deviation of each specified program point. The injected instrumentation performs the dictionary

update using online algorithms requiring only a constant amount of space [96]. Once the subject program is
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instrumented by profile-cc, it is executed for each provided test case. The test case executions build the
dictionary of summary statistics for the specified program points.

After all of the test cases have been executed, the elasticate-cc transformation routine injects elastic
predicates into the original unmodified, subject program. elasticate-cc references the dictionary to inject

elastic predicates for each specified program point.

3.3.4 Inferred Predicates

The term fundamental elastic predicates refers to the single variable elastic predicates listed in Table 3.1
and the scalar pairs elastic predicates listed in Table 3.3. These are known as fundamental predicates
because instrumentation is directly injected into the subject program to test if the predicates are true during
the execution of a test case. However, fundamental predicates can be augmented with additional inferred
predicates that can be derived offline, after the execution of a test case. An inferred predicate is a conditional
proposition whose truth can be deduced by computing a logical disjunction of the fundamental predicates
at a specified program point. For example, given the feedback report from a test case for the BC program
in Figure 3.1, it could be inferred that the predicate indzize > pindz,,; Was true if one of the first five
fundamental single variable elastic predicates in Table 3.1 was observed to be true for the variable indx in

Statement 176. Inferred predicates are particularly useful for distinguishing between boundary cases such as

Ndx176 > indzire VETSUS 1NAT176 > indzqrg-

3.4 Evaluation

The utility of a fault localization approach is determined through experimental evaluation. In this section a
thorough evaluation of the effectiveness and the efficiency of elastic predicates under a variety of conditions is
presented. Sections 3.4.1 and 3.4.2 describe the subject programs and fault localization approaches included
in the evaluation. The effectiveness of the approaches is evaluated in Section 3.4.3. Sections 3.4.5 and 3.4.6
explore how effective elastic predicates are in the face of sparse sampling rates and incomplete test suites. In
Section 3.4.7 the effectiveness of our elastic predicates, which employ summary statistics, is compared to the
effectiveness of the previously described mazimized elastic predicates for a subset of the subject programs.
Then, the efficiency of all of the approaches is presented in Section 3.4.8 and a more efficient, reduced set of
elastic predicates is considered in Section 3.4.9. Finally, Section 3.4.10 discusses the validity of the evaluation
and Section 3.4.11 discusses the effectiveness of elastic predicates in the face of subject programs with multiple

faults.
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3.4.1 Subject Programs

Evaluation consists of 28 programs with 328 faulty versions. Programs traditionally used to evaluate fault
localization approaches within the Unix suite (cal, col, comm, spline, tr, and uniq), the Siemens suite
(print-tokens, print-tokens2, replace, schedule, schedule2, tcas, and totinfo) and the programs
sed, space, flex, grep, bc and gzip are included in the evaluation. The simulations bates, heston, mc
euro, um-olsr, ns2, g/g/1, m/m/c and mmpp/d/1 are also included. Each of the simulations is accompanied
with actual faults observed in the wild [20].

These subject programs reflect established fault localization benchmarks or widely used simulations
employing floating-point computations and continuous stochastic distributions. Table 3.4 shows the char-
acteristics of the subjects. For each subject, the first column gives the program name, the second column
provides the ratio of the number of versions used to the number of versions available, the third column gives
the number of lines of code for the subject, the fourth column gives the number of test cases and the last
column provides a description. For 25 of the faulty versions there were either no syntactic differences between
the correct version and the faulty version of the program, or none of the test cases failed when executed on
the faulty version of the program. As a result these 25 versions were omitted from the evaluation.

All of the faults included in the subject programs are computation related, as opposed to memory-related.
These faults reflect operator and operand mutations, missing and extraneous code, and constant value
mutations. For subject program versions with a faulty constant assignment statement, the assignment
statement is considered to be examined by a developer when it is directly examined or when a statement
explicitly using the constant is examined. Second, for subject program versions where the fault reflects a
missing statement, statements directly adjacent to the missing code qualify as the missing statement. These

issues are handled the same way in other published research in the fault localization community [7, 12, 22, 23].

3.4.2 Competing Fault Localization Approaches

Four fault localization approaches are included in the evaluation: Cooperative Bug Isolation (CBI), Exploratory
Software Predictor (ESP), Tarantula and Interesting Value Map Pairs (IVMP). Here, the different strategies

associated with each of the four approaches is summarized.

Cooperative Bug Isolation (CBI)

In the evaluation, CBI is employed with the static single variable and static scalar pairs instrumentation

schemes described in sections 3.3.1 and 3.3.2. It is also employed with the branches instrumentation scheme.
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Table 3.4: Subject programs used in the evaluation of elastic predicates

Name # of Vers Used / # LoC # of Tests Description
of Vers
cal 19/20 202 162 calender printer
col 29/30 102 156 filter-line reverser
comm 10/12 167 186 file comparer
look 8/14 170 193 word finder
spline 13/13 338 700 curve interpolator
tr 11/11 137 870 character translator
uniq 17/17 143 431 duplicate line remover
print-tokens 5/7 472 4,130 lexical analyzer
print-tokens2 10/10 399 4,115 lexical analyzer
replace 28/32 512 395 pattern replacement
schedule 9/9 292 2,710 priority scheduler
scheule2 9/10 301 2,650 priority scheduler
tcas 41/41 141 1,608 altitude separator
totinfo 23/23 440 1,052 information measure
sed 10/10 6,092 363 stream editing utility
space 30/38 14,382 157 language interpreter
bc 1/1 14,288 4,000 basic calculator
gzip 9/9 7,266 217 compression utility
flex 21/21 10,124 567 lexical parser
grep 17/17 9,089 809 text pattern processor
bates 1/1 8,184 298 options pricing model
heston 1/1 4,095 316 options pricing model
mc euro 1/1 835 242 options pricing model
um-olsr 1/1 14,433 176 network protocol simulator
ns2 1/1 11,258 293 network simulator
g/g/1 1/1 2,247 3,000 queuing simulation
m/m/c 1/1 3,302 3,000 queueing simulation
mmpp/d/1 1/1 3,860 3,000 queueing simulation

32

The branches scheme considers each two-way branch statement with two fundamental predicates. The

first fundamental predicate asserts that the branch is false, while the second asserts that the branch is true.

When the branch is executed, one of the two predicates will be true. The branches scheme applies to if

statements, the branches governing while and for loops and the branches implied by the logical (&&, |1)

and conditional (?, :) operators [9, 10, 11].

Given a list of CBI predicates ranked by the Importance suspiciousness estimate (described in Section

3.2.4), statements are ranked according to the following:

1. For each statement, stmt, identify the corresponding predicate with the highest suspiciousness estimate,

stmipigh-

2. Move the statement, stmt and highest suspiciousness estimate, stmtpign, to set ST.

3. Rank the statements in ST in descending order by suspiciousness estimate.
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Exploratory Software Predictor (ESP)

The predicates employed in ESP are a superset of those employed in CBI. Along with the static single variable,
static scalar pairs and branches instrumentation schemes employed in CBI, ESP also employs the elastic
single variable and the elastic scalar pairs instrumentation schemes described in sections 3.3.1 and 3.3.2. The
suspiciousness of all of these predicates and the ranking of the program statements in ESP are computed in

the same manner as in CBI.

Tarantula

In contrast to the predicative-level statistical debuggers CBI and ESP, Tarantula is a statement-level statistical

debugger. For a given statement, stmt, and a subject program test suite, Tarantula profiles the following:
o fomt - the number of failing test cases that cover (execute) statement stmt
® Sgmt - the number of successful test cases that cover (execute) statement stmit
e f - number of failing test cases
e s - number of successful test cases

The suspiciousness of the statement, stmt, is estimated in Tarantula by aggregating these terms using
Equation 3.9. Once the suspiciousness of each statement that is executed in the test suite is estimated, all of
the executed statements are ranked in descending order of suspiciousness [7].

fstmt

Tarantula = f# (3.9)
stmt + Sstmt
f s

Interesting Value Map Pairs (IVMP)

The IVMP debugger takes a different approach to fault localization than ESP, CBI and Tarantula. Instead of
passively profiling a subject program to estimate predicate or statement suspiciousness, IVMP alters variable
values in failing test cases. The goal is to find alternative values that cause failing test cases to become
successful (passing) test cases.

IVMP estimates the suspiciousness of a statement, stmt, by tracking the number of failing test cases
in which the alteration of the value of a variable within stmt creates a successful (passing) test case.
Once the suspiciousness of each statement is estimated, the statements are ranked in descending order of
suspiciousness. Any ties among statements with the same suspiciousness estimate are broken using the

Tarantula suspiciousness estimate shown in Equation 3.9.
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Table 3.5: Number (percentage) of faulty version ranked statement lists in each score range for all approaches

for all subject programs.
Cost Tarantula IVMP ESP CBI
# (%) of Programs | # (%) of Programs | # (%) of Programs | # (%) of Programs

0-1% 13 (3.96%) 50 (15.24%) 43 (13.11%) 37 (11.28%)
1-10% 81 (24.70%) 143 (43.60%) 138 (42.07%) 120 (36.59%)
10 - 20% 61 (18.60%) 44 (13.41%) 53 (16.16%) 46 (14.02%)
20 - 30% 28 (8.54%) 16 (4.88%) 24 (7.32%) 26 (7.93%)
30 - 40% 36 (10.98%) 19 (5.79%) 21 (6.40%) 19 (5.80%)
40 - 50% 33 (10.06 %) 10 (3.05%) 10 (3.05%) 26 (7.93%)
50 - 60% 8 (2.43%) 10 (3.05%) 10 (3.05%) 10 (3.05%)
60 - 70% 12 (3.66%) 13 (3.96%) 8 (2.44%) 11 (3.35%)
70 - 80% 13 (3.96%) 6 (1.83%) 9 (2.74%) 18 (5.49%)
80 - 90% 10 (3.05%) 9 (2.74%) 9 (2.74%) 12 (3.66%)
90 - 100% 33 (10.06%) 8 (2.44%) 3 (0.91%) 3 (0.91%)

3.4.3 Effectiveness Studies

To study the effectiveness of each fault localization approach, an established cost metric is employed
[5, 20, 31, 32, ]. Given the ranked set of statements, the metric Cost measures the percentage of executed
statements a developer must examine before encountering the faulty statement. If there are ties, it is assumed
that the developer must examine all of the tied statements. For example, if there are n executed statements
in a program and all n statements have the same suspiciousness estimate, it is assumed that the developer
must examine all n statements. Therefore the Cost of finding the fault is 100%. A lower score is preferable
because it means that fewer statements must be considered before the faulty statement is found.

The effectiveness of the four fault localization approaches on the subject programs included in the
evaluation is shown in Table 3.5. Each row in Table 3.5 shows a Cost range, and the number (and percentage)
of subject programs for each approach that incur the specified Cost. Figure 3.2 provides a graphical view of
this data. In Figure 3.2 the x-axis represents the lower bound of each Cost range and the y-axis represents

the percentage of subject programs where a Cost less than or equal to the upper bound is incurred. This

presentation of data follows the established convention in the fault localization community [7, 12, 22, 23].

ESP vs. CBI

ESP performs better than CBI for the subject programs included in the evaluation. ESP assigned a lower
rank than CBI to statements containing faults in only nine of 328 faulty program versions. In these instances
the elastic predicates with higher suspiciousness estimates do not localize the faulty statement as well as their
static counterparts with lower suspiciousness estimates. These are outlying data points in the evaluation
(<3% of all faulty versions). For the vast majority of the faulty versions, identifying predicates with high

suspiciousness estimates leads to the effective localization of faults.
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Figure 3.2: Comparison of the effectiveness of all the approaches. Higher and further left is better.

ESP vs. IVMP

IVMP performs better than ESP for the majority of the programs listed in Table 3.5. In the programs that did
not perform extensive floating-point computations (cal, col, look, tr, uniq, print-tokens, print-tokens2,
replace, schedule, schedule2, tcas, sed, space, bc, flex, grep) IVMP had a Cost of 10% or lower 123
times while ESP only had a Cost of 10% or lower 87 times. However, ESP performed well for those programs
which make extensive use of floating point computations (spline, totinfo, gzip, bc, bates, heston, mc
euro, g/g/1, m/m/c, mmpp/d/1) and IVMP did not. For these programs it is very difficult for IVMP to
perform state alterations that cause a failing test case to become successful [22, 23]. This difficulty is due to
the level of precision in the floating-point computations that generate the program’s output. As a result the
approach echoes the ranking system in Tarantula for most statements. In the evaluation, IVMP performs the

same as or worse than Tarantula for 40 of the 54 faulty versions of the programs that make extensive use of
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floating-point operations [22, 23].

ESP vs. Tarantula

Compared to ESP, Tarantula is not effective for fault localization. ESP is able to uniquely identify the
statement containing the fault (assign it rank one) in 41 cases. Tarantula is only able to do so in seven cases.
Even though the ESP approach was able to uniquely identify the faulty statement in 41 cases, only 36 of
those cases yielded a Cost of 1% or less because in the tcas program the number of statements executed in
failing test cases was too few to yield a score of 1% or less. Tarantula is the only technique in the evaluation
that does not consider variable values within an executing program. Instead it only analyzes if a statement
was executed. This limits the effectiveness of the technique but enables it to be the most efficient technique
evaluated. The efficiency of Tarantula and the other fault localization approaches is evaluated further in

Section 3.4.8.

3.4.4 Widely Used Simulations

Table 3.6 highlights how effectively ESP localizes faults, compared to the other approaches, for the widely
used simulations included in the evaluation. For each simulation and approach, the rank of the statement
containing the fault is shown in Table 3.6. For each simulation the best rank is shown in bold and italicized.

Each of the simulations contains one fault that reflects a documented error that has been observed by
subject matter experts (SMEs). For example, the Bates stochastic volatility jump-diffusion pricing model
(bates) must be calibrated to previous data before it is employed to make price predictions for the future.
However, if the absolute price error is minimized during calibration instead of the relative price error, the
model produces an error [105]. Similarly, the implementation of the Heston stochastic volatility model
(heston) reflects documented issues in the computation of the logarithms for complex numbers [106]. The
pricing model of European Barrier Options (mc euro) contains an error in computation of bank offering rates
[107]. The um-olsr protocol used with the ns2 network simulator contains a documented (and now patched)
error in the degree method [108, ]. In the 2.19b version of the ns2 network simulator, which can be used
to model bandwidth for implementations of the TCP protocol, there is a fault, which incorrectly tracks the
number of nodes in the network [110, 111].

The three queueing simulations included in the evaluation each contain published faults related to the
misuse of uncertainty [112] (each of these simulations is described further in [113]). The first is a g/g/1
queueing simulation employing a normal distribution (with infinite tails) when a hump-shaped distribution

with values strictly greater than zero is intended. The second is a m/m/c queueing simulation with a misused
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Table 3.6: Rank of faulty statement for all approaches for the widely used simulations.

Name ESP | CBI | IVMP | Tarantula

bates 3 56 42 78
heston 1 16 68 144
mc euro 5 38 35 45
um-olsr 23 196 87 268
ns2 21 107 145 241
g/g/1 1 1 296 314
m/m/c 12 68 157 157
mmpp/d/1 | 13 69 64 213

Poisson distribution. The third is a mmpp/d/1 queueing simulation with an incorrectly bound loop due to the

misuse of a random variable.

IVMP performs poorly for most of the included simulations. This is attributed to two factors: (1)
floating-point output from most of the simulations and (2) the extensive use of stochastics within several
of the simulations. The first factor was evident in the previous portion of the evaluation. Recall, it is very
difficult for IVMP to perform state alterations that cause a failing test case to pass in subject programs
such as totinfo due to the level of precision in the floating-point computations that generate the program’s
output. This causes IVMP to echo Tarantula’s ranking for most statements [22, 23]. The vast majority of

these simulations include some floating-point output which creates the same issue for IVMP.

The second factor for IVMP’s poor effectiveness is evident for the simulations that make the most use
of stochastic distributions mc euro, g/g/1 and m/m/c. In these simulations it is very possible that a test
case will pass one time it is executed and fail another time. This creates trouble for a state-altering fault
localization approach such as IVMP. IVMP relies on variable values in a failing test case to be replayed
and altered to attempt to create a successful (passing) test case. However, the extensive use of stochastic
distributions in mc euro, g/g/1 and m/m/c causes some variable values to vary from execution to execution.
Furthermore, when IVMP attempts to replay and alter a failing execution it is possible for the execution to

become successful (pass) without alteration.

From this evaluation we hypothesize that stochastics significantly affect IVMP’s analysis capabilities. To
test this hypothesis the seed for each of the stochastic distributions used in the three simulations mc euro,
g/g/1 and m/m/c is fixed. Given a fixed seed, IVMP becomes approximately twice as effective as when the
seed is not fixed for the three simulations. However, fixing a seed for each stochastic distribution still does
not make IVMP as effective as ESP, and it limits the utility of the simulation for any user who has likely

included the distribution to reflect model uncertainties.
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3.4.5 Sparse Sampling

Recall from Section 3.3.3 that ESP and CBI use source code instrumentation to profile subject program
predicates. The instrumentation, profiling and subsequent analysis adds overhead to subject program
execution. In CBI this overhead can be limited by employing sparse random sampling of the instrumented
predicates rather than always profiling every predicate. The sampling is unbiased, collecting a representative
subset of all of the predicates across the subject program test suite. To ensure sufficient data collection, CBI
relies upon the large user communities of the software in which it is deployed. The result is an effective

approach to isolating faults in general-purpose software with wide distribution [9, 10, 11].

ESP is not designed to meet the same goals. In the most common use case, ESP is deployed as a stand-
alone fault localization tool for a single user or SME. In this use case, the goal is to identify failure-predicting
predicates as effectively as possible for the test cases provided. As a result, sparse random sampling is not
used in ESP. However, in order to explore the environments in which ESP is useful it is important to evaluate
elastic predicates in the context of sparse random sampling. The goal is to determine the extent to which the

uncertainty introduced by sampling reduces the effectiveness of elastic predicates and thus ESP.

The Costs of one hundred executions of the subject programs included in the evaluation under ESP
(striped) and CBI (non-striped) with sampling rates from 1/10 to 1/10,000 are plotted in Figure 3.3. The
bottom and top of each box in Figure 3.3 represent the lower and upper quartile Cost and the black band is

the median Cost. The whiskers extend to the lowest and highest Cost.

Figure 3.3 shows that the effectiveness of CBI remains more stable under sampling rates of 1/10 and
1/100 that the effectiveness of ESP. Once sampling is introduced the median Cost of localizing a fault in ESP
increases significantly. While ESP continues to remain more effective than CBI by an absolute margin, the
relative difference in effectiveness between the two approaches narrows. At a sampling rate of 1/1,000 both

ESP and CBI begin to become significantly less effective.

The performance of ESP at a sampling rate of 1/10,000 reveals a trend: sufficiently infrequent sampling
rates will reduce the effectiveness of ESP to that of CBI. In these cases the mean and standard deviation of
each program point is based on so little data that the resulting elastic predicates are no better, and often
worse, than the static and uniform predicates at predicting program failure. However, ESPs performance
under more frequent sampling rates shows that elastic predicates do not require an exact calculation of
the mean and standard deviation of values at each program point. Even at infrequent rates like 1/1,000,

estimations of the mean and standard deviation result in effective failure-predicting predicates.
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Figure 3.3: CBI (non-striped) and ESP (striped) under sparse sampling rates for the subject programs.

3.4.6 Incomplete Test Suites

Uncertainty in data collection can also be introduced through an incomplete or sparse test suite. Figure 3.4
summarizes the effect of incomplete test suites on the elastic predicates in ESP (striped) compared to the
static predicates in CBI (non-striped). One hundred incomplete test suites from the original test suite for
each subject program were chosen at random, forming test suites at 1/5%, 2/5* 3/5® and 4/5* the size of
the original suite. Each test case was chosen with uniform random probability without replacement and if

the resulting sparse test suite did not contain at least ten failing test cases and at least twenty successful
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Figure 3.4: CBI (non-striped) and ESP (striped) with incomplete test suites for the subject programs.

(passing) test cases it was dissolved and the sparse test suite was reformed. Abreu et al. have shown that test
suites formed with at least these numbers of successful (passing) and failing test cases do not have a strong

effect on the effectiveness of existing fault localization techniques in comparison to larger test suites [12].

The effectiveness of ESP and CBI is stable across sparse test suites of different sizes for the subject
programs included in the evaluation. Under the sparsest test suites included in the evaluation, 1/5* of the
complete test suite, both ESP and CBI show larger variation in effectiveness compared to the other test suite

sizes. However, the median effectiveness of each technique at this test suite size is similar to the median of
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each technique when all test cases are included. Overall, Figure 3.4 reveals that for the subject programs
included in the evaluation, if the test suite formed features at least twenty successful (passing) test cases and
ten failing test cases then the overall size of the test suite has little effect on the Cost incurred when applying

ESP. In this regard ESP is similar to the statistical debuggers explored by Abreu et al. [12].

3.4.7 Suspiciousness Maximized Elastic Predicates

The suspiciousness of each elastic predicates used in ESP is not maximized. Suspiciousness maximized elastic
predicates require numerical optimization to maximize the suspiciousness estimate for a specified program
point, under a given instrumentation scheme. Unfortunately, forming mazximized elastic predicates requires
sorting and storing all of the values assigned to each instrumented program point. The overwhelming space
and time required to perform the sorting and storing makes it infeasible to deploy maximized elastic predicates
in practice. However, they are deployed in the statistical debugger, MAX, in this portion of our evaluation to
determine the upper bound of effectiveness that is possible for mazimized elastic predicates on a subset of the

subject programs.

The subject programs included in this portion of the evaluation are: cal, col, comm, look, spline, tr,
uniq, print-tokens, print-tokens2, replace, schedule, schedule2, tcas and totinfo. Each of these
programs is small (512 lines of source code or fewer), making it possible to compute mazimized elastic
predicates for them. While this is a subset of the subject programs deployed in the full evaluation, it still

reflects 14 different subject programs with 232 faulty versions.

The predicates employed in MAX are similar to those employed in ESP. MAX employs static single
variable and scalar pairs predicates and branches predicates. However, MAX does not employ the elastic single
variable scalar pairs predicates presented in sections 3.3.1 and 3.3.2. Instead for each program point, MAX
instruments one maximized elastic single variable predicate and one maximized elastic scalar pairs predicate.
Since the efficiency of MAX is not being considered, a brute force search strategy is employed to identify
the one single variable predicate and the one scalar pairs predicate which maximizes the suspiciousness of
the program point. These predicates reflect the conditions constructed from continuous invariants which are

most correlated with failure in the subject program for the Importance suspiciousness estimate.

Table 3.7 and Figure 3.5 show the effectiveness of MAX compared to ESP and CBI for this portion of
the evaluation. Once again, each row in Table 3.7 shows a Cost range, and the number (and percentage) of
subject programs for each approach that incur the specified Cost. Figure 3.5 provides a graphical view of this

data.
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Figure 3.5: Comparison of the effectiveness of CBI, ESP and MAX. Higher and further left is better.

MAX and ESP perform similarly for the programs used in this portion of the evaluation which do not make
extensive use of floating-point computations: (cal, col, look, tr, uniq, print-tokens, print-tokens2,
replace, schedule, schedule2, tcas. In these programs MAX incurred a Cost of 1% or lower 27 times
while ESP had a score of 1% or lower 21 times. However, for totinfo and spline, MAX incurred a Cost of
1% or lower 16 times while ESP only did so 5 times. This is not as discouraging as it appears. In 9 of the 11

cases where MAX incurred a Cost score of 1% or lower and ESP did not, ESP incurred a Cost of <10%.

Overall ESPs performance against MAX is encouraging. In 198 of the 232 faulty program versions, ESP
approached the maximum effectiveness that is possible for a predicate-based statistical debugger. Furthermore,
while ESP did not achieve the effectiveness of MAX in this portion of the evaluation it offered significant

improvements over CBI despite none of the subject programs being simulations.
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Table 3.7: Number (percentage) of faulty version ranked statement lists in each score range for CBI, ESP

and MAX.
Cost CBI ESP MAX
# (%) of Programs | # (%) of Programs | # (%) of Programs

0-1% 24 (10.34%) 26 (11.21%) 43 (18.53%)
1-10% 83 (35.78%) 104 (44.83%) 112 (48.28%)
10 - 20% 32 (13.79%) 38 (16.38%) 26 (11.21%)
20 - 30% 17 (7.33%) 14 (6.03%) 15(6.47%)
30 - 40% 22 (9.48%) 15 (6.47%) 8 (3.45%)
40 - 50% 18 (7.76%) 7 (3.02%) 5 (2.16%)
50 - 60% 4 (1.72%) 8 (3.45%) 6 (2.59%)
60 - 70% 8 (3.45%) 5 (2.16%) 7 (3.02%)
70 - 80% 12 (5.17%) 7 (3.02%) 6 (2.59%)
80 - 90% 10 (4.31%) 6 (2.59%) 2 (0.86%)
90 - 100% 2 (0.86%) 2 (0.86%) 2 (0.86%)

3.4.8 Efficiency

Here, the runtime efficiency of each of the fault localization approaches included in the evaluation is analyzed.
Table 3.8 shows the wallclock time for ranking the statements for each faulty version of a subject program
using Tarantula, IVMP and ESP and CBI. The wallclock time for employing single variable and scalar pairs
predicates in ESP and CBI is shown separately. The branches instrumentation scheme is not included in this

portion of the evaluation because it requires the same amount of time in ESP and CBI.

Figure 3.6 shows the data in Table 3.8 graphically. However, instead of measuring efficiency in terms of
wallclock time, Figure 3.6 measures efficiency in terms of Slowdown. Slowdown is an efficiency measure which
compares the wallclock time of an approach for a subject program relative to Tarantula’s wallclock time for
the same subject program. The formula for Slowdown is shown in Equation 3.10. Because Tarantula is the

most efficient approach in the evaluation the Slowdown of the other approaches is always >1.

Runtime
Slowdown = - Other (3.10)
RunmmeTarantula

Figure 3.6 reveals several trends in the relative efficiency of the single variable and scalar pairs predicates
employed in ESP and CBI. While the combination of elastic and static single variable predicates in ESP
does not result in constant Slowdown, the Slowdown is never greater than thirteen. Furthermore, when
compared to static single variable predicates in CBI, the Slowdown of the single variable predicates in ESP is
approximately constant (independent of the subject program to which it is applied) and only about a factor
of five.

The scalar pairs predicates in CBI and ESP are significantly less efficient than their single variable

counterparts. Employing static scalar pairs predicates in CBI can result in an execution time that is more
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Figure 3.6: Slowdown relative to Tarantula for each competing approach. Note the log scale of the y-axis.

than fifteen times slower than applying Tarantula to the same subject program. Furthermore, for some of the
subject programs included in the evaluation, employing both static and elastic scalar pairs predicates in ESP
results in an execution time that is more than fifty times greater than that of Tarantula.

The scalar pairs predicates in ESP are not as inefficient as they first appear. When compared to scalar
pairs predicates in CBI their Slowdown remains approximately constant and about five. This efficiency result
(~5x times slower than CBI) seems reasonable considering: (1) the significant improvement in the rank of

faulty statements and (2) the ability to provide users with better failure predicting predicates.

The Slowdown for IVMP is not included in Figure 3.6 because IVMP is significantly less efficient than the
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Name Tarantula | CBI (SV) | ESP (SV) | CBI (SP) | ESP (SP) | IVMP
cal 9 20 85 127 525 2,240
col 8 20 97 124 527 1,543
comm 12 29 117 179 764 5,352
look 11 38 142 160 675 4,322
spline 23 59 253 329 1,400 32,110
tr 21 53 220 288 1,214 6,182
uniq 10 26 119 141 599 2,911
print-tokens 68 142 631 945 4,093 19,502
print-tokens?2 50 150 607 688 2,930 14,210
replace 75 159 667 1,014 4,324 11,592
schedule 30 80 327 436 1,834 7,041
scheule2 30 68 296 396 1,677 5,278
tcas 12 25 108 177 759 978
totinfo 8 26 106 117 466 104,060
sed 738 2,325 9,651 10,980 46,114 242,410
space 244 737 3,110 3,364 13,718 102,536
bc 38 86 371 540 2,281 304,025
gzip 684 1,710 8,067 9,802 41,024 154,192
flex 1,064 2,813 13,480 14,291 58,231.27 | 134,924
grep 730 1,685 6,374 9,667 41,387 34,738
bates 35 95 417 461 1,878 23,234
heston 56 132 643 787 3,305 96,949
mc euro 40 90 421 561 2,295 104,358
um-olsr 30 69 325 413 1,668 14,911
ns2 80 209 915 1,131 4,842 24,598
g/g/1 23 60 249 309 1,270 22,559
m/m/c 18 46 210 256 1,091 40,345
mmpp/d/1 29 75 353 395 1,680 57,593

other approaches. For the subject programs which make extensive use of floating-point computations (spline,
totinfo, gzip, bc, bates, heston, mc euro, g/g/1, m/m/c, mmpp/d/1) the Slowdown of IVMP approaches
infinity. This drastic degradation is due to failing test case executions that IVMP repeatedly re-executes in
an attempt to find state alterations resulting in a successful execution. For programs such as these, where it
is difficult to perform state alterations on failing test cases to create successful test cases, IVMP is extremely

inefficient [22].

3.4.9 Reduced Elastic Predicates

While ESP’s efficiency compared to CBI seems reasonable given its improved fault localization capabilities, it
is possible to improve the speed of ESP while maintaining most of its effectiveness. FAST ESP, the reduced
predicate approach presented in this section, provides users with a more efficient version of ESP with only a

slight reduction in effectiveness. FAST ESP offers speedup compared to ESP by only instrumenting a subset
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Table 3.9: Groups of elastic predicates in ESP with similar suspiciousness estimates.

Group | Single Variable Elastic Predicates | Scalar Pairs Elastic Predicates

Ty > (Ma, +30z,) Ty —qi > (Hzy—q; +302,—q,)

1 (:“wy + 30%) > Ty > (wa + 20%) (/Jwyfqi + 3‘7wy*qi) 2 Ty — qi > (:umyfqi + 2Uwy7qi)
(Na:y + 20%) > Ty > (Uacy + Uzy) (wa—qi + 20%) > Ty — G > (Mwy—qi + Uﬂﬁy—qi)
(o, +0z,) 2 Ty > i, (Hoy—q + Ozy—qi) = Ty — € > Hay—q

2 (fay = 0a,) < Ty < o, (Hay—gi — Ony—aqi) < Ty — @i < Pay,—q;
( (
( (

M, — 2U$y) Sy < (,uacy - ny)

3 ‘LL:E’U - 30-I’l/) S xy < (/'LI'L/ - QO—ny) quyfqi - 30—%,*111’) S xy - q'L < (/’Lmy*qi - 20—1:1/7‘]7’,)
Ty < (;U’Zy — 3Uzy) Ty —q; < (:U’Iy*qz‘ — 30—3%4*‘11')
4 Hz, = Ty Hay—qi = Ty — Gi

Table 3.10: FAST ESP elastic predicates.

Single Variable Elastic Predicates | Scalar Pairs Elastic Predicates

Ty > (wa + Ul'y) Ty — G > (Uwy—qi + Uwy—qi)

(,u.'cy + ny) > Ty > (,uacy - Uacy) (,umy—qi + Uacy—qi) > Ty — (i > (,uxy—qi - O'xy—q,-)
Ty < (ﬂzy - Ua:y) Ty — G < (Nmy—qi - Uzy—qi)

of the elastic single variable and scalar pairs predicates that ESP does.

Recall, ESP employs the static and elastic single variable predicates described in 3.3.1, the static and
elastic scalar pairs predicates described in 3.3.2 and the branches predicates described in Section 3.4.2. The
elastic predicates in ESP partition the value of instrumented program points for three standard deviations
above and below the mean of p,, and p,, 4, respectively, where x is a variable, ¢ is a same-typed variable in
x’s scope, and y and ¢ are the statements corresponding to x and ¢ respectively. The result of this partioning

is nine single variable elastic predicates and nine scalar pairs elastic predicates for each program point.

However, these eighteen elastic predicates are not always necessary to localize the faults in the subject
programs included in the evaluation. Often, for a given program point, the suspiciousness estimates for
several of the elastic single variable predicates are correlated. Similarly, the suspiciousness estimates for
several of the scalar pairs elastic predicates for a program point are correlated. Table 3.9 shows the groups of

single variable and scalar pairs elastic predicates which are the most correlated for a given program point.

FAST ESP, exploits the groups of highly correlated predicates shown in Table 3.9 by aggregating all of
the correlated predicates in one group, for one instrumentation scheme, into one predicate. The resulting set
of single variable and scalar pairs elastic predicates employed in FAST ESP is shown in Table 3.10. It is
important to note that single variable elastic predicate p,, = x, and the scalar pairs elastic predicate pz,—q,
= x, — ¢; are not correlated with any other predicates because they are the only predicates in their respective
instrumentation schemes to employ the equality operator (=). Within FAST ESP these equality predicates
are aggregated into Table 3.9’s Group 2 with the other elastic predicates from the same instrumentation

scheme.
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Table 3.11: Number (percentage) of faulty version ranked statement lists in each score range for FAST ESP

and ESP.

Cost FAST ESP ESP
# (%) of Programs | # (%) of Programs

0-1% 40 (12.20%) 43 (13.11%)
1-10% 129 (39.32%) 138 (42.07%)
10 - 20% 55 (16.77%) 53 (16.16%)
20 - 30% 28 (8.54%) 24 (7.32%)
30 - 40% 23 (7.01%) 21 (6.40%)
40 - 50% 10 (3.05%) 10(3.05%)
50 - 60% 12 (3.66%) 10 (3.05%)
60 - 70% 8 (2.44%) 8 (2.44%)
70 - 80% 11 (3.35%) 9 (2.74%)
80 - 90% 9 (2.74%) 9 (2.74%)
90 - 100% 3 (0.91%) 3 (0.91%)
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Table 3.12: Wallclock time (in seconds) required by ESP and FAST ESP to execute all of the faulty versions
of the specified subject program.

Name FAST ESP (SV) | ESP (SV) | FAST ESP (SP) | ESP (SP)
cal 69 85 443 525
col 91 97 464 527
comm 105 117 671 764
look 136 142 554 675

spline 226 253 1,241 1,400

tr 214 220 1,131 1,214

uniq 115 119 502 599

print-tokens 604 631 3,897 4,093
print-tokens2 493 607 2,558 2,930
replace 559 667 3,881 4,324
schedule 266 327 1,597 1,834
scheule? 248 296 1,576 1,677
tcas 102 108 708 759
totinfo 100 106 414 466
sed 9,098 9,651 42,048 46,114
space 2,739 3,110 11,788 13,718
bc 313 371 1,925 2,281

gzip 7,449 8,067 37,920 41,024
flex 11,001 13,480 57,259 58,231
grep 5,766 6,374 1,920 41,387

bates 385 417 1,819 1,878

heston 619 643 3,033 3,305

mc euro 381 421 2,004 2,295
um-olsr 320 325 1,394 1,668
ns2 859 915 4,160 4,842
g/g/1 205 249 1,253 1,270
m/m/c 175 210 950 1,091
mmpp/d/1 353 353 1,660 1,680

Table 3.11 and Figure 3.7 show the effectiveness of FAST ESP compared to ESP for this portion of the
evaluation. Once again, each row in Table 3.11 shows a Cost range, and the number (and percentage) of
subject programs for each approach that incur the specified Cost. Figure 3.5 provides a graphical view of this

data.

The effectiveness of FAST ESP is very similar to that of ESP. The major difference between the two
debuggers is that ESP is capable of identifying faults in 181 of the subject program versions while incurring
10% Cost or less, while FAST ESP identifies 169 faults within the same Cost range. Thus, for developers
whose ultimate goal is effectiveness, ESP remains a better choice than FAST ESP. However, because FAST

ESP employs 12 fewer predicates than ESP for each instrumented program point it is more efficient.

Figure 3.8 and Table 3.12 show the difference in efficiency between the single variable and scalar pairs
elastic predicates employed in FAST ESP and ESP. Once again, the Slowdown incurred by each approach

is computed relative to Tarantula’s runtime. This relative efficiency measure is shown in Equation 3.10.
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Figure 3.8: Comparison of the efficiency of ESP and FAST ESP. Note the log scale of the y-axis.

On average the single variable and scalar pairs instrumentation schemes in FAST ESP incur about 15%
less Slowdown than the respective schemes in ESP. As a result FAST ESP is only slightly more than four
(4.25) times slower than CBI, while ESP is about five times slower than CBI. This improvement is significant.
Employing the FAST ESP elastic scalar pairs predicates on all of the faulty versions of the subject program sed
requires fifteen hours of wallclock time, compared to ESP which requires seventeen total hours. Furthermore,

there is no difference in effectiveness between the approaches for the faulty versions of sed.

Despite these improvements in efficiency, developers whose ultimate goal is effectiveness should employ
the elastic predicates in ESP instead of the reduced set in FAST ESP. ESP is more effective than FAST
ESP at localizing faults while incurring a Cost of 10% or less for the subject programs in the evaluation.

Furthermore, the additional 15% Slowdown incurred by ESP only requires machine time not developer time.
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If developers can remain productive while ESP is running, overall efficiency will be improved because the

developer is given a more effective list of ranked predicates to identify faults.

3.4.10 Validity

Internal, external, and construct validity threats affect the evaluation of the elastic predicates included in ESP.
Threats to internal validity arise when factors affect the dependent variables without the evaluators’ knowledge.
It is possible that some flaws in the implementation of CBI, IVMP and Tarantula could have affected the
results of the evaluation. However, the results for the subject programs included in the evaluation for the
competing fault localization approaches closely match published results from other researchers [7, 13, 22].
Threats to external validity occur when the results of the evaluation cannot be generalized. Although the
evaluation was performed on 28 subject programs with a total of 328 versions, the effectiveness of ESP and
elastic predicates cannot be generalized to other faults in other software subjects. However, the results for
the 28 subject programs and 328 faulty versions demonstrate the power of elastic predicates in comparison to
static predicates. Threats to construct validity concern the appropriateness of the Cost metric used in the
evaluation. While the Cost metric is well established in the fault localization community, more human user
studies into how useful developers find statement-ranking metrics need to be performed [114]. However, the

more accurate fault-localization methods are, the more meaningful such human user studies will become.

3.4.11 Multiple Faults

Several versions of the subject programs in the evaluation contain multiple faults. This is not uncommon;
faulty programs often feature multiple faults. In the evaluation, each fault localization approach is only
required to identify one fault per program. This allowed ESP to be conservatively evaluated against the best

available alternatives.

However it is important to note that statistical debugging approaches such as CBI and ESP remain
effective in the face of subject programs with multiple faults, while state-altering approaches such as IVMP
do not. It is difficult for state-altering approaches to differentiate among multiple faults in a program because
they have trouble identifying alterations in failing test cases that have different effects on the program output
[22]. Several modifications to state-altering fault localization approaches have been suggested to address this

issue, however, these modifications can make the approaches even less efficient [23].

ESP and CBI use the following established algorithm to guarantee a developer at least one failure

predicting predicate for each fault that is present in a faulty subject program [9, 10, 11]. The result is that



3.5 | Chapter Summary o1

CBI and ESP are applicable to a larger set of subject programs and faults than state-altering approaches

because they are more robust and effective.
1. Rank each predicate in descending order by suspiciousness estimate.
2. Remove the top-ranked predicate p and discard all test cases where the p was found to be true.

3. Repeat steps 1 and 2 until the set of test cases is empty or the set of predicates is empty.

3.5 Chapter Summary

Previous approaches to predicate-level statistical debugging assumed discrete data types and static predicates,
which precluded practical consideration of programs such as simulations and computational models, which
employ floating-point computations and continuous stochastic distributions. The elastic predicates presented
in this chapter directly address this limitation. Elastic predicates employ the mean () and standard deviation
(o) of variable values to create predicates that can adapt to values observed in test cases. The profiling of
variable values makes elastic predicates fundamentally different from the static predicates used in existing
tools, such as CBI. Existing static predicates are generated prior to test case execution and as a result unable
to adapt to variable values.

Our statistical debugger ESP complements the existing static predicates in CBI with elastic predicates.
ESP is more effective than any of the other statistical debugging approaches included in the evaluation
and is shown to be as effective and more efficient than the state-altering approach IVMP. Furthermore, the
evaluation shows that the elastic predicates in ESP remain effective in the face of sparse sampling rates and
incomplete test suites.

While our elastic predicates do not employ numerical optimization to maximize the suspiciousness of each
instrumented program point as mazimized elastic predicates do, they achieve some of the improvements that are
possible, without incurring related loss of efficiency. Overall, elastic predicates offer significant improvements
to statistical debuggers for localizing faults in software which employ floating-point computations and
continuous stochastic distributions. Furthermore, elastic predicates offer modest improvements to statistical

debuggers for localizing faults in general purpose software.



Chapter 4

Reducing Confounding Bias

The effectiveness of predicate-level statistical debuggers can be improved through multiple avenues. The
elastic predicates presented in Chapter 3 improve statistical debuggers by creating predicates that more
effectively localize causes of failure. However, statistical debuggers can also be improved by estimating the
suspiciousness of a predicate from collected data more effectively. In this chapter an approach to improve the
effectiveness of each of the suspiciousness estimates from Section 3.2 for both general-purpose software and
exploratory simulations is presented. The result is better fault localization capabilities for predicate-level
statistical debuggers independent of the type of predicate (elastic or static) employed.

The suspiciousness estimates in Section 3.2 employ statistical techniques on observational data to determine
the effect of individual predicates on program failure. However, all of these estimates are susceptible to
confounding bias. Confounding bias occurs when an apparent causal effect of an event on an outcome may
actually be due to an unknown confounding variable, which causes both the event and the outcome [92, 94].
The suspiciousness estimates in Section 3.2 are susceptible to confounding bias because they do not adequately
control for the effects of other predicates on: (1) the suspiciousness of the predicate being estimated or (2)
on the occurrence of program failure. An example helps elucidate how confounding bias occurs in these

estimates.

4.1 Motivating Example

Consider the procedure distance() in Figure 4.1, which has a fault in Statement 5. The procedure should
print the one dimensional Euclidean distance between two points z and y. However, for some test cases
distance() prints out a negative number. The observational data collected for the truth of the static

predicates for statements 5, 6, 7 and 8 is shown in Table 4.1.

52



4.1 | Motivating Example 53

1 |int

2 |distance(int x, int y)
3 1

4 int diff = x - y;
5 if ('( diff > 1)){ /* off by one */
6 int dist = 0;

7 dist =y - x;
8 return dist;

9 }

10 int dist = 0;

1 dist = x - y;

12 return dist;

13 |}

Figure 4.1: Faulty function that calculates euclidean distance between two one-dimensional points .

The first two columns in Table 4.1 identify the statement number and condition tested in each of the
static predicates. The third through the seventh columns identify the inputs for five test cases. The ’1/0’
entires within these columns indicate if the corresponding predicate was true in each test case. An entry of '1’
means that the predicate was true and an entry of ’0’ means that the predicate was not true. The bottom
row of Table 4.1 shows the Boolean outcome of executing each test case. A failing test case execution is
denoted by "FAIL’ and a successful (or passing) test case execution is denoted by 'PASS’.

The two rightmost columns in Table 4.1 indicate the rank of each predicate based on two different
suspiciousness estimates. The first suspiciousness estimate is the specificity measure described in Section 3.2.1.
Recall, specificity is the sample ratio f,/(fp + sp) where, f,, is the number of tests for which p is true and
the program fails and s, is the number of tests for which p is true and the program succeeds. The second
suspiciousness estimate, found in the rightmost column of table 4.1, is derived from a causal model which
controls for the effects of other predicates on the suspiciousness of the predicate being estimated and on the
occurrence of program failure. Recall, causal models are presented in detail in Section 2.7.

Table 4.1 shows that the specificity measure identifies three predicates which rank as the most suspicious
predicates in the procedure distance() shown in Figure 4.1. These predicates are listed separately in Table
4.2. Recall, a predicate = specifying a condition corresponding to program statement y is abbreviated as x,,.

The first predicate in Table 4.2, (diff > 0)s, reflects the location of the fault in the procedure distance ().
However, the two other predicates in Table 4.2, which have the same suspiciousness rank as (diff > 0);
correspond to innocent statements. These two predicates have the same rank as the fault localizing predicate,
despite their ties to innocent statements, because their truth is dependent on the condition diff > 0 in
Statement 5. This dependence causes the predicates (dist < 0)7 and (dist < 0)g to be true in every failing
execution. Since the specificity estimate does not control for dependence among predicates, confounding bias

exists and the two dependent predicates (dist < 0)7 and (dist < 0)g receive the same rank as the fault
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Table 4.1: Test cases and predicate data for procedure distance() in Figure 4.1.

Statement | Predicate | TC 1: | TC 2: | TC 3: TC 4: TC 5: | Specificity Causal
{2,2} | {64} | {51} | {42} | {1,0} Ranks Model
Ranks

5 diff = 0 1 0 0 0 0 12 12

5 diff >0 0 1 0 0 1 3 1

5 diff <0 0 0 1 1 0 12 12

6 dist = 0 1 1 1 1 1 4 12

6 dist >0 0 0 0 0 0 12 12

6 dist <0 0 0 0 0 0 12 12

7 dist = 0 1 0 0 0 0 12 12

7 dist >0 0 0 1 1 0 12 12

7 dist <0 0 1 0 0 1 3 2

8 dist = 0 1 0 0 0 0 12 12

8 dist >0 0 0 1 1 0 12 12

8 dist <0 0 1 0 0 1 3 2
OUTCOME — PASS | FAIL | PASS PASS FAIL — —

Table 4.2: Most suspicious predicates by specificity estimate for the procedure distance() in Figure 4.1.

Statement | Predicate | Abbreviated Name
5 diff > 0 (diff >0);
7 dist <0 (dist <0)y
8 dist <0 (dist <O0)s

localizing predicate (diff > 0)s. This dependency related confounding bias is referred to as control flow
dependency confounding bias.

However, another type of confounding bias exists in the specificity estimate used to rank the predicates
in the procedure distance(). Additional confounding bias exists because the fault in Statement 5 is
triggered before the predicates corresponding to statements 6, 7 and 8 are evaluated. This bias is evident
in the suspiciousness rank (4) calculated from the specificity estimate for the predicate (dist =0)g, which
corresponds to the innocent declaration of the variable dist in Statement 6.

While the condition dist = 0 in Statement 6 is uncorrelated with failure, it is always true immediately
following the execution of Statement 5 and thus is true in every failing test case. As a result the specificity
estimate finds the predicate (dist = 0)g to be suspicious. However, it is important to note that the chance
of a test case failing given that (dist = 0)g is true, is the same as the chance of a test case failing given that
Statement 6 is executed. The inability to control for the difference between the chance of a test case failing
given that a predicate is true and the chance of a test case failing given that the predicate is evaluated (true
or false) results in a second type of confounding bias: failure flow confounding bias.

The factors that create control flow dependency confounding bias and failure flow confounding bias can
be controlled for in a causal model. The causal model produces a suspiciousness estimate with reduced bias

that more effectively ranks predicates for fault localization. In this example, the causal model predicate
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rankings clearly identify one suspicious predicate that localizes the fault in the procedure distance() in
Figure 4.1. This is shown in the right-hand column of Table 4.1. In Section 4.2 the factors that create control
flow dependency confounding bias and failure flow confounding bias are identified and causal models which

control for these factors to produce suspiciousness estimates with reduced bias are presented.

4.2 Controlling for Confounding Bias

Within the motivating example in Section 4.1, two different types of confounding bias are evident: control
flow dependency confounding bias and failure flow confounding bias. While controlling for both of these
confounding biases through a causal model to estimate suspiciousness for predicate-level statistical debuggers
is our novel work, each of the biases has been previously explored, separately, in other research.

At the statement-level, Baah et al. have shown that in a subject program control flow dependency
confounding bias is manifested on a given statement stmt through the execution of the statement immediately
preceding stmt in the control flow graph [31, 32]. This statement is the forward control flow predecessor of
stmt. The execution of the forward control flow predecessor causes statement-level suspiciousness estimates to
overrate the influence of dependent statements, such as stmt, on the subject program’s failure. By employing
a causal model to control for the forward control flow predecessor, Baah et al. improved the effectiveness of
suspiciousness estimates for statement-level statistical debuggers [31, 32].

Inspired by Baah et al.’s statement-level work on reducing control flow dependency confounding bias, we
define a method for reducing bias for the predicate-level. Our refocusing of this work poses challenges which
require innovation. Our predicate-level adaptation, the challenges and the resulting innovation are described
in Section 4.2.2.

While control flow dependency confounding bias has not been perviously explored at the predicate-level,
failure flow confounding bias has. Liblit et al. have shown that failure flow confounding bias exists in the
specificity suspiciousness estimate. Recall, the specificity measure estimates the probability of a subject
program () failing given that predicate p is true, Pr(Q fails | p=true), with the ratio: f,/(fp + sp) [10, 11].
This estimate of Pr(@ fails | p=true) is biased because once a fault in a program has been triggered, the
program is much more likely to fail. Liblit et al. showed that under this circumstance subsequent predicates
are more likely to be observed in failing executions and appear more suspicious than they actually are
[10, 11]. Liblit et al.’s observation reflects failure flow confounding bias and it demonstrates that failure flow
confounding bias must be identified at the predicate-level, not the statement-level.

To address failure flow confounding bias, Liblit et al. proposed the Importance measure. Recall from

Section 3.2.4, the Importance measure estimates Pr(Q fails | p=true) with the difference f,/(fp + sp) —
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Joobs/(fpobs + Spobs). The terms fp, ops and s, ops are the number of respective failing and succeeding test
cases for which p is evaluated. Liblit et al.’s estimate of Pr(Q fails | p=true) measures not the chance that
a predicate p implies failure, but how much difference it makes that the predicate p is observed to be true
versus simply reaching the line where the predicate p is evaluated [10]. This correction is a heuristic to factor
out the program flow once the fault is triggered within a subject program. It attempts to control for failure
flow confounding bias. While Liblit et al.’s heuristic can be effective it does not employ a methodology, such
as causal models, that is a proven solution for addressing confounding bias.

In Section 4.2.3, our causal model which reduces control flow dependency confounding bias and failure
flow confounding bias is presented. The evaluation in Section 4.2.5 shows that employing this causal model
to control for both confounding biases results in significantly more effective suspiciousness estimates for
predicate-level statistical debuggers than any of the estimates described in Section 3.2, including Liblit et
al.’s Importance estimate. Furthermore, the approach presented in Section 4.2.3 is more effective than our
alternative approach proposed in Section 4.2.2, which only reduces control flow dependency confounding bias.

However, before any of our models for reducing confounding bias are presented, Section 4.2.1 reviews
background information related to observational studies, confounding bias and causal models which is required

to understand the approach to reducing bias taken in this chapter.

4.2.1 Observational Studies, Causal Models and Confounding Bias

Reducing or eliminating confounding bias within observational studies is a well studied research topic. In
this section, we view predicate-level statistical debugging as an observational study and a novel approach
to reduce confounding bias via causal models is presented. While the section describes all of the details
needed to understand this approach, a more complete discussion of observational studies and causal models
is provided in Section 2.7.

Casting predicate-level statistical debugging as an observational study yields two groups of test case
executions. These two execution groups are: those where predicate p is true (the treatment group) and those
where predicate p is not true (the control group) [94]. For a predicate p, the membership of a test case
in either the treatment or the control group is denoted by the treatment variable T},. For those test cases
where predicate p is true, T, = 1. For those test cases where predicate p is not true, 7, = 0. Independent of
the presence of a given predicate, test case executions can also be classified with an outcome variable Y. A
successful test case execution is denoted by Y'=0 and a failing test case execution is denoted by Y=1.

In the context of an observational study, estimating the average treatment effect of a predicate on a test

case corresponds to estimating the probability of program @ failing given that a specific predicate p is true,
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Pr(Q fails | p=true). The average treatment effect of a predicate, 7,, is estimated by a causal model. The
most basic estimate for the average treatment effect of a predicate is computed using the causal model in
Equation 4.1. The model is linear and is solved with least-squares regression, «,, is an intercept and o, is a
random error term that is uncorrelated with 7}, [95]. The estimate of Pr(Q fails | p=true) computed in this

model is the specificity suspiciousness estimate in Section 3.2.1.

1. For each predicate p in a faulty subject program @), fit a separate linear model M,, according to the

following:

(a) The outcome variable Y is 1 for a test case if it fails and is 0 otherwise.

(b) The treatment indicator T), is 1 for a test case if p is true and is 0 otherwise.

2. Rank the predicates in descending order of, 7j5 . 715 is the least-squares estimate, for each predicate,

of the coefficient of the treatment variable T}, in the causal model M,,.

Y=0a,+7T,+¢ (4.1)

The causal model shown in Equation 4.1 shows the symmetry between the specificity estimate presented
in Section 3.2.1 and the estimate of the average treatment effect of a predicate on subject program test case
outcomes. However, the model in Equation 4.1 ignores any dependencies between the treatment variable
T, and the outcome variable Y. This relationship reflects treatment selection. Ignoring treatment selection
is equivalent to assuming the treatment variable 7, and the outcome variable Y are independent. Current
suspiciousness estimates, such as the specificity measure, make this assumption. As a result, they suffer from
confounding bias.

It is often possible to characterize the process of treatment selection in terms of one or more important
variables. For example, a physician considers the symptoms, vital signs, and medical history of a patient
before selecting a treatment. These variables are covariates of the treatment variable T},. If a set of covariates
accounts well for which units in an observational study receive treatment and which do not, then it is possible
to reduce or eliminate confounding bias when estimating the average treatment effect.

In the context of statistical debugging, if a set X of covariates accounts well for those test cases where a
given predicate p is true (T'=1) and those test cases where p is not true (T'=0), then it is possible to reduce or
eliminate confounding bias in the suspiciousness estimate for a predicate. This is accomplished by controlling
for (or conditioning on) X in a causal model that estimates the average treatment effect of a predicate [94].
In sections 4.2.2 and 4.2.3 causal models which employ this approach to control for different covariates are

presented.
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4.2.2 Control Flow Dependency Confounding Bias

Our predicate-level adaptation of Baah et al.’s statement-level work for controlling for control flow dependency
confounding bias begins with defining and identifying the forward control flow predecessor statement for a

given predicate. This requires a review of control flow graphs and statement dependency.

A program’s control flow graph is a directed graph whose nodes correspond to program statements and
whose edges represent control dependences between statements [37]. Node Y is control dependent on node
X if X has two outgoing edges and the traversal of one edge always leads to the execution of Y while the
traversal of the other edge does not necessarily execute Y. Node X dominates node Y in a control flow
graph if every path from the entry node to Y contains X. Node Y is forward control dependent on node X if
Y is control dependent on X and Y does not dominate X [37]. Forward control dependences are control
dependences that can be realized during execution without necessarily executing the dependent node more
than once. Node X is a forward control flow predecessor of Node Y if Y is forward control dependent on X
and X immediately precedes Y in the control flow graph. The statement corresponding to node X is the
forward control flow predecessor statement of the statement corresponding to node Y that is defined by Baah

et al. [31, 32].

We identify the forward control flow predecessor predicate for a given predicate p using an approach that
is similar to Baah et al.’s approach to identify the forward control flow predecessor statement for a given
statement stmt. Both approaches extract the control-dependence graph of a subject program and identify the
forward control flow predecessor statement for stmt, which corresponds to p, by searching for the control flow

statement in the graph immediately preceding stmt.

However, identifying the forward control flow predecessor predicate for p requires an additional step.
Recall, a statement reflects a line of source code while predicates represent conditions that are true about
variables within a line of source code. Thus, given a forward control flow statement, the forward control flow
predecessor predicate is located by instrumenting the forward control flow predecessor statement with two
branch predicates. The first of the two predicates asserts that the branch is false. The second of the two
predicates asserts that the branch is true. When the branch is reached, exactly one of the two predicates will

be true. The predicate that is true is the forward control flow predecessor predicate.

Ultimately, capturing forward control flow predecessor predicates requires: (1) static and/or elastic
predicates to be instrumented in the subject program, (2) extracting the control flow graph of the subject
program and identifying forward control flow predecessor statements and (3) the instrumentation of branches
within the identified forward control flow predecessor statements. If a forward control flow predecessor

statement cannot be found for stmt then stmt does not have a forward control flow predecessor statement
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and the predicate p does not have a forward control flow predecessor predicate.

The instrumentation for static, elastic and branch predicates is described in Section 3.3.3. The control
flow graph is extracted using the CIL framework, which supports the analysis of ANSI C programs [115].
Only dynamic control flow graphs, as opposed to static control flow graphs, are searched to identify the
forward control flow predecessor statement for a given statement stmt. Using dynamic control-dependence
graphs ensures that only control dependences that are exercised at runtime appear in the extracted graph.

The ability to capture the forward control flow predecessor predicate for a given predicate enables our causal
model which controls for control flow dependency confounding bias to be defined. Given an instrumented
subject program, and the feedback reports from executing a set of test cases with a predicate-level statistical
debugger such as CBI or ESP, the following causal model reduces or eliminates control flow dependency

confounding bias:

1. For each predicate p in a faulty subject program @), fit a separate linear model M,, according to the

following:

(a) The outcome variable Y is 1 for a test case if it fails and is 0 otherwise.
(b) The treatment variable T}, is 1 for a test if p is true and is 0 otherwise.

(c) If p has a forward control flow predecessor predicate, cfp(p), then M, has a single binary covariate
Cp, which is 1 for a test case if ¢fp(p) is true and is 0 otherwise. If p does not have a forward

control flow predecessor predicate then M, has no covariates.

2. Rank the predicates in descending order of, T p» the least-squares estimate, for each predicate, of the

coefficient of T}, in M,,.

The resulting linear model for a predicate p is:

Y =al+ 75T, + B Cp + (4.2)

The coefficient 7 , is the average treatment effect of predicate p on subject test case outcomes. This
estimate is a reduced bias version of the specificity measure that is employed in the suspiciousness estimates
presented in Section 3.2.

The role of covariate C), is to control for confounding bias of the suspiciousness estimate for predicate p,
due to the truth of other subject program predicates. Intuitively, conditioning on C), reduces confounding
bias because cfp(p) is the most immediate cause of p being evaluated (true or false) or p not being evaluated

(true or false) in a particular test case.
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Pearls Back-Door Criterion for causal graphs, which is extensively covered in Section 2.7, provides a
formal justification for the causal model in Equation 4.2. For any subject program where failure is determined
with a single output statement and control dependences carry all the causal influences of failure, any back
door paths from a predicate to the output statement must begin with the forward control flow predecessor
predicate, cfp(p). Thus, ¢fp(p) is a suitable covariate of T}, because it satisfies Pearl’s Back-Door Criterion.
It blocks all back-door paths in the dynamic control flow graph from the predicate corresponding to the
treatment variable T, to output statement corresponding to the outcome variable Y. As a result the control

flow dependency confounding bias in Tjs p» the model’s estimate of the average treatment effect, is reduced.

4.2.3 Failure Flow Confounding Bias

Recall from 3.2.4, Liblit et al.’s Importance measure of predicate suspiciousness is very similar to the F}
measure. Both measures balance an estimate of the probability of a subject program @ failing given that
predicate p is true, Pr(Q fails | p=true), with the sensitivity measure. The difference between Liblit et al.’s
Importance measure and the F; measure lies in the estimate of Pr(Q fails | p=true). Liblit et al.’s Importance
measure estimates Pr(Q fails | p=true) with the difference f,,/(fp + $p) — fp obs/(fpobs + Spobs), While the Fy
measure employs the specificity measure.

The difference, f,/(fp + Sp) — fpobs/(fpobs + Spobs), in the estimate of Pr(Q fails | p=true) in Liblit et
al.’s Importance measure is used as a heuristic to reduce failure flow confounding bias. The term measures
not the chance that a predicate p implies failure, but how much difference it makes that the predicate
p is observed to be true versus simply reaching the line where the predicate p is evaluated [10]. While
this difference can be an effective means of reducing failure flow confounding bias, it is a heuristic, not a
proven solution. Formally reducing or eliminating failure flow confounding bias requires a causal model.
Furthermore, the set of covariates within the model must satisfy the Back-Door Criterion. The difference,
fo! (fp 4 8p) — fpobs/(fpobs + Spobs), in Liblit et al.’s Importance measure does not meet these requirements.
In this subsection, our causal model, which controls for predicate evaluation (true or false), satisfies Pearl’s
Back-Door Criterion and reduces failure flow confounding bias, is presented.

Given the outcomes and predicate coverage vectors from executing a set of test cases with a predicate-level
statistical debugger such as CBI or ESP the following approach reduces or eliminates both control flow

dependency and failure flow confounding biases:

1. For each predicate p in a faulty subject program @, fit a separate linear model M, according to the

following:

(a) The outcome variable Y is 1 for a test case if it fails and is 0 otherwise.
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(b) The treatment variable T, is 1 for a test if p is true and is 0 otherwise.

(c) If p has a forward control flow predecessor predicate, cfp(p), then M, has a single binary covariate
Cp, which is 1 for a test case if ¢fp(p) is true and is 0 otherwise. If p does not have a forward

control flow predecessor predicate then M, has no covariates.
(d) The covariate D,, is 1 for a test case if p is evaluated (true or false) and is 0 if p otherwise.

c

2. Rank predicates in descending order of 7, o , the least-squares estimate, for each predicate, of the

5P

coefficient of T}, in M,,.

The resulting linear model for a predicate p is:

Y =a,+ T;’f T, + ,B;’f Cp + wf,’f D, +¢p (4.3)

Here, the coefficient Tl(;’i

is the least-squares estimate of the average treatment effect of a predicate p
on the subject program test case outcomes. The notable difference between Equation 4.3 and the causal
model shown in Equation 4.2 is the inclusion of the covariate D), which reflects whether or not predicate p is
evaluated. Intuitively, D, further reduces confounding bias because it enables the model to determine how
much difference it makes that the predicate p is observed to be true versus simply reaching the line where the
predicate p is evaluated.

Once again, inclusion of the covariate C, blocks all back-door paths from the predicate corresponding to
the treatment variable T}, to the output statement corresponding to the outcome variable Y. This enables
the additional source of bias controlled for by D,, to be reduced without introducing other sources of bias

into Tl(;’];. This is significant. Without the inclusion of covariate C, in the model to block all back-door paths,

D,, would not be a suitable covariate.

4.2.4 Improving Existing Suspiciousness Estimates

The reduced bias estimates derived in sections 4.2.2 and 4.2.3 can be integrated into the suspiciousness
estimates in Section 3.2 to improve their effectiveness. Recall that the measures Tarantula and specificity
are estimates of Pr(Q fails | p=true). Similarly, the reduced bias estimates 7 , and Tlijf; are estimates of
Pr(Q fails | p=true). Thus, integrating either of the reduced bias estimates into the Tarantule measure or
the specificity measure is a straightforward substitution.

However, it is slightly more difficult to integrate 75 , and Tlcs’f; into the Ochiai measure, the F; measure
and the Importance measure. Recall, these metrics balance an estimate of Pr(Q fails | p=true) with the

e, f

sensitivity measure. As a result, both Tjsp and Tjsp Must be converted into a probability value before
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either can replace the biased estimate of Pr(Q fails | p=true) in the Ochiai measure, the F| measure or
the Importance measure. Keeping with mathematical modeling theory the inverse logit function shown in
Equation 4.4 is used to convert 75 , and Tl(;é) into a probability value [116]. The function constrains the value
of the reduced bias estimates to the range 0 - 1 ([0,1]) and ensures the combination with the sensitivity

measure is meaningful.

invlogit(z) = exp(x)/(1 + exp(x)) (4.4)

Once a reduced bias estimate is converted with Equation 4.4 it can be substituted into the Ochiai measure,
the Fy measure or the Importance measure in place of the biased estimate of Pr(Q fails | p=true). Performing
this substitution in the F; measure and the Importance measure renders the two suspiciousness estimates
indistinguishable because they only differ in their estimate of Pr(Q fails | p=true). Next, in Section 4.2.5 the
effectiveness of each of these reduced bias suspiciousness estimates will be evaluated in CBI and ESP for a

large set of subject programs.

4.2.5 Evaluation

In this section an effectiveness evaluation of our reduced confounding bias predicate-level suspiciousness
estimates 75  and Tlcs’f; is presented. In the evaluation 7 , and Tlcs’,]; are integrated into the Tarantula, F1,
and Ochiai suspiciousness estimates and used in the predicate-level statistical debuggers CBI and ESP to
localize faults in 28 different subject programs with 328 different, faulty versions.

The 28 subject programs and 328 faulty versions are the same programs used to evaluate the efficiency and
effectiveness of the elastic predicates presented in Chapter 3. The subjects, shown in Table 3.4, reflect both
established fault localization benchmarks and widely used simulations employing floating-point computations
and continuous stochastic distributions. In Table 3.4 the first column gives the program name, the second
column provides the ratio of the number of versions used to the number of versions available, the third column
gives the number of lines of code for the subject, the fourth column gives the number of test cases and the last
column provides a description. For 25 of the faulty versions there were either no syntactic differences between
the correct version and the faulty version of the program, or none of the test cases failed when executed on
the faulty version of the program. As a result these 25 versions were omitted from the evaluation.

When CBI is employed in the evaluation the subject programs are instrumented with static single
variable, static scalar pairs and branches predicates. When ESP is employed subject programs are also
instrumented with the FAST ESP elastic single variable and scalar predicates. For CBI and ESP the predicate

instrumentation and profiling is implemented using the CIL library. The causal models which yield the
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suspiciousness estimates 7;; , and Tfs’f; for each predicate are implemented using R, which is a statistical
computation system with its own language and runtime environment [117].

To study the effectiveness of each suspiciousness estimate, an established cost metric is employed
[7, 8, 22, 23, 28, 31, 32]. Given the ranked set of predicates, the metric Cost measures the percentage of
predicates a developer must examine before encountering the faulty statement. If there are ties, it is assumed
that the developer must examine all the tied predicates. For example, if there are n predicates instrumented
in a program and all n predicates have the same suspiciousness estimate, it is assumed that the developer
must examine all n predicates before discovering the fault. Under this circumstance the Cost of localizing the
fault is 100%. A lower score is preferable because it means that fewer of the predicates must be considered
before the fault is found.

Given a debugger instrumenting subject programs with the same set of predicates, the effectiveness of
two suspiciousness estimates A and B is compared by choosing one estimate (B) as the reference metric
and subtracting the Cost value for the other estimate (A) from the Cost of the reference metric (B). If A
performs better than B, then the improvement is positive and if B performs better than A, the improvement
is negative. For example, for a given program, if the Cost of A is 30% and the Cost of B is 40%, then the
absolute improvement of A over B is 10% because developers would examine, in absolute terms 10% fewer
predicates using A instead of B.

For each faulty version of each subject program, the absolute improvement (or lack thereof) of the reduced
bias suspiciousness estimate within CBI and ESP is represented with a bi-colored bar. The height of the
colored portion of the bar closest to the x-axis reflects the improvement of the estimate for the matching
debugger. The total height of both portions reflects the improvement of the metric for the debugger matching
the portion of the bar furthest from the x-axis. CBI is shown in red and ESP is shown in white. The

effectiveness of CBI relative to ESP is discussed later in this section.

Tarantula Suspiciousness Estimate

Here, the effectiveness of the two reduced biased suspiciousness estimates Tjsp and Tlcs’f; is compared to the
standard Tarantula suspiciousness estimate. First, the effectiveness of the suspiciousness estimate Tsp Which
controls for control-flow dependency confounding bias is evaluated. In Figure 4.2 the Cost of employing Tisp
is subtracted from the Cost of employing the standard Tarantula suspiciousness estimate, which serves as the
reference metric.

Figure 4.2 shows that both ESP and CBI are more effective at localizing faults in 149 of the 328 faulty
versions using the suspicious estimate 7/ , instead of the standard predicate-level Tarantula estimate. In 177

of the 328 faulty versions there is no difference in the effectiveness of ESP and CBI when employing 7 , or
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Figure 4.2: Improvements in effectiveness achieved in ESP (red) and CBI (white) by using 77 , as the
suspiciousness estimate instead of the standard Tarantula estimate.

the standard predicate-level Tarantula measure. However, in 2 of the 328 versions, CBI and ESP are less
effective at localizing faults when employing the suspiciousness estimate 7/ , as opposed to the standard
Tarantula estimate. The ineffectiveness of 7 , for these 2 faulty versions is discussed in Section 4.2.5.

In Figure 4.3, the effectiveness of the suspiciousness estimate Tlcs’f; which controls for both control-flow
dependency and failure flow confounding bias is evaluated. However, in this portion of the evaluation the
standard Tarantula estimate no longer serves as the reference metric, instead the reference metric is 75 ..
Thus the data in Figure 4.3 reflects subtracting the Cost of employing Tfs’f; from the Cost of employing 7/ .

Figure 4.3 shows that both ESP and CBI are more effective at localizing faults in 106 of the 328 faulty
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Figure 4.3: Improvements in effectiveness achieved in ESP (red) and CBI (white) by using TlCS’L

suspiciousness estimate instead of 7/, "

as the

!

versions using the suspicious estimate Tlcs’ »
,

compared to the estimate 7 . In 222 of the 328 faulty versions

there is no difference in the effectiveness of ESP and CBI when employing 7 , or Tlc’f . Furthermore, ESP

S,p
e, f

and CBI are never less effective at localizing faults when employing the suspiciousness estimate 7 » compared

to the estimate TfS’p.
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F1 Suspiciousness Estimate

Next, the two versions of the F suspiciousness estimate which employ 7 » and TlCS’J;,

respectively, are evaluated.
First, the effectiveness of the standard F} suspiciousness estimate is compared to the Fj suspiciousness
estimate which uses 7 , to estimate Pr(Q fails | p=true). In Figure 4.4 the Cost of employing the F}
suspiciousness estimate integrated with 75 , is subtracted from the Cost of employing the standard [}
suspiciousness estimate, which serves as the reference metric.

Figure 4.4 shows that both ESP and CBI are more effective at localizing faults in 134 of the 328 faulty
versions using the Fy suspicious estimate integrated with 7;; , compared to the standard F suspiciousness
estimate. In 186 of the 328 faulty versions there is no difference in the effectiveness of ESP and CBI.
However, in 8 of the 328 versions, CBI and ESP are less effective at localizing faults when employing the F}
suspiciousness estimate integrated with 7 , as opposed to standard Fy estimate. The ineffectiveness of the
the F suspiciousness estimate integrated with 7 , for these 8 faulty versions is discussed later in this section.

In Figure 4.5, the effectiveness of the F) suspicious estimate integrated with Tlcs’f; which controls for both
control-flow dependency and failure flow confounding bias is evaluated. In this portion of the evaluation the
standard F) suspiciousness estimate no longer serves as the reference metric, instead the reference metric is
the F3 suspicious estimate integrated with 7 . Thus the data in Figure 4.5 reflects subtracting the Cost

c,f

of integrating Tsp t0 the F suspicious estimate from the Cost of integrating 7/ , into the Fy suspicious

estimate.

Figure 4.5 shows that both ESP and CBI are more effective at localizing faults in 98 of the 328 faulty

!

. . . c,
versions when integrating 7,

into the Fy estimate as opposed to 7; . In 230 of the 328 faulty versions
f

» into the F; estimate.

there is no difference in the effectiveness of ESP and CBI when integrating 7 , or T

f

» 18 integrated into the F}

Furthermore, ESP and CBI are never less effective at localizing faults when 7,7

estimate instead of 77 -

Ochiat Suspiciousness Estimate

The two versions of the Ochiai suspiciousness estimate which employ 77 p and T;;’é),

respectively, are evaluated
next. First, the effectiveness of the standard Ochiai suspiciousness estimate is compared to the Ochiai
suspiciousness estimate which uses 77 , to estimate Pr(Q fails | p=true). In Figure 4.4 the Cost of employing
the Ochiai suspiciousness estimate integrated with Tjs p 18 subtracted from the Cost of employing the standard
Ochiai suspiciousness estimate, which serves as the reference metric.

Figure 4.6 shows that both ESP and CBI are more effective at localizing faults in 80 of the 328 faulty versions

using the Ochiai suspicious estimate integrated with 7;; , compared to the standard Ochiai suspiciousness
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Figure 4.4: Improvements in effectiveness achieved in ESP (red) and CBI (white) by integrating Tjsp into the
F1 suspiciousness estimate.

estimate. In 245 of the 328 faulty versions there is no difference in the effectiveness of ESP and CBI . However,
in 3 of the 328 versions, CBI and ESP are less effective at localizing faults when employing the Ochiai
suspiciousness estimate integrated with 7 , as opposed to standard Ochiai estimate.

In Figure 4.7, the effectiveness of the Ochiai suspicious estimate integrated with Tl‘;’f; which controls for
both control-flow dependency and failure flow confounding bias is evaluated. However, in this portion of the
evaluation the standard Ochiai suspiciousness estimate no longer serves as the reference metric, instead the

reference metric is the Ochiai suspicious estimate integrated with 7 . Thus the data in Figure 4.5 reflects

subtracting the Cost of integrating Tlcs’f; into the Ochiai suspicious estimate from the Cost of integrating 7/ ,
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Figure 4.5: Improvements in effectiveness achieved in ESP (red) and CBI (white) by integrating TICS’J; into the
F suspiciousness estimate instead of Tis.p-

into the Ochiai suspicious estimate.

Figure 4.7 shows that both ESP and CBI are more effective at localizing faults in 59 of the 328 faulty

c,f

versions when integrating e p O the Ochiai estimate as opposed to 7/ . In 269 of the 328 faulty versions

there is no difference in the effectiveness of ESP and CBI when integrating 7 , or Tl‘;’é into the Ochiat

e, f

estimate. Furthermore, ESP and CBI are never less effective at localizing faults when 7, is integrated into

the Ochiai estimate instead of Tf,s’p.
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Figure 4.6: Improvements in effectiveness achieved in ESP (red) and CBI (white) by integrating Tjsp into the
Ochiai suspiciousness estimate.

Importance Suspiciousness Estimate

In the final portion of the evaluation two different approaches to controlling for failure flow bias are compared:

c,f

the F suspicious estimate integrated with Tisp and Liblit et al.’s Importance estimate. Recall the Fj

J; formally controls for control flow and failure flow confounding bias via

)

suspicious estimate integrated with 7,
our causal model while the Importance estimate employs the difference, f,,/(fp + Sp) — fpobs/(fpobs + Spobs),
as a heuristic to factor out failure flow confounding bias. Here, the Importance estimate serves as the reference

metric and Figure 4.8 reflects subtracting the Cost of employing the Fj suspicious estimate integrated with
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Figure 4.7: Improvements in effectiveness achieved in ESP (red) and CBI (white) by integrating Tl?; into the
Ochiai suspiciousness estimate instead of Tis.p-

C,

. ”; estimate from the Cost of employing Liblit et al.’s Importance estimate. Recall from Section 4.2.4 that
the F} suspicious estimate is used here instead of the Tarantula estimate or the Ochiai estimate because of

its similarity to the Importance estimate.

Figure 4.8 shows that both ESP and CBI are more effective at localizing faults in 196 of the 328 faulty
versions when controlling for control flow and failure flow confounding bias via our causal model (TZCS’J;) instead
of employing the difference heuristic in the Importance estimate (fp/(fp + Sp) — fpobs/(fpobs + Spobs))- In 91

of the 328 faulty versions there is no difference in the effectiveness of ESP and CBI when either estimate



4.2 | Controlling for Confounding Bias 71

Qo _
©
o _l
<

<

s

=

5

£ g -

CDN

>

<

(=%

£E

Q ©

2

=

[e]

(7]

Ke)

<
o
Q -
)
o
g

I T T T T T T T T T T T 1
0 20 40 60 80 100 120 140 160 180 200 220 240

Faulty Version

Figure 4.8: Improvements in effectiveness achieved in ESP (red) and CBI (white) by integrating Tli,’f; into the
Importance suspiciousness estimate instead of the difference heuristic: f,,/(fp + sp) — fp obs/(fpobs T Spobs)-

is used. However, ESP and CBI are less effective in 41 of the 328 faulty versions at localizing faults when
controlling for control flow and failure flow confounding bias via our causal model as opposed to employing
Liblit et al.’s Importance estimate. The ineffectiveness of our causal model for these 41 faulty versions is

discussed later in this section.

Validity

Internal, external, and construct validity threats affect the evaluation. Internal validity threats arise when
factors affect the dependent variables without evaluators’ knowledge. It is possible that some implementation
flaws in the causal models presented in Section 4.2 could have affected the evaluation results. However, the
results for the evaluated benchmarks are similar in magnitude to improvements offered by Baah et al.’s
statement-level work [31, 32]. Threats to external validity occur when the results of the evaluation cannot
be generalized. Although the evaluation is performed on 28 different subject programs with 328 faulty
versions and two different predicate-level statistical debuggers (CBI and ESP), the effectiveness observed in

the evaluation cannot be generalized to other faults in other programs for other predicate-level statistical
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debuggers. Threats to construct validity concern the appropriateness of the metrics used in our evaluation.
More studies into how useful developers find predicate-ranking metrics need to be performed. However, the

more accurate fault-localization methods are, the more meaningful such studies will become.

Discussion

In each portion of the evaluation, ESP and CBI are most effective when employing a suspiciousness estimate
featuring Tlcs”;. These results show that failure and control flow confounding bias exist in the established

suspiciousness estimates presented in Section 3.2 and our causal model presented in Section 4.2.3 yields a

f

p) that reduces or eliminates these biases.

suspicious estimate (7,7

Although the suspiciousness estimates Tisp and Tlcs’f; performed well in each portion of the evaluation, they
were not as effective as their standard measure counterparts for a small number of faulty subject program
versions. The faults in these versions violate the coverage trigger assumption, which assumes that the coverage
of a statement corresponding to predicate p will necessarily trigger a failure, if the statement is faulty [31, 32].
However, covering a faulty statement corresponding to predicate p may not be sufficient to trigger a failure
because either the statement does not cause an invalid internal state or an invalid internal state does not
propagate to the program’s output. Often these faults correspond to missing statements where the predicates

corresponding to statements adjacent to the missing code qualify as the fault.

The effectiveness of 7 , and rof

lop relative to CBI and ESP is also important to discuss. For the

preponderance of the program versions CBI offers more improvement than ESP. However, for most of the
program versions ESP incurs less overall Cost for developers. This paradox can be explained. Recall from
Chapter 3 that ESP has been shown to be more effective than CBI when standard suspiciousness metrics are
employed [26]. While s p and Tlcs’f; improve the effectiveness of each predicate-level debugger, ESP appears
to improve less by absolute measure because of its superior effectiveness. Similarly, for most of the versions
where negative improvement is observed, the effectiveness of ESP degrades less than CBI.

c,f

Although the suspiciousness estimate 7, » performed well in each portion of the evaluation there are still

faulty versions where its effectiveness can be improved. For example, the Tfs’];

integrated version of the F
estimate is shown to be less effective than Liblit et al.’s Importance estimate in 41 different faulty versions of
the subject programs. While several of these versions violate the coverage trigger assumption, all of them do
not, suggesting that limitations in our causal model exist.

One limitation of the model is that it does not fully account for the composition of the test suite used to
compute the suspiciousness estimate Tlcs’f; for a given predicate p. Test suite composition can be problematic

for p, when the set of tests where p is true and the set of tests where p is not true differ substantially with

respect to control flow dependency and statement coverage. Under these circumstances, the suspiciousness
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estimate for p yielded from our causal model (TZCS’J;) is unreliable. In the next section a strategy to address

the composition of test suites for a given predicate is presented.

4.3 Matching

Recall, our causal model presented in Section 4.2.3 reduces confounding bias in the suspiciousness estimate for
a predicate p by considering two groups of test cases: those test cases where p is true (the treatment group)
and those test cases where p is not true (the control group). In order to produce reliable suspiciousness
estimates in the model, the test cases where p is true should have the same pattern of control flow dependencies
and predicate evaluations as the test cases where p is not true. When this condition is met, the groups are
balanced. When it is not met, there is a lack-of-balance and suspiciousness estimates from the causal model
using these test cases become unreliable [94, 95].

In practice, the set of subject program test cases used in predicate-level statistical debugging is given
and the test cases in the treatment and control group cannot be assumed to be balanced. Furthermore,
generating a random test suite with respect to a set of predicates is a non-trivial task that is made even more
computationally expensive when elastic predicates are employed [32].

In this section, instead of generating such a test suite, test cases within the existing test suite for a
subject program are excluded to create a set of test cases that mitigates lack-of-balance issues for each
predicate. To achieve relative balance between the treatment and control groups and thus create a more
reliable suspiciousness estimate, a statistical technique called matching is employed. For each predicate p, the
test cases in the two groups are reorganized so that they are similar with respect to control flow dependencies
and predicate evaluations for p. Each test case tc where p is true is matched with the test case that is most
similar to tc where p is not true.

After the test cases are matched, the suspiciousness estimate for p is computed using the causal model
shown in Equation 4.1, which does not include any covariate terms. This model is used instead of the model
which includes covariates in Equation 4.3 because the matching process controls for the confounding bias,

making the inclusion of additional covariates unnecessary [94, 95].

4.3.1 Motivating Example

An example helps elucidate how the lack-of-balance in a subject program test suite can create unreliable
predicate suspiciousness estimates. The source code shown in Figure 4.9 is taken from an implementation of

the Traffic Collision Avoidance System (TCAS) available at the Software-artifact Infrastructure Repository
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124 |if (enabled && ((tcas_equipped && intent not known))) // BUG: || !tcas_equipped))
125 | {

126 need upward RA = Non_Crossing Biased Climb() && Own_Below_ Threat();

127 need downward RA = Non_Crossing Biased Descend() && Own_Above Threat();
128 if (need_upward RA && need downward RA)

129 alt sep = UNRESOLVED;

130 else if (need upward RA)

131 alt sep = UPWARD RA;

132 else if (need downward RA)

133 alt_sep = DOWNWARD RA;

134 else

135 alt sep = UNRESOLVED;

136 |}

Figure 4.9: An excerpt from a faulty implementation of tcas.

Table 4.3: Execution data for predicate (need_upward RA > 0)126 in Figure 4.9.

# of Tests | Predicate | Forward Control Flow Predecessor | Predicate Evaluated | Failure
294 1 1 1 1
721 1 1 1 0
40 0 1 1 0
516 0 0 0 0
(SIR) [118]. TCAS monitors an aircraft’s airspace and warns pilots of possible collisions with other aircraft

[119]. Statement 124 contains a fault, which causes some subject program test cases to fail.

Table 4.3 summarizes execution data gathered for the static predicate (need_upward RA > 0);96, in
Figure 4.9. An entry of "1’ in Table 4.3 denotes that the characteristic was observed in the specified number
of execution traces and an entry of ’0’ denotes the characteristic was not observed in the specified number of
execution traces. Combinations of characteristics not listed in Table 4.3 do not occur for the TCAS test suite.

The test cases shown in Table 4.3 for the predicate (need_upward RA > 0)196 are not balanced. In all of the
tests where (need_upward RA > 0);96 is true (treatment group), the forward control flow predecessor predicate,
cfp(need_upward RA > 0)126, for the predicate is also true and (need_upward RA > 0)196 is evaluated.

However, in only 40 of the tests where predicate (need_upward RA > 0)196 is not true (control group), is
the control flow predecessor for p, ¢fp(need_upward RA > 0)196, true. The remaining 516 tests branch away
before reaching cfp(need_upward RA > 0)196 or Statement 126. These differences represent a lack-of-balance
in the test cases for (need_upward RA > 0)126.

It is important to note that in Table 4.3 two types of control group test cases are shown: (1) test cases
where the c¢fp(p) is true and p is evaluated and (2) test cases where the ¢fp(p) is not true and p is not
evaluated. However, for some programs a third type of test case is possible in the control group: one where the

¢fp(p) is true but p is not evaluated. Test cases with these characteristics correspond to program executions
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that fail (crash) after the ¢fp(p) is evaluated and found to be true, but before p is reached and evaluated.

These test cases are discussed further in Section 4.3.3.

While three types of test cases are possible in the control group, only test cases where the ¢fp(p) is true
and p is evaluated can be included in the treatment group. This restriction exists because the treatment
group requires that p is true which implies p is evaluated and the ¢fp(p) is true. In the next section the
undesirable results of estimating the suspiciousness of a predicate with unbalanced test cases is explored and

exact matching is introduced to provide balance.

4.3.2 Exact Matching

In exact matching, each treatment group unit is matched with one or more control group units that have
exactly the same covariate values [941]. In the context of predicate-level statistical debugging, exact matching
excludes tests where predicate p is not true and the predicate p is not evaluated when the suspiciousness of p
is estimated. The only tests from the control group that are used for estimation are those where ¢fp(p) is
true and predicate p is evaluated. This exclusion ensures that the resulting control and treatment groups are
balanced with respect to: (1) control flow dependencies for a predicate p and (2) the evaluation of a predicate

p. This property holds because each of these covariates will be true in all the test cases in both groups.

An example helps elucidate the purpose of ezact matching. Consider the predicate (need_upward RA > 0)126.
Exact matching excludes 516 test cases from the test suite that is used to fit the causal model for this predicate.
These tests are reflected in the bottom row of Table 4.3. If matching is not employed when estimating the sus-
piciousness of (need_upward RA > 0);26, then the predicate suspiciousness estimate for the predicate is 0.29.
However, if the 516 unmatched test cases are excluded, the predicate suspiciousness estimate becomes 0.24.
Furthermore, the suspiciousness of the predicate (enabled && ((tcas_equipped && intent_not_known) ||
tcas_equipped)) = true) in Statement 124 is 0.27 whether or not matching is employed. Thus without
exact matching the predicate (enabled && ((tcas_equipped && intent._not known) || tcas_equipped))
= true) in Statement 124 will appear less suspicious than the predicate (need upward RA > 0)196. This is
incorrect. The fault in Figure 4.9 lies in Statement 124. By excluding the unmatched test cases we are able
to more accurately estimate the suspiciousness of the predicates in Figure 4.9 and more effectively identify

the fault in this implementation of TCAS.

Unfortunately, the stringent requirements of exact matching can result in a complete lack of overlap
between test cases in the treatment and control group. When this occurs there is no basis to estimate

suspiciousness of a predicate. Within the context of predicate-level statistical debugging a complete lack of
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overlap occurs for a given predicate p when there are no test cases where the ¢fp(p) of p is true, p is evaluated
and p is not true.

We estimate the suspiciousness of a predicate p with a complete lack of overlap by imputing to p the
suspiciousness of the control flow ancestor of p that does not have a complete lack of overlap problem. This
approach is called suspiciousness imputation and is shown in Algorithm 1. The algorithm takes as input a
predicate p and returns the imputed suspiciousness. To impute suspiciousness, the algorithm first retrieves
the matched test cases for p at Line 1. At Line 2, the algorithm checks whether the set of test cases is
empty, signifying a complete lack of overlap. If so, the algorithm is called recursively with the control flow
predecessor predicate, c¢fp(p), as the argument. The algorithm terminates when an ancestor of p is found

that does not have a complete lack of overlap problem.

Algorithm 1 Suspiciousness imputation for predicates with a complete lack of overlap problem.

IMPUTESUSP(p)

matchedTestCases < GETMATCHEDTESTCASES(p)
if (matchedTestCases = ()
then

ancestor < GETCFP(p)

suspiciousness < IMPUTESUSP(ancestor)
// Fit Equation 4.1 with matched test cases.
SUSPICIOUSTIESS < Tis p
return suspiciousness

CO O UL W N+

In the next subsection a more advanced matching technique is presented. The technique, Mahalanobis
Distance (MD) matching, has less stringent requirements than exact matching and its application results in

fewer predicates with a complete lack of overlap problem.

4.3.3 Mahalanobis Distance Matching

To obtain more flexibility in matching treatment group and control group units, more advanced matching
techniques, such as Mahalanobis Distance (MD) matching exist [120]. The M D metric, das(a,b), measures
the similarity between two vectors. Equation 4.5 shows the computation of dps(a,b) between two vectors a

and b where T is the vector transpose and S~! is the inverse of the covariance matrix for a and b.

dar(a.b) = \/(a,b)TS—1(a — b) (4.5)

In the context of predicate-level statistical debugging, a reflects one covariate vector from a test case

where predicate p is true (treatment group) and b reflects one covariate vector from a test case where predicate
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b a
cfo(p) p obs cfp(p) p obs

1 0 F— 1 1

Figure 4.10: The pairing of test cases in MD matching between control and treatment groups which reduces
complete lack of overlap.

p is not true (control group). The matrix S is the sample covariance matrix for all of the test cases. In MD
matching, a treatment unit a is matched with a control unit b if and only if dys(a,b) is minimal.

Recall, some instrumented predicates do not have a control flow predecessor predicate. For these predicates
the length of covariate vectors a and b is one, and the results of employing MD matching and exact matching
are identical. However, for predicates with a control flow predecessor predicate, the length of a and b is two
and employing MD matching can avoid a complete lack of overlap problem. Specifically, employing MD
matching avoids a complete lack of overlap problem for a predicate p with control group test cases where the
control flow predecessor predicate (cfp(p)) is true but the predicate p is not evaluated.

Recall, these test cases correspond to program executions that fail (crash) after the cfp(p) is found to
be true but before p can be evaluated. In MD matching these test cases are matched with test cases in
the treatment group where the ¢fp(p) is true and p is evaluated. This is shown in Figure 4.10. Intuitively,
matching these treatment and control group test cases together makes sense. These control group test cases
are failing executions where p would have been evaluated if the program had failed gracefully. Furthermore,
because the program failed and p was not evaluated (or true), the inclusion of these control group test cases
correctly reduces the suspiciousness estimate for p.

Algorithm 2 shows a straight forward implementation of MD matching to balance control and treatment
group test cases. Within Algorithm 2, Tr is the set containing the test cases and execution profiles for those
test cases where predicate p is true, Con is the set containing the test cases and execution profiles for those
test cases where predicate p is not true. The algorithm returns the balanced set of test cases, Tests, which is
used to fit the causal model specified in Equation 4.1 and compute the suspiciousness estimate for a given
predicate.

If the distance between any test case in the control group and any test case in the treatment group is

finite then a nonempty set of tests is returned via Tests. However, if the djs(a,b) between every test case
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in the control group and every test case in the treatment group is infinite, then a complete lack of overlap
problem for the predicate cannot be avoided and Algorithm 1 must be employed to impute the suspiciousness
of the predicate from a control flow ancestor.

In the next section the decreases in efficiency and improvements in effectiveness that result from employing
exact matching and MD matching to identify test cases to estimate the suspiciousness of a predicate p are

explored.

Algorithm 2 MD matching to identify test cases to estimate the suspiciousness of a predicate.

GETMATCHEDTESTCASES(T'r, Con)

1 Tests <+ ()
2 index < 0
3 for (each Tr; € Tr)
4 do
5 min <— oo
6 for (each Con; € Con)
7 do
8 distance < dpyr(Tr;, Cony)
9 if (distance < min)
10 then
11 min < distance
12 index < j
13 if (min # o)
14 then
15 add Con;pges to Tests
16 remove Con;ndes from Con
17 if (Tests #0)
18 then
19 add T'r to Tests

20 return Tests

4.4 FEvaluation

This section evaluates the effectiveness and efficiency of employing exact matching and MD matching to
identify test cases to estimate the suspiciousness of instrumented predicates in ESP and CBI. The subject
programs included in the evaluation are the same 28 subject programs and 328 faulty versions used to
evaluate the effectiveness of the causal models presented in Section 4.2.5 and the elastic predicates presented
in Chapter 3. They are described in Section 3.4.1 and shown in Table 3.4.

CBI instruments each faulty version of the subject programs with static single variable, static scalar pairs
and branches predicates, while ESP also instruments the subject program with FAST ESP elastic single

variable and elastic scalar pairs predicates. For CBI and ESP the predicate instrumentation and profiling is
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implemented using the CIL library [115]. The exzact matching and MD matching algorithms to identify the
matched set of test cases for each instrumented predicate are implemented in R [117, ]. The causal model
in Equation 4.1 yields the suspiciousness estimate for each predicate and is also implemented in R [117].

Recall, that given our covariates there is only one difference between MD matching and exact matching.
This difference lies in the restrictions on test cases in the control group that can be matched with test cases
in the treatment group. MD Matching matches all control group test cases where the control flow predecessor
predicate is true. However, exact matching only matches control group test cases where both the control flow
predecessor predicate is true and the predicate is evaluated.

This enables us to implement MD matching as a less restrictive form of exact matching where the dys(a,b)
metric, which entails matrix inversion, does not need to be computed. Avoiding the use of the d/(a, b) metric
enables this implementation of MD matching to remain efficient compared to exact matching. The efficiency

of the two matching approaches is discussed further in Section 4.4.

Effectiveness

To measure the effectiveness of the test case matching techniques included in the evaluation, the cost-
measuring function Cost from Section 3.4 is employed. Recall, Cost measures the percentage of predicates a
developer must examine before the fault is found, assuming the predicates are sorted in descending order
of suspiciousness. To compare two statistical debuggers A vs. B in terms of effectiveness, the Cost value
for A is subtracted from the Cost value for B. The positive difference of A from B reflects the percentage
of fewer predicates a developer must examine when employing debugger A as opposed to debugger B. The
negative difference reflects the percentage of additional predicates a developer must examine when employing
debugger A instead of debugger B.

Tables 4.4 and 4.5 compare the Cost of employing ezact matching, MD matching, and not matching test
cases to estimate the suspiciousness of instrumented predicates in CBI and ESP for the subject programs.
The versions of CBI and ESP employing ezact matching are labeled EM, the versions employing MD matching
are labeled MDM and the versions not employing matching are labeled NM. Recall, the NM versions of CBI
and ESP estimate the suspiciousness of predicates using the causal model with covariates in Equation 4.3
while EM and MDM use the causal model without covariates in Equation 4.1.

The first column of each table shows the two techniques being compared. The second column (Positive
%) shows the percentage of faulty versions where difference in Cost is positive, the third column (Neutral %)
shows the percentage of faulty versions where there is no difference in Cost and the fourth column (Negative
%) shows the percentage of faulty versions where the difference in Cost is negative. Table 4.4 and Table 4.5

also show the minimum (Min), mean (Mean) and maximum (Max) improvement or degradation for the
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Table 4.4: Comparison of matching techniques within CBI.

Comparing Positive % Neutral % Negative %

Min [ Mean | Max Min | Mean | Max
MDM vs NM 30.49 67.08 2.44

0.03 ‘ 5.61 ‘ 15.90 0.03 ‘ 2.64 ‘ 9.08
EM vs NM 23.78 73.18 3.05

0.03 ‘ 4.65 ‘10.21 0.03 ‘ 3.06 ‘10.32
MDM vs EM 6.71 92.68 0.61

0.02 | 1.84 [ 5.69 0.02 | 0.8 | 1.24

Table 4.5: Comparison of matching techniques within ESP.

Comparing Positive % Neutral % Negative %

Min | Mean | Max Min | Mean | Max
MDM vs NM 31.71 66.49 1.83

0.02 ‘ 4.27 ‘ 12.25 0.03 ‘ 1.76 ‘ 6.12
EM vs NM 22.86 74.70 2.44

0.02 ‘ 3.26 ‘ 8.19 0.02 ‘ 2.14 ‘ 6.84
MDM vs EM 8.85 90.54 0.61

0.01 ‘ 1.14 ‘ 5.05 0.01 ‘ 0.21 ‘ 0.72

Positive % Column and Negative % Column. For example in Table 4.4 comparing MDM vs NM, for the
30.49% of faulty versions where MDM outperforms NM, the minimum Cost improvement was 0.03% fewer
predicates, the mean Cost improvement was 5.61% fewer predicates and maximum Cost improvement was

15.90% fewer predicates.

Figure 4.11 summarizes the Cost of the ESP and CBI versions of MDM compared to the respective
versions of NM over all versions of the subject programs. For each subject program version, the absolute
improvement (or degradation) in Cost provided by the ESP and CBI versions of MDM is represented with a
bi-colored bar. ESP is shown in red and CBI is shown in white. The height of the colored portion of the bar
closest to the x-axis reflects the improvement for the matching debugger. The total height of both portions
reflects the improvement for the debugger matching the colored portion of the bar furthest from the x-axis.
For example, for the first subject program version in the graph, using MD matching in ESP resulted in
examining 6.31% fewer predicates than not using matching in ESP. For the same version on the graph, using

MD matching in CBI resulted in examining 7.56% fewer predicates than not using matching in CBI.

Overall Figure 4.11 shows that MDM performed better than NM for both CBI and ESP. Table 4.4 shows
that within CBI, MDM performed better than NM on 22.86% of the faulty versions, worse on 2.43% of
the faulty versions, and did not change the Cost of localizing the fault in 67.08% of the versions. Table
4.5 shows that within ESP, MDM performed better than NM on 31.71% of the faulty versions, worse on
1.83% of the faulty versions, and did not change the Cost of localizing the fault in 66.49% of the versions.

Furthermore, the improvements in the Cost incurred by ESP and CBI with MDM are significantly greater
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Figure 4.11: Effectiveness of MDM vs NM in ESP (red) and CBI (white).

than the degradations.

EM also performed better than NM for both CBI and ESP in the evaluation. Table 4.4 shows that
within CBI, EM performed better than NM on 23.78% of the faulty versions, worse on 3.05% of the faulty
versions, and did not change the Cost of localizing the fault in 73.18% of the versions. Table 4.5 shows that
within ESP, EM performed better than NM on 22.86% of the faulty versions, worse on 2.44% of the faulty
versions, and did not change the Cost of localizing the fault in 74.70% of the versions. Similarly to MDM,
the improvements in Cost incurred by ESP and CBI with EM are significantly greater than the degradations.

Although MDM performed better than EM for both ESP and CBI, it is important to explore how much
of the improvement resulted from the choice to use MD matching as opposed to exact matching. To do
this MDM is directly compared to EM in the third row of tables 4.4 and 4.5. Recall, in the context of this

evaluation the difference between these two matching techniques is the capability of MD matching to pair
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test cases in the control group where the ¢fp(p) is true but p is not evaluated, with test cases in the treatment
group. When exact matching is employed these control group test cases are excluded and a complete lack of
overlap between the control and treatment groups can result.

Table 4.4 shows that within CBI, MDM performed better than EM on 6.71% of the faulty versions and
only performs worse in 0.61% of the versions. Similarly in Table 4.5 for ESP, MDM performed better than
EM on 8.85% of the versions and only performs worse in 0.61% of the versions. Furthermore, for each of the
subject program versions where an improvement in Cost is observed, the program version crashes instead of
failing gracefully. These are exactly the faulty versions that the less restrictive requirements of MD matching
address. Given this data it is clear that matching the control group test cases where the cfp(p) is true but p is

not evaluated with test cases in the treatment group yields more effective predicate suspiciousness estimates.

Efficiency

In this section the efficiency of the versions of CBI and ESP employing NM and MDM are analyzed. Recall,
NM reflects using the causal model in Equation 4.3 which controls for control flow and failure flow confounding
bias, but does not employ matching, to estimate the suspiciousness of predicates. Table 4.6 shows the wallclock
time for ranking the predicates for each faulty version of the subject programs using the versions of CBI and
ESP employing NM and MDM. Figure 4.12 shows the data in Table 4.6 graphically.

Instead of measuring efficiency in terms of wallclock time, Figure 4.12 measures efficiency in terms of
Slowdown. Recall, Slowdown is a relative efficiency measure which compares the wallclock time of an approach
for all versions of a subject program to the wallclock time of a faster, reference approach for the same versions
of the same subject program. The formula for Slowdown is shown in Equation 4.6. The original versions of
CBI and ESP presented in Chapter 3 serve as the faster, reference approach for the NM and MDM versions
of ESP and CBI in Figure 4.12.

RuntimeNM/MDM

Slowdown = -
Runtimeoriginial

(4.6)

The efficiency data for EM is not included in Table 4.6 and Figure 4.12 because it is extremely similar to
the efficiency data for MDM. This similarity is due to the almost identical implementations of EM and MDM
in CBI and ESP. Recall, given our covariates MD matching can be implemented as a less restrictive form
of exact matching where the dys(a,b) metric and matrix inversion usually entailed in MD matching is not
required. As a result, the largest discrepancy in wallclock time between the two approaches over all of the
versions of any of the subject programs is less than one second, compared to total execution times in the

hundreds and thousands of seconds. If more than two covariates were being matched or the values of the
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Table 4.6: Wallclock time (in seconds) required by each approach to execute all the faulty versions of the
specified subject program.

Name # of Tests CBI ESP
(NM/MDM) | (NM/MDM)
cal 162 179 /181 527/531
col 156 185/186 574/575
comm 186 260,262 799/803
look 193 243/244 722/725
spline 700 500/513 1,557/1,583
tr 870 441/448 1,379/1,391
uniq 431 204/207 646651
print-tokens 4,130 1,390/1,514 4,757/4,999
print-tokens2 4,115 1,030/1,106 3,252/3,422
replace 395 1,472/1,485 4,650/4,677
schedule 2,710 665/707 1,947/2,039
scheule? 2,650 565/610 1,932/2,030
tcas 1,608 173/183 831/861
totinfo 1,052 187/208 528/568
sed 363 16,136/16,242 | 53,652/53,859
space 157 5,122/5,227 14,841/15,041
be 4,000 773/4,231 2,384/9,203
gzip 217 14,225/14,314 | 46,833,/46,994
flex 567 20,640, 20,931 | 70,170/70,764
grep 809 13,872/14,285 | 8,172/8,336
bates 208 694/813 2,312/2,545
heston 316 1,126/1,201 | 3,753/3,881
mc euro 242 825/837 2,547/2,568
um-olsr 176 618/765 1,829/2,056
ns2 293 1,663/1,839 | 5,340/5,661
g/g/1 3,000 174/318 1,514/2,311
m/m/c 3,000 386/924 1,178/2,237
mmpp/d/1 3,000 581/1,186 2,111/3,213

covariates were not restricted to ’0’ or ’1’ then MD matching could not be implemented as a less restrictive
form of exact matching and the MDM versions of CBI and ESP would be significantly less efficient due to
the computation of the dy/(a,b) metric. However, despite an efficient matching implementation, the MDM
versions (and EM versions) of CBI and ESP can still result in significant Slowdown compared to the versions
of ESP and CBI which do not employ matching to balance test cases before estimating the suspiciousness of
a predicate. As Figure 4.12 shows the most significant Slowdown occurs for the subject programs bates,
um-olsr, g/g/1, m/m/c, mmpp/d/1, bc and totinfo. All of these subject programs share two characteristics
that create significant Slowdown when matching is employed: (1) a large number of test cases and (2) a large
number of scalar pairs predicates due to many similarly typed variables within the same scope. Combined
these characteristics require matching to be performed over a large number of test cases for a large number of
predicates for each faulty version of the subject program resulting in almost 7x Slowdown for the subject

program bc.
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Figure 4.12: Slowdown of MDM versions of ESP and CBI compared to NM versions. Note the log scale of
the y-axis.

While ezact matching and MD matching can make CBI and ESP less efficient for some subject programs,
both approaches require only machine time, not developer time. If the developer can remain productive while
matching is performed, overall efficiency will be improved because the developer is given a more effective
list of ranked predicates to identify faults. This rationale has been used to argue the effectiveness of formal

verification methods despite execution times measured in days and hours [122].
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Discussion

Although MDM and EM performed well in the evaluation, each was not as effective as our previous causal
model (NM) for a small number of subject program versions. The faults in these versions reflect missing code
and are not triggered by the coverage of a statement corresponding to a predicate. This violates an implicit
assumption within our approach that the fault must be covered by a predicate to be effectively localized.
Recall, NM was less effective than the standard suspiciousness estimates for these same subject program
versions in the evaluation in Section 4.4. Similarly, employing exact matching and MD matching to further
reduce confounding bias does not improve the effectiveness of ESP and CBI for programs with missing code
faults and in several cases it degrades the ability of the debuggers to localize the fault.

The effectiveness of EM and MDM relative to CBI and ESP is also important to discuss. Again, for
the preponderance of the program versions CBI offers more improvement than ESP but for most of the
program versions ESP incurs less overall Cost. This is because while EM and MDM improve the effectiveness
of each statistical debugger, ESP appears to improve less because it is more effective. Similarly, for most
of the versions where negative improvement is observed, the effectiveness of ESP degrades less than CBI.
Furthermore, given a faulty program version, ESP is more likely than CBI to offer some improvement. This is
because the additional predicates employed in ESP create more situations where there is a lack of balance. As
a result matching has a better chance of improving the effectiveness of ESP than CBI. The validity threats to

this portion of the evaluation are very similar to those discussed in Section 4.2.5.

4.5 Chapter Summary

Previous research has shown that two different types of confounding bias (control flow and failure flow)
can detrimentally affect the accuracy of standard suspiciousness estimates employed in statistical debuggers.
However, no previous research has reduced both of these biases for standard suspiciousness estimates at the
predicate-level. Here, an established approach is taken to predicate-level statistical debugging that enables
us to account for factors which create both confounding biases in one causal model. This causal model
yields a suspiciousness estimate which can be integrated into each of the standard suspiciousness estimates to
significantly improve the fault localization capabilities of ESP and CBI.

Unfortunately, for some predicates the presence of the factors which create confounding bias is very
different in those test cases where the predicate is true versus those test cases where the predicate is not
true. The differences of the factors in these groups of test cases reflects a lack of balance and makes the

suspiciousness estimate from our causal model less effective. Two different statistical matching approaches
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are explored to address this lack of balance and improve the effectiveness of the suspiciousness estimates
from our causal model: ezact matching and Mahalanobis Distance (MD) matching. Experimental evaluation
shows that employing MD matching to balance test cases is the most effective approach to reducing control
flow and failure flow confounding bias for the suspiciousness estimate of a given predicate. However, for
some subject programs with a large number of test cases, employing MD matching can result in significant
Slowdown compared to our original causal model. Despite this inefficiency, if users can remain productive
while matching is performed, overall efficiency will be improved since the resulting debugger is significantly

more effective.



Chapter 5

Fuzzy Passing Extents

The output of software that employs stochastics can include some natural random variance. Frequently these
pieces of software are exploratory simulations, where the precise output for a given test case is not exactly
known. Even if test cases with analytical solutions are employed, the output of some simulations, such as
Monte Carlo simulations, include some random variance. In these cases, it is difficult to determine if the
software passes or fails a given test case. In existing statistical debugging approaches this is required, the
labeling of test cases as passing or failing must be a Boolean function. An example helps elucidate this
problem and the utility of our solution: fuzzy passing extents. Consider the pseudocode implementing the
well known Ising model shown in Algorithm 3. The Ising model is used to study ferromagnetism in statistical
mechanics. The model consists of discrete variables called spins that can be in one of two states. The spins

are arranged in a graph, and each spin interacts with its nearest neighbors [98, , ].

The Monte Carlo implementation of the Ising model shown in Algorithm 3 represents the spin lattice as a 2-
dimensional array of integers, each valued at positive or negative one. The program makes randomly proposed
changes to these spins, using a Metropolis algorithm to enforce the Boltzmann distribution [98, , ].
The output of the simulation is the final value of magnetization — the absolute value of the lattice’s total
spin per unit volume — averaged over configurations generated by the Metropolis algorithm. For each input

the specified value for the final magnetization is the analytical solution, given by [98, , ].

We generated 100 random, valid inputs to the Ising model. Despite many test cases approaching their
analytical solution none of the 100 different test cases exactly matched it. As a result each of the 100 test
cases was designated as failing. This creates at least two difficult questions for users tasked with localizing
sources of failures in similar situations: (1) does an output have to match the analytical solution exactly to

be considered a passing test case? and (2) if not, how close must an output be to the analytical solution to

87
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Algorithm 3 An implementation of the 2-dimensional Ising model.

IsING(w, h, t, N, )
1 L« (2-D array of w x h random spins)
1+ 0
energy < 0

2

3

4 magnetization < 0
5 whilei < N
6

7

8

do
for (each element in L)  (a sweep)
do

9 x + (random integer € {0,...w — 1})
10 y < (random integer € {0,...h —1})
11 AE < (change in energy from flipping L, ,)
12 r < (random real € [0, 1])
13 if (r < e PAP) flip L, ,
14 if i >t (the first t sweeps are for thermalization)
15 do
16 for (s € L), energy + energy—+ (energy of s)
17 currentMagnetization < 3., Lijk
18 magnetization < magnetization + |currentMagnetization|
19 14—1+1

20 energy < energy/((N — t)w?h?)
21 magnetization < magnetization/((N — t)w?h?)

be considered passing?

In this chapter an approach inspired by fuzzy logic is presented that enables a subject program to both
pass and fail a given test case. This approach, fuzzy passing extents, enables users to address the two previous
questions for software with variance in the output. Thus, by employing fuzzy passing extents predicate-level
statistical debugging approaches can become effective for software, including many simulations, where it had
been previously inapplicable. Section 5.1 gives an overview of fuzzy logic which inspired our fuzzy passing

extents. Then Section 5.2 presents fuzzy passing extents.

5.1 Fuzzy Logic Background

Fuzzy logic is a form of many-valued logic centered around approximate reasoning, as opposed to the exact
reasoning featured in traditional logic theory. In traditional logic theory a variable can have one of two truth
values: true or false. However, in fuzzy logic variables can have any continuous truth value in the range 0
and 1 ([0,1]). This enables fuzzy logic to process incomplete data and provide approximate solutions to
problems traditional logic finds difficult to solve [125, , 127].

Basic applications of fuzzy logic characterize subranges of a continuous variable. For example, human age
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Figure 5.1: Graph of the age scale for the descriptions young, middle-aged, old.

can be described with several separate membership functions defining particular age ranges in which one
might qualitatively be considered young, middle-aged and old. Each function maps an age measurement to a
truth value in the 0 to 1 range ([0,1]1). These truth values are used to determine how one’s age might be
described.

In Figure 5.1, the meanings of the expressions young, middle-aged, and old are age scale mapping functions.
A point on the age scale has three truth values — one for each of the three functions (young, middle-aged and
old). The vertical line shown in Figure 5.1 represents a particular age and the three arrows reflect the value
of each function for the specified age. The blue (old) arrow has a truth-value of zero, signifying that the
age (35) is not old. The red (young) arrow has a truth-value of 0.2 signifying that age 35 is slightly young.

Finally, the green arrow has a truth-vlaue of 0.8 and signifies that age 35 is fairly middle-aged.

5.2 Fuzzy Passing Extents

The output of software employing stochastics often includes some random variance. In these cases the precise
(or passing) output that is specified for an input is not known. As a result, it is difficult and potentially
arbitrary to construct a Boolean function to label the output of test cases as either strictly passing or failing
for these pieces of software. Existing predicate-level statistical debuggers require a Boolean function to
determine passing output from failing output. This makes these debuggers inapplicable to software with

variance in the output.



Chapter 5 | Fuzzy Passing Extents 90

In this section, an approach inspired by fuzzy logic that enables a subject program to both pass and fail a
given test case is presented. The approach, fuzzy passing extents remove the requirement that the user must
construct a Boolean function to label the outputs of test cases as either passing or failing. Fuzzy passing
extents allow a user to specify a continuous function instead. Fuzzy passing extents assume that the output
of a program is (or can easily be transformed to) some ordered set of real numbers. This is typical of most
software that employs stochastics, such as exploratory simulations. This set is referred to as the output list,

X. The passing extent, u, of the output list, X, is computed using Equation 5.1.

w= | Ebe— | where f; : R—[0,1] and |W| = |X]|. (5.1)

In Equation 5.1, W is an ordered set of weights which focuses attention on particular parts of the output
list. The functions f; encode information about the specified (or passing) output and the tolerance for
deviation from that output. The passing extent u reflects the extent to which executing a single test case for
a faulty subject program produces the specified (or passing) output. The sum of the passing extent of every
test case in the test suite reflects the total number of passing test cases. This sum and similar measures
derived from w are used in place of the existing terms in the suspiciousness estimates presented in chapters 3
and 4.

Fuzzy passing extents are a continuous generalization of Boolean pass/fail detection [9, 10, 11]. This means
that while they do not guarantee improvements in the effectiveness of predicate-level statistical debuggers,
fuzzy passing extents can reproduce the results of each of the suspiciousness estimates previously presented in
this dissertation. This backwards compatibility is described next.

Consider a program where the output for each test case is mapped to a single real number X, and the
passing output for the test case is the real number X,,s. The delta function function, f(x) = dx,,.,.(X),

will separate test cases that pass (u = 1) from test cases that fail (u = 0). The choice of f(x) is important,

0X,0s. (X) =1 if X exactly matches X445, otherwise dx,,,.(X) = 0.
|X]|
Z Wi re, fire,(Xirc,)
urc, = =1 Z where f; rc, : R —[0,1] and W] = |X|. (5.2)
w
weWw

This distinction between passing and failing test cases is the same as the distinction made in the terms

used in the suspiciousness estimates in chapters 3 and 4. This backwards compatibility between the fuzzy
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passing extent and the terms used in the previous presented estimates (s, f, Sp, fps Spobs and fpops) is shown
in equations 5.3 - 5.8, where T'C'is the test suite and urc;, shown in Equation 5.2, is the fuzzy passing extent
of test case j. In Equation 5.2, W, is an ordered set of weights for different parts of the output list for test
case T'C;. The functions f; rc, encode information about the specified (or passing) output for test case T'C;

and the tolerance for deviation from that output.

|TC]

S = Z UTC]. (5.3)
j=1

|TC]

f= Z 1 —urc, (5.4)
j=1

17| urc,, if pis true in test case T'C}
Sp= (5.5)

Jj=110, if p is not true in test case T'C}

ITCl 11— urc;, if pis true in test case T'C}
o= (5.6)

J=110, if p is not true in test case TC;

Tl [ urc,, if p is evaluated (true or false) in test case T'C;
Sp obs = Z (57)
J=1 10, if p is not evaluated (true or false) in test case T'C;

T [ 1 — upe,, if pis evaluated (true or false) in test case T'C;
fpobs = (5.8)
J=1 10, if p is not evaluated (true or false) in test case T'C;

It is important to note that the measures in equations 5.3 - 5.8 are not directly applicable to the causal
models presented in Chapter 4 which estimate the suspiciousness of instrumented predciates. Recall, three
types of measures are included in these models: outcome variables, treatment variables and covariate terms.
Each of these measures was described as a Boolean (0/1) measure when presented in Chapter 4. When fuzzy
passing extents are employed in statistical debuggers using causal models only the outcome variable becomes
continuous; the treatment variable and covariates remain Boolean measures. This is because the outcome
variable is the only term in the causal model that measures the extent to which a test case for a faulty subject
program passes. The treatment variable and covariates still reflect Boolean measures.

Ultimately, choosing the functions for the passing extent for the test cases of a faulty subject program is

a nontrivial problem, and one that is entirely dependent on the user. However, the evaluation in Section 5.4
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shows the fuzzy formalism allows a choice that can outperform the Boolean function used to label passing and
failing test cases in existing statistical debugging approaches. Furthermore, while fuzzy passing extents do not
guarantee improvements, equations 5.3 - 5.8 show that they can reproduce the results of each of the existing
suspiciousness estimates presented in chapters 3 and 4 for software which employ a Boolean function to label
passing and failing test cases. This ensures that debuggers employing fuzzy passing extents reasonably will

not be outperformed by their traditional counterparts which do not employ fuzzy passing extents.

5.3 Fuzzy Passing Extent Example

An example helps elucidate the utility of fuzzy passing extents. Recall, the implementation of the 2-dimensional
Ising model presented in the chapter introduction. The implementation represents the spin lattice as a
2-dimensional array of integers, each valued at positive or negative one. Random changes are proposed to
these spins using a Metropolis algorithm to enforce the Boltzmann distribution [983, , ]. The output of
the simulation is the final value of magnetization — the absolute value of the lattice’s total spin per unit

volume — averaged over configurations generated by the Metropolis algorithm.

As previously discussed, this implementation of the Ising model should approximate the analytical
solution, given by [98, , ]. However, the following fault, based on published mistakes, is injected into
the simulation: the absolute value of each sweep’s magnetization is not taken while summing magnetizations
to compute the average (line 18 of the pseudo-code) [128]. Over many sweeps, one would expect the faulty
behavior to always result in zero magnetization because the algorithm would thoroughly sample states
magnetized in positive and negative directions. However, over fewer sweeps, the magnetization will often
be close to plus or minus the analytical solution. The reason for this is that both the positive and negative
magnetizations are surrounded by relatively probable configurations. If the random walk of the Metropolis
algorithm wanders toward one direction of magnetization, it has a low probability of moving to the other
within a small number of moves. The result is an implementation of the Ising model that produces output
that approaches the analytical solution at times and output that significantly veers away from the analytical

solution at others. This faulty implementation of the Ising model is shown in Algorithm 4.

We apply a version of ESP employing fuzzy passing extents to the faulty implementation of the 2-
dimensional Ising model shown in Algorithm 4. The suspiciousness of the predicates instrumented by ESP
are estimated using the causal model which controls for the control and failure flow confounding biases
presented in Chapter 4. The outcome variable for the model is determined by the fuzzy passing function f.

The passing function f is a bell curve centered on the analytical solution, Z, for inputs specified in each of the
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100 test cases we generated in the introduction. Formally, f is exp(—(x — Z)?/a?) where a is the tolerance for

deviation. For this example a = 1.0.

Algorithm 4 A faulty implementation of the 2-dimensional Ising model.

IsiNG(w, h,t, N, 3)
1 L+ (2-D array of w x h random spins)
140
energy < 0

2

3

4 magnetization < 0
5 whilei < N
6

7

8

do
for (each element in L)  (a sweep)
do

9 x + (random integer € {0,...w — 1})
10 y < (random integer € {0,...h —1})
11 AE < (change in energy from flipping L, ,)
12 r < (random real € [0, 1])
13 if (r < e P2E) flip L,
14 if i >t (the first t sweeps are for thermalization)
15 do
16 for (s € L), energy + energy+ (energy of s)
17 currentMagnetization < 3. Lj
18 magnetization < magnetization + currentMagnetization // faulty line
19 11+ 1

20 energy + energy/((N — t)w?h?)
21 magnetization < magnetization/((N — t)w?h?)

The suspiciousness estimates for the static predicate (magnetization < 0)1s in ESP localize the values
of magnetization (in line 18 of the pseudo-code) that are <0. The passing extents for this predicate are
significantly lower than the other predicates because repeated negative values of magnetization cause the
simulation to significantly deviate from the analytical solution. This analysis is not possible without fuzzy
passing extents because none of the 100 test cases exactly match the analytical solution for the Ising model.
As a result the suspiciousness estimates for each of the instrumented predicates in the traditional version of
ESP are the same. Recall, this was also true for the correct implementation of the Ising Model presented
in the introduction. This example illustrates how important it is to make statistical debugging approaches
applicable to programs with variance in their output. In Section 5.4 the importance of fuzzy passing extents

is further supported with a more complete evaluation.
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5.4 FEvaluation

This section evaluates employing fuzzy passing extents in the statistical debuggers Tarantula, ESP and CBI.
Sections 5.4.1 and 5.4.2 describe the subject programs and statistical debuggers included in the evaluation.
Then, sections 5.4.3 and 5.4.4 evaluate the effectiveness and efficiency of employing fuzzy passing extents in

the debuggers. Finally, Section 5.4.5 discusses the validity of the evaluation.

5.4.1 Subject Programs

Recall from previous chapters that the Siemens suite, a set of fault localization benchmark composed of eight
programs with 129 faulty versions, can be employed to evaluate statistical debuggers [7, 12, 22, 23, 31, 32]. In
this evaluation a subset of the Siemens suite consisting of three programs (tcas, schedule and schedule?2)
and 59 faulty versions is employed to evaluate the efficiency and effectiveness of employing fuzzy passing
extents in established statistical debuggers.

In this evaluation the programs tcas, schedule and schedule2 are adapted to include stochastics. For
the tcas program the values of constants are sampled from a uniform distribution where the minimum value
is half of the value of the constant and the maximum value is one and a half the value of the constant. In
the two priority queue scheduler programs (schedule and schedule?2) the programs are modified to include
arrival and service times drawn from a normal distribution for each process. The unmodified test cases for
these programs dictate the order in which processes are scheduled in the queue. These modifications represent
the uncertainty of measurements often used in exploratory simulations that create variance in program output.
However, each faulty version of each program contains the same faults as the original faulty program version
in the Siemens suite [118]. These programs were chosen because straightforward adaptations could be made
to create subject programs that featured: (1) some variance in the output and (2) faults from an established
set of benchmarks.

The Traffic Collision Avoidance System, tcas, monitors an aircraft’s airspace and warns pilots of possible
collisions via three different outputs: (0) adjust the trajectory of the aircraft downwards, (1) do not adjust the
trajectory of the aircraft or (2) adjust the trajectory of the aircraft upwards. For the traditional debuggers,
a test case for a faulty version of tcas passes if it directly matches the output that was specified for the
deterministic version of the tcas program. For the statistical debuggers employing fuzzy passing extents the
passing function, f, shown in Table 5.1 is employed. The function shown in Table 5.1 does not consider a
test case to fully fail unless it drastically differs from the specified output. This occurs when a faulty version
instructs the pilot to: (a) adjust the trajectory of the aircraft downwards, when an upwards adjustment is

specified or (b) adjust the trajectory of the aircraft upwards, when a downwards adjustment is specified.
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Table 5.1: The passing function used for tcas test cases.

Expected Output | Faulty Version Output | Passing Extent (u)
0 0 1.0
0 1 0.5
0 2 0.0
1 0 0.5
1 1 1.0
1 2 0.5
2 0 0.0
2 1 0.5
2 2 1.0

Table 5.2: Subject programs used in the evaluation of fuzzy passing extents

Name # of Vers Used / # | LoC | # of Tests Description
of Vers
schedule 9/9 292 2,710 priority scheduler
scheule2 9/10 301 2,650 priority scheduler
tcas 41/41 141 1,608 altitude separator

The output of the two scheduling benchmarks (schedule and schedule?) is a list of the identification
numbers of processes in the order they exit the queue. For the traditional debuggers a test case passes if the
ordered output of the faulty version exactly matches the ordered output specified for the test case. If this is
not true, then the test case fails. However, for the statistical debuggers employing fuzzy passing extents the
Levenshtein distance between the ordered output of the faulty version and the ordered output specified for
the test case serves as the passing function. The Levenshtein distance between the output and the specified
output is the minimum number of edits needed to transform one list of process identification numbers into
the other, where the edit operations are insertion, deletion, or substitution of process identification numbers
[129]. The passing function, which computes the Levenshtein distance between the faulty version output

(out) and the specified output (exp) is shown in Algorithm 5.

Recall, all of the faults included in these subject programs are computation related, as opposed to
memory-related. These faults reflect operator and operand mutations, missing and extraneous code, and
constant value mutations. For subject program versions with a faulty constant assignment statement, the
assignment statement is considered to be examined by a developer when it is directly examined or when a
statement explicitly using the constant is examined. For subject program versions where the fault reflects a
missing statement, statements directly adjacent to the missing code qualify as the missing statement. These
issues are handled the same way they are in the published work of other researchers in the fault localization

community [7, 12, 22, 23].
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Algorithm 5 The passing function used for sched and sched?2 test cases to compute Levenshtein Distance.

LEVENSHTEINDISTANCE(out, exp)
1 dis an empty |out| + 1 by |exp| + 1 matrix

2 // di; will be the distance between (outy ...out;) and (expy ...exp;)
3 for (i from 0 to |out|)
4 do
5 di70 —1
6
7 for (i from O to |expl|)
8 do
9 do’j —1
10
11 for (j from 1 to |exp|)
12 do
13 for (i from 1 to |out|)
14 do
15 if out; = exp;
16 then
17 d; j < di—1,j—1 // no operation required, distance does not increase
18 else
19 delete < d;—1; +1
20 insert < d; j—1 +1
21 subs <— d;—1 -1 +1
22 d; ; < min(delete, insert, subs)

23 maxSize < max(|out|, |expl|)

d
24 return 1 — (lulleerl)
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5.4.2 Competing Statistical Debuggers

Three fault localization approaches are included in the evaluation: Cooperative Bug Isolation (CBI), Ex-
ploratory Software Predictor (ESP), and Tarantula. While these approaches are presented in Chapter 3, they

are reviewed here and a version of each which employs fuzzy passing extents is presented.

Fuzzy Cooperative Bug Isolation (CBI)

In the evaluation, the fuzzy and traditional versions of CBI are employed with the static single variable, static
scalar pairs and branches instrumentation schemes described in sections 3.3.1, 3.3.2 and 3.4.2. Suspiciousness
is estimated in both versions of CBI using the causal model presented in Chapter 4 which controls for control
flow and failure flow confounding bias. Recall, in the traditional version of CBI, the treatment variable in the
causal model, Y, is set to 0 if a test case passes and 1 if a test case fails. However, here in the version of
CBI employing fuzzy passing extents, the treatment variable for a test case Y is set to 1 - u, where u is the
passing extent determined by the passing function for the subject program. Matching of test cases for the
causal model is performed just as it is presented in Chapter 4.

Given a list of predicates ranked by suspiciousness estimate, the statements in the traditional version of

CBI and the version employing fuzzy passing extents are ranked according to the following:

1. For each statement, stmt, identify the corresponding predicate with the highest suspiciousness estimate,

stmtpigh-
2. Move the statement, stmt and highest suspiciousness estimate, stmtp;gn, to set ST.

3. Rank the statements ST in descending order by suspiciousness estimate.

Fuzzy Exploratory Software Predictor (ESP)

The predicates employed in the traditional version of ESP and the version of ESP employing fuzzy passing
extents are a superset of the predicates employed in CBI. Along with the static single variable, static scalar
pairs and branches instrumentation schemes employed in CBI, ESP also employs the reduced FAST elastic
single variable and scalar pairs instrumentation schemes described in 3.4.9. The suspiciousness of the

predicates and the ranking of the program statements in ESP is computed in the same manner as it is in CBL

Fuzzy Tarantula

Recall, in contrast to the predicative-level statistical debuggers CBI and ESP, Tarantula is a statement-level

debugger. For a given statement, stmt, and a subject program where T'C' is the test suite and urc; is the fuzzy
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Table 5.3: Measures used by the traditional and fuzzy versions of Tarantula

Name | Non-Fuzzy Description . Fuzzy Description
ITCl (e, if stmt is true in test case T'C,
Sstmt | F# of passing test cases that execute stmt TG ] ] ] J
i=1 10, if stmt is not true in test case T'C}
ITCI [ 1 — wpe,, if stmt is true in test case TC.
fstmt | # of failing test cases that execute stmit TG . . . J
i=1 10, if stmt is not true in test case T'C}
s # of successful test cases Equation 5.3
f # of failing test cases Equation 5.4

passing extent of test case j, Table 5.3 shows the measures the traditional version of Tarantula and version of
Tarantula employing fuzzy passing extents use to estimate the suspiciousness of stmt. The computation which
aggregates these measures into a suspiciousness estimate is shown in Equation 3.9. Once the suspiciousness
of each statement that is executed in the subject test suite is estimated, all of the executed statements are

ranked in descending order of suspiciousness [7].

5.4.3 Effectiveness

To study the effectiveness of employing fuzzy passing extents in the statistical debugging approaches described
in Section 5.4.2, a version of the established metric Cost is employed [7, 8, 22, 23, 28, 31, 32]. Given the
ranked set of statements, Cost measures the percentage of executed statements a developer must examine
before encountering the faulty statement. Recall, if there are ties, it is assumed that the developer must
examine all of the tied statements. For example, if there are n executed statements in a program and all
n statements have the same suspiciousness estimate, it is assumed that the developer must examine all n
statements. A lower score is preferable because it means that fewer of the statements must be considered
before the faulty statement is found. Due to the variance in the output of the subject programs used in the
evaluation, a version of Cost which reflects the average Cost of localizing the fault in a version of the subject

program over 100 different trials is used. This cost metric is referred to as Cost.

The effectiveness of employing fuzzy passing extents in the statistical debuggers included in the evaluation
for the subject programs is shown in Table 5.4. Each row in Table 5.4 shows a Cost range, and the number
(and percentage) of subject programs for each approach that incur the specified Cost. Figure 5.2 provides a

graphical view of this data. In Figure 5.2 the x-axis represents the lower bound of each Cost range and the

y-axis represents the percentage of subject programs where a Cost less than or equal to the upper bound is

incurred. This presentation of data follows the established convention in the fault localization community

[7 ? ? ]
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Figure 5.2: Evaluation of the effectiveness of fuzzy passing extents in Tarantula, CBI and ESP.

Table 5.4: Number (percentage) of faulty version ranked statement lists in each score range for all approaches.

Cost Tarantula F. Tarantula CBI F. CBI ESP F. ESP
# (%) Progs | # (%) Progs | # (%) Progs | # (%) Progs | # (%) Progs | # (%) Progs
0- 1% 1(1.69%) | 3(5.08%) | 3(5.08%) | 6(11.28%) | 3 (5.08%) | 8 (13.56%)
1-10% | 5(847%) | 14 (23.73%) | 6 (10.17%) | 21 (35.59%) 8 (13.56%) 25 (42.37%)
10-20% | 6(10.17%) | 11 (13.41%) | 9 (15.25%) | 9 (14.02%) | 10 (5.90%) | 9 (15.25%)
20-30% | 6(10.17%) | 5 (8.47%) | 8 (13.56%) | 5 (8.47%) (11.86%) 4 (6.78%)
30-40% | 9(15.25%) | 6 (10.17%) | 9 (15.25%) | 3 (5.08%) | 8 (13.56%) | 3 (5.08%)
40-50% | 6 (10.17%) | 6 (10.17%) | 6 (10.17%) | 4 (6.78%) | 8 (13.56%) | 2 (3.39%)
50-60% | 7(11.86%) | 4(6.78%) | 7 (11.86%) | 2(3.39%) | 6(10.17%) | 2 (3.39%)
60-70% | 8(13.56%) | 4 (6.78%) | 8 (13.56%) | 3 (13.56%) | 4 (6.78%) | 1 (1.69%)
70-80% | 5(847%) | 2(3.39%) | 3(5.08%) | 2(3.39%) | 3(5.08%) | 2 (3.39%)
80-90% | 3(5.08%) | 2(3.39%) | 2(3.39%) | 2(3.39%) | 2(3.39%) | 1 (1.69%)
90-100% | 3 (5.08%) | 2(3.39%) | 2(3.39%) | 2(3.39%) | 2(3.39%) | 2 (3.39%)
Fuzzy CBI

Fuzzy CBI performs better than CBI for the three subject programs included in the evaluation. There are

only 2 out of the total 59 faulty program versions where Fuzzy CBI assigned a lower rank to the statement
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containing the fault than CBI. In these versions the fuzzy passing extents used to calculate the suspiciousness
estimates do not localize the faulty statement as well as their traditional counterparts. These are outlying
data points in the evaluation (<4% of all faulty versions). For the vast majority of the faulty versions, the
fuzzy passing extents used to compute the outcome variables in the causal models in Fuzzy CBI leads to
more effective fault localization in the adapted subset of the Siemens suite. Furthermore, for the 2 versions
where CBI outperforms Fuzzy CBI the fault in the version reflects missing code. Recall from Section 4.2.5,
that other attempts to improve the effectiveness of statistical debuggers have failed to localize these types of
faults well because the faults violate the coverage trigger assumption [32, 31]. This is also the case for fuzzy
passing extents.

Overall the traditional version of CBI struggles in this portion of the evaluation because it classifies
significantly more test cases as failing than Fuzzy CBI. As a result, most of the CBI instrumented predicates
are assigned the same or very similar suspiciousness estimates. These similarities and ties in suspiciousness

result in poor Cost scores because very few predicates are separated from the masses.

Fuzzy ESP

The results of the evaluation for Fuzzy ESP are similar to the results of the evaluation Fuzzy CBI: Fuzzy ESP
is more effective than its traditional counterpart, ESP. Also, for the same 2 faulty program versions where
Fuzzy CBI is outperformed by traditional CBI, Fuzzy ESP is outperformed by traditional ESP. Furthermore,
most of the elastic predicates in the traditional version of ESP are assigned the same or similar suspiciousness
estimates, just as the static predicates in CBI were. Again, this is because the traditional version of ESP
classifies significantly more test cases as failing than Fuzzy ESP. As a result, the elastic predicates in traditional
ESP are ineffective and there is very little difference between the effectiveness of the traditional version of
ESP and the traditional version of CBI. In contrast, the fuzzy passing extents employed in Fuzzy ESP do
not render the elastic predicates ineffective. Instead, the improvements in effectiveness seen for Fuzzy ESP
compared to Fuzzy CBI in the evaluation are similar to the improvements observed for the traditional version

of ESP compared to the traditional version of CBI for subject programs without variance in the output.

Fuzzy Tarantula

Fuzzy Tarantula also outperforms its traditional counterpart in the evaluation. Recall, both versions of
Tarantula only profile statement coverage data as opposed to the traditional and fuzzy passing extent versions
of ESP and CBI which employ predicates to profile variable values. As a result the traditional version of
Tarantula is less effective than the traditional version of ESP or CBI. Also, the fuzzy version of Tarantula is

less effective than the fuzzy version of ESP or CBI.
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Table 5.5: Average wallclock time (in seconds) required by each approach to execute all the faulty versions of
the specified subject program over 100 trials.

Name CBI ESP Tarantula
(Traditional/Fuzzy) | (Traditional/Fuzzy) | (Traditional/Fuzzy)
schedule 707757 2,039,/2,088 30/81
scheule2 610/ 658 2,030,/2,077 30,79
tcas 183 /186 861,864 12/15

It is important to note the particularly poor performance of the traditional Tarantula debugger in this
portion of the evaluation. The performance of Tarantula is worse than the expected performance of a
simple-minded approach to fault localization which takes all statements included in failing test cases and
ranks them in a random order. Such an approach would be expected to localize faults in the same percentage
of faulty versions as the Cost incurred. For example at a Cost of searching through 50% of the source code
in each of the faulty versions, the simple-minded approach would be expected to localize faults in 50% of
the faulty versions. Similarly at a Cost of searching through 30% of the source code of the faulty versions it

would be expected to localize faults in 30% of the faulty versions.

The traditional version of Tarantula does not outperform the simple-minded approach because there are
no ties in terms of suspiciousness estimates in the ranked list of statements in the simple-minded approach.
In the traditional version of Tarantula ties occur frequently in ranked list of statement in this portion of the
evaluation because many test cases are classified as failing. Since the Cost metric requires all tied statements
to be examined before the fault is considered to be localized, the effectiveness of Tarantula in this portion of

the evaluation is particularly poor.

5.4.4 Efficiency

Here, the efficiency of fuzzy passing extents for each of the statistical debuggers included in the evaluation is
analyzed. Table 5.5 shows the average wallclock time for ranking the statements for each faulty version of
the subject programs included in the evaluation using the traditional and fuzzy passing extent versions of

Tarantula, and ESP and CBI.

Figure 5.3 shows the data in Table 5.5 graphically. However, instead of measuring efficiency in terms of
wallclock time, Figure 5.3 measures efficiency in terms of Slowdown. Recall, Slowdown is a relative efficiency
measure which compares the average wallclock time of an approach for a subject program to the average
wallclock time for the same subject program using the traditional version of Tarantula. The formula for
Slowdown is shown in Equation 3.10. Because the traditional version of Tarantula is the most efficient

approach in the evaluation the Slowdown of the other approaches is always >1.
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Figure 5.3: Evaluation of the efficiency of fuzzy passing extents in Tarantula, CBI and ESP. Note the log
scale of the y-axis.

Figure 5.3 reveals several trends in the relative efficiency of the statistical debugging approaches employing
fuzzy passing extents. The most evident trend is that the Slowdown incurred when employing fuzzy passing
extents is very dependent on the passing function chosen by the user. As Table 5.5 and Figure 5.3 show, the
simple passing function used by the debugging approaches for localizing faults in the tcas subject program
incurs less Slowdown than the complex Levenshtein distance passing function for schedule and schedule2.
As a result the Slowdown of each version of each approach which employs fuzzy passing extents is greater for

the subject programs schedule and schedule2 than for the subject program tcas.

The increase in Slowdown when moving from the simple tcas passing function to the more complex
Levenshtein distance passing function for schedule and schedule? is more evident in the version of Tarantula
which employs fuzzy passing extents than the corresponding versions of CBI and ESP. This is because in

ESP and CBI the additional computational overhead incurred for the passing function is masked by the use
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of the causal models and matching to estimate the suspiciousness of the predicates. The statement-level
implementation of Tarantula employed in our evaluation does not employ these predicate-level techniques.

As a result Fuzzy Tarantula does not mask any inefficiencies caused by complex passing functions.

5.4.5 Validity

Internal, external, and construct validity threats affect the evaluation of employing fuzzy passing extents in
the statistical debuggers CBI, ESP and Tarantula. Threats to internal validity arise when factors affect the
dependent variables without the evaluators’ knowledge. It is possible that some flaws in the implementation
of CBI, ESP and Tarantula could have affected the results of the evaluation. However, the results for
these statistical debuggers in other evaluations in this dissertation with different subject programs closely
match results from other researchers [7, 13, 22]. Threats to external validity occur when the results of the
evaluation cannot be generalized. The evaluation was performed on only 3 subject programs with a total
of 59 versions. These programs were chosen because straightforward adaptations could be made to them
to create subject programs that featured: (1) variance in the output and (2) faults from an established set
of benchmarks. However, the effectiveness of fuzzy passing extents for CBI, ESP and Tarantula cannot be
generalized to other faults in other subject programs. This is of particular concern for fuzzy passing extents
because their effectiveness can significantly depend on a user’s ability to define an effective passing function.
However, while fuzzy passing extents do not guarantee improved effectiveness, Section 5.2 shows that it
is straightforward to define a passing function that reproduces existing suspiciousness estimates. Threats
to construct validity concern the appropriateness of the Cost metric used in the evaluation. While the
Cost metric is well established in the fault localization community and the Clost metric is a straightforward
adaption of it for subject programs with variance in their output, more human user studies into how useful
developers find statement-ranking metrics need to be performed [114]. However, the more accurate statistical

debugging methods are, the more meaningful such human user studies will become.

5.5 Chapter Summary

Previous approaches to statistical debugging have not assumed any variance from the specified (or passing)
output for a given test case. This assumption precludes the practical consideration of a large class of software,
including exploratory simulations, which employ stochastics to reflect uncertainty in an underlying model.
The fuzzy passing extents presented in this chapter directly address this limitation. They enable users to
define a function which specifies the degree ([0,1]) to which a subject program passes a given test case. This

capability allows the output of a faulty subject program to both pass and fail for a given test case. This is



Chapter 5 | Fuzzy Passing Extents 104

fundamentally different from existing statical debuggers which require the user to specify a Boolean function
to label the output of a subject program as strictly passing (1) or failing (0) for a given test case.

The application of fuzzy passing extents does not guarantee improved effectiveness for a statistical debugger.
However, the evaluation in Section 5.4.3 shows that it is possible to define straightforward passing functions
for subject programs with varying output. Furthermore, these passing functions enable fuzzy passing extents
to significantly improve the effectiveness of existing statistical debuggers compared to their traditional
counterparts which do not employ fuzzy passing extents.

Section 5.4.4 shows that the additional computational overhead incurred by employing fuzzy passing
extents in a statistical debugger is largely dependent on the user’s choice of the passing function. However,
we hypothesize that many users will be able to identify efficient passing functions and that when users
specify complex passing functions which incur significant overhead, the effectiveness of the debugger will also

significantly improve.



Chapter 6

Discussion

The contributions in chapters 3, 4 and 5 enable developers to localize faults causing failures more effectively
than existing alternatives. Each of these research contributions offers different improvements and incurs
different overheads. Here we dissect and discuss the improvements and overheads of each of the research
contributions presented in this dissertation. Both software employing floating-point computations and
continuous stochastic distributions and general purpose software are considered. An evaluation which tests if
the total time required by users to localize faults in subject programs is reduced when using our research
contributions versus existing tools is also presented. That evaluation serves as the overall measure of success

for our work.

6.1 Effectiveness

The effectiveness of the statistical debugger Exploratory Software Predictor (ESP), which implements our
research contributions, is measured via the established metric Cost [7, 8, 22, 23, 28, 31, 32]. Recall, given
a ranked set of statements, Cost measures the percentage of statements a developer must examine before
encountering the faulty statement. If there are ties, it is assumed that the developer must examine all of the
tied statements. For example, if there are n executed statements in a program and all n statements have the
same suspiciousness estimate, it is assumed that the developer must examine all n statements. Therefore the
Cost of finding the fault is 100%. A lower score is preferable because it means that fewer of the statements
must be considered before the faulty statement is found.

The effectiveness of the statistical debuggers Tarantula, Cooperative Bug Isolation (CBI) and ESP for
the 31 subject programs and 387 faulty program versions used in this dissertation, is shown in Table 6.1.

The versions of Tarantula and CBI reflect the original published implementations and do not take advantage

105
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Table 6.1: Number (percentage) of faulty version ranked statement lists in each score range for all approaches.

Cost Tarantula ESP CBI
# (%) of Programs | # (%) of Programs | # (%) of Programs

0% - 1% 14 (3.62%) 70 (18.09%) 13 (11.11%)
1% - 10% 89 (23.00%) 163 (42.12%) 139 (35.92%)
10% - 20% 72 (18.60%) 62 (16.02%) 50 (12.92%)
20% - 30% 33 (8.53%) 13 (3.36%) 39 (10.08%)
30% - 40% 54 (13.95%) 29 (7.49%) 18 (4.65%)
40% - 50% 27 (6.98%) 10 (2.58%) 27 (6.98%)
50% - 60% 14 (3.62%) 8 (2.07%) 15 (3.88%)
60% - 70% 21 (5.43%) 10 (2.58%) 17 (4.39%)
70% - 80% 12 (3.10%) 7 (1.81%) 21 (5.43%)
80% - 90% 16 (4.13%) 11 (2.84%) 14 (3.62%)
90% - 100% 35 (9.04%) 4 (1.03%) 4 (1.03%)

of any of our contributions. ESP expands upon a version of CBI and it employs each contribution in this

dissertation.

The 31 subject programs used in this evaluation are described in Table 3.4 and Table 5.2. Each row in
Table 6.1 shows a Cost range, and the number (and percentage) of subject programs for each debugger that
incur the specified Cost. Figure 6.1 provides a graphical view of this data. In Figure 6.1 the x-axis represents
the lower bound of each Cost range and the y-axis represents the percentage of subject programs where a
Cost less than or equal to the upper bound is incurred. This presentation of data follows the established

convention in the fault localization community [7, 12, 22, 23].

Table 6.1 and Figure 6.1 show that ESP is significantly more effective at localizing faults than CBI and
Tarantula for all the subject programs included in this dissertation. This result is not surprising. ESP takes
advantage of the elastic predicates presented in Chapter 3, the reduced biased suspiciousness estimation
presented in Chapter 4 and the fuzzy passing extents presented in Chapter 5. Combined these three research

contributions enable ESP to localize faults significantly more effectively than the existing alternatives.

Recall, addressing the deficiencies of existing alternative debuggers, such as CBI and Tarantula, for
programs employing floating-point computations and continuous stochastic distributions, is the main goal of
our work. Further exploration highlights ESP’s fault localization capabilities when evaluation is restricted to

these types of programs.

The eight widely used but faulty simulations introduced in Section 3.4.4, and the three Siemens Suite
benchmarks which were adapted to include variance in their output in Section 5.4.1, reflect programs
employing floating-point computations and continuous stochastic distributions. These programs are shown in
the eight bottom rows of Table 3.4 and in Table 5.2. In this portion of the evaluation the effectiveness of

ESP, CBI and Tarantula is tested for only these eleven subject programs and 67 faulty versions.
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Figure 6.1: Comparison of the effectiveness of Tarantula, CBI and ESP using the Cost metric. Higher and
further left is better.

Table 6.2 shows a Cost range, and the number (and percentage) of subject programs employing floating-
point computations and continuous stochastic distributions for each debugger that incur the specified Cost.
Figure 6.2 provides a graphical view of this data. In Figure 6.2 the x-axis represents the lower bound of each
Cost range and the y-axis represents the percentage of programs where a Cost less than or equal to the upper
bound is incurred.

Two trends are evident in this evaluation. The first is the profound incapability of CBI and Tarantula to
localize faults in software employing floating-point computations and stochastic distributions. Here, neither

approach is significantly better than the simple-minded fault localization approach described in Section 5.4.3.
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Table 6.2: Number (percentage) of faulty version ranked statement lists in each score range for all approaches
for the programs which employ floating-point computations and continuous stochastic distributions.

Cost Tarantula ESP CBI
# (%) of Programs | # (%) of Programs | # (%) of Programs

0% - 1% 2 (2.99%) 6 (8.96%) 16 (23.88%)
1% - 10% 10 (14.93%) 11 (16.42%) 25 (37.31%)
10% - 20% 8 (11.94%) 9 (13.43%) 9 (13.43%)
20% - 30% 6 (8.96%) 8 (11.94%) 4 (5.97%)
30% - 40% 9 (13.43%) 9 (13.43%) 3 (4.48%)
40% - 50% 6 (8.96%) 6 (8.96%) 2 (2.99%)
50% - 60% 7 (10.45%) 7 (10.45%) 2 (2.99%)
60% - 70% 8 (11.94%) 4 (5.97%) 1 (1.49%)
70% - 80% 5 (7.46%) 3 (4.48%) 2 (2.99%)
80% - 90% 3 (4.48%) 2 (2.99%) 1 (1.49%)
90% - 100% 3 (4.48%) 2 (2.99%) 2 (2.99%)

Table 6.3: Mean and median Cost for different subject program sizes.

Subject Program Size # of Faulty Versions | Mean Cost % | Median Cost %
# of statements <1,000 292 18.66% (8.32%)
1,000 <# of statements <10,000 41 14.24% 5.31%
10,000 <# of statements <100,000 54 11.64% 4.02%

Recall, this approach simply takes all statements included in failing test cases and ranks them in a random
order. It is expected to localize faults in the same percentage of faulty versions as the Cost incurred. ESP is
clearly more effective than this approach, as well as CBI and Tarantula.

The second trend is that ESP is consistently effective across a broad range of program types. While the
original research objectives of this dissertation addressed effective fault localization analysis for programs with
floating-point computations and continuous stochastic distributions, the outcome has been a fault localization
approach that is consistently the best statistical debugger for all program types, including those originally
targeted. This unexpected outcome means, among other things, that users whose sole concern is localizing
faults while incurring minimal Cost do not need to choose between competing statistical debugging tools
depending on subject program type. ESP is consistently their best choice.

While the inclusion of floating-point computations and continuous stochastic distributions does not
significantly affect the fault localization capabilities of ESP, the size of a program does. Specifically, ESP
incurs less Cost and thus becomes more effective when more statements are included in a subject program.
This trend of improved effectiveness in larger programs is shown in Table 6.3.

It is not unexpected that ESP becomes more effective as more statements are included in a subject
program. Additional statements generally create more control flow paths which enhances the fault localization
capabilities of all the fault localization approaches included in our evaluation [130]. Furthermore, each of

the faulty program versions where missing code qualifies as the fault include less than 1,000 statements.
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Figure 6.2: Comparison of the effectiveness of Tarantula, CBI and ESP using the Cost metric for the programs
included in the evaluation which employ floating-point computations and continuous stochastic distributions.
Higher and further left is better.

Recall, missing code faults violate the coverage trigger assumption in ESP, resulting in poor fault localization
capabilities for these program versions. ESP assumes that the coverage of a statement corresponding to
predicate p will necessarily trigger a failure. When this assumption is violated, as is the case of missing code

faults, the resulting rankings from ESP are significantly less useful to developers.
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Figure 6.3: Graph of wallclock time overhead (in %) incurred by CBI when employing each contribution in
this dissertation.

6.2 Overhead

The effectiveness evaluation in Section 6.1 shows that the fault localization capabilities of ESP are superior to
those of Tarantula and CBI. This additional effectiveness is due to our novel and complimentary contributions
presented in this dissertation. However, each of these contributions reduces the efficiency of ESP compared
to CBI and Tarantula. The result is a significant increase in the time required by the debugger to return the
list of statements (or predicates) in descending order of suspiciousness. For example, the itemized increase in
execution time for ESP for the nine faulty versions of the adapted subject program schedule described in
Section 5.4 is shown in Figure 6.3. Here, the walllclock time required to return the list of statements in ESP
is five times more than CBI. This example program analysis reflects the average breakdown of wallclock time
required by ESP to produce a ranked list of program statements. Recall, ESP reflects a version of CBI that

employs each contribution in this dissertation.
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Ideally the wallclock time incurred by each research contribution within ESP would be directly proportional
to the improvements in fault localization effectiveness that it creates. However, within ESP the benefit of a
research contribution is highly dependent on the subject program in which it is employed. The following list
provides an analysis of the improvements in effectiveness offered by each of the three research contributions

within ESP.

1. The elastic predicates within ESP offer the most improvement to the most programs. Of the 387 faulty
program versions included in our evaluation, 253 incur less Cost when elastic predicates are employed
as opposed to employing CBI alone. The mean reduction in Cost is 9.34%, the median reduction in
Cost is 6.54% and the standard deviation in Cost is 7.54%. When evaluation is restricted to only the 67
faulty programs versions employing floating-point computations and continuous stochastic distributions,
elastic predicates offer even more benefit. 55 of the 67 programs included in the evaluation which
employ floating-point computations and continuous stochastic distributions incur less Cost when elastic
predicates are employed as opposed to employing CBI alone. The mean reduction in Cost is 14.53%,

the median reduction in Cost is 8.02% and the standard deviation in Cost is 13.83%.

2. The reduced bias suspiciousness estimation within ESP targets all software, not just software which
employs floating-point computations and continuous stochastic distributions. As a result the reduced
bias estimate offers improvements to a large portion of the subject programs included in our evaluation.
When CBI is employed with our reduced bias suspiciousness estimate, the Cost of localizing faults
in 241 of the 387 programs included in our evaluation is reduced. The mean reduction in Cost is
6.54%, the median reduction in Cost is 4.35% and the standard deviation in Cost is 6.83%. While
these improvements in effectiveness are not as large as those achieved by elastic predicates they are still

significant and affect a substantial portion of the subject programs included in our evaluation.

3. The concept of fuzzy passing extents is the most specific of the research contributions to a subject
program. For fuzzy passing extents to offer improvement, a subject program must have variation in its
output and the developer must be able to specify a passing function for the program. 59 of the 387
faulty program versions used in our evaluation meet these restrictions. While only a fraction of our
evaluation programs meet these restrictions, those programs do reap more benefit from fuzzy passing
extents than any of our other research contributions. When CBI is employed with fuzzy passing extents,
the Cost of localizing faults in 57 of the 59 qualifying program versions is reduced. The mean Cost

reduction is 16.13%, the median Cost reduction is 18.92% and the standard deviation in Cost is 8.68%.
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While the applicability and Cost reduction offered by each of the research contributions within ESP varies,
the evaluations in chapters 3, 4 and 5 show that improvements offered by each research contribution are
largely independent of one another. This independence offers the opportunity to improve the overall efficiency
of ESP by separately reducing the overhead of each contribution. In future work we will explore methods to
accomplish this while maintaining the effectiveness of each contribution. This is a priority for the generation
of elastic predicates since Figure 6.3 shows their construction incurs significantly more wallclock time than

any of our other research contributions.

6.3 Time Incurred

Given that ESP is more effective at localizing faults, but requires significantly more wallclock time, a measure
of overall user effectiveness is needed to determine if our work is successful. The Time Incurred metric
serves this purpose. Time Incurred measures the overall time developers incur localizing faults in the subject

programs using different statistical debuggers. This metric is composed of the following:

1. Ranked Statement Time (RST) - The time required by the fault localization approach to return the

ranked set of program statements.

2. The time required by the software developer to identify the fault once the ranked set of statements is

provided.

It is difficult to measure (2) because more studies are needed to determine how developers use the
statement rankings provided by statistical debuggers [114]. Cost is the established measure of how useful
a list of ranked predicates or statements is to a developer. However, Cost is not measured in time. Time
Incurred addresses this problem. It includes the measure Time Per Statement of (TPS), which reflects the
time required for a user to either: (1) identify a fault in a given statement or (2) determine a given statement
is fault free. The Time Incurred formula, shown in Equation 6.1, accounts for the total time required by a
developer employing a statistical debugger to localize a fault in a given subject program by combining RST,
Cost, TPS and the number of statements ranked for a given subject program (NumOfStmts). It is important

to note that the minimum Time Incurred that can be achieved by an approach is the RST for the approach.

Timelncurred = RST + (Cost x TPS x NumO fStmits) (6.1)

Since the TPS can range from developer to developer, we consider a range of values for the T'PS. This

range is chosen to reflect all the reasonable projections for the amount of time users spend analyzing each
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Table 6.4: Number (percentage) of faulty version ranked statement lists in each Time Incurred range for all
approaches for all programs included in the evaluation.

Time Incurred (hrs) | % of Statements Tarantula ESP CBI
# (%) of Programs | # (%) of Programs | # (%) of Programs
0-41 (0% - 1%) 14 (3.62%) 0 (0.00%) 0 (0.00%)
A1 - 382 (1% - 10%) 89 (23.00%) 190 (49.09%) 157 (40.56%)
382 - 760 (10% - 20%) 72 (18.60%) 91 (23.51%) 73 (18.86%)
760 - 1139 (20% - 30%) 33 (8.53%) 1 (2.84%) 27 (6.97%)
1139 - 1517 (30% - 40%) 54 (13.95%) 27 (6.97%) 3 (5.94%)
1517 - 1896 (40% - 50%) 27 (6.98%) 15 (3.87%) 30 (7.75%)
1896 - 2274 (50% - 60%) 4 (3.62%) 10 (2.58%) 16 (4.13%)
2274 - 2653 (60% - 70%) 1 (5.43%) 4 (1.03%) 4 (1.03%)
2653 - 3031 (70% - 80%) 2 (3.10%) 14 (3.62%) 13 (3.36%)
3031 - 3410 (80% - 90%) 6 (4.13%) 5 (1.29%) 19 (4.90%)
3410 - 3788 (90% - 100%) 5 (9.04%) 17 (4.39%) 2 (5.68%)
3788 - 4167 (100% - 110%) 0 (0.00%) 3 (0.77%) 3 (0.77%)

Table 6.5: Number (percentage) of faulty ranked statement lists in each Time Incurred range for all approaches
for the programs which employ floating-point computations and continuous stochastic distributions.

Time Incurred (hrs) | % of Statements Tarantula ESP CBI
# (%) of Programs | # (%) of Programs | # (%) of Programs

0-8 0% - 1%) 2 (2.99%) 0 (0.00%) 0 (0.00%)
8-16 (1% - 10%) 0 (14.93%) 30 (44.78%) 15 (22.39%)
16 - 24 (10% - 20%) 8 (11.94%) 3 (19.4%) 8 (11.94%)
24 - 32 (20% - 30%) 6 (8.96%) 7 (10.45%) 9 (13.43%)
32 - 40 (30% - 40%) 9 (13.43%) 5 (7.46%) 8 (11.94%)
40 - 48 (40% - 50%) 6 (8.96%) 3 (4.48%) 8 (11.94%)
48 - 56 (50% - 60%) 7 (10.45%) 2 (2.99%) 5 (7.46%)
56 - 64 (60% - 70%) 8 (11.94%) 1 (1.49%) 5 (7.46%)
64 - 72 (70% - 80%) 5 (7.46%) 2 (2.99%) 4 (5.97%)
72 - 80 (80% - 90%) 3 (4.48%) 1 (1.49%) 2 (2.99%)
80 - 88 (90% - 100%) 3 (4.48%) 2 (2.99%) 2 (2.99%)
88 - 96 (100% - 110%) 0 (0.00%) 1 (1.49%) 1 (1.49%)

statement ranked by statistical debuggers to determine if the statement contains a fault. It is important

to note that the TPS is uniform for all statements in all subject programs. In this sense the T'P.S can be

considered the mean time spent by a developer examining each statement in each subject program.

The work in this dissertation is successful if the predicate-level statistical debugger employing each of

our contributions, ESP, localizes more faults than competing approaches at any given Time Incurred, for all

values of TPS beginning at one minute (or 60 seconds). One minute ( or 60 seconds) is chosen here to reflect

the minimum time a developer could be expected to either: (1) identify a fault in a given statement or (2)

determine a given statement is fault free. Other TPS below one minute are also discussed in this portion of

the evaluation.

The Time Incurred for Tarantula, CBI and ESP for the 31 subject programs and 387 faulty program

versions is shown in Table 6.4. Similarly, the Time Incurred for the 11 subject programs and 67 faulty
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program versions employing floating-point computations and continuous stochastic distributions is shown
in Table 6.5. Each row in Table 6.4 and Table 6.5 shows a Time Incurred range and how many faults each
approach localized within the time range. The ranges are calculated by: (1) summing the Time Incurred to
localize the fault for each faulty program version using Tarantula and (2) dividing that sum into 1%, 10%,
20%, 30%, 40%, 50%, 60%, 70%, 80%, 90%, 100% and 110% Time Incurred ranges. Tarantula is used as
the basis for each Time Incurred range because it incurs the least time to: (1) find the fault in one of the
faulty program versions and (2) find the fault in all of the faulty program versions included in our evaluation.
The Time Incurred range in the bottom row in tables 6.4 and 6.5 (100%-110%) reflects the time required to
localize faults in all of the faulty program versions included in our evaluation using ESP and CBI.

Figures 6.4 and 6.5 provide a graphical view of the data in Table 6.4 and Table 6.5. In figures 6.4 and 6.5
the x-axis represents the lower bound of each Time Incurred range and the y-axis represents the percentage
of subject programs where the Time Incurred is less than or equal to the upper bound. This presentation of
data follows the established convention in the fault localization community which employs Cost along the
x-axis instead of Time Incurred [7, 12, 22, 23].

Recall in figures 6.1 and 6.2, given a specified Cost range, ESP localized more faults than any of the
competing debuggers. Similarly in figures 6.4 and 6.5, in the preponderance of Time Incurred ranges, ESP
localizes more faults than its competitors. However, in two different Time Incurred ranges, Tarantula localizes
more faults than ESP or CBI. We explore Tarantula’s performance in these Time Incurred ranges next.

Throughout our evaluations Tarantula has been the most efficient statistical debugging approach. As a
result, in the evaluation shown in tables 6.4 and 6.5 and figures 6.4 and 6.5 there exist two Time Incurred
ranges where Tarantula localizes more faults than ESP or CBI. The first period occurs at the beginning
of a fault localization analysis, where Tarantula has generated a ranked list of statements and ESP and
CBI have not finished generating such a list. This circumstance enables a developer using Tarantula to
start identifying faults, while a user employing CBI or ESP cannot. The second period occurs at the end of
the fault localization analysis, where a developer employing Tarantula has searched through all the ranked
statements and thus identified all the faults. In this case, developers employing ESP and CBI have not had
sufficient time to search all of the ranked statements and thus have not identified all of the faults. These are
the only two ranges of Time Incurred where Tarantula outperforms ESP or CBI. In all of the other time
ranges ESP localizes more faults than CBI or Tarantula.

The superior performance of ESP holds for T'P.S values greater than seven seconds, except for the extreme
conditions already noted. While our evaluation begins with an already short assumption of one minute, we
could have chosen an arguably unrealistic value as small as seven seconds and still claimed superiority. For

TPS values smaller than seven seconds ESP is unable to produce a ranked list of statements before a user
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Figure 6.4: Comparison of the effectiveness of Tarantula, CBI and ESP using the Time Incurred metric.
Higher and further left is better.

employing Tarantula has explored 10% of the ranked list of statements. For these TPS values Tarantula and
CBI are capable of localizing more faults than ESP in at least three different, albeit narrow, Time Incurred
ranges. For TPS values of zero, ESP is outperformed by Tarantula and CBI in every Time Incurred range
because only the efficiency of a fault localization approach is considered, not the effectiveness.

Given that Tarantula is not significantly more effective than ESP in the two time ranges where it
outperforms ESP and its superior effectiveness is owed more to efficiency than analysis capabilities, we
conclude that our novel contributions featured in ESP are successful. Furthermore, the focus of the

implementation of each of the research contributions within ESP is effectiveness, not efficiency. In the
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Figure 6.5: Comparison of the effectiveness of Tarantula, CBI and ESP using the Time Incurred metric for
the programs included in the evaluation which employ floating-point computations and continuous stochastic
distributions. Higher and further left is better.

future we expect efficiency improvements simply from honing the implementation of each of these research
contributions. Ultimately, the research contributions within ESP enhance the effectiveness of automated
debuggers and are a valuable addition to a software engineer’s toolset, especially for programs employing

floating-point computations or continuous stochastic distributions.
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6.4 Summary

The research contributions presented in chapters 3, 4 and 5 enable developers to localize faults causing failures
more effectively than existing alternatives in general purpose software and programs employing floating-point
and continuous stochastic distributions. While the applicability and effectiveness offered by each of our
research contributions varies, the analysis and discussion in this chapter show that improvements offered
by each research contribution are largely independent of one another. Furthermore, despite the additional
overhead incurred by each of these research objectives, the Time Incurred metric demonstrates that these
contributions significantly reduce the overall time developers incur localizing faults in a subject program

compared to existing alternatives.
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Conclusion

When a failure is first observed in software, the prospect of localizing the fault causing it can be daunting.
Common practice is to apply classic debugging techniques to identify the program statements and interactions
that lead to the fault. This practice is largely manual and it can consume weeks, months and even years of
effort. Resources in terms of money, people and time should be minimized in the process of fault localization.

Predicate-level statistical debuggers have been employed to meet this goal.

While predicate-level statistical debuggers are effective in general, they are not tailored to an important class
of software, including simulations and computational models, which employ floating-point computations and
continuous stochastic distributions. In this dissertation that deficiency, and coincidentally, fault localization
for all program types, is addressed through three novel and complementary contributions. Here, a summary
of these contributions is presented and a description of the availability of the tool, ESP, which implements
them is provided. New research areas and opportunities for future work stemming from these contributions

are also reviewed.

7.1 Summary of Contributions

Three contributions presented in this dissertation enable users to more effectively isolate causes of failures
in software, in particular in software employing floating-point computations and continuous stochastic

distributions. A summary of how these contributions interact with one another is presented here.

1. Elastic predicates are formed from summary statistics of variable values profiled at instrumented

program points. These predicates more closely match where a fault is expressed and lead to more

118
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effective fault localization, especially for software employing floating-point computations and continuous

stochastic distributions.

2. The metrics employed to estimate the suspiciousness of predicates in statistical debuggers (including
elastic predicates) do not account for several factors which significantly influence how frequently some
predicates appear in passing and failing test cases. The inability of existing estimates to control for
these factors reflects confounding bias in the suspiciousness estimate. Casting predicate-level statistical
debugging as an observational study and employing causal models and statistical matching significantly

reduces or eliminates this bias and yields more accurate suspiciousness estimation.

3. Suspiciousness estimation requires a distinction between test cases which produce the specified output
(and pass) versus those test cases which produce unspecified output (and fail). Current statistical
debuggers have not assumed any variance from the specified (or passing) output for a given test case.
This assumption precludes the practical consideration of a large class of software, including exploratory

simulations, which employ stochastics to reflect uncertainty in an underlying model.

This restriction can be lifted through fuzzy passing extents which enable users to define a function
which specifies the degree ([0,1]) to which a faulty program passes a given test case. For these programs
fuzzy passing extents can significantly improve the effectiveness of existing statistical debuggers compared
to their traditional counterparts which do not employ fuzzy passing extents. Furthermore, they can
reproduce the results of the suspiciousness estimates presented in this dissertation if needed. This
ensures that debuggers employing fuzzy passing extents will not be outperformed by their traditional

counterparts which do not employ fuzzy passing extents.

Ultimately, the research objectives within ESP have changed the landscape of predicate-level statistical
debugging. The combination of elastic predicates, reduced bias suspiciousness estimation and fuzzy passing
extents makes ESP more effective and applicable than existing predicate-level statistical debugging approaches.

In Chapter 6 we showed that ESP significantly reduces the overall time developers spend localizing
faults compared to the competing statistical debuggers. However, in terms of the wallclock time required to
produce statement rankings ESP is generally incapable of outperforming statement-level statistical debugging
approaches, such as Tarantula. As things stand, there is a trade-off between ESP’s effectiveness and Tarantula’s
efficiency. Assuming a base-line level of fault localization effectiveness, the chief concern for some developers
is the wallclock time required to produce statement rankings [114]. In these cases ESP’s ability to produce
statement rankings efficiently (relatively speaking) can be an issue. As a result, despite the superior fault
localization capabilities of ESP, continued improvements to produce reasonably effective rankings as efficiently

as possible for statement-level debuggers are strongly desirable.
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It is also important to note where ESP can be bested in effectiveness. The evaluation of elastic predicates
in Chapter 3 showed that for subject programs that do not employ floating-point computations or continuous
stochastic distributions, state-altering approaches, such as IVMP, can outperform ESP. Furthermore, the
evaluations in chapters 4 and 5 show that ESP can be fooled by missing code. Recently, there has been some
success in addressing these faults from approaches which insert mutations of suspicious predicates into faulty
subject programs in an attempt to make failing test cases become passing test cases [131]. Exploring the
improvements in effectiveness and efficiency that our research contributions can offer these approaches is a

new research area opened by ESP. This and several other new research areas are explored next.

7.2 New Research Areas

The research and evaluations within this dissertation shed light on several new areas of fault localization
research worthy of pursuit. Here, each of these areas is reviewed. These areas differ from the future avenues
of research presented in Section 7.4 in breadth and scope. In contrast, the avenues for future work presented
in Section 7.4 are more narrow and are directly tied to improving the capabilities of ESP.

One research opportunity made apparent by our work is improvement of the fault localization capabilities
of state-altering debuggers for subject programs employing floating-point computations and stochastics. The
evaluation of IVMP in Chapter 3 is the first identification of the limitations of state-altering approaches for
these types of subject programs [26]. This deficiency presents an opportunity to develop a state-altering
analysis that does not rely on repeatable execution traces and exact output matching. Addressing this deficiency
could advance the state of the art in fault localization for software employing floating-point computations
and stochastics.

New suspiciousness estimates for predicate-level statistical debuggers are also needed in the field of fault
localization. The causal model introduced in Chapter 4 reduces the confounding bias in existing suspiciousness
estimates but it does not necessarily eliminate it. Fundamentally different predicate-level metrics that consider
more than just the presence of a predicate in a passing and failing test case need to be explored to identify
more effective suspiciousness measures which are less susceptible to bias.

Finally, our work has demonstrated the need to explore how useful developers find the statement rankings
provided by statistical debuggers. Recall, it is currently unclear how useful developers find ranking-based
approaches to fault localization [114]. Answers need to be provided to questions such as: (1) Does the
effectiveness of an automated debugger increase with the level of difficulty of the debugging task?, (2) Are
ranked lists of statements (or predicates) the best way to relate analysis back to a fault-searching developer?

and (3) How difficult is it for developers to choose fuzzy passing functions, in subject programs with variance
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in the output? It is important to note that the goal of this research is not to demonstrate that a particular
approach is better than another one, rather it is to gather insight on how to build better automated debugging

tools and identify promising research directions in fault localization.

7.3 Availability of ESP

A version of ESP which employs elastic predicates and fuzzy passing extents is publicly available [132]. The
downloadable content includes the source code, build instructions and an example faulty subject program
on which ESP can be employed. Recently, a University of Virginia undergraduate student working with a
queueing simulation successfully downloaded and localized several faults in a queueing simulation with this
version of ESP. In the future a full version of ESP which includes our reduced bias suspiciousness estimation

will be made available.

7.4 Future Work

Several future directions of research directly related to our research contributions warrant further pursuit.

These opportunities for future work are described next.

1. Efficient generation of maximized elastic predicates. Elastic predicates are a significant improve-
ment over existing predicates because they use summary statistics to adjust to the values of program
variables. However, the summary statistics used in these predicates do not maximize the suspiciousness
of the predicate. Recall from Chapter 3, that further improvement is possible by generating a mazimized
predicate where the predicate endpoint value maximizes the suspiciousness score for the predicate.

Accomplishing this functionality, or even approximating it, efficiently is a research challenge.

2. Further reducing confounding bias in predicate-level suspiciousness estimates by con-
trolling for data flow dependencies. Recall from Chapter 4 that subject program control flow
dependencies and statement coverage can produce significant confounding bias in established predicate-
level suspiciousness estimates. Subject program data flow dependencies also contribute to confounding
bias in these estimates. Three research challenges arise as a result: (1) profiling subject programs
to identify these dependencies, (2) incorporating them as covariates into our causal model(s) and (3)
matching test cases in the face of additional covariates. Overcoming these challenges will continue to
reduce and/or eliminate confounding bias in suspiciousness estimates and result in more effective fault

localization.
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3. Focused elastic predicate instrumentation. Most instrumented predicates are poor predictors of
failure. A focused monitoring strategy that mitigates instrumenting static predicates that are poor
failure predictors has been proposed [14]. This strategy improves the efficiency of the fault localization
process but not the effectiveness. The advent of elastic predicates in this dissertation requires a similar
strategy. Developing a methodology to mitigate instrumenting elastic predicates which are poor failure
predictors is an avenue for future work. Addressing this research goal will allow users to employ full
elastic predicate instrumentation when efficiency is not an issue and specify the degree to which elastic
predicate instrumentation should be reduced when efficiency is an issue. This future work will enable

users to balance effectiveness and efficiency.

4. Parallelization. The suspiciousness estimation of each predicate instrumented in a subject program
is computed in isolation from all other predicates. Thus, multiple cores can carry out predicate
suspiciousness estimation in parallel. Similarly, the execution of each test case required to compute
summary statistics needed to generate elastic predicates is an independent process. These test cases
can also be executed in parallel. The efficiency of statistical debuggers employing our contributions
can be improved significantly by taking advantage of these embarrassingly parallel properties. The
engineering challenge of creating such a framework reflects an opportunity to significantly reduce the

Time Incurred for developers who employ ESP.

5. Reusing data when localizing multiple faults. Localizing multiple faults in a subject program is
an incremental process. Recall, in Section 3.4.11 an algorithm is presented that ensures that at least one
fault localizing predicate will be produced for each fault in a subject program. While this algorithm is
effective, it is not optimized for efficiency. Specifically, no information is reused between the ranked list
of predicates produced for each fault. In future work, we will explore how reusing information between
iterations of the multiple fault localization algorithm can improve the efficiency of ESP in terms of time

and space.

7.5 Final Remarks

The contributions presented in this dissertation advance the state of the art in localizing sources of failures in
software. Elastic predicates are instrumented in faulty subject programs to provide an adaptive and more
granular approach to capturing the conditions where a fault is and is not expressed. Accounting for the
control flow dependencies between predicates and statement coverage with statistical matching and causal

models enables the confounding bias in existing predicate suspiciousness estimation metrics to be significantly
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Table 7.1: Publications featuring the contributions of this dissertation.

Chapte Venue

Publication

3 | ASE’11 | Statistical Debugging with Elastic Predicates [20]

4 | ICSE ’12 | Reducing Bias In Predicate-Level Statistical Debugging Metrics [33]

4 | NFM ’12 | Modifying Test Suites to Enable Effective Predicate-Level Statistical Debugging [34]
5|1 WSC 11

Applying Enhanced Fault Localization Technology to Monte Carlo Simulations [128]
(Nominated for Best Conference Paper)

reduced and/or eliminated. Finally, fuzzy passing extents enable elastic predicates, reduced confounding bias

estimates, and a bevy of other fault localization contributions to be applied to the programs which fault

localization was previously inapplicable, because of variance in the program output.

Table 7.1 shows the major software engineering and simulation research venues where these contributions

have been published. We expect that the contributions will be adopted in existing statistical debuggers and

they will contribute to more effective localization of the sources of failing outcomes, especially for developers

and users of software with floating-point computations and continuous stochastic distributions.
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