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Abstract

Rapid advances in sensing and computing technology have led to the proliferation of med-
ical cyber-physical systems (CPS) in personalized and clinical settings. However, the
increasing device complexity, shrinking technology sizes, and shorter time to market have
resulted in major challenges in ensuring the reliability, safety, and security of medical de-
vices. This research presents a hybrid model- and data-driven approach for the synthesis
of safety monitors that can continuously detect faults and mitigate hazards in medical CPS.
The synthesis process starts with the identification of safety requirements using systems-
theoretic (STPA) hazard analysis and specification of temporal logic rules for the detection
of unsafe system context. The extracted temporal logic is further refined using the closed-
loop simulation of the controller with a dynamic patient model. The final synthesized
monitor is integrated with the target control software as a wrapper that only has access to
the input-output interface (sensor and actuator values) and performs real-time execution
of logic rules along with a simulation of the patient model. We demonstrate the effec-
tiveness of our approach using a case study of a closed-loop artificial pancreas system
(APS), consisting of an APS control software (OpenAPS) and a patient glucose simulator
(Glucosym). The performance of the monitor is assessed in terms of timely and accurate
detection of potentially unsafe controller commands due to hardware errors. Results show
that the proposed monitor can correctly generate alerts and shows a significant increase in
F1 score (up to 23%) with a trade-off of 33-minute decrease in reaction time but having a
lower number of false positives, 175 compared to 649 for a baseline.

Keywords— safety, resilience, run-time verification, error detection, hazard analysis, cyber-

physical system, medical device
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Chapter 1

Introduction

1.1 The Motivation

Rapid advances in sensing, computing, and low-power highly-integrated circuit technology
have led to increasing deployment of the medical cyber-physical systems (CPS) in various person-
alized and clinical settings. The ability of these devices to process critical clinical information and
provide direct treatment to patients makes them safety-critical devices. On one hand, advances
in the development of medical devices promise to ensure the quality of treatment. On the other
hand, the increasing device complexity, shrinking technology sizes, and shorter time to market
have resulted in major challenges in ensuring reliability, safety, and security as the potential fail-
ure of these devices might have serious impact on patients’ health and wellness. Recent studies
have shown the susceptibility of medical devices, such as patient monitors, infusion pumps, and
implantable pacemakers, to accidental faults or malicious attacks with potential adverse impact on
patients [0, 16, 23, 5].

One of the possible reasons for such incidents might be the lack of consistent understanding and

perspectives with respect to the health-care and engineering disciplines. This is due to the fact that

researchers from different domains, specifically engineering and medicine, have developed their



different respective perspectives, concerns, and definitions regarding patient safety, security, and
dependability. Besides, fierce market competition has been increasing among the medical device
manufacturers that results in the tendency of achieving shorter time-to-market among the compa-
nies. The consideration of safety and security in the design of these devices is often overlooked in
the design phase due to the limited time-to-market (TTM) and tight timing and resource constraints
[6]. Further, some of the existing monitoring techniques rely on the fixed rules and general medical
guidelines and often ignore the underlying context including dynamic system and patient status
[33].

This work proposes to consider a new system-resilience design methodology which considers
the many dimensions of complexity and design constraints to design a system that continuously
prevents, detects, mitigates, or ameliorates hazards and incidents. To be specific, the goal of this
research is to develop a general design methodology that provides the automatic inclusion of safety
monitors in any functional design without the designer having to explicitly designate monitors

during the design process.

1.2 Objectives

This work aims to develop a system-resilience design methodology in which a context-aware
safety monitor is automatically synthesized from the safety requirements identified during the haz-
ard analysis process. This monitor is then integrated with the control software of the target device
to continuously detect and mitigate the delivery of unsafe control commands to patient at run-time.
The use of the STPA hazard analysis further provides a common platform between different re-
search domains (Engineering and medical) to collaborate with each other and share their respective
perspectives. A very abstract view of a the proposed approach is shown in Figure 1-1.

In particular, we propose a hybrid model- and data-driven approach for synthesis of safety
monitors, starting with hazard analysis using Systems Theoretic Process Analysis (STPA) to iden-

tify the underlying system context leading to potentially unsafe control actions and hazards. The
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logic for detection of unsafe system context is translated into linear temporal logic (LTL) rules that
are further refined using the closed-loop simulation of controller with a dynamic patient model.
Specifically, we use simulated patient models to learn the thresholds and parameters required for
the execution of the LTL formulas. The safety monitor is then implemented as a wrapper integrated
with the control software that only has access to the input-output interface (sensor and actuator val-
ues) and performs real-time execution of logic rules along with simulation of patient model. To
demonstrate the effectiveness of our approach, we develop a closed-loop artificial pancreas system
(APS), consisting of an APS control software (OpenAPS) and a patient glucose simulator (Glu-
cosym). The performance of the monitor is assessed in terms of timely and accurate detection

of potentially unsafe controller commands due to hardware errors to mitigate them before being

delivered to the patient.

Medical Device

im

Monitor

Output

Figure 1-1: System With The Safety Monitor



1.3 Contributions

In this study, we examine the challenges of lack of knowledge about fault tolerance in the
design phase and shorter time to market by proposing a design methodology that ensures safety
by preventing unsafe interactions among the system components.The primary contributions of this

study can be summarized as follows:

e We develop a hybrid model- and data-driven approach for synthesis of context-aware safety
monitors that can seamlessly be integrated with the control software at design-time to con-
tinuously detect and mitigate potentially unsafe control actions before they are delivered to

patient’s body at run-time.

e We exploit the information from the STPA hazard analysis process to generate safety moni-

toring rules that are continuously checked to detect and prevent unsafe control commands.

e We propose a general system resilience design methodology that can be applied to any med-
ical cyber-physical system. Our proposed design methodology lets the designers not worry
about safety during the design phase. The designer can focus solely on functional design

aspects, thus, shortening the time-to-market while not compromising safety.

o The proposed method is capable of automatically generating the system safety context table
based on the system specification information provided by the designer and can automati-
cally convert the safety constraints from the context table into linear temporal logic that can

be readily fed into the parameter learning tools (TeLEX).

e QOur experimental results on the closed-loop OpenAPS system shows that the proposed
context-aware monitoring technique outperforms a baseline monitor designed using med-
ical guidelines with up to 23% increase in average detection accuracy (F1 score), significant
reduction in the number of false positive alarms (from 649 to 175), greater improvement in
terms of true negatives (from 1646 to 2120), while keeping the same true positive and false

negative rates.



1.4 The Organization

The rest of this thesis is organized as follows:

Chapter 2 provides a review of the past related work covering run-time verification, safety
monitoring, and fault detection and fault tolerance in medical cyber-physical systems.

Chapter 3 presents the technical background and the case study we have used to evaluate our
proposed technique. In this chapter, we explain how the unsafe interactions among the components
can compromise the safety of the system and show the development of the system that we used as
our case study in this research.

Chapter 4 introduces the proposed design approach. In particular, this chapter contains the
process of hazard analysis, collecting data traces through closed-loop system simulation, the ex-
traction of the temporal logic rules, and the process of learning thresholds for the safety checking
rules.

Chapter 5 presents the experimental evaluation of the proposed system. We assess the efficacy
of the proposed monitor in the presence of hardware faults in memory of controller by artificially
creating faults in the software controller of the target system and measuring the performance of the
monitoring system in terms of accuracy and timely detection of hazards.

Chapter 6 concludes the thesis by providing a summary of insights and lessons learned and

future research directions.

Code Availability

The code for the closed-loop APS system and the safety monitor is available at the following

repository: https://github.com/gitguige/openaps_monitor/tree/master/myopenaps.


https://github.com/gitguige/openaps_monitor/tree/master/myopenaps




Chapter 2

Related Work

We conducted a literature review on the state-of-the-art fault tolerance and detection techniques
in cyber-physical systems (CPS). Based on our survey study, we summarized different techniques
and performed a comprehensive comparison among them.

Table I summarizes the previous work on model-based fault detection techniques in different
application domains and compares them in terms of design approaches and the design stages at
which they were applied.

Then, Next section categorizes recent works based on different approaches for ensuring safety
in the medical cyber-physical systems and provides an overview of the research works in those

categories.

2.1 Runtime Verification

Run-time verification of cyber-physical systems has been an active area of research because
many bugs go undetected during the verification at the development stage. This types of bugs only
appear at runtime and this necessitates the runtime verification in CPS. Also, the general approach

of the verification follows an ad-hoc manner including trial and error basis. Rigorous verification
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necessitates the involvement of formal methods.

The safety properties are usually described as Finite State Machines (FSM) or Linear Temporal
Logic (LTL) and synthesized into run-time monitors [10] [17]. The most relevant and recent work
in this area is [12] which presents robust online monitoring of signal temporal logic (STL) in CPS.
However, to the best of our knowledge, none of the previous work on run-time verification have
incorporated the notion of safety context in CPS and the information from the hazard analysis

process for the specification of safety properties and synthesis of run-time monitors.

2.2 Safety and Security Monitoring in CPS

Another popular form of the techniques to ensure safety is the active monitoring scheme in
which a monitor continuously observes the behavior of the system. The monitor usually contains
some safety checking rules that are continuously checked and if there is any violation, the alarm
or notification is generated. In [24], the authors proposed a complete framework for generating
safety checking rules. In this work, the safety rules are generated through a hazard analysis tech-
nique and then validated by formal methods. They applied their technique to a mobile manipulator
robot. While their approach presents a generic method to define safety checking rules, in an open
environment for the extremely diverse scenarios, the formal analysis seems to be a non-trivial task.

A dynamic model-based detection and mitigation technique of safety-critical attacks on CPS
in robotic surgery is presented by Alemzadeh et al.[5]. Aliabadi et al. [7] proposed a technique that
dynamically mines system properties and infers likely specifications based on observational data.
They mined the temporal properties from the smart meters and medical device and exploited those
properties for intrusion detection.

[30] proposed a runtime security threat detection and mitigation technique that uses the adap-
tive risk assessment methodology. [34] proposed a verification approach that provides the advan-
tage of real-time simulation to support for runtime verification.[32] proposed the synthesis of a

safety guard that acts as a reactive component connected to the target system.



VIN

opod o Junsa) ‘UoNeId
-UuaS 9poo ‘UONBIYLISA [RULIO]
‘waisAs ® Jo adoos Juruygep
“90adse owin [eal pue snonun
-u09 uI sIsA[eue juawaImbay]

(VDOdD) e1sddeuy
pa[[onuo) Jjudned OLUAD)

10g sonewIoju] [eL1)
-snpuy uo suonoesuel], AL

[

] ‘Te 30 uesaSniny

V/N

‘K1oyes 9101891 0} [powl }[ne]
JO UOIEBOYIpOUW  ‘SUOTIPUOD
ojesun Suripur 9uowdo[aa
-9p [epow jneq ‘syuaned
uaaMleq UONEBLIBA JOPAI 0)
[opow juaned ur Aurelreoun
Sunerodioouy  ‘Apoq juan
-ed Aq uondiosqe Fnip jo
somueuAp  onaunjodseweyd
s [epow jusned Jurpnpo
-ur 901A9p [eorpawr  doof
PosO[d JO [opowl UI[nWIS

901A9(J Te91P9IA doo] Paso[D

‘soTjRULIOJU] [eLL)
-snpujy uo suonoesuel], I

[62] "Te 30 otleq

wapqoid anyrej
uey) Joyjer worqoid [onuod

suonIpuod dqrssod
-WI 9JeUIWI[d pue SUONIPUOD
o[qissod Ajmuopr ‘pourejdxe
are [opowr ssoooxd oy ur
sindur e mun sdais om)
181y jeadal ‘suonIpuod pauy
-Q1 QI0W JO UOIBOYIUSPI QAIS
-INOaI ‘[opoul WAISAS UI SI[qe
-1rea 3uisn SUONIPUOD JUYIP

[ 10T “22UaIJuo) SSVVI

© SB PIIopISU0d sem AJojesS | pue VLS Aq spiezey Ajnuap] jyeroooedsg | yic oYy Jo sSurpasdoid Up [+1] Te 3o Surworg
‘paysnes uonejuowedwi ‘uonepieAa

oI SJUTENSUOD [[E [I3UN PJeId | PUB UOIBIdUAS 9pod ‘Uonedy

-1 s1 5s9001d ofoym 2y} ‘uone | -119A pue juswdo[orsp [opowr Ioyew 2102

-OIA JUIBI)SUOD AUB JO 9SBD U]

wsAs ‘syuawarinbar woysAg

-ooed pue dwnd uorsnjup

Al oY) Jo  SsSurpasdold

[17] Te1R o]

sjuauwraxinbar 0y sa3e1s uon
-BpI[EA pUB UONIBOYLIdA ()Oq
woIy si1srxe dool Yoeqpes]

uoneIduas 9pood ‘uon
-BPI[BA ‘UOTIBOYLIOA 9 [BULIO

QuIYOBW SISATRIPOUISH

910T ‘S1N9]
SwIsAS  pappequyg  HHAAL

[

] 'Te 30 JoOYSeN

SjudwWwo))

sage)S udIsa(q

uonednddy ja8ae],

JTBIX /ANUDIA

ik |




Along with the target device, this combined system ensures the satisfaction of the safety rules and
at the same time, it minimizes the deviation from the normal system behavior.

In most of the previous safety monitoring approaches, the safety checking rules are generated
without following any generalized methods and the same state variables observed by the monitored
device are often used as variables by the safety checking rules. Thus the monitoring approach is not
completely independent of the monitored device. Any error in the variables will certainly affect the
monitoring process. To address these challenges, we propose a systematic approach for automatic
synthesis of the safety checking rules from the STPA hazard analysis process and development of
safety monitors that can independently work aside from the monitored device by only observing the
input and output variables. In this work, similar to [5] we utilize the dynamic model of the physical
process (patient glucose status) for detection of unsafe control actions before being delivered to
the physical process. However, the idea of automated synthesis of the monitor from the safety

properties identified using STPA hazard analysis is new.

2.3 Fault Detection and Tolerance in Medical Devices

One of the most related areas to this work is the model-based development and resilience by
construction of medical CPS. In [8], a generic formal model of infusion pump systems was pro-
posed. The authors first conducted a rigorous requirement and hazard analysis for infusion pumps
and then proposed a generic model that ensures all the safety requirements to avoid the possible haz-
ards. This led to a model-based development of generic patient-controlled analgesia (GPCA) pump
model. In [26], a "Correct by construction" approach was presented for the trustworthy develop-
ment of a hemodialysis machine. The whole design process was divided into four steps of Formal
requirements specification, Verification, Validation, and Core generation. In [31], the authors pro-
posed a formal approach for early validation of Medical Cyber-Physical Systems (MCPSs). They

provided a model library composed of two models: patient model and device model. The proposed

10



models were built as reusable and customizable enough to be reused in different MCPS and could
be extended to fit unpredictable MCPS. A fuzzy logic-based fault detection technique for wearable
medical devices was proposed in [28]. In this approach, the wearable device contained a module to
capture biosignals, a microcontroller and a module to transmit data to a Smartphone. The captured
data was analyzed by the fuzzy logic algorithm to decide whether the output is abnormal, and if
abnormal, it could identify the causes for the abnormality.

Another relevant work is Young et al. [33] which proposed a data authenticity monitoring
system to ensure the authenticity of the collected data in a body area network assembled to provide
treatment to the Type 1 diabetic patient. They specified a range of system properties related to type
1 diabetes treatment constraining glucose variability and insulin delivery. They expressed these
properties in signal temporal logic and used these to monitor the property violation in the collected

data. Their approach is completely unaware of the context of the patient.

11
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Chapter 3

Technical Background and Case Study

This chapter presents an overview of the notion of safety context in CPS and introduces our
case study of an Artificial Pancreas System (APS). The description of the major components of an

APS and the step by step process of the development of the APS is also described in this chapter.

3.1 Safety Context in Cyber-Physical Systems

Cyber-physical systems (CPSs) are interconnected embedded systems that connect the cyber
world with the physical world to provide the intended support. CPS gather information from the
physical world through sensors and perform the necessary processing, including machine learning
and control, to change the state of physical processes. Medical Cyber-physical Systems (MCPS)
as a branch of cyber-physical systems promise to ensure safety in providing treatment to patients.
As an example of the MCPS, consider the artificial pancreas system in Figure 3-1. In this system, a
continuous glucose monitor continuously collects blood glucose information at a fixed time interval
and sends the reading to a controller that calculates the recommended insulin and sends a command
to the insulin pump accordingly. An unsafe control action provided by the controller may cause

serious harm to the patient body and the potential cause of an unsafe control action might arise

13
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“@Ed‘\son

Figure 3-1: Artificial Pancreas.

from the measurement error of sensors, hardware fault or software error in controller algorithm
or fault in the insulin pump. Even while all the components work perfectly, there still might be a
possibility of the unsafe control action being delivered. As an example, for high blood glucose, if
there is enough insulin in the patient’s body, low insulin delivery seems alright. However, while
the insulin in the patient’s body is low, the low insulin delivery will place the patient at the risk of
having hyperglycemia in the future. This shows the necessity of using the knowledge of underlying

system context and patient status in design of MCPS.

Traditional rule-based monitoring system might include some fixed checking rules based on the
medical guidelines that seriously suffers from the limitation of not considering the system context
and the controller action. This type of monitor does not take controller action or system state into
account that leads to a large number of false alarm. Examples of such events are shown in Figure
3-2. In this figure, we can see a baseline monitor designed using medical guidelines generates
alarms when blood glucose value crosses a certain limit, 180 in this case. However, it does not
consider the action of the controller that actively delivers sufficient insulin to bring the glucose in

the normal range (shaded region). Thus, baseline creates a lot of false alarms.

Recent studies show the adverse events associated with different medical devices reported to

14
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Figure 3-2: Monitor does not consider the action of controller

the U.S. FDA. For example, adverse events involving patient monitoring systems in hospitals where
data errors and algorithmic inadequacies caused false alarms or missed detections, leading to pa-
tient harm [15][4]. This advocates that ensuring safety should be considered as primary objective

while designing the medical cyber-physical systems.

3.2 Case Study

To demonstrate our proposed methodology, we exploited the artificial pancreas system (APS)
as our case study and developed a closed-loop APS with the help of two open-source simulators:
Open Artificial Pancreas System (OpenAPS) and GlucoSym. Figure 3-1 shows the basic diagram

of an artificial pancreas system.

3.2.1 Artificial Pancreas

Artificial pancreas is a connected environment of three basic subsystems: continuous sensing

of blood glucose level, control algorithm that calculates required insulin, and insulin delivery sys-

15



tem. It replaces the manual checking of blood glucose and the insulin shot. It is a single system
containing three major components mentioned above that continuously checks the patient’s blood

glucose level and automatically delivers the required insulin to the patient body.

3.2.1.1 Continuous Glucose Monitor (CGM)

Continuous Glucose Monitor (CGM): the Continuous Glucose Monitor (CGM) is the critical
component in the artificial pancreas system that continuously tracks the blood glucose level at
regular intervals, usually 5 minutes, throughout the day and night. Figure 3-3 shows different parts

of a continuous glucose monitor.

Transmitter ———— Glucose sensor

Insulin entry point

Glucose

Tissue fluid Blood vessel

| Insulin pump Continuous
glucose monitor

Figure 3-3: Continuous Glucose Monitor (CGM)

It helps users to control their glucose level by providing information about the effect of food
ingestion, insulin delivery, exercise or other physical issues on their glucose level. CGM works by
inserting a tiny sensor wire under the skin. It measures the glucose level of the fluid between cells

that are known as the interstitial glucose level.

A small transmitter is used to transmit the real-time glucose level measurements to the receiver

so the patient can observe the real-time glucose level in his/her blood.

16



Figure 3-4: Insulin Pump

3.2.1.2 Control Algorithm

The control algorithm is the key element of an artificial pancreas system. It uses the BG data
from CGM and the actions of the insulin pump to calculate required insulin delivery rate at regular
intervals. In past years, researchers have developed may promising control algorithms. Among
them, Model Predictive Control [19], Run-to-run Control [13] and PID-based controllers [25] are
the most prevalent algorithms.PID controller responds to the change in glucose level and MPC is
based on the prediction of glucose dynamics. The run-to-run controller can learn the patient’s daily

routine and using this information it produces an optimized response.

3.2.1.3 Infusion Pump

The insulin infusion pump is a small, computerized device that continuously delivers short-
acting insulin (basal rate) all day long. It delivers insulin through a tube that is connected to a
cannula which remains inserted under the skin: typically into the fat area under the skin. Figure
3-4 shows an insulin pump and it’s connectivity to the patient’s body.

The basal insulin rate is usually set according to the suggestion of medical personnel. Most of
the insulin pump comes with the built-in bolus calculator. A bolus is the high amount of insulin
that needs to be pushed before food meal. Patients use the bolus calculator to calculate the required

insulin based on the amount of carbohydrate they are going to take in.

17



3.3 Development of Artificial Pancreas

To demonstrate the ideas proposed in this work, we developed a closed-loop APS using the
Open Artificial Pancreas System (OpenAPS) [2] as the controller and the open-source GlucoSym
simulator [1] as our patient model. The overall system architecture of the developed closed-loop
APS is shown in Figure 3-5. The description of about these two simulators is provided in section

3.3.1and 3.3.2.

Insulin

openAPS Glucosym

Figure 3-5: Closed Loop System with OpenAPS Controller and GlucoSym.

GlucoSym acts as both the patient model and the CGM sensor. As we are using a simulated
patient model, the insulin pump is omitted and the output of the controller is directly fed into the
GlucoSym simulator. A python script is developed to enable synchronized interaction between
these two simulators and to update the necessary files to simulate the functionality of sensor and
actuator and the interactions between the controller and insulin pump and patient in the real APS
system.

OpenAPS is the controller that calculates required insulin delivery to the patient’s body. The
python script establishes the interface between OpenAPS and GlucoSym. It also performs neces-
sary updates of different files to simulate the interaction between OpenAPS and infusion pump.

Interaction among OpenAPS, GlucoSym and the python script is shown in Figure 3-6.

18
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Figure 3-6: Communication among OpenAPS, GlucoSym and Python Script

In a real artificial pancreas system, OpenAPS pulls current information and as well as the
history of insulin delivery from the pump every 5 minutes. To emulate this scenario, we set up one
file that stores the current insulin delivery and also another file that keeps track of the history of
insulin delivery. This helps the OpenAPS to calculate the amount of insulin stored in the patient’s
body at any given time (IOB). IOB is one of the important parameters that OpenAPS use during

the calculation of insulin delivery.

The most challenging part during the development of the artificial pancreas was to emulate
the elapse of time. The way the OpenAPS works is it pulls the insulin delivery information from
the infusion pump every 5 minutes with a time-stamp and calculates the required insulin delivery
based on the history of insulin delivery, current insulin delivery, and current blood glucose level
in patient’s body. To emulate the elapsing of time, we change the time of the machine that the
OpenAPS is installed on to shift 5 minutes in the future. This gives the illusion that the OpenAPS is
performing the required calculation every 5 minutes. However, this causes another challenge while

evaluating the performance of the proposed system by recording system times. This difficulty is
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resolved by recording the number of iteration and multiplying the iteration number by 5 the time
is found, because, every iteration represents 5 minutes. Sometimes, the epoch time is recorded to

overcome this issue while the time needs to be recorded is less than one iteration.

Figure 3-7 shows the simulation the glucose level of a particular patient while no insulin is fed
to the patient. The simulation starts with the initial glucose value of 150. Figure 3-8 and 3-9 show
the glucose level of the closed-loop system and recommended insulin by the controller respectively.

The simulation was run for 1000 minutes with a patient model provided by GlucoSym simulator.
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Figure 3-7: Glucose level of patient without insulin feedback.

140

R
N
o

100 A

o
o
1

N B
o O
L

glucose (mg/dL) and Insulin Uthr
[}
=]

=]

200 400 600 800
Time(minute)

o

Figure 3-8: Glucose level of patient with insulin feedback.

The upper blood glucose level was set at 120 and the lower target was set at 110. In Figure 3-7,
we can see that without any insulin feedback, the glucose does not have any intention to be lower

while in Figure 3-8, the insulin brings the glucose back to the targeted range between 120 and 110.
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Figure 3-9: Recommended insulin rate.
3.3.1 OpenAPS

The OpenAPS is a safe and advanced APS controller that is developed by an open-source
community [2]. It adjusts the insulin delivery of an infusion pump to automatically keep the blood
glucose level of a diabetic patient within a safe range. The internal architecture and necessary input-
output connections of OpenAPS are shown in Figure 3-10. The description of input parameters is

listed in Table 3.1.

OpenAPS Fixed
] .
settings :
1
) BG target 1
Get_profile argets ;
1

insulin sensitivity

basal Profile

profile

profile recommended insulin

File

Determine_basal tempbasal | Storage

T glucose

pump history

iob

Glucose
Simulator

Calculate_iob

Figure 3-10: OpenAPS Architecture and Input Output.

The shaded region indicates the OpenAPS controller. "File storage" section reflects the be-
havior of the insulin pump. The functionality of OpenAPS can be divided into three processes.

Get_profile process accepts pump settings, Blood glucose target (BG target), insulin sensitivity,
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basal profile, and preferences as inputs and creates a profile that is required to calculate both "in-

sulin onboard active in the body" (IOB) and "recommended insulin delivery". The Calculate_iob

process gets profile, clock and pump history as input and calculates IOB (insulin on board).
Finally, the Determine_basal process accepts profile, IOB, blood glucose and current insulin

delivery (temp_basal) and calculates the suggested insulin delivery to the patient.

Table 3.1: Input Parameters of OpenAPS.

’ Input \ Description ‘

’ Settings \ Various settings specific to the pump ‘

| BG targets | High/low glucose targets set up in the pump |

Insulin The expected decrease in BG as a result of one unit of
Sensitivity | insulin

Basal pro- | The basal rates that are set up in the pump
file

] Preferences \ User defined preferences \

Pump Last 5 hours data directly form the pump
history
’ Clock \ Date and time that is set on the pump ‘

’ Temp_basal \ Current insulin delivery rate set up in pump ‘
’ Glucose \ Glucose level sensed by CGM ‘

More specifically, OpenAPS collects the previously delivered insulin amount and combined
with the duration of the activity, it calculates the net IOB. Using the glucose sensor readings,

OpenAPS then calculates the eventual BG (Blood Glucose) using the following equation:
CurrentBG — ISF x IOB = eventual BG

where Current BG is the current Blood Glucose, ISF' is the Insulin Sensitivity Factor, IOB is
the Insulin on Board and Eventual BG is the estimated BG by the end of current insulin delivery.
While current BG is below a threshold value, OpenAPS continues to issue temporary insulin

delivery to zero until BG is not rising. Otherwise, OpenAPS determines whether the glucose values
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Algorithm 1: OpenAPS Algorithm

if BG is rising, but E_BG < BG_Target then
| cancel any temp baasal;

else if BG is falling, but E_BG > BG_Target then
| cancel any temp basal;

else if £E_BG > BG_Target then

calculate 30 min temp basal;

if recommended temp > existing basal then
| issue the new high temp basal ;

else if recommended temp < existing basal then
| issue the new low temp basal ;

else if 0 temp for >30m is required then
| extend zero temp to 30 min ;

O 0N AN R W N -

-
N =S

Figure 3-11: OpenAPS Algorithm

are rising or falling more than expected. In that case, it performs the course of actions shown in

Algorithm 1 in Figure 3-11.

3.3.2 GlucoSym

GlucoSym is an open-source human body glucose simulator that was developed to help build-
ing and testing automatic insulin delivery systems. This simulator mainly works based on the
mathematical model shown in Figure 3-12. Using this simulator, one can compare multiple algo-
rithms with the same patient model, test on a patient profile with parameter variations during the
day, or test against a population of patients. Sample parameters of this simulator are shown in

Figure 3-13. The description of different parameters is listed in Table 3.2.

{ "dose": 0.0, "dt": 5, "index": 0, "time": 1080, "events": {"bolus":
[{"amt": 0.0, "start": 60}], "basal": [{"amt": 1.3, "start": 0, "length":
600} ], "carb": [{"amt": 0.0, "start": 600, "length": 90}]} }

Figure 3-13: Sample parameters of GlucoSym simulator.
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Figure 3-12: Mathematical equation used in GlucoSym simulator [1].

Table 3.2: Input Parameters of GlucoSym.

Input | Description

dose | Insulin dose in units given during the time-step. In the case of a basal
(insulin delivery) adjustment, we need to calculate how much insulin
will be given in the time-step defined by "dt" (i.e. how many insulin
units will be given in 5 minutes by the set basal profile or temporary
basal?).

dt Change in time each step in minutes.

index | Current index from the start of the simulation, starting at 0.

time | Total simulation run-time in minutes.

basal | The delivery of insulin.

events | Events are set so that the simulator will consider them during the run.

The events were sent on-the-go.
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Chapter 4

Approach

This chapter introduces the overall methodology. First, a high-level overview of the entire
approach for automated synthesis of the safety monitor is provided and then each step is described

in more detail.

4.1 Design Methodology

Figure 4-1 shows the overall steps in our approach for the synthesis of a context-aware safety
monitor. We first conduct a rigorous hazard analysis using STPA to identify the potential unsafe
scenarios that might lead to safety hazards for the patient. This is done by developing a system
context table consisting of all the control actions and different system contexts that might lead to
unsafe control actions. The output from this step is the logic describing safety requirements or set
of safety constraints that should not be violated by the target controller. Then, by performing a
closed-loop system simulation, we generate simulation traces that can help with further refinement
of the logic learned from the hazard analysis step.

Finally, the logic describing the unsafe system context is translated into linear temporal logic

and is provided along with the simulation data to a tool for automated extraction of logic rules
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Figure 4-1: Steps for Synthesis of Safety Monitor

for the implementation of the monitor. The final monitor is composed of the extracted logic rules
for detection of safety violations along with a simulated patient model that predicts the outcome of
providing a control command or the risk of harming the patient in a near-future before the command
is actually delivered to the patient.

Figure 4-2 shows an example of the context-aware monitor synthesized from the STPA context
table and integrated as a wrapper with the OpenAPS control software. As shown in the figure, the
monitor only has access to the input and output of the target control software and is only designed
based on the knowledge of system specification and hazard analysis process. It should be noted
that since the monitor receives the sensor and actuator data from the target controller, it cannot
detect any faults in the sensors or output interface of the controller. The main focus is instead
on detecting any flaws in the control algorithm or software and hardware faults in the controller
itself. We assume that the sensor data is not faulty and the same sensor data is delivered to the
OpenAPS controller and the monitor. The monitor has access to the control command generated

by the OpenAPS controller before it is delivered to the pump. More details on different steps of the
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synthesis process are provided next.
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Figure 4-2: Context Aware Monitor integrated as a Wrapper with the OpenAPS Control Software

4.2 Systems Theoretic Hazard Analysis

STPA[22] is a hazard analysis technique based on control and systems theories that, unlike
traditional risk/hazard analysis techniques, focuses on the dynamic behavior of a system. It is
in particular appropriate for hazard analysis in CPS because it models the system as a hierarchical
control structure with multiple control loops, including the human operators, automated controllers,
and cyber and physical processes. While traditional techniques are based on reliability theory and
use component failure as the key point for hazard analysis, STPA is based on systems theory and
considers safety as an emergent property of the system and tries to solve it as a control problem.

STPA can be divided into four parts:
1. Defining accidents or losses
2. Identifying the potential unsafe control actions
3. Create safety requirements using the identified control action

4. Determine how each unsafe control action can occur
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Basically, STPA starts with defining the accidents followed by identifying the hazards associ-
ated with these accidents. Then a high-level functional control structure is drawn that is used to
identify the unsafe control actions and their potential causes.

The two main steps of STPA hazard analysis process can be summarised as follows:

e Identifying Unsafe Control Actions: An unsafe control action is defined as one the following
four types:
1. A control action required is not provided.
2. An incorrect control action is provided.
3. A control action is provided too early or too late.
4. A control action is stopped too early or applied too long.
o Identifying the Causes of the Unsafe Control Actions: This step is done by analyzing the

contributing causes to unsafe control commands, including faults in the sensor measure-

ments and controller input, errors in the control algorithm, or faults in the actuators.

Accidents: Based on the functionality of the OpenAPS controller, and according to the STPA
Analysis [22], we first characterized two types of accidents that might happen to the patients due

to faults in the APS controller:

e Al: hypoglycemia: Blood glucose level is more than 280 mg/dL.

e A2: hyperglycemia: Blood glucose level is less than 70 mg/dL.

We used the concept of risk index described in [1 1] to define the hazardous situation that eventually
causes hyper- or hypo-glycemia (Accident) in the patient’s body. In [ 1], the authors introduced the
notion of risk index that captures both the glucose variability and its associated risks for hypo- and
hyperglycemia. As a first step of the risk index calculation, the blood glucose scale is transformed

into a symmetric scale using the following formula.
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f(BG) = 1.509  [(In(BG))"%%* — 5.381]

Then BG risk function is then computed and the left and right branches are separated to get low
(LBGTI) and high (HBGI) BG risk index. This computaion is done using the following formulas.

r(BG) =10 % f(BG)?

rl(BG) = r(BG) if f(BG)<0 and 0 otherwise

rh(BG) = r(BG) if {(BG)>0 and 0 otherwise

For a series of blood glucose values BG1 , BG2, ........ , BGn , low (LBGI) and high (HBGI)
BG risk indices are calculated as follows.

LBGI =1/n) " rl(BG;) HBGI =1/n ;" rh(BG;)

The overall BG risk index BGRI is determined by summing up LBGI and HBGI.

BGRI = LBGI + HBGI.

The authors claim that LBGI and HBGI separate the glucose variation into two independent re-
gions and it also equalizes the amplitude of these two regions based on the risk associated with the
amplitude. Thus, BG fluctuation from 180mg/dL to 250mg/dL and BG fluctuation from 70mg/dL
to 50mg/dL are treated as equal in terms of risk associated with them although, in terms of ampli-
tude variation, they are quite different.

Using the notion of risk index and the fault-free simulation data, we created the ground truth
by labeling hazardous data points that are later used to evaluate the proposed monitor. As our
proposed monitor detects the hazardous points, this helps to prevent accidents as hazards are the
previous state of the accidents.

Hazards: We also identified the potential hazards based on the risk [1 1] index that might cause

those accidents:

e H1: Low Blood Glucose Index (LBGI) is more than 5 and keeps increasing.

e H2: High Blood Glucose Index (HBGI) is more than 9 and keeps increasing.
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Safety Control Structure: We then modeled the safety control structure of the closed-loop
APS as shown in Figure 4-3. We identified different system conditions in which different control
actions might possibly be unsafe and lead to a hazardous situation. First, we defined the state vari-
ables and then analyzed all the control actions with different combinations of these state variables
in which the control actions are considered as unsafe. In STPA, to identify unsafe control actions,

the following 4 specific scenarios are considered:

A required control action was not provided and.

e A control action is provided when not required.

A potentially safe control action is provided too late or too early.

A safe control action is provided too long or is stopped too soon.

However, for simplicity, in this case, we considered the first two of the above four scenarios.
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STPA Context Table: The construction of a context table starts from selecting the controller,
process variables and control actions from the control structure. In the initial stage, the context table
is generated with all the combinations of the controller actions and the process variable. Different
combinations of process variable values represent the underlying system context.

Unsafe Control Actions: We identified the potential unsafe system states or actions that might

cause hazards leading to accidents:
e U1-1: Controller sends insulin delivery command while BG is low (Insulin is not needed).
e U1-2: Controller sends high insulin delivery command when low insulin is required.

e U2-1: Controller does not send insulin delivery command while BG is high (Insulin is

needed)

U2-2: Controller sends low insulin delivery command when high insulin is required.

However, all the contexts are not hazardous, some are redundant. Next step involves the prun-
ing of the non-hazardous and redundant rows from the context table that gives us the final context
table. Table 4.1 shows the final context table for the artificial pancreas system. This is the final
context table after the necessary pruning of the non-hazardous and redundant rows. The first col-
umn contains the rule number. The second column indicates different control actions provided by
the controller, the next two columns are the process variables BG(Blood Glucose) and IOB(Insulin
On Board). The last column determines whether the control action leads to a hazardous situation
in a specific context if that control action is provided or is not provided. dec_insulin, inc_insulin
and zero_insulin refer to decrease, increase and stop insulin delivery respectively. As an example,
the first row of the context table includes a specific context where the blood glucose (BG) level
is greater than the blood glucose target (BGT) and is rising, with insulin on board (IOB) below a
certain threshold and also rising. In this context, providing a dec_insulin command might lead to a

hazardous situation.
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Our original context table for OpenAPS included several redundant rows corresponding to
similar or not hazardous system context which we pruned in order to generate the summarized
context table here. Each row of the final context table represents a safety property or constraint
that if violated by the controller might lead to one of the safety hazards identified earlier. Thus,
each row of the context table can be used as a logic rule to be checked by a safety monitor that has
access to all the values of state variables and the control commands from the controller to detect
any potential harmful control actions.

STPA helps to conduct hazard analysis using the specification only. In this way, there is no
need to learn about the internal design implementation of the system during the hazard analysis
process. It also considers system-context while identifying unsafe control actions. These two are
the main motivation behind using STPA in our design methodology, because it helps generating
safety rules that are context-aware and also as this process does not need any knowledge about the

internal design of the device, it can be used as a general methodology for any MCPS.

4.3 Closed-Loop System Simulation

As shown in Table 4.1, the logic rules extracted from the STPA context table are based on
undefined thresholds (e.g., Thl in row 1) that should be refined based on the target controller and
adjusted using data from the patient. In other words, the inclusion of system context is driven not
only by the STPA model but also by the data collected from a closed-loop system consisting of an
artificial pancreas controller and a patient model.

To achieve this goal, we developed a closed-loop system by integrating the OpenAPS con-
trol software with the Glucosym patient simulator and collected data traces from a population of
patients with different characteristics and body parameters provided by the Glucosym patient sim-
ulator. These data traces were then used for parameter tuning of the logic rules extracted from the

STPA context table.
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Table 4.1: STPA Context Table

Hazardous
Control Action?
Rule No | Contrel BG IOB
Action Provided Not
Provided
1 dec_insulin >HBGT+Th12; rising falling; < Thl yes
2 dec insulin >HBGT+Thl3; rising stable; < Th2 yes
3 dec_insulin >HBGT+Thl4; falling rising; < Th3 yes
4 dec insulin >HBGT+Thl5; falling falling; < Th4 yes
5 dec_insulin >HBGT+Thl6; falling stable; <Th5 yes
6 in¢c insulin <LBGT+Thl7; falling rising; > Thoé yes
7 inc insulin | <LBGT+Thl8:; falling falling; > Th7 yes
8 in¢c insulin <LBGT+Th19; falling stable; > Th8 yes
9 zero_insulin >HBGT+Th20 <Th9 yes
10 zero insulin <Th21 * yes
1 >HBGT+Th22;
keep insulin rising>Th23 not rising; <Th10 yes
12 keep insulin | <LBGT+Th24; falling |not falling; >Thll yes

«HBGT = 95mg/dL, LBGT = 160mg/dL [18][9]

Table 4.2 shows the patient population used in our simulations along with their corresponding
body parameters. For each patient, we collected 13 data traces with 1500 minutes worth of runtime
in the real world. Each simulation started with a different initial value for a blood glucose level.
This gave us a total of 13*9 data traces. We used data from 7 patients for learning the parameters
for our safety monitor and the rest of the data traces were used for validation and testing of the

monitor.

4.4 Parameter Extraction from Temporal Logic

We used a temporal logic synthesis tool called TeLEX developed by Jha et al.[20] to learn

different thresholds used in the context table rules. These thresholds are not clinical thresholds
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but they are the thresholds used in the safety checking rules in the monitor. TeLEX [3] is a passive
learning approach that requires two inputs: a set of observed data traces and parameterized temporal
logic formula. TeLEX learns the value of the parameters in the temporal logic formula in such a
way so that all the temporal logic properties are satisfied by all the input data traces. In our case,
we have collected the data traces and we already have a set of safety rules from which we need to
learn the value of the thresholds. This leads us to choose TeLEX as the learning agent. As opposed
to the other learning schemes, TeLEX has the advantage of learning the boundary of the parameters
for legal behavior by observing only the positive (non-faulty) example.

As the first step of parameter learning, we converted all the rules of the context table in the
format of temporal logic. The set of rules described in the temporal logic format are shown in
Table 4.3.

These formatted rules were then fed into TeLEX along with data from simulation traces. In this
case, we collected the data traces for 7 patients with 13 initial BG values while not injecting any
faults to the system. TeLEX basically goes over all the data and finds the values of the thresholds

that satisfy the rules for all the data traces.

4.5 Automation of Context Table and LTL Rule Genera-
tion

We developed a framework for the automatic generation of the context table and the conversion
of the context table rules into LTL formulae. Figure 4-4 shows the entire work-flow of the whole
process. The framework is independent of the system as long as the system has a control algorithm
and the actuator to implement the control actions provided by the controller.

The entire process starts with the user input: state variable and control action. The framework

let users input all the state variables, possible values of the state variables, and the control actions
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Table 4.2: Patient Parameter

Patient BW C] T1 T2 VG 1/p2 EGP IEFF

A 89 20.1 49 47 253 0.01 1.33 0.002

B 63 12.81 41 10 261 0.01 0.6 0.004
C 65 9.09 71 70 199 0.02 1.07 0.003

D 116 18.13 | 91 70 337 0.008 | 0.98 0.00002
E 64 1535 | 46 46 188 0.01 0.6 0.004

F 51 5.88 68 30 104 0.009 | 0.603 | 0.001

G 77 18.06 60 60 263 0.01 1.11 0.0023
H 65 5.4 95 37 137 0.01 1.3 le™8

I 100 8.75 131 21 193 0.01 1.27 0.006

BW=Body Weight.

C;=insulin clearance (dl/min).

T1, To=Time constant associated with insulin movement between the SC delivery
site and plasma ( min ).

V =Distribution volume in which glucose equilibrates ( dl ).

1/po=Delay in insulin action following an increase in plasma insulin ( 1/min ).
EGP=Endogenous glucose production rate that would be estimated at zero insulin (

mg/dl/min ).
Iprr=Effect of glucose per se to increase glucose uptake into cells and lower en-

dogenous glucose production at zero insulin ( 1/min ).

of the system on target. Taking all these inputs, the framework generates a context table with all the
possible combinations of the values of the state variables and the control actions. The next stage
involves manual labeling of the context table.

Each row of the table is labeled as hazardous or not based on context and action. Then the
elimination of the redundant rows is performed. In the final stage, the labeled context table is fed
to the framework that converts all the rules into a Linear Temporal Logic (LTL) format. The LTL
rules are used in the parameter learning phase of the synthesis of the safety monitor as the learning

tool (TeLEX) is required to have parameterized LTL rules to learn the value of different parameters.
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Table 4.3: Temporal Logic Rules Extracted from STPA Context Table and System Simulation

Rule

Temporal Logic

1

O(((BG>HBGT+Th12)A(ABG>0))A((AIOB<0)AJOB<Th1))=-— decrease_insulin)

O((BG>HBGT+Th13)A(ABG>0))A((AIOB=0)A(IOB<Th2))= — decrease_insulin)

O(((BG>HBGT+Th14)A(ABG<0))A((AIOB>0)A(JOB <Th3))=-— decrease_insulin)

O(((BG>HBGT+Th15)A(ABG<0))A((AIOB<0)A(IOB<Th4))=-— decrease_insulin)

O((BG>HBGT+Th16)A(ABG<0)) A((AIOB=0)A(IOB<Th5))=-— decrease_insulin)

O(((BG<LBGT+Th17)A(ABG<0))A((AIOB>0)A(IOB >Th6))= — increase_insulin)

O((BG<LBGT+Th18)A(ABG<0))A((AIOB<0)A(IOB >Th7))=— increase_insulin)

O(BG<LBGT+Th19)A(ABG<0))A((AIOB=0)A(IOB >Th8))=— increase_insulin)

O| 0 Q[N N | WD

O((BG>HBGT+Th20)AIOB <Th9))=-— zero_insulin)

—_
(e}

O((BG<Th21)=>-zero_insulin)

—_—
—

O((BG>HBGT+Th22)A(ABG>Th23)) A(AIOB<=0)A(IOB<Th10))=
—keep_insulin)

—_
[\

O(((BG<LBGT+Th24)A(ABG<0))A((AIOB>=0)AJOB>Th11))=-— keep_insulin)

37




38



Chapter 5

Evaluation

We evaluated the proposed monitor in terms of detection time and accuracy. As a first step
of the entire evaluation process, we first injected different hardware fault in the artificial pancreas
controller. Then we measured the accuracy of the detection of the proposed monitor. We further
measured the detection latency (time between fault injected and alarm generation) and the reaction
time (time between alarm and the occurrence of hazard). We also compared the results with a
baseline monitor that does not depend on the context of the patient. We divided the process into

the following subsections.

5.1 Experimental Setup

We ran our experiments on a virtual machine of Ubuntu 14.04 LTS. It takes 3-5 seconds to run
one iteration of the experiment which represents 5 minutes in the real OpenAPS control system.
We ran 200 iterations for each test which in total equals to 16 hours of real world patient data.
We used 9 patient models with different weights and IOB susceptibilities or rate of insulin con-
sumption as our test cases. The performance of OpenAPS is assessed in presence of transient and

permanent faults affecting the memory and logic of the OpenAPS controller and the performance
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of the monitor in timely detection of unsafe commands is assessed in both fault-free and faulty

scenarios and comparing to a baseline monitor with no context-awareness.

5.2 Fault Injection

We tested the robustness of OpenAPS and performance of our monitor by injecting faults,
into the variables storing the input data of the controller, that is the glucose feedback values from
CGM, and the output commands delivered from the controller to the pump. These high-level faults
were injected to represent low-level hardware faults that might lead to erroneous state values in the
controller. We assume that the sensor data is not faulty and the same sensor data is delivered to
the OpenAPS controller and the monitor and monitor has access to the control command generated
by the OpenAPS controller before it is delivered to the pump. According to the context table
introduced in the former section, we injected 5 types of faults for each of the two variables, blood

glucose (BG), and insulin output (rate), to the control software:

e Hold the last value of BG and rate, to represent the fact while BG and rate value do not
update and keep the last value. It might cause due to the problem while writing to the

register where these two values are stored.

e To represent the bit-flip in the exponent section of the binary representation of BG and

insulin rate, we intentionally doubled and halved those values at random time.

e Two other faults, decrease and increase in the value of BG and insulin rate were injected to

simulate the bit flip in magnitude section of the binary representation of those values.

All of the above faults are injected at a random time point and for a random duration of time
during the simulation. The manipulation of the insulin rate is based on the assumption that the

same insulin rate to be delivered to the pump (even if it is faulty) is given to the context aware
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monitor before the command is actually delivered to the pump. The effectiveness and accuracy of
the monitor in the detection of hazard and unsafe actions were evaluated with both fault-free and
faulty data. To be specific, we trained our monitor without faults on 8 patients, and then injected

faults to the two remaining patients, patient A, and patient H, with different initial glucose values:
e Patient A with a initial glucose value from 80 to 200

e Patient H with a initial glucose value from 80 to 200

5.3 Hazard Detection

We used the notion of the risk index [11] described in Section 4.2 to label the data points in
our simulation traces as normal or hazardous and create the ground truth for verifying the safety
monitor.

The idea of labeling data is that if the potential risk of insulin over-dose or under-dose crosses
a certain threshold and keeps increasing, we mark that data point as hazardous. To be specific, we
measure the increase in the risk index for the 10 minutes ahead of time using our patient simulation
model and if the current control command for insulin delivery leads to the increase in risk index,
we label that data point as a hazardous situation. This is a similar idea as the model-predictive
control where the future estimated state of the physical process is considered for deciding on the
control action by the controller.

Figure 5-1 shows different hazardous points represented by the taller vertical lines. Insulin
rate and risk index value are scaled up to be plotted in the same figure. The X-axis represents the
simulation time, with each point representing a 5-minute interval in reality. As we can see, after
around 120-time points, a stuck-at fault is injected and blood glucose is fixed at the value of 300.
Consequently, this leads to a continuous increase in the risk index (BGI). We mark these points as

hazardous and our monitor is expected to detect this situation.
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Figure 5-1: Hazardous Data Points and Detection Results

Figure 5-2 shows same simulation as the Figure 5-1 but without injecting any fault. The blood
glucose starts at 300 and the controller provides sufficient insulin to bring it back to the normal
range. As opposed to the faulty scenario, once the blood glucose comes to the normal level, it
remains in the range like no other disturbances (meal, exercise, etc.) has appeared. On the other
hand, in Figure 5-1, after injecting fault, the controller gets the faulty BG value (300) and provides
insulin based on that. This keeps lowering the actual blood glucose (cgm_glucose) even further

and places the patient at risk of having hypoglycemia.

The rules described in the context table play a key role in detecting hazardous conditions.
After learning all the thresholds using parameter learning from simulation traces, the rules are then

translated into logic code and the monitor uses these rules as a look-up table.

Both the monitor and the OpenAPS controller get the same inputs from CGM and the infusion
pump. In Figure 5-1, BG is the blood glucose value used in OpenAPS controller to calculate
insulin delivery in the next cycle and cgm_glucose is the glucose value used by the proposed
monitor. Both values stem from the same CGM. However, as we are simulating the controller’s

memory fault, the two different names help to distinguish which value is used by which agent. For

42



200 — = blood_glucose
\ == cgm_glucose
\ ==+ insulin_rate*50

s \ --- HBGT

_____________ A LBGT
0 ~ BGI

— — — % hazards
—L_ alarm_monitor
125

100

Value

0 200 20 600 800 1000

0
Time (minute)

Figure 5-2: Fault-free simulation

example, before injecting the fault, both have the same value. However, after fault-injection, such
as the controller’s memory fault, BG is stuck at 300 and consequently, the controller increases the
insulin delivery that leads to a hazardous situation. However, the blood glucose value received by
the monitor (cgm_glucose) is not affected by the fault. Hence, we can see a significant drop in the
cgm_glucose value. This is because the controller is totally unaware of the fault and calculated the

insulin rate based on the faulty value of the blood glucose.

Figure 5-1 shows the detection of different hazardous conditions. The detection is represented
with the shorter vertical lines. The controller and the monitor get the necessary inputs every 5
min and the controller calculates the required insulin in the next cycle while the monitor checks
the current context against all the rules in the context table. Violation of any rules causes to raise
an alarm. We can see, in Figure 5-1, the monitor keeps raising alarms a little earlier than the
hazardous situation starts. This simulation was conducted for a patient model having important
body parameters such as body weight 64 kg, insulin clearance rate 15.35 dl/min. The simulation

was conducted for 1500 minutes in reality with the initial glucose value of 300.
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Table 5.1: Rules of Baseline monitor

Rule No. Description

1 o1 =0BG>70)A\(BG<180))

¢2 = O((A BG>-5)A(ABG<3))

$3 =((BG<A19) = Qpo,0)(BG>A1p))
$3 =((BG>Ag0) = O10,0)(BG <Agp))

W

5.4 Context-Aware Monitoring

To evaluate the importance of considering the context in safety monitoring, we did a compara-
tive analysis between our monitor and a baseline monitor. This baseline monitor was implemented
based on four data authenticity rules described in the recent work [33]. These rules were defined
based on the medical literature and without considering the notion of safety context which is the
main focus of our monitor synthesis technique. Another main difference is that our monitor relies
on run-time simulation for prediction of the next glucose level in the patient upon execution of a
given insulin command to indicate whether the command might lead to a hazard or not. Table 5.1
shows the rules used to implement the baseline monitor.

The first rule in table 5.1 indicates that BG must remain in the range of 70 mg/dL to 180 mg/dL.
The second rule states that BG cannot increase by more than 3 mg/dL/min or decrease by more than
5 mg/dL/min. The third rule represents the fact that BG should not stay below the 10th percentile
threshold for more than alpha minutes. Similarly, rule 4 indicates that BG should not remain above

the 90th percentile threshold for more than alpha minutes.

5.5 Evaluation Metrics

The resilience of the OpenAPS system in the absence and presence of faults and the perfor-

mance of the safety monitor were evaluated using the following metrics:
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e Hazard Coverage: We measure the coverage of safety-critical faults by the fault injection
experiments using hazard coverage, defined as the conditional probability that given an in-

jection of a fault in the system, it leads to an unsafe state or hazardous condition.

e MTTH: Mean Time to Hazard represents the average time between activation of a fault in
the system until the occurrence of a safety hazard. This is an important metric indicating the
amount of time budget we have for the detection and mitigation of faults before they lead to

safety hazards and incidents.

e Detection Coverage: Detection coverage represents the percentage of potential unsafe con-
trol actions (e.g., an ultra overdose insulin injection) that are detected by our monitor. The
true number of unsafe control actions leading to hazards are indicated by the risk index as
defined in Section 5.3. We measure the detection coverage using the average number of
true positive (TP), true negative (TN), false positive (FP), and false-negative (FN) monitor
alerts as well as average micro F1 score. We use the micro F1 score because it considers the

number of samples in each experiment.

o True-positive (TP): True-positive [Figure 5-3] is defined as the generation of alarm before
the hazard occurs. This ensures the detection of the hazardous situation earlier than it hap-

pens and thus prevent the critical situation.

e False-positive (FP): False-positive [Figure 5-4] is defined as the generation of the alarm

while there is no hazard. This falsely detects the good scenario as hazardous.

o True-negative (TN): True-negative [Figure 5-5] is referred to the fact that while there is no

hazard, there is no alarm.

o False-negative (FN):False-negative [Figure 5-6] is defined as the generation of alarm after
the hazard occurs. This is the most severe case where the hazardous situation goes unde-

tected.
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Figure 5-3: True Positive

e Detection Latency: We measure the time between the activation of fault until the detection
of unsafe control action by the monitor as the detection latency. This metric provides us a
measure of the fault propagation time in the system and also impacts the reaction or recovery

time.

e Reaction Time: Reaction time is the maximum time that the patient and physicians have
to respond to a monitor alert and take action, before a hazard and potential harm to patient
happens. We calculate the reaction time by finding the time difference between a monitor

alert and the occurrence of a hazard.

5.6 Experimental Results

In this section, we present the experimental results of our case study on the OpenAPS con-
troller. We injected different faults in the OpenAPS controller and show the efficacy of our pro-
posed technique in terms of hazard analysis, safety monitor performance, and time analysis.

Hazard Analysis: In Table 5.3 we present the results of assessing the resilience of OpenAPS

controller to different fault scenarios and types.
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Figure 5-4: False Positive

Safety Monitor Performance: In Table 5.2, we show different performance metrics for both
the baseline and the context-aware monitor. We measured the performance of monitors for both
the fault-free and faulty system. We further evaluated the performance of the context-aware mon-
itor without and with learning different thresholds. To evaluate the performance in a faulty envi-
ronment, the system is tested for different faults described in section 5.2. The second and third
column in Table 5.2 represents the evaluation for faulty and fault-free scenarios respectively for
both baseline and context-aware monitor. The column named Context-aware represents the result
of the monitor with learned threshold value while Context-aware_WOT represents the result of the
monitor without learning the thresholds.

According to the context table introduced in the former section, we injected 5 types of faults
for each of the two variables, blood glucose, and insulin output, to the control software

In Table 5.2, we show different performance metrics for both the baseline and the context-aware
monitor. We measured the performance of monitors for both the fault-free and faulty system. We
further evaluated the performance of the context-aware monitor without and with learning different

thresholds.

To evaluate the performance in a faulty environment, the system is tested for different faults
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Figure 5-5: True Negative

described in 5.2. The second and third column in Table 5.2 represents the evaluation for faulty and
fault-free scenarios respectively for both baseline and context-aware monitor. The column named
Context-aware represents the result of the monitor with learned threshold value while Context-

aware_WOT represents the result of the monitor without learning the thresholds.

We conducted the fault-free simulations for all the 10 patients with 7 initial glucose (80 to
200 with an interval of 20) value for each. This gives us a total of 70 simulations for fault-free
simulations. For faulty scenarios, we conducted a total of 1232 simulations for fault-injection in
insulin output and a total of 1456 simulations for manipulating glucose values by injecting faults.
That provides a total of 2688 simulations for faulty scenarios. This is represented in row 2 of
Table 5.2. Row 3 represents the number of hazardous simulations found out of the total simulation
number for both the faulty and fault-free scenarios. This row shows that for faulty scenarios, out of
2688 simulations, 393(14.62%) simulations turn out to contain hazardous scenarios and for fault-

free scenarios, out of 70, only 1 simulation (1.43%) contains hazardous data point.

The row named Alernum represents the total number of alert/alarm generated during the entire
2688 simulations. We can see that baseline generates a lot more alarms (1042) than the context-

aware monitor (568) while detecting the same number of hazardous scenarios (393). Consequently,
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Figure 5-6: False Negative

both monitor have the same number of True Positives (393), however, as baseline generates a lot
more unnecessary alarms, it gives a high number of False Positives (649) compared to the context-
aware monitor (175). This is shown in the row TP (True-positive) and FP(False-positive) respec-
tively where we can see that the baseline monitor generates 3.7 times number of false positives
than the context-aware monitor. In terms of FN (false negative), both the context-aware and base-
line monitor perform a great job by not missing any hazardous situations, however, context-aware
monitor outperforms the baseline in terms of TN(True-negative): 2120 for context-aware and 1646

for baseline monitor.

The context-aware monitor also outperforms the baseline monitor in terms of Alertnum, TN,
FP, and f1 score. However, Context-Aware monitor shows 1 false negative (FP) and 0 true positives
(TP) while baseline shows 0 false negatives (FN) and 1 true positive (TP). This is due to the fact
that although no fault was injected, there was one case out of 70 was labeled as hazardous. How-
ever, not all the hazardous situations lead to accidents and this situation lies in that category. The
controller takes appropriate action to mitigate the hazardous situation and prevents from reaching

the accidental situation, thus the monitor does not generate any alarm.

We also evaluated the efficacy of the parameter learning scheme by measuring the same metrics
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Table 5.2: Summary for monitor performance in fault injection and fault-free cases

Fault Fault Injection Fault-free

Scenar-

ios

No. Sim- 2688 70

ulations

Hazard- 393 (14.62%) 1 (1.43%)

num

Monitors | Baseline Context- | Context- | Baseline | Context- | Context-
Aware- Aware Aware- Aware
WOT WOT

Alertnum | 1042 1505 568 12 38 0

(38.76%) | (55.99%) | (21.13%) | (17.14%) | (52.29%)

TN 1646 1183 2120 58 32 69

TP 393 393 393 | 1 0

FP 649 1112 175 11 37 0

FN 0 0 0 0 0 1

F1_micro | 0.76 0.59 0.93 0.84 0.47 0.99

for the context-aware monitoring with learning and without learning. Context-Aware_ WOT mon-
itor represents the monitor without learning. From Table 5.2, it is obvious that without learning,
the monitor performs worse than both the baseline and the learned monitor in terms of Alertnum,
TN, FP, and F1 score. This shows the necessity of using the learning scheme for being adaptive to

patient profiles and context during the monitor development stage.

Time Analysis: In Figure 5-7, we present the timing analysis of the monitors in terms of the
time of injecting fault, generating alarms and occurrence of a hazards. We represent the analysis
for both the baseline and the context-aware monitor. We further compared the analysis with the

context-aware monitor without learning the threshold.

In faulty cases, the reaction time of two monitors (209 minutes for baseline and 176 minutes

for the context-aware monitor) is shorter than fault-free cases (270 minutes), meaning that our fault
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Table 5.3: Hazard Number and Coverage for Different Fault Scenarios and Types

Scenarios Fault Total No. Hazard
Type Simulation | Coverage
9 holdrate® 112 0.00%
10 doublerate 224 0.00%
11 halfrate 224 6.25%
12 bitflip_addrate 336 41.96%
13 bitflip_decrate 336 29.46%
Summary of Rate 1232 20.61%
14 holdglucose 112 0.00%
15 doubleglucose 112 18.75%
16 halfglucose 112 0.89%
17 bitflip_addglucose 560 20.89%
18 bitflip_decglucose 560 0.00%
Summary of Glucose 1456 9.55%

#Increase insulin input.
PInsulin input stuck at a very high level like [1, 3].
“Decrease insulin input.

injection technique helps to imitate severe situation to examine the monitor’s performance. Even
in such an adverse scenario, the context-aware monitor can still detect unsafe control commands
in a timely manner and leave enough time (nearly 3 hours) for patients and physicians to take any
action in response. We also observe that baseline monitor has 30 minutes advantage in reaction
time, however, this is at the cost of generating much more unnecessary alerts (see Table. 5.2),
which is also underlined by the negative average detection latency (alerts happens before a fault is
injected).

In Figure.5-7, the context-aware_ WOT monitor has a much longer reaction time than baseline,
but keeps a much lower negative detection latency, reflecting the benefit of being context-aware
and also exhibiting the drawback of the unknown threshold. It is a trade-off between less number
of false positives and longer reaction time. To conclude, with learned threshold, the context-aware

monitor outperforms the other two monitor in terms of number of false positives and the accuracy
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on predicting unsafe control actions, while keeping a safe reaction time.
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Chapter 6

Conclusion

6.1 Conclusion

Recent years have been undergoing a dramatic revolution in the development of safety-critical
medical cyber-physical systems (MCPS). MCPSs are life-critical devices and they improve the ef-
fectiveness of patient care by providing direct treatment based on the data collected by different
sensors. This leads to the increasing use of the medical device in patient treatment in both hospital
and outpatient settings. Now, not only a single device but also a distributed system of networked
medical devices monitors the state of the patients and sometimes control the different physiological
conditions by providing treatment remotely. This obviously makes the patient care so much more
effective compared to the traditional treatment system. However, this also increases the complexity
and a significant number of challenges in the development of modern medical devices. One of the
most important challenges is ensuring the safety of patients that is of utmost importance. However,
sometimes due to the lack of sufficient knowledge on the safety and fault tolerance, and the in-
creasing competition among the manufacturers to deploy the device in the market, often the safety

aspect in the medical device is ignored.
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In this study, we focused on this issue and proposed a general design methodology that auto-
matically synthesizes a safety monitor. We developed a framework for the automated synthesis of
context-aware safety monitors for medical CPS from the high-level requirements identified during
the hazard analysis process. We used STPA as a systems and control-theoretic hazard analysis
approach to identify critical safety context that might lead to the generation of unsafe control com-
mands. Our synthesis approach also utilized the data-driven simulation of the controller along with
a dynamic patient model to further refine the logic extracted for the design of the monitor.

To the best of our knowledge, our hybrid model- and data-driven synthesis approach is the
first attempt at using the information from the STPA hazard analysis process to generate safety
checking rules that can detect and prevent unsafe control commands in CPS control software. Our
experiments using a case study of a closed-loop artificial pancreas system in both fault-free and
faulty scenarios show preliminary encouraging results on the ability of monitor in accurate and
timely detection of unsafe control actions and hazards.

However, there are several limitations to be addressed in the future. One limitation is the
frequent checking of the context by the safety monitor (every 5 minutes), while the human body
usually takes much longer time to show the effect of insulin on blood glucose levels. Another
limitation is the small population of 9 patients used for learning the parameters of the safety mon-
itor. Besides, we learned from all the patients to set the parameters. However, it might not be
a good approach to learn from a group of patient and use the monitor to another patient whose
body parameter is completely different. A good future direction might be an online learning ap-
proach that will continuously learn the threshold from the patient who uses the monitor. Future
work might also include focusing on defining more suitable context-checking intervals and learn-
ing patient-specific thresholds using a larger population of patients. We also did not consider other
factors, such as exercise, meal ingestion and, hormone levels which should be accounted for when
monitoring patients with diabetes.

While defining TP, FP, TN, and FN, we followed a very simplified approach where we did
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not consider if the alarm is generated too early or too late. In the future, an analysis of alarms at
different times before and after the fault injection might provide a more accurate evaluation of the
monitors. Also focus on evaluating the applicability of the proposed synthesis approach on a wider
range of medical CPS, in particular, those with tighter timing and resource constraints should be

considered.
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