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Prospectus
Introduction

In recent history, there has been a surge of cyber-attacks on governments, businesses, and
people. Because of this trend, these attacks have become increasingly difficult to combat while
they only grow in complexity and magnitude, leading to losses in money, sensitive information,
and personal information. Unfortunately, changes in the quality of cyber security have only been
established in response to these attacks rather than in preparation for them. As a result of the
pattern of various companies and institutions waiting for an attack to happen before considering
the integrity of their security, many of them have fallen victim to attacks for which they
otherwise could have properly been equipped.

There have been attacks on well-established companies because they hadn’t properly
prepared for an attack with the expected standard of security. Some prominent examples of such
are the Sony shutdown hack of 2011, the Yahoo data breach in 2016, and the Microsoft hack in
2020 (Information is Beautiful, 2022). A more severe example is that of the SolarWinds attack in
2020 by Russian hackers that ““successfully compromised about 100 companies and about a
dozen government agencies”, even including US Homeland Security (Temple-Raston, 2021).
Given this context, it must be put into question of how security can be assembled in a more
proactive manner than the current practice of reacting to an attack after the damage has already
been done (Bedi, Boyal, Kumar, & Ritika, 2021).

Sciencelogic, an IT management software development company, has had its number of
employees skyrocket within the past few years, now numbering nearly 700. Subsequently, its
number of back-end software developers has also increased. When the company was in its earlier
stages with fewer employees, it was a much smaller issue when they had to manually replicate

data from one of their SL1 IT management systems to another. One such example would often



occur during the transfer of discovery sessions, which are records of a device’s connection to a
SL1 system. This process would take around 20 to 30 minutes per discovery session after taking
the manual filling of fields, of which there were many, into account as well as making sure there
were not any typos while doing so.

With the massive increase of employment, the time it took to perform this task increased
in tandem because of the larger number of employees that had to do it, accumulating to many
hours lost per week to a tedious task which that could have been better spent on something else.
As a solution, | was tasked with developing an automated tool that would export discovery
sessions from system to system, which both reduces the time spent down to a matter of seconds
and minimizes the chance of human error occurring from a manual replication.

While developing the tool, a bug was discovered where an encrypted credential field on
the source SL1 would appear in plain text after it had been transferred to the target SL1,
revealing a security vulnerability of the tool. It was this occurrence that prompted the research

for the STS project in establishing better cybersecurity standards.

Technical Topic

During the summer between my 3" year and 4" year at UVA, | had the opportunity to
participate in an internship program for ScienceLogic, an IT management software development
company. Their main product is the SL1, which is a piece of software that serves as a system to
assist IT professionals to perform and organize their tasks more easily, and is equipped with a
large variety of tools and interfaces to do so.

One such capability of the software is its ability to automatically track discoveries, which

are the connections between all hardware devices and software applications to an SL1’s network.



Moreover, a discovery session is an individual record of an item’s discovery, which requires an
extensive list of fields that need to be filled, and was the focus of my assigned project for the
duration of the internship.

My assignment was to create a tool that could export a discovery session from one SL1
instance to another. As mentioned in the introduction, a massive increase in SciencelL.ogic
employees led to an increase in time spent by back-end developers replicating discovery sessions
by hand, which was less of an issue when the company was smaller. In order to save many hours
per week that were spent on a tedious task, my tool was intended to perform the operation in a
matter of seconds via automation, which is a large improvement over the 20 to 30 minutes that
was usually spent on each discovery session as described by my manager. In addition, by
automating the process, any chance of human error was mitigated, which was also a concern for
the back-end employees. | wrote a Python program using the Requests library to carry out this
task.

The first step to export a discovery session is to import it to the local machine first. |
made use of the source SL1’s application programming interface (API), which allows for the
ability to access all of that SL1’s data with written code. To first import to the local machine, |
used a “get” request, which takes data from the APl and moves it to the local machine, to write a
discovery session’s information to a .json file written to the local machine. The advantage of
using .json format over a .txt file is that the information would be created as a list instead of a
long, continuous string of characters, which makes it easier to write code to parse the file for the
necessary information for the following steps.

Next, [ had to account for “dynamic” fields, which were fields within a discovery session

that needed to be later exported along with and linked to the discovery session. | scanned the



Jjson file in the previous step for the session’s dynamic fields, which were called credentials,
organizations, and templates, then used the API’s filter feature to search for those respective
fields, which all have their own lists of data, and imported them as their own files to the local
machine, also in .json format. The exhaustive list of fields is pictured below in the interface for

discovery session creation.
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Figure 1: Discovery Session Creation Interface (Discovering Devices)

The next step was to then export the files that were newly imported on the local machine
to the target SL1. This time, I made use of a “post” request, which moves data from the local
machine to the target API, and posted the credentials, organization, and template information to
the target SL1. Next, the discovery session’s file was exported to the target SL1 by first
performing a search on the target’s API to find those exported dynamic fields, linking them to
the discovery session, then finally publishing the discovery session on the target SL1.

Some types of credentials contained an encrypted field that served as a key to utilize
those credentials. When viewed in the SL1’s interface, a credential’s information would appear

hidden to any user that did not have access to the encrypted key. An issue that arose when



developing the tool was a bug that displayed the encrypted field in plain text after a credential
had been exported to the target system, revealing the credential’s contents to all users with access
to the target SL1. The bug halted progress on the project until a new version of the SL1 was
released a few days later, which correctly encrypted the credential keys during transfer, resolving
the issue.

The project was developed with an agile format, with a three-person team composed of
my assigned mentor, manager, and me, the project lead. Additionally, | had the opportunity to
join and observe a scrum team of regular employees composed of software developers led by a
scrum master, and participated in their daily scrum meetings and team bonding exercises.

The internship for ScienceLogic allowed me to apply the skills I had learned in my
coursework, but also served as a learning experience with leading a team. Moreover, the project |

was given allowed me to make a measurable difference for the company and its future.

STS Topic

As the world shifts to a more cyberspace-focused form of communication and business,
cyber defense systems become increasingly necessary to protect sensitive data (Xingye, 2019).
Some of the most common techniques and systems that are used to secure electronic data in its
various formats are firewalls, encryption, and private keys (Cebula, Popeck, & Young, 2014;
Woody, Alberts, & Wallen, 2022). The application of each of these items may change depending
on whether the data is at rest, in transit, or in use, as described in a Carnegie Mellon University
lecture by Rotem Guttman (2020).

The need for the implementation of said techniques and systems is a response to the

existence of cyber-attacks, which are done to acquire money, steal information, gain power, and



more (Kagita, Thilakarathne, Gadekallu, Maddikunta, & Singh 2022). In other, victims and
defenders are “at the mercy of cyber-attackers” (Vieane et al., 2016) whose methods of attack
have shaped the way we developed and maintain our defense systems. As a result, most
organizations and institutions have reached their own levels of standards regarding the level of
technological advancement and integrity, many of which have kept up as technology continues to
become increasingly sophisticated.

On the other hand, there are some organizations who haven’t evolved at the same rate,
and have been victims of cyber-attacks that could have been avoided if they maintained security
standards (Gong, 2019). One such instance is that of the 2019 data breach of Facebook, in which
over 530 million of its users had their personal information exposed because of the company’s
failure to cover an obvious vulnerability (Bowman, 2021). Because of the breach, it became
public knowledge that Facebook had these users’ login information stored in a database in plain
text, meaning that their usernames and passwords were stored exactly as they are, so the
attackers then had access to hundreds of millions of accounts. With just a username and
password, an attacker could view an account that contained sensitive information such as full
names, email addresses, physical addresses, and telephone numbers, which can easily be utilized
to further uncover more sensitive data like financial information and health information.
Additionally, this also means that Facebook employees already had access to said data before the
cyber-attack took place, which is a breach of privacy (Chapman, 2019). As a result, Facebook
suffered a fine of $5 billion (Bowman, 2021) that could have been avoided if the company had
implemented encryption into their storage system, which is a technique used to encode data

during transfer and in storage, and is a practice that was established many years before the fact.



With even some of the most established companies revealing enormous vulnerabilities
and suffering huge losses such as in the previous example, it must be brought into question why
some organizations have failed to upkeep their cybersecurity standards, and how they can
improve their standards to avoid detrimental situations (Al-Zahrani, 2022; Bhaiyat & Sithungu,

2022).

Research question and methods

To explore these questions, cases of historically significant cyber-attacks will be analyzed
for their contexts and impacts, and an extensive review of literature on related research topics.
Additionally, cybersecurity professors and experts at the University of Virginia will be
interviewed to gather information about the technical side of these attacks because some have
practical experience working in the field, and often cover the topic of historical cyber-attacks in
their courses. | will utilize the STS framework of infrastructure as described by Star in The
Ethnography of Infrastructure, in which organizations, cyber-attacks, and cyber defense
techniques can each be analyzed as their own infrastructure.

Each of the mentioned parties have stark differences in scale in terms of the number of
personnel involved, but the impact each one has levels out their significance within the context
of cybersecurity. The varying scalability of organizations, cyber-attacks, and cyber defenses
motivates the choice to interpret each one as its own infrastructure for ease of analysis and
comparison because all actors are considered as infrastructures regardless of their components,

functions, and purposes.



Conclusion

The technical project will result in a measurable improvement on the productivity of
SciencelLogic employees because it significantly reduces the amount of time spent on replicating
discovery sessions between SL1 systems and minimizes the possibility of human error while
doing so. With this tool, a previously tedious and mundane task can now be streamlined and
optimized with automation.

The STS portion will bring light to an issue that many institutions and organizations have
ignored to a fault, and have experienced losses as a consequence. By studying this issue, the
reasoning behind their reluctance to evolve technologically can be revealed, and by doing so, a
solution may become apparent to protect against cyber-attacks that can have serious negative

impacts on institutions, businesses, individuals, and governments.
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