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INTRODUCTION 

As society’s infrastructures become more reliant on technology, it is necessary to 

consider how those technologies themselves, like computer systems, need to be protected in 

order to protect their corresponding infrastructures in turn. If precautions aren’t taken when such 

technologies are implemented, it could lead to large-scale consequences depending on the 

context when a security failure occurs. 

For instance, in 2021, attackers took advantage of a vulnerability and hacked into the 

Colonial Pipeline, which is a pipeline that spans 5,500 miles along the east coast of the United 

States and supplies nearly half of all fuel for the east coast. During the attack, a hacker group 

called DarkSide stole 100 gigabytes of data and infected many of the pipeline’s IT computer 

systems with ransomware (Kerner, 2022). In order to prevent the attackers from causing more 

damage, the Colonial Pipeline shut down the pipeline for several days (US Dept. of Energy, 

2021). As a result, the shutdown of the pipeline caused fuel shortages and price spikes along the 

east coast, which led to panic along the east coast due to its significant fuel supply. The shutdown 

largely caused disruptions in businesses, government, and individuals in the affected regions 

since the fuel shortages and panic led to long lines at gas stations, some of which even ran out of 

fuel entirely, inhibiting some people’s transportation if they needed to travel for work (Sanger & 

Perlroth, 2021). The pipeline remained locked down until the Colonial Pipeline paid the attackers 

75 bitcoin ($4.4 million) as ransom so the pipeline could resume its operations. The security 

breach occurred as a result of an employee’s password leak, which gave the attackers access into 

the Colonial Pipeline’s corporate network (Kerner, 2022). The coverage of the attack highlighted 

the significance of a vulnerability in critical infrastructure (Bhaiyat & Sithungu, 2022). 

The previous case is an example of a ransomware attack, where data is stolen, encrypted, 
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and held hostage until its ransom is paid. Ransomware attacks are just one type of attack, of 

which there is a large variety, which makes it difficult to implement security systems to prepare 

for attacks ahead of time. As a result, there are several things to consider during a security 

system’s implementation, leading to multiple methods and styles of detection to protect a 

system’s software. In general, there are two main ideas that are considered for detection of an 

intrusion: blacklisting known malicious activity, or developing a model of known safe activity 

and flagging activity outside that model, also known as whitelisting (Hassan, 2022). 

Additionally, it is impossible to protect against never-before-seen attacks, also known as 

zero-day attacks, which limit the options to a reactive defense (Roumani, 2021). Zero-day attacks 

take advantage of a previously unknown software vulnerability, so by nature they can’t be 

prepared for beforehand. Although it is impossible to prevent a cyber-attacker from exploiting a 

zero-day vulnerability, it is possible to learn to create robust technology and establish strong 

techniques that match the state-of-the-art practices used in industry to best prepare and protect 

against known, documented attacks while simultaneously looking towards the future.  

To encompass the quality of how standard cybersecurity practices are taught, this 

research intends to bring attention to the responsibility of cybersecurity educators to ensure that 

their students acquire and apply the security skills they may use in the workforce. The literature 

review discusses some of the current standards of cyber defense and the possible consequences 

of a failure to implement them. Additionally, it covers education and its role in the context of 

cybersecurity, establishing how an increase in complexity in emerging technology makes its 

protection more complex as a result. I will conduct interviews with cybersecurity professors at 

the University of Virginia (UVA) to determine their main focuses considering their own 

approaches to teaching about the subject of cybersecurity in class. By interviewing cybersecurity 
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educators about their teaching methods within the topic of security, I can learn which topics and 

teaching techniques they prioritize. I will utilize Star’s infrastructure framework to analyze the 

data gathered within the interviews. Through the analysis of the information gathered in the 

interviews, I found that the professors discuss techniques and concepts that emphasize the 

significance of human error, adversarial thinking, and role of emerging technologies in the future 

of cybersecurity. Based on the analysis, I will conclude how cybersecurity educators ensure that 

their students are learning current best practices in cybersecurity. Through the techniques taught 

in their classes, cybersecurity educators aim for their students to critically think about security 

practices in the past, present, and future to best protect organizations, governments, and 

themselves against cyber-attacks. 

 

LITERATURE REVIEW 

 The damage done by a cyber-attack could shut down some of the most critical parts of 

society’s infrastructure, such as in the aforementioned Colonial Pipeline attack, so in an effort to 

mitigate the possible magnitude of damage done by a cyber-attack, there exist security standards 

that organizations should meet as a means of protection to everyone involved with each 

organization (Al-Zahrani, 2022; Bedi et al., 2021), but there have been some that have been too 

slow or failed to keep up with those standards, increasing the possibility of an attack. One of the 

most common sources of failure has to do with the level of security training given to employees 

by not teaching them how to safely do their work, as a security breach could easily occur by 

something as simple as opening an email (Abdalla et al., 2021). In the case of the Colonial 

Pipeline, it was an employee’s failure to secure a password that gave the attackers access to its 

internal systems, which led to severe damages as described above. 
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 Although known attacks are much more likely to be prevented once they have been 

discovered, zero-day attacks present a greater danger because security systems cannot be 

prepared for them beforehand. As a result, cyber-attacks occur on a regular basis, such as in the 

case of the Sophos XG Firewall, where a vulnerability allowed for attackers to inject their code 

into the firewall database with SQL injection, which exploits the SQL data storage software to 

gain access to and modify data stored in the database (Narang, 2020). This case suggests how 

even software designed to protect against attackers can be targeted, which indicates how the 

complexity of a technology can complicate its own protection mechanisms. 

 In order to minimize the chances of a cyber-attack happening when it could have been 

avoided, common weak points found throughout the history of cyber-attacks should be 

identified. According to a study by the State University of New York at Albany (2018), the 

weakest link in protecting cyberspace is not the technology; it is the human actors who 

commonly fail to defend against cyber-attacks. People’s recklessness regarding their sensitive 

information like passwords is oftentimes the reason a malicious actor gains access to a computer 

system and can exploit that access to then cause further damage to an individual or an 

organization. For this reason, there is a level of social intelligence required to maintain a safe, 

protected environment in regard to a computer system. 

 Given the possible danger that a person’s carelessness presents to a computer system, it 

becomes evident that cybersecurity is no longer as simple as having a high level of technical 

skill. Not only do cybersecurity professionals have to deal with the intricacies of the systems 

they work with every day, but they also must provide some degree of security training for the 

intended end users of the system who may not have the same level of security expertise (Dawson 

& Thomson, 2018). There is a variety of training techniques for employees that organizations 
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commonly use today to protect their computer systems, some of which involve awareness of 

phishing scams, malware, and social engineering. As a result, the trained employees are less 

likely to reveal sensitive information that could be exploited by a cyber attacker. 

 Although the threat of cyber-attacks is ever-present to individuals and organizations, 

there is a degree of preparation that can be provided to university students before they enter the 

workforce. By giving the students some exposure to the notion of cyber-attacks while they are 

still in school, they will have gained experience that will help them later in their careers that can 

relieve some of the heavy-lifting and stress that organizations undergo when training their 

employees about cybersecurity, and that knowledge that the students gain can be applicable in 

any field in which they decide to work (Schneider, 2013). When weighing the possible benefit of 

previous training in cybersecurity, universities must consider how to instruct their students in the 

best practices available in industry standards. 

 There are two common approaches to university education in cybersecurity: instruction in 

principles and abstraction, and instruction in adversarial thinking. If educators prioritize 

principles and abstraction, there is more of a focus on teaching their students about developing 

defense systems. Students taught in principles and abstraction will have the tools to create robust, 

secure computer systems based on the core principles taught in their classes. Alternatively, if 

there is an emphasis on adversarial thinking, then the educators will teach their students how to 

think like a cyber-attacker. The reasoning behind teaching adversarial thinking is that the 

students will intrinsically learn cybersecurity measures once they recognize a security 

vulnerability in a computer system (Tagarev, 2019). There are benefits and tradeoffs for either 

option, so there have been debates among universities about the best teaching method for the 
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topic, but there has not been a definite conclusion on the best teaching approach (Schneider, F., 

2013).  

 

STS FRAMEWORK 

 To analyze how professors account for future attacks by employing quality security 

education, I will employ Star’s (1999) infrastructure framework, where technical systems are 

treated as infrastructures, even those outside the traditional idea of an infrastructure like roads 

and water systems. To that end, Star likens the idea of infrastructure to a part of human 

organization, serving as systems that function in the background to provide assistance in 

different fields of practice. The framework has a particular focus on the relations between 

infrastructures and people because an infrastructure could have different meanings and purposes 

to different people, and thus has a varying level of scalability depending on the infrastructure’s 

context (Star, 1999). 

 Key concepts of infrastructures that are relevant to the topic of this project are 

embeddedness, reach or scope, embodiment of standards, and visibility upon breakdown. An 

infrastructure’s embeddedness refers to the way it has sunk into the norms of society and the way 

it is perceived as a whole. Computers, computer networks, and information technologies are 

oftentimes lumped together as part of computer systems and the Internet as a whole, where in 

reality, different devices with different purposes could have varying effects of varying scale on 

different parts of society. Reach or scope has to do with how an infrastructure has reach beyond a 

single event or a one-time use, and the Internet has certainly stretched its bounds to civilizations 

around the world. Embodiment of standards defines an infrastructure’s scope and limitations in 

order to access other infrastructures in a standardized fashion. Cybersecurity standards have 
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become necessary in modern society in order to protect other critical infrastructures that could 

have severe consequences if they were to be attacked. Finally, visibility upon breakdown 

highlights how the invisible functions of an infrastructure suddenly become visible once the 

infrastructure breaks down, which is especially relevant since the prevalence of the Internet often 

leads it to be taken for granted, and it is forgotten how embedded it really is in daily life. For 

example, in the case of the Colonial Pipeline, there were American drivers on the east coast who 

panicked when the source of their transportation, which they had come to rely on, was threatened 

(Star, 1999). 

 

METHODS 

 To research the ways cybersecurity educators teach best security practices, I will conduct 

interviews with professors at the University of Virginia who teach or have taught courses related 

to cybersecurity as primary sources. Within the interviews, I will ask the professors about how 

they teach the topic of cybersecurity to students in their own classes, which will provide insight 

on the preferred teaching approach on the topic at the university. Additionally, I will ask them 

about future emerging trends and technologies to study how they anticipate the ways in which 

their students’ interactions with the technologies will have an impact on the future of 

cybersecurity. 

 The reasoning behind using university professors as a primary source of information for 

the purpose of this project is because of their direct interaction with their students, who take the 

information learned in class to use for the rest of their careers after graduation. Depending on the 

quality of education provided by those professors, their students may or may not enter the 

workforce with the knowledge to employ best practices in cybersecurity. 
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ANALYSIS 

One of the common key factors involved in the occurrence of a cyber-attack mentioned 

among the interviewed professors was the vulnerability of human error revealing sensitive 

information that a cyber-attacker could exploit for further damage. If an attacker gains 

possession of an individual’s account password on a website, the attacker could have the 

capability to access the individual's personal information stored within the account. The attacker 

then has the ability to further try that password on other websites that contain more sensitive 

information such as credit card information, address, or even physical location. Furthermore, the 

access to that sensitive information could lead to blackmail, fraud, and theft. One such instance 

of a failure to protect information is that of the cyber-attack on the Colonial Pipeline mentioned 

beforehand, which is commonly presented to students as a case study of a historical cyber-attack 

in the professors’ classes. In this case, it was an employee’s careless password management that 

led to a cyber-attack that caused large-scale damage to critical infrastructure and lasting 

consequences on transportation infrastructures and the economy. 

 When I asked the professors about their own teaching approaches to the topic of 

cybersecurity, the most emphasized and common method was to first teach their students how to 

be an adversary. In the world of cybersecurity, learning to be an adversary refers to adopting the 

mindset of a cyber attacker, so the professors first teach cybersecurity students about different 

types of significant cyber-attacks and how to implement them. As an after-product, the students 

gain the hands-on knowledge of the capabilities and limitations of cyber-attacks, and can then 

produce code that takes those cyber-attacks into consideration which helps them design and 

create more robust, high-quality, and safe software as they enter the workforce after graduation. 
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 Along the same lines, the level of preparedness that a student trained in cybersecurity 

principles and abstractions is lower than that of a student trained in adversarial thinking. If a 

student only focuses on historical events, their training will lack a significant portion of learning 

material: the future (Schneider, 2013). Following suit, the student will move forward in their 

career only with the knowledge of past events by not thinking like an adversary, which could 

leave critical backdoors open for cyber attackers to exploit.  

Near the end of the interviews, I questioned the professors about their thoughts on 

emerging technologies and their roles in the future of cybersecurity. Because this portion is the 

most speculative part of the interviews, I recognized that there would be less consistency among 

each of their responses. As expected, the professors began to stray away from each other’s 

opinions likely because of their differing specialties and interests rather than current trends. For 

instance, one professor who specializes in computer networks mentioned the latest in cellular 

technology: 5G networks. The spread of 5G mobile networks around the world has the capability 

to create stronger connections between people, machines, and Internet of Things (IoT) devices. 

Another professor mentioned the novel use of artificial intelligence in the development of new 

applications and devices. Even though the topic of this question is more open-ended than 

previous topics, it is still relevant to the purpose of this study because it is their students who will 

be developing and interacting with the new trends and technologies during their own careers. 

 

CONCLUSION 

Looking towards the future is becoming increasingly important in the context of 

cybersecurity as both cyber-defenses and cyber-attacks become more sophisticated over time, 

and the field of research is most likely to provide that lens, mitigating the damage caused by 
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future attacks. Ideally, the work presented in this paper is aimed at professors, students, and even 

employers who have an interest in designing future-proof cybersecurity technology and 

techniques.  

Past the scope of this project, future work could involve experiments with the quality of 

cybersecurity knowledge in students who have been trained in adversarial thinking versus those 

who are trained in principles and abstractions. By doing so, there may be an indication of the 

better practice between the two, or most likely different applications for which each type of 

training is better suited since cybersecurity, like other disciplines, does not have a one-size-fits-

all solution to cyber-threats (Guttman, 2020). Regardless, it should be emphasized that any 

approach to an education in cybersecurity is better than none at all. Granted that the greatest 

vulnerability to a computer system is not the technology itself, but rather the humans who have 

access to it, there is a degree of urgency to prioritize training of the personnel who interacts with 

the technology over the complexity of the technology itself.  

Furthermore, the trend of the rapidly occurring emergence of new technologies suggests 

that there will be new vulnerabilities associated with them, and new cyber defense techniques 

following suit. The possibility of such unforeseen technologies existing one day is becoming 

increasingly tangible as research in adjacent fields has made recent breakthroughs, such as those 

related to artificial intelligence and computer networks, so it is of the utmost importance that the 

quality of cybersecurity education provided to students and employees meets the standards of the 

best practices currently used in the industry. 
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