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ABSTRACT

This dissertation proposes a framework integrating risk management into the model-based systems
engineering (MBSE) process using Systems Modeling Language (SysML). The framework
describes the identification and assessment of risks while capturing comprehensive system
descriptions, thus improving communication and decision-making among stakeholders. The
proposed method involves designing a risk management approach that tracks risk and safety
factors through SysML diagrams. These diagrams identify risk and safety factors for given
systems, prioritizing system initiatives using a multi-criteria impact analysis to explore disruptions
caused by emergent and future conditions. The innovative aspect of this study lies in the theoretical
development of a risk management framework for SysML, which includes risk sources and safety
factors, and its practical application across two examples: the supply chain for sustainable aviation
fuels (SAF) and the system development of a smart parking lot systems. Applying the risk-induced
framework to the SAF supply chain addresses the intricacies of blending operations attached to
airport infrastructure. The methodology is subsequently extended to a smart parking lot
architecture, demonstrating its adaptability and effectiveness in varied engineering scenarios.
These case studies highlight the framework's ability to provide a comprehensive approach to risk
management in large-scale systems and underscore its versatility in adapting to different
engineering contexts. The study's findings emphasize the benefits of improved communication
among stakeholders and the traceability of risk sources and controls within the SysML framework.

Improved communication and semantic traceability are foundational pillars for informed decision-



DeAndre Johnson | Ph.D. Dissertation | August 2024

making, proactive risk mitigation, and the success of complex engineering projects. This research
provides stakeholders with an understanding of the interplay between technical risks and
administrative considerations, contributing to more effective risk management strategies and

sustainable engineering solutions in diverse contexts.
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Chapter 1 | Introduction

1.1. Introduction

This chapter describes the introduction in 4 sections. Section 1.2. describes the motivation
for study. Section 1.3. describes the problem statement of the philosophical approach to work and
introduces risk and safety factors in Systems Modeling Language (SysML) diagrams for
engineering systems. Section 1.4. describes the purpose and scope of this dissertation. Section 1.5.

provides an organization of the remainder of the dissertation.

1.2. Motivation

Systems engineering (SE) is a critical interdisciplinary approach that enables the realization
of successful systems. Early in the system development cycle, SE concentrates on identifying the

needs and necessary functionality of the customer, recording requirements, and moving forward
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with design synthesis and system validation. This initial phase is crucial, as it sets the foundation
for addressing the vast potential of severe issues that might arise later in the project lifecycle
(SEBOK, 2024). Document-based systems engineering (DBSE), a methodology within SE, uses
documents to capture and manage customer needs, requirements, costs, schedules, and activities
throughout the system development process. DBSE ensures that knowledge is methodically
organized and conveyed with precision, uniformity, and attention to detail. While DBSE provides
a structured approach to information management, the increasing complexity of systems and the
need for dynamic and interactive processes call for more advanced methodologies. This realization
ignited the evolution towards Model-Based Systems Engineering (MBSE), which promises
enhanced integration and adaptability in the face of complex project demands.

MBSE is a transformative methodology that captures and develops interconnected
complex systems through digitized models. These digitized representations of the systems serve
as a blueprint for the systems' virtual elements, actions, and communications, revolutionizing how
systems engineers design and build processes and technology. A significant advantage of
employing MBSE is the traceability across unique views and models at unique levels and
abstractions (Mhenni, 2016). Traceability is highlighted by MBSE’s ability to allocate system
requirements to a functional architecture. Subsequently, the functions are then allocated to the
logical architecture. Finally, logical elements are then allocated to the physical architecture. Thus,
this process represents how traceability through MBSE allows users to directly understand the
origin of a key error or hazard (Zuken Inc., 2024). Thus, system engineers will benefit from using
a digital infrastructure. A convenient way to communicate with risk analysis is a systematic process
that involves understanding the nature of risk and expressing it with available knowledge (Aven,

2018). Risk management is a crucial component of risk analysis and critical evaluation.
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International Standards for Systems Engineering, such as ISO-15288 and the International Council
on Systems Engineering (INCOSE) Systems Engineering Handbook, explicitly emphasize the
importance of risk management in the systems' life cycle processes. However, many MSBE
languages, methods, and tools often relegate risk management to an afterthought (Jurewicz, 2023).
As systems become more complex, developing and managing them becomes more challenging.
These challenges and gaps often lead to systemic hazards and risks that are more time-consuming
to identify and difficult to manage (Ericson, 2015). Therefore, integrating risk management into
the system development process is crucial to ensure a systematic approach and reduce potential
hazards.

Safety analysis is not just a component of systems engineering but an integral part that
ensures the safety of direct users, associates, and third-party stakeholders. As the complexity and
robustness of system safety increases, so does the potential severity of accidents, making it
essential to address safety concerns early in the system development process (Vincoli, 2024).
Identifying safety requirements at conception is beneficial and essential for achieving the expected
design outcomes. Consequently, safety analysis must not just be woven into every phase of system
development but be a proactive measure to ensure comprehensive integration (Chasson, 2022). A
notable challenge within the design process is the miscommunication between safety analysts and
systems engineers, which can hinder the consideration of safety factors at an early stage.
Addressing the communication gap is not just crucial but a responsibility; overlooking it can lead
to significant cost and safety oversights.

Assessing the safety of a system's design involves industry experts, systems engineers, and
risk and safety analysts. According to an INCOSE study, identifying and eliminating design faults

during the design phase is significantly more cost-effective than at later stages. Specifically,
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addressing these issues during the design phases is six times less costly than during the concept
phase (Wan, 2023).

Moreover, the cost increases dramatically, by 100 and 1000 factors, when faults are
detected during the development, production, or testing phases (Haskins, 2007; Baklouti, 2019).
These significant cost increases emphasize the importance of conducting early and thorough safety
risk assessments. However, the financial implications alone do not solely drive this imperative.
The interaction between humans and systems further accentuates the need to seamlessly embed
risk and safety evaluation within MBSE, ensuring that safety is an integral and proactive

component of the system development lifecycle. The relationship between the three disciplines

Risk Analysis

Systems Engineering

Systems
Thinking

Systems
Integration

Swstems
Design

Lifecycle Risk Control

Fail d
Management azard
o : Hazard
Requirements, Identification
Verification &

Validation

Risk
Mitigation

Hazard

Accident Analysis

Prevention

Safety Analysis

FIGURE 1. Venn Diagram representing the relationship among Systems Engineering, Risk Analysis, and Safety

analysis in complex systems.
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sheds light on the potential benefits of their integration while leveraging the unique abilities that
each displays. Integrating the unique strengths of each discipline allows users to craft a holistic
approach to integrated risk management for safety-critical systems. This approach evaluates the
multi-dimensional aspects of safety, risk, and systems engineering, enhancing the robustness and
reliability of critical systems.

Stakeholders of various disciplines in a project communication are critical, but it is difficult
to challenge transitioning from document-centric SE to MBSE. Additionally, many modeling
languages for systems do not offer the possibility of creating risks and errors to determine impact
across departments (Kunnen, 2019). Furthermore, the separation of methods, MBSE, and risk and
safety analysis affect the ability of stakeholders to identify early project issues within the
developmental phase (Uludag, 2022). Risk and safety analysis must be integrated into MBSE to
address many challenges and streamline risk factors and safety factors identification. By adopting
risk management techniques, stakeholders can anticipate the impact of risks on a particular activity

and implement risk treatment for the hazards.

1.3. Problem Statement

In the realm of complex systems development, where diverse disciplines converge, there
exists a critical gap in effectively communicating and managing project risks throughout the
lifecycle of a project. Current tools and methodologies in Model-Based System Engineering
(MBSE), particularly those utilizing SysML (Shevchenko,2020), excel in delineating technical
roles and responsibilities. However, they must catch up in risk and safety management aspects.
Traditionally, safety and risk analysis techniques have been employed independently, causing
engineers to be prone to mistakes and needing more global consistency and continuity between

safety and risk models for MBSE tools. This inadequacy hinders the transparent and traceable
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communication of potential risks to various stakeholders involved, posing a significant challenge
in ensuring the successful execution and delivery of multifaceted projects—SysML's ability to

create extensions (model components not included in SysML).

The absence of a robust mechanism to integrate risk management within MBSE
frameworks leads to disjointed risk perception, potentially resulting in overlooked vulnerabilities,
mismanaged priorities, and unaligned decision-making processes. Consequently, projects need
more comprehensive risk visibility and accountability, facilitating their integrity and success.
Therefore, developing an integrated approach that embeds risk management within the MBSE
process utilizing SysML is imperative. This integration should facilitate the seamless traceability
of risks, enhance the clarity and accessibility of risk-related information for all stakeholders, and
support continuous, dynamic risk assessment and mitigation throughout the project lifecycle. Such
an advancement in MBSE methodologies will bridge the risk and safety communication gap and
bolster the resilience and adaptability of complex systems development in an ever-evolving

multidisciplinary landscape.

1.4. Purpose and Scope

Adopting MBSE across industries has contributed to abandoning traditional document-
based system engineering. The challenges and gaps in current MBSE practices are mentioned in
the precedent section. This dissertation aims to introduce a framework that supports risk and safety
analysis using MBSE, namely SysML models. This study proposes enhancing the means to address
risk and safety to better understand complex systems through system modeling introduced by the
System Engineering Body of Knowledge (SEBoK). The innovative approach of this method is a
combination of efforts, such as the visual design of how risk and safety are emulated in the SysML

model and the application of a multi-criteria impact analysis.
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The methodological approach will apply across industries that use MBSE to deploy risk
and safety assessments for systems within the early conception phase. The study proposes to
validate and verify the framework's effectiveness by comparing state-of-the-art practices and
traditional approaches while providing explicit expert feedback. The study combines risk analysis,

model-based systems engineering, and safety analysis.

1.5. Organization of Dissertation

The structure of this dissertation is shown in Table 1. Chapter 2 establishes the literature
review for system engineering aspects such as MBSE, risk analysis, and safety analysis. Chapter
3 describes the methods for conducting a multi-criteria impact analysis for SysML models.
Chapters 4 -5 describe using the multi-criteria impact analysis on two cases. The first case involves
establishing an intelligent parking lot for a generic smart city. The second case establishes the
context for strategizing supply chain techniques for sustainable aviation fuels deployed at various
locations such as airports and refineries. Chapter 6 summarizes the best practices for integrating
risk and safety factors for SysML diagrams and prioritizing initiatives. Chapter 7 describes how
previous benchmark methods will be implemented in various cases. Chapter 8 summarizes the
study's contributions, future directions for this research, and a conclusion. The dissertation ends

with references and an appendix.
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TABLE 1. Overview of Dissertation Structure for Extending SysML Diagrams with Safety and Risk Factors.
CHAPTER TITLE DESCRIPTION

1 Introduction Overview of motivation, problem statement purpose, scope of
the work, and dissertation organization.
2 Literature Review Literature review for risk analysis and management in Systems
Engineering, MBSE, Risk as Supporting Aspect of MBSE,
Identifying gaps in the practice.
3 Theory and Technical This task outlines the development of a theoretical framework
Approach and technical methodology, introduces SysML and its diagrams,
and demonstrates their application through a case study. It is
organized into three subsections and incorporates risk
management and multi-criteria analysis for system safety
validation and risk-based decision-making.
4 Case Study 1: Smart Parking  This task outlines the implementation of risk integration into
Lot System SysML Diagrams and proposes the multi-criteria impact analysis
of the Smart Parking Lot System.
5 Case Study 2: Supply Chain ~ This task outlines the implementation of risk integration into
for Sustainable Aviation Fuels ~ Activity Diagrams SysML and proposes the multi-criteria impact
analysis for the Supply Chain for Sustainable Aviation Fuels.
6 Synthesizing Best Practices This section will distill the key practices that led to successful
and Advancement in outcomes based on the methodology applied to the cases. It will
Extending Risk Factors and  elaborate on how these best practices can be generalized or
Safety Factors in SysML adapted to another context within the field.
7 Comparative Analysis This section then provides previous benchmark methodologies.
This will then establish the criteria for comparing the methods.
8 Conclusion Outlines the study's current contribution while recognizing

existing and future publications.
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Chapter 2 | Literature Review

2.1. Introduction

This chapter describes the literature review in five sub-sections. Section 2.2 describes the
use of MBSE and its role in SE. Section 2.3 describes existing risk analysis and risk management
within systems engineers. Section 2.4 describes existing risk, safety analysis, and safety
management frameworks within systems engineering. Section 2.5 is a literature review of previous
practices of integrating risk and safety as supporting aspects of MBSE. Section 2.6 highlights the
gaps from previous studies and the proposed framework for this methodology. Section 2.7 is a

summary of the chapter's contribution to discipline between safety, risk, and systems engineering.
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2.2. Model-Based Systems Engineering
MBSE is defined by INCOSE as the formalized application of modeling to support system

requirement, design, analysis, verification, and validation, beginning in the conceptual design
phase and continuing throughout the development and later life cycle phase (Handerson & Salado,
2021). MBSE represents a sophisticated tier within systems engineering designed to tackle
complex problems. MBSE addresses complexity, enhances communication among stakeholders,
boosts quality and productivity, and mitigates risks (Krasner, 2015; Carroll, 2016; Patou, 2018).
The motivation for using MBSE is to overcome deficiencies and undesirable practices related to
the system's architecture and design. Organizations often begin modeling without realizing that the
original goal may be replaced with a narrow, defined solution that abandons unnecessary expenses.
Thus, system architecture is an essential aspect of MBSE that warrants meticulous focus (Madni,

2018).

The growing complexity of systems has made the management of DBSE difficult due to
the excessive time spent managing information. MBSE simplifies complex systems by collecting
and presenting critical information. MBSE’s ability to relay information relevant to systems
requirements, design, and analysis and to trace changes throughout the development process
represents a significant advantage over traditional DBSE. The models in MBSE serve as primary
artifacts for processes within systems engineering, including methodical and illustrative models
applicable down to the component level. SysML, an all-purpose graphical modeling language
under MBSE, is used to develop technical systems. It is regarded as the successor of UML,
primarily focusing on software-specific development. SysML captures requirements, behaviors,
structure, and parametric data through a new set of diagrams and modifications of existing UML

diagrams. Figure 2 highlights the hierarchy of SysML diagrams, showing the Behavior Diagrams,
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Requirements Diagrams, and Parametric Diagrams, with requirements and parametric diagrams

being new additions.

SysML Diagram
i
: Requirement :
Behavior Diagram | Diagram i Structurs Dizgram
e |
Activity Diagram Sequence Diagram State Ma Usze Case Diagram Block Definition Interal Block Package Diagram
Diagram = Diagram Diagram =
: Parametric :
""""" | Diagram 1
|

Mewdiagramtype |

FIGURE 2. Taxonomy of SysML diagrams taken from (OMG, 2018).

Over the years, numerous initiatives have integrated MBSE across various applications,
significantly contributing to its evolution. The journey began in 1993 with Wymore's foundational
expression of MBSE, leading to the development of Integrated Definition (IDEF) models and the
more sophisticated Systems Modeling Language (SysML) models, reflecting MBSE's expanding

role in systems engineering and design.

2.3. Risk Management within Systems Engineering

System engineering societies have significantly enriched the knowledge framework by
advancing our understanding of risk analysis as a management concept. The SEBoK is a system
engineering handbook that allows system engineers to employ best practices and methodologies
for risk management. SEBoK’s glossary defines risk as the potential inability to achieve overall

program objectives within defined cost, schedule, and technical constraints. It has two
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components: The probability (likelihood) of failing to achieve a particular outcome and its
consequences (impact). Likelihood and impact are quantitative metrics used to produce an output

to quantify the severity of a system's risk.

The SEBoK defines risk management as the organized process for identifying and handling
risk factors (ISO/IEC/IEEE 2010) (SEBOK, 2023). Within the systems engineering domain, the
application of risk analysis is iterated throughout a project to identify risk, quantify the level of
risk, and evaluate the impact and severity of the risk to determine the negative or positive deviation
from the project's expected goals. MITRE, 2014) is a non-profit organization that focuses on
providing technical guidance to complex engineering challenges for various U.S government
projects, established a common risk management framework for systems engineers by defining
risk management: identifying risk, assessing risk, and taking steps toward mitigating risk

(Stoneburner, 2002).

Figure 3 describes the risk management framework, including risk identification, which describes

internal and external risk collection for engineering systems projects.

e Risk Identification: Collecting internal and external risks relevant to engineering systems
projects.

e Risk Impact Assessment: Evaluating the consequences of identified risks.

e Risk Prioritization Analysis: Ordering and ranking risks from least to greatest and allocating

resources accordingly.

e Risk Planning: Designing control strategies to mitigate, prevent, and minimize risks.

12
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2.Risk
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1. Risk
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FIGURE 3. Fundamentals of risk management adapted from (MITRE Corporation, 2014).

In systems engineering, risk analysis involves examining how system outcomes and
objectives might change due to the impact of risk events. Numerous studies have applied risk
analysis to understand how different scenarios can influence these impacts (Moghadasi et al., 2023;
Marcellin et al., 2023; Baker, 2023). Various methods are used to conduct risk analysis for complex
systems. One such method is the Hazard and Operability (HAZOP) study, a qualitative risk
procedure designed to identify how a process may deviate from its intended design. The HAZOP
process involves a detailed examination of the process and equipment, typically conducted by a
risk manager, to track how deviations occur and determine the potential consequences (Harahap,

2024).

2.4. Safety Management within Systems Engineering

While risk management is essential, it should not overshadow the critical role of safety
management in complex systems. Safety management significantly contributes to the design of

safety-critical systems, enhancing human and system performance. A safe system undergoes
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thorough safety analysis starting in the conceptual phase and continuing throughout the

development and acquisition life cycle (Ericson, 2011). Safety engineering is defined as managing

complexity while avoiding conditions that could cause death, injury, illness, damage to or loss of

equipment, and environmental harm (Sojka, 2024).

Safety engineering is crucial in developing complex systems by focusing on human and

system performance. The primary objective of safety engineers is to integrate safety-related

requirements into system designs (Buede & Miller, 2024). Safety analysis techniques derived from

national safety standards, such as ISO 26262 and IEC 61508, are employed to ensure the safety of

these complex systems. For instance:

Preliminary Hazard Analysis (PHA): This process identifies potential hazards, causal
indicators, risks, and control strategies to enhance system safety (Hadj-Mabrouk, 2017; Xin et
al., 2023). It is essential because it allows engineers to proactively identify and mitigate
potential hazards early in the design process, reducing the likelihood of accidents or failures
during system operation.

Functional Hazard Analysis (FHA) is a structured method for evaluating potential causes and
hazardous consequences of functional failures within a system (Tran, 2021). FHA ensures a
comprehensive analysis of system functions, minimizing the risk of functional failures that
could compromise safety.

Failure Modes and Effects Analysis (FMEA): Offers a reliable framework for identifying and
mitigating potential issues and failures within a system before they occur (Press, 2018). FMEA
enables engineers to systematically identify failure modes, assess their potential effects, and

implement appropriate mitigation measures, enhancing system reliability and safety.
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e Fault Tree Analysis (FTA): This technique serves as a standard safety analysis practice applied
to various complex systems, aiding in identifying potential failure pathways (Liu, 2024;
Wijayaningtyas, 2024). FTA is critical for understanding interdependencies between system
components and identifying critical failure scenarios, allowing engineers to prioritize safety-
critical elements and allocate resources effectively. These safety analysis techniques
collectively contribute to the robustness and reliability of complex systems, ensuring safe

operation in various domains and minimizing the risk of catastrophic failures.

(Provab, 2020) proposes that safety management can be described in two distinct modes:
centralized control and guided adaptability. Centralized control aims to align and control the
organization and its people by determining what is safe. In contrast, safety management through
guided adaptability aims to enable the organization and its people to adapt to emergent situations
and conditions safely. Adopting a system perspective for safety analysis is highlighted using the
Systems-Theoretic Accident Model and Process (STAMP) approach, which considers the
complexity and interdependence within systems. STAMP provides comprehensive insights into
addressing potential safety challenges while creating solutions for technical, organizational, and

human interventions (Zhang et al., 2022).

2.5. Risk and Safety as a Supporting Aspect of Model-Based Systems
Engineering

According to SEBoK (Hutchinson, 2023), an interacting combination of system elements
characterizes systems that accomplish a defined objective. System engineers tend to characterize
systems as models (Friedenthal, 2023) to abstract significant attributes of a system within the

conceptual phase. There is a need to integrate risk into system models due to the inevitable risk
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from other systems or the environment threatening a system objective. Therefore, various studies
contribute to integrating risk into system models, such as Lamine et al. (2020) introducing the
Business Process Risk Integrated Framework (BPRIF) and a tool called adoBPRIM, which
addresses the need for more foundations dedicated to the tool. The studies conducted by Johnson
(2022; 2023) employ risk identification as an extension to integrated definition models IDEF 1
and 2. The objective was to enhance the process model by offering a comprehensive approach to
tracking risk identification, thereby improving the system model's capacity to communicate risk

information effectively to various stakeholders

Incorporating insights from Kunnen (2019), the study underscores the importance of
integrating errors and risk within system models to establish connections with requirements or
other system elements. This integration facilitates cross-structural traceability and aids in
identifying the root cause of errors. The study reveals that best practices rely on creating errors
and risks within the model and linking them to components, requirements, and other systems,
enabling cross-structural traceability, which helps determine the influences of error in an event.
Clegg (2019) utilizes a profile attribute to extend SysML for Failure Modes and Fault Trees.
Uludag (2023) proposes a comprehensive SysML profile designated for risk management that
encompasses interconnected safety analysis adapted from FMEA, FTA, and FHA. Adaptability is
valuable in complex systems where multiple facets of safety and risk analysis are necessary for a

comprehensive risk assessment.

Biggs et al. (2018) rely on existing ISO and IEC standards and do not enforce a new
approach to safety and reliability. The profile aims to provide a foundation for the model-based
treatment of safety and reliability. Biggs et al. (2019) note that safety is a supporting aspect of

system models. The Object Management Group (OMG) proposes a method that uses existing
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SysML to automate safety and reliability tasks with current modeling tools, thereby enhancing
efficiency and consistency in the analysis process. For instance, the 2019 study introduces an
Integrated System Design and Safety (ISDS) framework that integrates traditional safety analysis
techniques with an MBSE design approach for the entire system lifecycle. The ISDS framework
includes customizing existing SysML Block Diagrams by extending stereotypes to represent
safety-related information. Safety includes goals, failure modes, and hazards (Krishnan, 2020).
Krisnand (2019) uses safety-related information to perform a sub-system hazard and risk
assessment (FTA) system. The benefit of this study includes the ability to automatically retain the
safety-related information from a custom SysML diagram to create an FMEA. A study titled
"Enhancement of FMEA risk assessment with SysML" synthesizes a safety and risk assessment
method within MBSE to inform rail organizations of how technological changes impact safety.
The study generates a use case diagram as a set of scenarios to define the system context that must
be analyzed. (Shirvani et al., 2019) describe scenarios in their study and introduce their innovation
of enhancing risk management by incorporating it into activity diagrams to illustrate how failure
modes can be linked to the processes in which they may occur. The study continues to conduct a
risk assessment using the activity diagram to demonstrate an impact analysis of a failure mode of
a process. The study offers many benefits, such as automatically updating risk tables to reduce
transcript errors and enabling SysML diagrams to track information that will improve system

inefficiencies.

De Souza's (2020) study proposes combining Systems-Theoretic Process Analysis (STPA)
and SysML modeling activity. STPA, based on the STAMP methodology, identifies hazardous
control actions, loss scenarios, and safety requirements within systems. Combining STPA with

SysML makes it possible to verify system models formally. This formal verification ensures
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system requirements are met and identifies potential hazards or safety concerns early in

development. The method tackles the challenges in safety-critical systems by leveraging the

strengths of safety assessment and the systems engineering approach of SysML.

TABLE 2. Synthesis of the contribution from various studies towards integrating risk into the system
model, offering a clear view of the advancements, methodologies, and key findings in this area.

Authors Year Study Focus Methodology Key Findings Contributions to
System Models & Risk
Integration
Hutchinson 2023 System Conceptual Systems as Highlighted the
characterization analysis interacting complexity and
elements for interaction within
defined objectives  systems, underpinning
the need for risk
integration.
Friedenthal 2023 System Theoretical Models simplify ~ Stressed the importance
representation discussion systems for a of models in
through models better understanding and
understanding managing systems,
providing a foundation
for integrating risk.
Lamine et al. 2020 Business Development of Addressed Developed a framework
Process Risk BPRIF and foundation needs  and tool for integrating
Integrated adoBPRIM tool  for risk integration risk into business
Framework tools process models,
(BPRIF) enhancing risk
management
capabilities.
Johnson 2022 Risk Extension of Enhanced process Improved the system

Identification in IDEF models.

IDEF models.

models with risk

identification

model's ability to
communicate risk,

facilitating better
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stakeholder

understanding.

A comprehensive Enhanced

Johnson 2023 Continuation of Further
risk integration extension of approach to communication of risk
in IDEF IDEF models. tracking risk information through
Models. improved model
processes.
Kunnen 2019 Error and risk Conceptual and  Linking errors and Highlighted the need
integration theoretical risks to system for cross-structural
within system analysis. elements for traceability in models to
models traceability. identify and manage
risks and errors.
Clegg 2019 Extending Development of  Enhanced SysML ~ Enabled more detailed
SysML for SysML profile  with failure modes  safety and risk analysis
failure modes attributes and fault trees within system models
and fault trees through extended
SysML attributes.
Uludag 2023 Comprehensive  Development of ~ Comprehensive Provided a robust
risk SysML profile SysML profile for framework for risk
management for risk interconnected management within
SysML profile. management safety analysis complex systems,
incorporating various
safety analysis
techniques.
Biggs et al. 2019 Automation of Integrated Automated safety Leveraged SysML to
safety tasks in System Design and reliability enhance efficiency and
SysML. and Safety tasks in system consistency in safety
(ISDS) modeling analysis, contributing to
framework the lifecycle
management of
systems.
Krishnan 2020 Safety in system  Customization Representation of Enabled sub-system
models. of SysML Block safety-related hazard and risk
Diagrams information in assessment through

models customized SysML

diagrams, improving

safety analysis.
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Shirvani et al. 2019 FMEA risk Use case and Enhanced risk Offered innovations in
assessment activity management in risk assessment within

enhancement diagrams for activity diagrams SysML, improving the

with SysML. risk assessment accuracy and efficiency

of safety analysis.

De Souza 2020 Combining Integration of ~ Formal verification Addressed safety
STPA with STPA and of system models critical systems
SysML SysML with STPA and challenges by merging
modeling. SysML safety assessment

techniques with
SysML, enhancing
early hazard
identification and

system verification.

2.6. Gaps within the practice

Existing studies demonstrated the integration of risk in system models, whether through
business process models such as IDEF or MBSE tools such as SysML. However, it is crucial to
acknowledge specific gaps and limitations inherent in these approaches. One notable limitation is
the inability to systematically track risk for all system models and reproduce models adaptable to
the system environment. Additionally, there is a challenge in reproducing models that are adaptable
to system models. Existing practices cannot prioritize the system order of requirement, case, etc.,
within system models based on the success criteria amongst disruptive scenarios. Moreover, the
current framework has yet to integrate the identification of control factors into the system. The
current gap hinders the establishment of effective control mechanisms to mitigate identified risks.

Furthermore, previous studies have yet to elicit stakeholders to capture system risk and

control; therefore, there is a need for an interdisciplinary approach to understanding the methods.
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Additionally, managing the complexity inherent in system models when integrating risk poses a
significant challenge. Complex systems often involve numerous interconnected components and
interactions, making identifying and tracking risks difficult. Using strategic methodologies for
simplifying and managing this complexity could improve the scalability and usability of risk
integration frameworks.

Moreover, system models must incorporate dynamic risk assessment capabilities. Systems
operate in dynamic environments where risks evolve due to changes in technology, regulations, or
external factors. Augmenting existing frameworks to enable real-time or continuous risk
assessment would allow organizations to adapt to emerging risks and threats. Decision support
mechanisms should be embedded within risk integration frameworks to provide actionable insights
to decision-makers. These mechanisms help decision-makers make informed decisions about risk
mitigation strategies and resource allocation. Integrating decision support tools or algorithms
within system models facilitates risk-informed decision-making processes.

Furthermore, aligning risk management practices with system lifecycle management
processes is essential. Risk identification, assessment, and mitigation should seamlessly integrate
into system development, deployment, and operation phases. Aligning risk integration frameworks
with established lifecycle management methodologies ensures comprehensive risk management
throughout the system lifecycle. Validation and verification of risk-integrated system models are
critical to ensuring their accuracy, reliability, and trustworthiness.

Researchers should explore methodologies or techniques for validating risk models and
verifying compliance with relevant standards or regulations. Lastly, education and training
initiatives must build stakeholders' awareness and competence in risk integration practices.

Collaboration and shared understanding among diverse stakeholders are essential for effective risk
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management. Strategies should be implemented to promote knowledge sharing, capacity building,
and skill development in risk integration methodologies and tools. In conclusion, while existing
studies have made valuable contributions to integrating risk into system models, addressing these
gaps and challenges can significantly enhance the effectiveness and applicability of existing

frameworks.

2.7. Summary

This section highlights Chapter 2's contributions. Chapter 2 describes the basis for utilizing
MBSE within SE. This chapter highlights existing frameworks within SE that use risk management
for complex systems. The chapter introduces literature on safety management within SE for
complex systems. The chapter then reviews the literature to emphasize other authors’ contributions
to progress risk and safety within MBSE. From there, we list the major contributions of those

studies and identify gaps between the proposed method and their method.
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Chapter 3 | Theory and Technical Approach

3.1. Introduction
This chapter describes the theory and method used to build the framework. Section 3.2

describes the importance of system development in the lifecycle. Section 3.3 describes the
approach to integrating multi-criteria impact analysis in the system development lifecycle. Section
3.4 describes integrating the multi-criteria impact analysis within the SysML methodology by

exporting XMI files to Python scripts. Section 3.5 summarizes this chapter's contribution.
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3.2. System Development Lifecycle

- A

Scenario
Assessment

Scenario
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SE Life Cycle Y\

MCIA Inputs

. MCIA Outputs

FIGURE 4. Illustrates integrating the Model-Based System Engineering (MBSE) life cycle with Multicriteria
Initiative Assessment (MCIA) inputs and outputs. The MBSE life cycle includes stages such as Concept of
Operations, System Requirements, Functional and Logical Architecture, Detail Design, Unit Testing, System
Verification, and System Validation. MCIA inputs and outputs, including identifying system criteria and
initiatives and assessing scenarios and criteria, interact with various stages of the MBSE life cycle.

Figure 4 illustrates the system development process using the V-model framework. The
process starts at the top left with the concept of operations. Moving down to the left side of the 'V’
we outline the steps involved in system development. As the V ascends the right side of the 'V,' the
focus shifts to system integration. This structure delineates the essential phases and sub-steps
required for effective system development, ensuring that engineers follow a logical and

comprehensive approach.
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The concept of operations (CONOPS) is a document that describes a proposed system
concept and how that concept operates in an intended environment. It is developed to identify
system capabilities from the perspective of stakeholders and the system's operational scenarios.

CONOPS is a time-ordered list of sequence steps or a graphical representation.

System requirements are vital to the system development life cycle and are defined after
identifying the CONOPS. SEBoK defines system requirements as a statement that identifies
system, product, or process characteristics or constraints, which is unambiguous, precise, unique,
consistent, stand-alone, and verifiable and is deemed necessary for stakeholder acceptability
(INCOSE 2010; ISO; IEEE). Identifying the system requirements is to produce a product that fits
and goes beyond expectations, such as customer satisfaction, accurate budgeting, and schedule

compliance. System requirements are captured using a requirements diagram.

High-level design is derived from combining the concepts of operations and system
requirements. After implementation, it aims to provide all relevant stakeholders with a bird’s-eye

view of the solution architecture and design (Ltief, 2024).
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3.3. Multi-Criteria Impact Analysis
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FIGURE 5. The descending side of the vee model represents the early conceptual systems engineering life
cycle. For this study, the model is coupled with the MCIA framework, which consists of integrating risk and
safety factors into system development.

This section describes how concepts from the STAMP analysis are integrated into the
systems development lifecycle to integrate risk and safety factors into SysML. Figure 5 a
represents the descending of the V model linking with the multi-criteria impact analysis. Criteria

and concept of operations

System criteria are performance objectives deviating from stakeholder elicitation and
literature review. A framework is established to assess the potential influence of incorporating
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system models by defining the relationship between the system model and the criteria used for
measurement. The set of system criteria is C = {cq, 5, ..., Cn}. Representatives and system
experts establish the baseline criteria to assess each criterion under regular conditions. Criterion
can be scored by weight. The table describes how the weights were assigned as 0, 1, 2, and 4,

corresponding to (-), Low, Medium, and High, respectively.

TABLE 3. Criteria relevance importance weights.

Criteria Relevance Weight
High 4
Medium 2
Low 1
- 0

According to (Krishnan, 2020), a system engineering life cycle begins with concepts of
operations which involve determining system capabilities from the viewpoints of its stakeholders
and the operational scenarios of capabilities. The risk-safety register's initial step is to collect
system criteria, which are overarching goals identified by stakeholders. Stakeholder-identified
scenarios capture the most important stakeholder values.

The second step of this methodology is to capture the model. This requires the modeler to
understand what a failure-free system would look like. This can be done using an activity diagram
or a use case diagram. System models are representatives used to capitulate, analyze, and

communicate information about a system or concept (Wynmore, 1993).

The set of initiatives is denoted as X = {x, x5, ..., x,}. Initiatives consist of assets,
projects, actions, technologies, or policies being considered for prioritization. This study extends
the previous definition of initiatives by including using elements from SysML to represent actions

originating from systems requirements and stakeholder needs.
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According to (SEBoK, 2023), system requirements are utilized to identify a product or
process operation, functional, or design characteristic or constraint, which is unambiguous,
testable, measurable, and necessary for product or process acceptability. Requirements are
captured in the SysML model using requirement diagrams. This step is combined with identifying

initiatives; in this study, initiatives are a set of functions closely related to system requirements.

The third step of this methodology is to formulate emergent conditions. Traditionally,
emergent conditions are denoted s E = {ey, ..., e, } future events, policies, or conditions which may
affect the value of initiatives within the system. The conditions are generally based on various
sources, such as academic and industry stakeholders. The study extends the previous definition of
emergent conditions by partitioning the set of emergent conditions into two categories. Therefore,
the study utilizes the identification and management of risk and safety factors and categorizes them
as emergent conditions. The innovation of this method is the ability for users to group positive
controls, known as safety factors, as an emergent condition. Traditionally, adverse trends and
events have always been categorized as disruptive orders. This study considers safety factors being
grouped as an emergent condition to prove that they are just as disruptive as risk factors. This step
is derived from the STAMP analysis. In STAMP, accidents are conceived as resulting not from
component failures but from inadequate controls and constraints. Leveson describes STAMP as a
method that emphasizes that safety concerns occur when control mechanisms cannot adequately

enforce these essential constraints. This step includes the collection and formation of scenarios.

Scenarios denoted as § = {s, ..., s} consist of one or more emergent conditions designed

to depict the most significant challenges or risks that impact systems objectives on a broader scale.

For all scenarios that exist, they are a subset of emergent conditions.
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The third step of the SE life cycle is implementing a functional architecture. A functional
architecture represents the functions that deliver on the system requirement. A SysML activity
diagram captures the functions and their interactions with one another. Functions are captured in
the SysML model using activity diagrams. The functional architecture is designed to reveal the
order of functions within the system. The logical architecture defines the system’s structural
framework, which identifies the functions of various blocks or subsystems and describes the data
flows and connections between them. When combined, block definition diagrams and internal
block diagrams depict this architecture and show the structural relationships and functional
interdependencies of the systems. This conceptualization helps to organize and visualize the
overall functional flow of a system.

The next step is the criteria-initiative assessment. This step evaluates how effective each
model initiative aligns with the success criteria for various elements within the system model,
stakeholders from diverse backgrounds can conduct interviews and draw upon relevant literature
to inform their analysis of the criteria-initiative (C-I) assessment. In this C-I assessment,
stakeholders gauge the extent to which an initiative aligns with each criterion, using the following
representations: a dash (-) for neutral, an unfilled circle (o) for somewhat agree, a half-filled circle

(©) for agree, and a filled circle (®) for strongly agree within the assessment matrix. The

corresponding value is suggested to be {0, %,g, 1}.

TABLE 4. Criteria-Initiative assessment weights.

Criteria-Initiative Assessment  Degree Weight
° strongly agree 1

(D) agree 0.667

o somewhat agree 0.334

- neutral 0
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The qualitative results of the constraint matrix are converted into numerical weights

following the rank-sum weighting method based on Equation 1:

W, = m-rank;jq

J Z;'n=1 m-rankj,,

Let w; represent the weight assigned to the j-th criterion among a total of, m criteria, and

rank; denote the ordinal ranking of this j-th criterion.

The following step is the criteria-scenario assessment. This evaluation presents how
impactful a system criterion is on a scenario. The evaluation aims to answer the following: The
importance of the criteria shifts depending on the baseline scenario presented. Responses are as

Decreases, Decrease Somewhat, Neutral, Increases, and Increases Somewhat. Each response has
an o associated with it inthe @ = {% , %, 1, 6, 8}. The scaling constant aligns with the principles

underlying the swing weighting approach. This method of swing weighting allows for
modifications to account for various scenarios. The process of ascertaining weights for an additive
value function through the swing weight technique is comprehensively detailed within the Multi-

Criteria Impact Analysis (MCIA) field, and it is supported by numerous publications in this area.

TABLE 5. Criteria-scenario important change

Criteria-Scenario Relevance Weight
Increases 8
Increases Somewhat 6
- 1
Decreases Somewhat 0.1667
Decreases 0.125
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The swing weight method was utilized to establish the foundational weights (W;) for the

criteria, as well as to calculate the adjusted weights tailored to each specific scenario.

Wp,=axW; ->V;eC,V, €5 (2)

Table 4 presents the allocation of weights to the various criteria pertinent to each scenario, with

these alterations being captured within the W matrix.

Equations define v;(x;) as the partial value function for the initiative x; concerning criterion c;,

established via the C-I assessment process. The matrix V encapsulates the relative importance

scores assigned to each initiative under various scenarios.
Vp(xl-) = Z;nzl W]-pvj(xl-) - Vi EX, VpE S, V] eEC (3)

For each scenario, initiative scores are ranked from 1 to n. Equation 4 outlines this ranking
mechanism, where the symbol > signifies that one initiative is of higher ordinal rank than another.
Specifically, if the score of the initiative x; surpasses the score of x,, then x; is awarded a higher

an

ordinal position, such as being ranked 15¢ compared to the rank of x,.

IF V,(x;) > Vi (xq) THEN x; > xq > V;q EX,V,ES 4)

To compute the disruptiveness score, one evaluates how much the priority rankings of initiatives
shift under a specific scenario. Disruptiveness quantifies the extent of change in the priority order
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relative to a baseline scenario. This is calculated by summing up the squared differences in priority
positions for each initiative when compared to their standings in the baseline scenario. Equation 5

details the formula for assessing the disruptiveness score for a given scenario sy,.
n 2
D, = 2i=1(ri0 - Tip) - V,eX,V,€S (5)

Tip 18 the rank of initiative x; under scenario s, , and 17, is the rank of initiative x; under the baseline

scenario. These scores are then normalized on a 0-100 scale (Almutari et al., 2018; Moghadasi et

al., 2022).

3.4. Approach to Prioritizing System Order in SysML

«metaclass» <>
«metaclass» Requirement
Scenario
Risk Factor @ Safety Factor 9
Criteria (@
- Scenario Type: char - Scenario Type: char
- Criterion-Scenario Assessment: float

FIGURE 6. The risk-safety profile for the system development stage process utilizes custom stereotypes to
represent information related to multicriteria impact analysis. In this context, a scenario acts as a meta-class
that aggregates risk and safety factor stereotypes in SysML. Additionally, the native SysML requirement
meta-class is extended to include system criteria, enhancing its capability to capture essential system
requirements.

The framework integrates multi-criteria impact analysis by using SysML profiles to store
the SysML model's risk factors and safety factors data. Consequently, no model transformation is
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required to create the model and generate the risk and safety artifacts. Figure 6 illustrates the risk
and safety profile for the given framework. The framework follows the steps of employing the
scenario-based multi-criteria decision model. For example, ‘Scenarios’ are derived from the action
meta-class and extend the risk factors and safety factors stereotype, which contains attributes to
capture risk. The risk factor and safety factors both fall under a disruptive scenario which
influences the order of the functions. Meanwhile, the safety factor in the system's profile is
assigned an effectiveness score that measures the influence a risk or safety factor has on a Criteria
stereotype. This analysis is followed by the categorization of risk and safety factors and measure

by the impacts on said initiative.

On the other hand, the Criteria” stereotype is utilized to store the performance metrics used
to evaluate the system’s objectives. The system associates a weight value for the criteria which
was described earlier in the previous section. The study stores the C-I assessments through the
activities within the functional architecture. However, the scores associated with criteria-scenario
assessment are stored within the criteria stereotype. The purpose of storing the scores within the
profile is to communicate amongst stakeholders the values associated with the components within

the system model.

The study's methodology employs activity diagrams to clarify the interactions within the
system model, providing a visual representation of information flow. These interactions are
identified as initiatives that are integral to the functional architecture, which outlines the system's
operational framework. To effectively capture safety and risk factors within the model we extend

the safety and risk artefacts.
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The Python code is designed to parse criterion information while extracting the weight of
each criterion. Risk and safety analysts are tasked to enter scores corresponding to the C-I and C-

S assessments.

dlef parse activity diagrams(xmi file):

with open(xmi file, 'r', encoding='utf-£'}) a=s file:
xmi content = file.read()

root = etree.fromstring (xmi_content.encode ("utf-5'))
ns = {
e AT T T
"aml '
activities = root.xpath('// v ', names
print{len{activities), "acti
activities_data = [1]
Seen names = Set() # Set to store names of activities already processed
for actiwvity in activities:
activity id = activity.get('{http://wwWww.omg.org/spec/XHMI/2.11id")
activity name = activity.get('nams')
# Check if the activity name is already seen
if activity name not in Seen names:
# If not, add the activity data and mark the name as seen
activities data.append ({'Activity ID': activity id, 'Lctivity Name':

seen names,.add (activity name)

print (activities data)

return activities data

FIGURE 7. The code defines a function to parse activity diagrams from an XMI file. It reads the file, extracts
activities while preventing duplicates, and collects their names and IDs. The result is a list of unique activities,
which is then printed and returned.

Figure 7 describes a Python script designed to parse activity diagrams from an XMI file,
which is a standard file format for exchanging metadata information via XML. Specifically, this

script appears to target activity diagrams related to risk and safety analysis.
pt app to target activity diag lated to risk and safety analy
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l=ef parse criterion weight (xmi file}:
with open(zmi file, 'r', encoding="utf-8') as file:
xmi content = file.read()

root = etree.frometring (xmi content.encode ("utf-8'))

criteria data = []
ns = {
"xmi® 'http:, omg.orgfspec/XMIS2.10,
"uml*® 'http:, omg.org/spec/UMLS2 .10
}

# XPath targeting element with a clazzifier attribute
# Corrected variable nams to 'criteria_elements' to match the loop
criteria elements = root.Xpath |

N P . -

ffelement [Bclassifier="EATD 47051B%5% 8415 4245 A35C OF44EFEF11BB™]',
namespaces=ns)
for elem in criteria elements: # Correct wariable name used here
criterion name = elem.get ('nam="')
criterion_id = "'
weight = '"
# Find attributes within each criterion element
for attr in elem.xpath('.// namespaces=ns) :
if attr.get('nams") == |
criterion id = attr.xpath('.,/ /initizl/Ebody"', namespaces=ns) [0]
2lif attr.get({'name") = 'Weight
weight = attr.xpath('./ /initizal/Ebody"', namespaces=ns) [0]

criteria data.append({

ion Nams': criterion name,
zrion ID': criteriomn_id,
weight

F)
return criteria data

FIGURE 8. Extracting criteria and their weights from an XMI file to create a structured list of data with
names, ID, and associated weights using XML parsing and XPath queries in Python.
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Figure 8 describes a Python function designed to parse criterion information while
extracting the weight of each criterion. Risk and safety analysts are tasked to enter scores

corresponding to the C-I and C-S assessment within the functional diagrams and the

def parse criteria initiative assessment (xmi file):

with open(xmi file, 'r', encoding='utcf-&'} a= file:
#mi content = file.read()
except Exception as e:

int (f"Error reading criteria initiatiwve assessment: {e}")
return []
root = etree.fromstring(xmi content.encode ('utf-2'))
except etree.XMLSyntaxError as e:
int (f"XML Syntax Error: {e}")
n [1
ns = {'xmi': 'http://schema.omng.org/spec/XMI/S2.1'})
criteria initiative assessment data = []
# Lssuming 'element' is the correct tag and not 'packagedElement' based on vour XML structure.
glements = root.xpath('//elemsnt [Exmi:cype="uml:LAcoivicy™] ', namespaces=ns)
for element in elements:
activity name = slement.get |’ {! a.omg.org/spec,/XMI/ 2.1 nams")
print (f"\nProcessing activitcy: ty nams}")
attributes = slement.xpath(’'.//accribute', namespaces=ns)
if not attributes:
actributes found for activity: '{activity name}'")

for attribute in attributes:
attr name = attribute.get('{hctp://

itiative assessment data.append({
; MName': activity name,

Hams': attr name,

Valua': wvalue

})

if not criteria initiative assessment data:

print ("Ho attributes found in any actiwvities.")
return criteria initiatiwve assessment data

FIGURE 9. The 'parse_criteria_initiative_assessment' Function — Efficiently extracts activity criteria from
XMI files, robustly manages XML syntax errors, and compiles attributes. It yields a neatly organized dataset
comprising activity names, attribute names, and corresponding values.
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Figure 9 describes the Python script representing the Python function for parsing criteria
initiative assessment. It describes the process of extracting criteria names within initiatives. The
scores corresponding with C I assessments are then transferred for all initiatives and stored within

a matrix.

d=f emergent conditions (xmi file):
logging.basicConfig(level=logging. INFC)

logging.info (f"Starting emergent conditions function with file: {xmi file}™)
with open(xmi file, 'r', encoding='utf-25') a= file:
xmi_ content = file.read()
except Exception as e:

logging.error (f"Error a

return []

root = etree.fromstring (xmi_ content.encode('ucf-2"))
except Exception as e:
logging.error (f"Error parsing XML: {=}"™)

logging.info (f"Total elements found with
element names = [elem.get('nams') for elem in specific elements with type if elem.get('name')]
for name in element names:
logging.info (f"Found Ckject name} ")
if not element names:
logging.info ("Ho matching elements found with adjusted XPath. Consider reviewing the XPath ¢

return element names

FIGURE 10. The 'emergent conditions' Function — Streamlines the extraction of element names from an
XMI file, integrates error handling for file access and XML parsing, and leverages logging for process
insights.

Figure 10 describes a Python script that extracts the name of the emergent condition

whether it is listed as a risk factor or safety factor. The risk and safety factors are transferred to a
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spreadsheet. Users operating the spreadsheet shall be able to organize risk and safety factors for

the scenarios.

3.5 Summary

The chapter describes the system design life cycle, an approach used for the development
of complex systems. The chapter introduces a mathematical decision framework approach to
integrating risk and safety factors within the system development life cycle. This framework
extracts elements from SysML to determine which elements are most vulnerable to disruptions
stemming from risk and safety factors. Chapters 4 and 5 demonstrate the application of the method

for diverse case studies.
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Chapter 4 | Case Study Smart Parking Lot
System

4.1. Introduction

This chapter describes applying a framework to understand how system order is disrupted
in a smart parking lot system within a smart city. The section below describes motivation, for

example.

Rapid industrialization and population growth in urban centers have significantly increased

the number of vehicles, leading to numerous mobility challenges (Alsafery et al., 2018). These
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challenges include increased traffic congestion, higher emissions, and inefficient use of urban
space. Among the promising solutions to these issues are smart parking systems, particularly those
based on Internet of Things (IoT) technologies. These systems have gained prominence due to
their ability to effectively address urban mobility issues by optimizing parking space utilization.
Studies support that smart parking systems can significantly reduce their time and resources
cruising for available parking spots (Zulfigar et al., 2023; Papp Mobility, 2023; Ouhammou et al.,
2023; Mifra Electronics, 2024; Paradox Engineering, 2024), highlighting the critical need for

efficient parking management solutions.

Despite technological advancements, developers often overlook comprehensive risk-safety
integration when creating smart parking systems. This gap can lead to system vulnerabilities and
inefficiencies, jeopardizing reliability and safety. To enhance the resilience and performance of
smart parking systems, developers must systematically incorporate risk-safety factors into the
system development life cycle. Failure to implement risk and safety measures often leads to costly

changes that are avoidable before the system is integrated.

This chapter addresses this gap by utilizing a Risk-Safety Profile to identify and mitigate
risks within the system development life cycle of a Smart Parking Lot System. The section focuses
on integrating risk-safety factors into each phase of system development to ensure that potential
hazards are identified and managed effectively. Essentially, SysML is utilized to visually display

the information flow within the system.

The approach begins by engaging stakeholders and reviewing relevant literature to
establish system criteria and the concept of operations. This process is followed by defining system

requirements and initiatives. The risk and safety factors will be integrated into a custom SysML
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profile, encompassing a high-level design. Additionally, criteria-initiative and criteria-scenario (C-

S) assessments will be conducted to rank initiatives and identify disruptive scenarios.

4.2. Application of Multi-Criteria Impact Analysis on Smart Parking

Lot

4.2.1. Concept of Operations and System Criteria

This section describes the approach to integrating risk and safety factors within SysML

diagrams and transfers the safety and risk metrics to conduct an MCIA from the SysML model.

The primary focus of the study is to evaluate the application of the risk and safety factors

framework. The Smart Parking Lot Systems identifies the need to achieve objectives that are

aligned with the concept operations.

TABLE 6. The concept of operation for a generalized system of the interactions of a smart parking lot within
a smart city was adapted from (INCOSE, 2023).

Stakeholders

Capabilities

Driver

Municipal Corporation

Law Enforcement

Smart City Control Center

Parking Vehicle
Retrieve Vehicle
Reserve Parking Slot

Parking Available Information

Monitoring and Management
Data collection and analysis

Public information

Vehicle Tracking

Security and Surveillance
Integration and Coordination

Centralized Management

Data Aggregation
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Third-Party App Developers API Integration
Interoperability
Payment System Providers Flexible Payment Options

Secure Transaction

Internet Service Providers Connectivity and Reliability

Within the context of a smart parking lot system, stakeholders and elements are critical to the
system. The stakeholders include the driver, smart city control center, municipal corporation, and
law enforcement. The elements include a Parking app, smart city control center, internet, and
payment system. The study will examine operations between elements and stakeholders using

activity diagrams.

The framework's first step is identifying criteria based on the concept of operations. The

criteria of the case study are mentioned in the table:

Table 6 describes the concept of operations by listing stakeholders in the left column and listing
specific capabilities in the right column. The stakeholders include the driver, smart city control
center, municipal corporation, and law enforcement. The elements include a Parking app, smart
city control center, internet, and payment system. For example, within their capabilities, law
enforcement are responsible for acting as security and surveying the smart parking lot, and their

role may be intertwined with tracking down suspects that have stolen vehicles from

Table 7 describes seven success criteria identified for a smart city's smart parking lot
system, adapted from several sources (Joshi, 2021; Ajchariyavanich et al., 2019; Rehena et al.,
2018). The seven success criteria are aligned. C.01 — Reduction of Traffic Congestion refers to a

system that reduces the time drivers spend searching for parking and can significantly decrease the
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volume-to-capacity ratio. C.02 — User Experience refers to real-time information about parking
and reservations, saving time and reducing frustration (Li et al., 2021). C.03 — Efficient Use of
Parking Space refers to how the system ensures that all parking spots are used deficient. It
maximizes the use of parking resources (Aydin et al., 2017). C.04 - Cost and Resource Efficiency
refers to the minimization of the need for parking staff; smart parking systems can reduce
operational costs and improve resource allocation (Mangiaracina et al., 2017). C.05 —
Environmentally reducing dwell time is associated with seeking a parking space and lowering fuel
consumption and emission (Ramaswamy, 2016). C.06 — Integration with Smart City Infrastructure
refers to how the smart parking lot system utilizes [oT technologies and cloud systems to integrate
smart parking with smart city initiatives (Dobrzanski et al., 2023). C.07 — Flexibility and
Scalability refers to the system's design accommodating varying conditions (Iacobescu et al.,

2021).

TABLE 7. Success criteria are used to evaluate the initiatives for the smart parking lot systems. Success
criteria are adapted from a list of requirements and stakeholder elicitations.

Index Criterion

c.01 Reduction of Traffic Congestion

c.02 User Experience

c.03 Efficient Use of Parking Space

c.04 Cost and Resource Efficiency

c.05 Environmental

c.06 Integration with Smart City Infrastructure
c.07 Flexibility & Scalability

4.2.2. System Initiatives and System Requirements

Table 8 describes twenty-one unique requirements based on requirement data collected

from INCOSE (2023). For example, requirement ID 7 requires that the central computing system
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be able to operate at environmental temperatures up to 55 degrees Celsius. The requirements listed

help establish functional and logical architecture.

TABLE 8. Requirement table listing all requirements adapted from the (INCOSE, 2023)

ID Description

Parking space shall be classified by type: two-wheeler, compact four-wheeler, or SUV
4 type.
The Central Computing System shall be able to operate at environmental temperatures up
7 to 55 degrees Celsius.
8 Database size shall be sufficient to store data for the previous 4 days.
9 Data storage shall adhere to security standards prescribed by Data Security.
10 Portable devices shall be designed for handheld operation.
10.1  The portable device shall weigh less than 250g.
10.2  The display should be readable under ambient lightning.
12 A portable device shall be able to read reservation QR codes from printed tickets or apps.
14 The REST API interface shall support the latest Transport Layer Security (TLS) standards.
15 The PHS shall support cash transactions.
The PHS shall support transactions through credit cards, net banking, and popular
16  payments.
The PHS shall employ encryption for all data communication, both within the Parking lot's
18 internal network as well as with external networks.
The intranet interface must employ SSL and WPA2 (or higher) security standards for
19 communications.
The PHS shall ensure that charges do not exceed the prevailing maximum allowable rates
20  published by the Smart City.
The Payment Systems shall employ daily validation of prevailing maximum allowable
21 rates published by the Smart City.
22 Brightness should adjust to ambient lightning.
23 The Systems shall provide all API functions mandated by the Smart Parking standards.
The systems shall provide reservation confirmation in the form of a QR code conforming
24 to the Smart City parking standards.
25 The System shall provide an entry ticket conforming to Smart City standards.
26 The system shall notify user of the expiry of their reservation at least minutes in advance.
The system shall follow zonal restrictions on the maximum percentage of reservable spaces

27 and the maximum reservations period as per Smart City.
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Table 9-11 describes twenty-one, twenty-seven, and seventeen initiatives collected for the
functions of entering the smart parking lot, reserving a parking lot, and retrieving a vehicle,

respectively.

TABLE 9. A list of initiatives is represented as functions necessary for an activity diagram for a vehicle to
enter the smart parking lot.

Index Initiatives

x.01  Drive to lot entrance

x.02  Show reservation confirmation
x.03  Request on the Spot Entry

x.04  Enter lot to park

x.05  Leave Parking Lot

x.06  Perform security check on vehicle
x.07  Scan reservation confirmation
x.08  Convey refused reservation
x.09  Allow entry and provide slot/level info.
x.10  Record vehicle details

x.11  Convey Space Unavailability
x.12  Record Entry

x.13  Form Submit

x.14  Display Slot Unavailability
x.15  Display Slot Assignment

x.16  Submit details

x.17  Display Refusal

x.18  Read Reservation Confirmation
x.19  Slot assignment

x.20  Check reservation validity

x.2l1  Record Entry

Table 8 describes the initiatives related to the functions for entering a smart parking lot.
For example, x.01 refers to Driving to the lot entrance, and the very last initiative, x.21, refers to

recording entry, which is an integral part of having a smart parking lot system.

TABLE 10. List of functions to capture the necessary activities for reserving a parking slot.

Index Initiatives

x.01  Use parking application

x.02  Request reservation

x.03  Request parking with time and lot
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x.04  Provide payment details

x.05  Check reservation availability & rates

x.06  Gather responses & display options

x.07  Request reservation

x.08  Generate payment gateway page

x.09  Send payment confirmation to parking lot
x.10  Display & save confirmation

x.11  Display reservation refusal

x.12  Confirm payment

x.13  Receive reservation availability & rate request
x.14  Receive reservation request

x.15  Calculate reservation availability & rate

x.16  Hold reservation slot

x.17  Provide reservation confirmation

x.18  Refuse Reservation

x.19  Log Payment confirmation & transaction details
x.20  Initiate Payment

Table 10 does the same by referencing activities associated with reserving a parking slot
within a smart parking lot system. Initiatives x.01—Use parking application and x.04—Check

reservation availability rate are all unique to the parking spot reservation scenario.

TABLE 11. List of functions that capture the necessary activities “retrieve vehicle” activity diagram from the
smart parking lot system.

Index Initiatives

x.01  Walk up to parked vehicle

x.02  Retrieve vehicle to exit

x.03  Show entry ticket

x.04  Inform lost ticket

x.05  Scan entry ticket

x.06  Verify ID and record car details
x.07  Collect Payment

x.08  Allow exit

x.09  Record exit

x.10  Record vehicle details

x.11  Convey Space Unavailability
x.12  Record entry

x.13  Read entry record from ticket
x.14  Submit information

x.15  Form submits

x.16  Calculate pending fees and penalty
x.17  Exitlot
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Table 11 refers to the last scenario of retrieving vehicles from the lot within the smart

parking system. Initiatives such as x.0/—Walk up to parked vehicle and x.07—Collect Payment

are unique to the functional diagram.

4.2.3. Functional and Logical Architecture
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FIGURE 11. The SysML Activity Diagram represents the functional architecture related to entering a smart
parking lot for a smart city (Joshi et al., 2021).
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Figure 11 is a SysML activity diagram describing the workflow of retrieving a parking spot
within a smart parking lot system. When the driver gets to the lot entrance, the procedure starts
with a security check. The human attendant scans and confirms the driver's reservation if they have
one, then either grants entry and provides information about the driver's slot or signals a refusal if
the reservation is invalid. An entry request made on the spot for drivers without a reservation is
considered. Availability is determined by slot assignment and monitoring; the system either assigns
a slot or indicates it is unavailable. Lastly, vehicles ensure effective and well-organized parking

management by entering the lot to park or leaving if a spot is unavailable.

Driver human attenedent phone:portable computing device payment handling
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FIGURE 12. SysML Activity Diagram represents the functional architecture related to a driver retrieving
their vehicle and exiting the smart parking lot for a smart city. This activity partition describes the behavior
that envisions the driver, human attendant, and portable computing device retrieving the vehicle adapted.
Green diamonds represent the merge and decision nodes (Joshi et al., 2021).
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Figure 12 describes a SysML activity diagram for a driver retrieving their vehicle. After
returning their car, the driver proceeds to the exit, where they must show their entry ticket or report
a lost one. The human attendant takes down vehicle information, scans the entry ticket, and
confirms the driver's ID. The information is submitted, and the entry record is read from the ticket
using a portable computing device. One must determine whether fees are owed to handle payments
and then compute any outstanding fines and penalties. The payment is then immediately collected
by the human attendant. The driver leaves the lot after payment has been made or confirmed, and
their exit is authorized and noted. This procedure, which includes payment and verification stages,

guarantees the timely and organized processing of parking lot exits.
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FIGURE 13. The SysML Activity Diagram represents the functional architecture of utilizing the parking
application for a smart parking lot. Green diamonds represent decision nodes adapted from (Joshi, 2021).
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Figure 13 is an envisaged functional architecture representing the scenario of reserving a
parking space for the smart parking lot system. This sequence diagram captures the end-to-end
process of making a parking reservation, from the driver's initial request to the confirmation of the
payment and final reservation status. It outlines the interaction between different components in
the system, ensuring a clear understanding of how each part of the system contributes to the overall

process.

bdd [package] Activity Pkg [Block Definition Diagram Smart parking Iot]/
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FIGURE 14. SysML block definition diagram that illustrates the structural hierarchy of a Smart Parking Lot
System for a smart city. It highlights various logical blocks within the system and the specific functions
assigned to each block adapted from (Joshi et al., 2021).
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Figure 14. The main parts of the Smart Parking Lot system and how they work together are
shown in the Block Definition Diagram. With the help of a database, the system consists of a
Central Computing System that manages payments, entry/exit procedures, slot monitoring, and
reservation handling. It integrates Space Finding Logic with occupancy sensors and indicators to
manage parking spaces, including EV charging capabilities. Human attendants and mobile
computers operate entry and exit systems, making information processing and money collection
easier. To guarantee effective and well-organized parking operations, other components include

printers, archival handling, direction signs, and a query service.
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FIGURE 15. SysML Internal Block Diagram illustrating the connections and interfaces between internal
subsystems of the Smart City Smart Parking Lot System adapted from (Joshi et al., 2021).
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The Smart Parking Lot system's Internal Block Diagram (IBD) shows the internal
organization and relationships between the parties in charge of risk and controls. With the aid of a
central database, the Central Computing System oversees key operations like entry/exit handling,
reservation handling, payment processing, slot monitoring, archival handling, and query services.
The Entry Interface system integrates human attendants and cash collection components with
portable computers to make entry operations easier. Comparably, the Exit System uses mobile
computing devices to control vehicle exits, human attendants, and cash collection. The diagram
illustrates how these subsystems and their constituent parts communicate via various ports to

guarantee effective operation and control within the smart parking lot.

4.2.4. Applying Custom Stereotype to Functional Architecture

es.31 Encryption
er.04 Client-Side r=-—1 Algorithm: Safety

Injections: Risk Factor / x.04 - Provide Payment Details I Factor

Reduction of Traffic Congestion : Real = 0 |
User Experience : Real = 0.667 |
er.05 Security Efficient Use of Parking Space : Real = 0 1 es92610brlscation
Misconfiguration: Risk Cost and Resource : Real = 1.0 - — - = -

Environmental : Real = 1.0
Integration w. Smart City Infrastructure : Real =1.0
Flexibility and Scalability : Real = 0.667 I
|

er.15 Overcharging: —_——
Risk Factor

Technique: Safety

Factor 1 Factor

es.25 Firewall: Safety
Factor

Figure 16. Applying risk factors and safety factors for the function “Provide Payment Details” along with the
Criteria-Initiative Assessment.

Figure 16 shows how the risk-safety profile is applied to an activity within the functional
architecture. The criteria are listed, followed by the datatype and the criteria initiative score, which
indicates how well the initiative addresses the criteria. For example, activity x.04—Provide
Payment Details holds values of the criteria-initiative assessment within the attributes, which

define the properties or internal data elements of an element of a function.
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Table 12 describes how all the criteria related to developing a smart parking lot system are

of medium relevance to the other criteria.

TABLE 12. Baseline relevance for the Smart Parking Lot System.

Relevance
.00 — among the other

The Criterion c.xx has Baseline  criteria
¢.01 - Reduction of Traffic Congestion has medium Relevance
¢.02 — User Experience has medium Relevance
¢.03 — Efficient Use of Parking Space has medium Relevance
¢.04 — Cost and Resource Efficiency has medium Relevance
¢.05 — Environmental has medium Relevance
¢.06 — Integration with Smart City Infrastructure has medium Relevance
¢.07 - Flexibility & Scalability has medium Relevance

Table 13 describes the exhaustive list of thirty-one emergent conditions. Emergent
conditions, within this case, are risk factors that entail a strategic action, process, or event meant
to disturb the system operations negatively. The safety factors vary as strategic safety mechanisms
account for the harm a risk factor causes operations. For example, a risk factor associated with the
smart parking lot system case will be e./0 — Low Environmental Temperature this risk violates
requirement seven, which requires that the central computing system be able to operate in high
temperatures but doesn’t require the central computing system to be able to operate in conditions
lower than freezing point 0 degrees Celsius therefore causing this to be systematic risk. On the
other hand, safety factors such as the implementation of e.2/ - Geofencing technology contribute

to safety by enforcing zonal restrictions that align with requirements 26 & 27.

TABLE 13. Emergent conditions create a set of risk and safety factors for developing a smart parking lot
system. Risk and safety factors are accumulated from various sources, such as Ismagilova et al. (2022), which
represent emergent conditions.

Index  Emergent Condition

er.01  Device rooting/jailbreak

er.02  Insecure authentication data, malware
er.03  Insufficient transport layer protection
er.04  Client-side injection

er.05  Security misconfiguration
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er.06  Inadequate logging and monitoring
er.07  Sensitive data exposure

er.08  Reverse engineering

er.09  Inefficient space utilization
er.10  High Environmental temperature
er.11  Low Environmental temperature
er.12  Insufficient database size

er.13  Privacy breaches

er.14  Regulatory penalties

er.15  Overcharging

er.16  Inability to pay with a foreign payment method
er.17  Network attacks

er.18 Refuse reservation

er.19  Zonal Restriction Violations
es.20  Multi-Factor Authentication
es.2]  Geofencing Technology

es.22  Currency Conversion

es.23  Thermal Sensors

es.24  Climate Control Systems

es.25  Firewall

es.26  Obfuscation Techniques

es.27  Vehicle Theft

es.28  Police Presence

es.29  Backup Generator

es.30  Smart parking sensors

es.31  Encryption Algorithms

TABLE 14. The grouping of emergent conditions within scenarios for the Smart Parking Lot System

Index Scenarios Emergent Conditions

s.01 Cyber Security er.01 — Device rooting/jailbreak
er.02 — Insecure authentication data
er.03 — Technological limitations
er.04 — Client -Side Injection
es.17 — Fire Suppression System
es.25 — Network Attacks
es.31 — Encryption Algorithms

s.02 Environmental er.09 — Inefficient space utilization
er.10 — High Environmental Temperature
er.11 — Low Environmental Temperature
es.23 — Thermal Sensors
es.25 — Climate Control System

s.03 Compliance + Privacy er.13 — Privacy Breaches
er.14 — Regulatory Penalties
er.19 — Zonal Restriction
er.18 — Refuse Reservation

s.04 Operational er.08 — Ensuring consistency of fuel property
es.22 — Treating and recycling waste
es.23 — Fire suppression systems
es.25 — Emergency response and spill control plans
es.26 — Environmental Compliance
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s.05 Technological Advancements es.21 — Geofencing Technology
es.30 — Smart Parking Sensors
es.29 — Backup Generator
es.26 — Obfuscation Technique
es.20 — Multi-Factor Authentication

.06 Security and Theft Prevention er.27 — Vehicle Theft
es.28 — Police Presence
es.25 — Firewall
es.26 — Obfuscation Technique

s.07 System Resilience and Preparedness es.29 — Backup Generator
es.30 — Smart parking sensors
er.18 — Refuse reservation
er.08 — Reverse Engineering

Table 14 describes seven scenarios identified by grouping one or more emergent
conditions. For example, s. 21—Geofencing Technology and s. 30—Smart Parking Sensors are
grouped under s.05—Technological Advancement. The disruptive scenarios listed can be

organized as a list of all safety factors, all risk factors, or a combination of risk and safety factors.

TABLE 15. The criteria-initiative assessment describes how well each initiative addresses the success criteria
for system development of the Smart Parking Lot System when a vehicle enters the parking lot. Strongly
agree is represented by a filled circle (®), agree is represented by a half-filled circle (©), somewhat agree is

represented by an unfilled circle (0), and neutral is represented by a dash (
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TABLE 16. The criteria-initiative assessment describes how well each initiative addresses the success criteria
for developing a Smart Parking Lot System for the case of an Exit Parking Lot. Strongly agree is represented
by a filled circle (@), agree is represented by a half-filled circle (©), somewhat agree is represented by an

unfilled circle (0), and neutral is represented by a dash (
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Table 15 describes a criteria initiative assessment for action. The criteria initiative
assessment scores are generated from the consensus literature review. For example, according to
the table above, the initiative x.01 — Drive to lot entrance, somewhat agrees with the criteria c.05
- Environmental (Biyik et al., 2021; Barriga et al., 2019; Zhu et al., 2021). Table 16 describes the
criteria-initiative assessment for reserving a parking slot using the parking application. For
example, x.20 — agrees with the criteria c.01- Reduction of Traffic. Table 17 refers to a criteria-
initiative assessment. Table 18 describes the criteria-scenario relevance assessment for developing
a smart parking lot system. For example, scenario 5.0/ — Cyber Security decreases somewhat (DS)

criterion c.05 - Environmental goals.

TABLE 18. Reweighting of criteria under each scenario from the perspective of various Smart Parking Lot
systems. Decreases Somewhat = DS, Decreases = D, Somewhat Increase = SI, Increases = I.

Index 5.0/ s.02 s.03 s.04 s.05 s.06 s.07
c.01 - - I I I - I
c.02 - I IS - IS I IS
c.03 - I I - IS I I
c.04 I DS IS - I DS I
c.05 DS - I - IS - IS
c.06 D DS - I IS - IS
c.07 - DS D 1 1S DS 1
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TABLE 19. Initiative-scenario ranking chart. This table describes the ranking of each scenario for entering a
smart parking lot.

20.0
x.01 - Drive to lot entrance - 10 i

x.02 - Show reservation confirmation n...-.

%.03 - Request on the Spot Entry - 12 12 12 12 12 12 12 12

%.04 - Enter lot to park . 8 7 7 . 7 .

x.05 - Leave Parking Lot - 11 il 11 8 11 11 11 11

%.06 - Perform security check on vehicle 14 .
%.07 - S5can reservation confirmation .-....n.
) e

%.08 - Convey refused reservation ﬁ

%.09 - Allow entry and provide slot/level info ﬂ 7 .n...-
x.10 - Record vehicle details 14 . .

%.11 - Convey Space Unavailability - 14 14 . 14 14 14

x.12 - Record Entry E 14

%.13 - Form Submit - 13 13 13 13 13 13 13 13
%.14 - Display Slot Unavailability - 1414 14 14 14

%.15 - Display Slot Assignment ﬂ.n...

x.16 - Submitdetails- 8 9 8 9 7 8 8 8

x.17 - Display Refusal E 5.0

%.18 - Read Reservation Confirmation- 8 9 8 9 7 8 8 8
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TABLE 20. Initiative-scenario ranking chart. This table describes the ranking of each scenario for retrieving
a vehicle.

x.01 - Walk up to parked vehicle E
x.02 - Retrieve vehicle to exit nn.-nn ”
x.03 - Show entry ticket - 6 7 . 6 6 6 16

x.04 - Inform lost ticket E
x.05 - Scan entry ticket .-.nn.. - 14

%.06 - Verify ID and record car details E
x.07 - CollectPayment- 8 W68 8 8 9 8 8 8 - 12

x.08 - Allow exit ﬂ
x.09 - Record exit- 10 10 10 11 11 10 10 10 - 10
x.10 - Record vehicle details- 10 10 10 11 11 10 10 10
x.11 - Convey Space Unavailability ﬂ n. .-. -8
x.12 - Record entry - 10 10 11 10 10
%.13 - Read entry record from ticket- 10 10 10 11 11 10 10 10 6
x.14 - Submit information - 10 10 10 11 11 10 10 10
x.15 - Form submits - 10 10 10 11 11 10 10 10

x.16 - Calculate pending fees and penalty - 8 3 8 8 9 8 8 8

2
nnnnnnnn

5.00 - Baseline
s.01 - Cyber Security
s.02 - Environmental Risk
5.03 - Compliance + Privacy
5.04 - Operational
s.05 - Technological
s.06 - Security and Theft Prevention

5.07 - System Resilience and Preparedness

TABLE 21. Initiative-scenario ranking chart. This table describes the ranking of each scenario for the case of using the
parking application to reserve a parking space.
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%.01 - Use parking application ﬂ

x.02 - Request reservation- 9 9 9 9 9 9 9
x.03 - Request parking with time and lot ﬂ
%.04 - Provide payment details 11
%.05 - Check reservation availability & rates ﬂ...n.

%.06 - Gather responses & display options - .. 8 . 8 .

x.07 - Request reservation ﬂ
x.08 - Generate payment gateway page m 11
x.09 - Send payment confirmation to parking lot - 12 12 9 12 12 12 12 12
x.10 - Display & save confirmation m 11
%.11 - Display reservation refusal E.

x.12 - Confirm payment - 12 12 9
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Table 19 — 21 describes the initiative scenarios that were ranked. The table outlines the
ranking of each initiative under each scenario for the three individual functional architectures,
focusing on the roles a driver may have in the smart parking lot system. This user-centric

information is used for the mathematical framework.

4.3. Results

x.19 - Slot Assignment

x.09 - Allow entry and provide slot/level info

5
=
N
x.15 - Display Slot Assignment D
x.02 - Show reservation confirmation uim
x.04 - Enter lot to park N
%x.07 - Scan reservation confirmation |
.01 - Drive to lot entrance
¥.18 - Read Reservation Confirmation
¥.16 - Submit details

e
L
nim
x.20 - Check Reservation Validity mim

x.05 - Leave Parking Lot e

%.03 - Request on the Spot Entry |
x.13 - Form Submit |
x.14 - Display Slot Unavailability P
x.11 - Convey Space Unavailability I
x.10 - Record vehicle details |
x.12 - Record Entry |
x.21 - Record Entry el
X.06 - Perform security check on vehicle |
x.08 - Convey refused reservation |
x.17 - Display Refusal |

61



DeAndre Johnson | Ph.D. Dissertation | August 2024

FIGURE 17. Distributions of initiatives for functional architecture related to entering a parking lot influence
ranking. The blue color signifies a promotion in ranking, indicating a positive impact on the system. In
contrast, the red color denotes a demotion in ranking, suggesting a negative impact on the system. This

information is crucial for understanding the risk and safety factors in the system development of the Smart
Parking Lot System.

Figure 17 describes the baseline ranking of various functions and the impact of different
scenarios on the system's order and importance. The functions such as x.79 — Slot Assignment, x.09
— Allow entry and provide slot/level info, x.15 — Display Slot Assignment, and x.02 — Show
reservation confirmation are identified as the most robust initiatives. Conversely, functions like
x.17 — Display Refusal, x.08 — Convey refused reservation, x.21 — Record Entry, x.12 — Record
Entry, x.10 — Record vehicle details, and x.06 — Perform security check on vehicle are considered
the least robust initiatives. This highlights the varying degrees of resilience and importance among

the different functions in the system.

10

Disruptiveness Score

=

5.01- Cyber s.02 - 5.03 - 5.04 - 5.05- 5.06 - Security s5.07 - System
Security Environmental Compliance + Qperational Technological and Theft  Resilience and
Risk Privacy Prevention  Preparedness

FIGURE 18. The disruptiveness score of scenarios is based on the sum of squared differences in the priority
of initiatives relative to the baseline scenario for the system development of the Smart Parking Lot System.
These are the critical scenarios where the risk and safety factors may disrupt the order of initiatives. The
disruptive bar graph is representative of the case of a driver entering the parking lot.
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Figure 18 describes the disruptiveness score for seven scenarios. Notably, scenario s.01—
Cyber Security stands out with the highest disruptive score, underscoring its potential to
significantly impact the Smart Parking Lot System. Conversely, s.04—Operational, s.05—
Technological, and s.07—System Resilience and Preparedness are ranked as the least disruptive

scenarios, indicating their influence on system order is less pronounced in this study.

10 15 20

x.17 - Exit lot |
x.08 - Allow exit |
%.11 - Convey Space Unavailability
%.05 - Scan entry ticket
x.02 - Retrieve vehicle to exit
x.03 - Show entry ticket

%.16 - Calculate pending fees and penalty

II U-I

%.07 - Collect Payment

x.09 - Record exit

x.10 - Record vehicle details
%.05 - Scan entry ticket
%.12 - Record entry

%.13 - Read entry record from ticket

¥.14 - Submit information
x.06 - Verify ID and record car details mim
x.01 - Walk up to parked vehicle mim

X.04 - Inform lost ticket |

FIGURE 19. Distribution of initiatives for the functional architecture related to a driver retrieving vehicles
and exiting the parking lot, showing the influence of rankings based on potential risk and safety factors in
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developing the Smart Parking Lot System. Blue indicates a promotion in ranking, while red indicates a
demotion in ranking.

Figure 19 provides a visual representation of the baseline ranking of various functions and
the effects of multiple scenarios on their importance and order within the system. The functions
designated as x.17 - Exit lot and x.08 - Allow exit to demonstrate the highest levels of resilience
and robustness, indicating they are least affected by changing scenarios. On the other hand, x.11 -
Convey space unavailability, x.05 -scan entry ticket, x.02 - retrieve vehicle to exit, and x.03 - show
entry ticket is reasonably robust, maintaining their significance in various scenarios.

When exposed to different scenarios, these functions exhibit significant changes in their
importance and ranking, underscoring their vulnerability and crucial role in the system's operation.
This figure helps identify areas needing more attention to improve system robustness and
reliability under various conditions by highlighting the varying degrees of resilience among the

multiple functions.
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FIGURE 20. Disruptiveness score for the case of a driver exiting the smart parking lot.

Figure 20 illustrates the disruptiveness scores for various scenarios, highlighting the
relative impact of each scenario on the system. The scenarios are ranked based on their
disruptiveness scores, with higher scores indicating greater potential for disruption. s.0/ - Cyber
Security has the highest disruptiveness score of 4, indicating that issues related to cyber security
have the most significant potential to disrupt the system. s.04 - Operational follows with a
disruptiveness score of around 2, showing that operational challenges pose a considerable risk to
the system's stability. s.02 - Environmental Risk and 5.03 - Compliance + Privacy both have lower
disruptiveness scores, around 1, suggesting these scenarios moderately impact the system. s.05 -
Technological, s.06 - Security and Theft Prevention, and s5.07 - System Resilience and
Preparedness all have similar, lower disruptiveness scores, indicating these areas are less likely to
cause significant disruption than Cyber Security and Operational issues. This figure emphasizes
the importance of prioritizing cyber security and operational robustness to mitigate potential

disruptions effectively.
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The implications for tracking risk and safety factors within the functional and logical
architecture of a Smart Parking Lot System. Integrating SysML with the multi-criteria impact
analysis to aid in identifying critical areas where risk safety factors are to ensure robustness and
reliability. The purpose of this case is to identify high-risk areas. For example, cybersecurity poses
the highest disruptiveness score, which indicates that functions associated with data handling, user
authentication, and network security are critical and need rigorous Safety mechanisms such as
encryption algorithms or multi-factor authentication. Operational disruption functions such as slot
assignment and entry validation are essential and should be designed for high efficiency.

Implementing geofencing technology mitigates operation risk and enhances performance.
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x.01 - Use parking application [l
x.05 - Check reservation availability & rates (o

X.03 - Request parking with time and lot 1|

x.15 - Calculate reservation availability & rate [
x.16 - Hold reservation slot [
X.17 - Provide reservation confirmation [
X.06 - Gather responses & display options I
x.02 - Request reservation (I
%.13 - Receive reservation availability & rate request tr
X.14 - Receive reservation request (]
x.09 - Send payment confirmation to parking lot L
X.12 - Confirm payment e
x.04 - Provide payment details e
x.08 - Generate payment gateway page -
%.10 - Display & save confirmation e
x.11 - Display reservation refusal |

FIGURE 21. Distributions of initiatives influence rankings based on which risk and safety factors could arise
more often or do not occur during the system development for a Smart Parking Lot. Blue is a connotation for
a promotion, and red is a connotation for demotion ranking.

Based on the tables above, Figure 21 illustrates the findings from a case study that examines
the baseline ordering of seventeen initiatives by a system's functional, logical architecture. Within
the figure, the black bar is denoted as the baseline ranking. The bar again indicates that the function

rose in priority, and the red bar represents the function declining in priority. Within this case, the

top six initiatives are x.01 - Use Parking Lot Application, x.05 - Check Reservation availability
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rates, x.03 — Request parking with time and lot, x.15 — Calculate reservation availability and rates,

x.16 — Hold reservation slot, x.17 — Provide reservation confirmation.

The least robust initiative is x.// - Display reservation refusal, x.10 - Display and save

confirmation, x.08 — Generate payment gateway page, x.04-Provide Payment Details.

10

Disruptiveness Score

s.01 - Cyber 5.02 - 5.03 - 5.04 - 5.05 - 5.06 - Security 5.07 - System
Security Environmental Compliance + Operational Technological and Theft Resilience and
Risk Privacy Prevention  Preparedness

FIGURE 22. The disruptiveness score of scenarios is based on the sum of squared differences in the priority
of initiatives relative to the baseline scenario for the system development of the Smart Parking Lot System.
These are the critical scenarios where the risk and safety factors may disrupt the order of initiatives. The
disruptive bar graph represents the case for entering a smart parking lot.

In this section, we explore how various scenarios impact the system's order and examine
the role of the logical and functional architecture in shaping priority decisions. Figure 22 presents
the disruptiveness scores for each scenario, with values normalized to a maximum of 100. Notably,
three scenarios—s.03- Compliance + Privacy, s.05 — Technological and s.07 — System Resilience
and Preparedness —register a disruptiveness score 0. Scenarios such as 5.0/ — Cyber Security,

5.04 — Operational, and s.06 — Security and Theft Prevention have relatively low scores ranging
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from minimum to one to two, indicating minor levels of disruption on the normalized scale. This
suggests that these scenarios do not substantially alter the functional activities related to the Smart
Parking Lot System. Conversely, scenario s.02—Environmental shows significantly higher
disruptiveness, indicating its potential to reorder system initiatives within the architecture

significantly.

4.4. Summary

This chapter outlines a framework for identifying risk and safety factors through the
development of a smart parking lot system. The study describes the concept of operations in the
table, which identifies seven stakeholders with various capabilities to establish the smart parking
lot system. This chapter identifies six criteria, twenty-two requirements, and three different sets of
initiatives representing the individual scenarios for interacting with a smart parking lot system.

The chapter envisions the functional architecture for all three cases and the logical architecture.
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Chapter S | Case Study for Sustainable
Aviation Fuels Supply Chain

5.1. Introduction

This chapter describes applying a framework used to understand how system order disrupts
system development for the supply chain for Sustainable Aviation Fuel (SAF). The motivation for

the study is described below.

The transition from traditional fuels to more sustainable alternatives is crucial for the future
of both ground and air transportation. While ground vehicles can transition to electric and

hydrogen-based options, the U.S. aviation industry relies on 18 billion gallons of derived liquid jet
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fuel annually to support flight operations. To address the environmental impact of this dependency,
SAF has been introduced as a viable alternative. SAF is a liquid drop-in fuel compatible with
existing fuel systems and infrastructure, facilitating a smoother transition towards greener aviation

practices.

In alignment with national decarbonization goals, various government-led initiatives have
been launched, such as the SAF Grand Challenges of 2021, the Aviation Climate Action Plan
(ACAP), the Farmers to Fly Act, and SAF tax credits. These initiatives combine technological
innovation, policy support, and economic incentives to reduce greenhouse gas (GHG) emissions
and enhance the environmental performance of the aviation sector on a global scale (Federal
Aviation Administration, 2021; U.S. Department of Energy; United States, 2023; Treasury

Department, IRS, 2022).

Understanding the supply chain processes during the conceptual phase is essential to
establish a robust foundation for SAF deployment. However, current methodologies often
overlook critical risk and safety factors that can significantly impact the reliability and

effectiveness of these supply chains.

This paper addresses this gap by proposing a framework for incorporating risk-safety
factors into the SysML development life cycle for the SAF supply chain. The focus will be
establishing a comprehensive context for the SAF supply chain and communicating it using
SysML architecture. The methodology involves gathering input from stakeholders and existing
literature on system criteria, concepts of operations, and system requirements. A custom SysML
profile will be developed to incorporate risk and safety factors, facilitating comprehensive criteria-
initiative and criteria-scenario assessments. These assessments will help rank various initiatives

and identify potential disruptive scenarios.
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FIGURE 23. Diagram illustrating the supply chain process for jet fuel, starting from imported and domestic
oil, through refineries and various transportation modes, to the final delivery at airports. It includes the
integration of sustainable aviation fuel into the supply chain.

The development of the SAF industry consists of various phases and interactions. All
phases associated with the development of the SAF industry and supply chain face uncertainties.
Stakeholders involved with the supply chain such as farmers, producers, airlines, and airports have
different goals, interests, concerns, and priorities. Therefore, prioritizing investment helps manage

the complexities by focusing on initiatives under various future scenarios.

This chapter describes the use of a Risk-Safety Profile to acknowledge how system order
is disrupted by risk and safety factors experienced within the system development for a SAF
Supply Chain. The section focuses on establishing the context for the Supply chain for SAF while
communicating it using SysML architecture. The approach begins by gathering stakeholders, and

literature on system criteria along with the concept of operations, and initiatives alongside system
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requirements. The collection of risk and safety factors information will be demonstrated within the

SysML custom profile. This includes a high-level design. The section will generate the C-I

assessment and C-S assessment. The assessment will help us develop the ranking of the initiatives

and disruptive scenarios.

5.2. Application of Multi-Criteria Impact Analysis on Sustainable

Aviation Fuels Supply Chain

5.2.1. Concept of Operations and System Criteria

TABLE 22. Concept of Operations regarding system supply chain for SAF.

Stakeholders Capabilities

Airports Supply Infrastructure
Economic Benefits

Airlines Fuel Security

Feedstock Producers

SAF Refineries

Policymakers and Regulators

Researchers

Environmental Compliance
Market Competitiveness

Developmental of Infrastructure
Security and Surveillance

Investment in Technology
Facility Siting
Market Development

Supportive Legislation
Regulatory Compliance
Incentives for Development

Research and Development
Uncertainty Analysis

Table 23 describes six success criteria that were identified to develop a viable supply chain

for sustainable aviation fuels (SAF). These criteria align with the FAA's mission and national and

international goals set by various stakeholders. Here are the criteria:
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C.01 — Production Quantity: Refers to the supply of SAF, ensuring sufficient production to meet
demand. C.02 — Production Quality: Refers to the quality of the SAF and how it impacts other
phases of its use and production. C.03 — Environmental Quality: Involves greenhouse gas
emissions, land use change, freshwater use, pesticides, fertilizers, and biodiversity associated with
producing SAF. C.04 — Economic Development: Refers to the employment opportunities generated
from a given SAF initiative. C.05 — Life Cycle Cost: Refers to the financial investment required
throughout the overall lifecycle of SAF. C.06 — Regulatory Compliance and Global Collaboration:
Involves meeting international standards, certifications, and regulations, ensuring the SAF
initiatives are globally recognized and compliant.

These criteria serve as essential benchmarks to ensure that the development and
implementation of SAF supply chains are sustainable, environmentally friendly, economically

beneficial, and globally compliant.

TABLE 23. Criteria used to evaluate the initiatives for regional bio jet fuel industry system development,
based on the FAA's (2011) mission and vision for the future and the white house (2011) goals for energy

security.
Index Criterion
c.01 Production Quantity
c.02 Production Quality
c.03 Environmental Quality
c.04 Economic development
c.05 Life-cycle cost
c.06 Regulatory compliance and global collaboration

5.2.2. System Initiatives and Requirements

Table 24 describes fourteen system requirements with unique IDs. The requirement
diagram represents the contained requirements. For example, “Requirement ID 1,” related to the
research and development of establishing a facility, is an example of a requirement used to develop

the system design for SAF.
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TABLE 24. Outline of key system requirements for the SAF supply chain.

ID Description Satisfied By
R&D Facility Establishments: An R&D must be established and focus on developing Feedstock Cultivation
1 crop varieties that demonstrate a minimum 20 % increase in yield over current standards.  and Collection
Cultivation Protocol: Cultivation protocols must be documented and implemented across
2 all farming operations by Q1 20XX, with adherence monitored bi-annually.
Collection System Efficiency: Collection systems must achieve 90% efficiency in
3 biomass handling and processing, with losses not exceeding 10%, measured annually.
Supply Contract Clarity: Supply contracts must specify feedstock quantities with a 5%
variance, price fluctuation limits of no more than 10%, and quality metrics with less than
4 5% deviation, effect from Q1 20XX.
Workforce Development Implementation: A workforce development program, Feedstock Processing
achieving at least an 80% employment retention rate annually, shall be operational by Q2 and Bio-Refinery
5 20XX.
Bio-refinery Siting Study: A comprehensive siting feasibility study must be completed
by Q3 20XX, assessing logistics, resource availability, and regulatory environment impact,
6 with a 90% confidence level in site selection.
Technology Diversification: Each bio-refinery must integrate at least two distinct refining Bio-Refinery
7 technologies by Q2 20XX, with operational flexibility assessed and verified bi-annually. ~ Technology
Process Efficiency Standard: Refining processes must achieve at least 85% of the
8 theoretical conversion efficiency, verified during annual reviews.
Blending Facility Spec: Blending facilities must handle at least three types of biofuels and
9 meet fuel specification standards with 95% accuracy, assessments conducted quarterly.
Pipeline Conversion Compliance: Converted pipelines must comply with current biofuel Transportation
transportation standards, with an effectiveness rate of 98%, verified through an annual
10 inspection.
Storage Expansion Metric: Storage facilities must expand total capacity by 20% by Q4 Storage
11 20XX, with utilization rates reviewed semi-annually.
Market Plan: Supply chain stakeholders shall adopt a market plan that aims at increasing
12 biofuel
Financial Incentive Accessibility: Financial incentives must be structured to increase
13 stakeholder participation.
Coalition Activity Compliance: A coalition framework that facilitates at least quarterly
14 communications and coordinated actions must be established
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FIGURE 24. System requirements are captured within a requirement diagram in SysML utilized for

developing the functional and logical architecture.
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TABLE 25. Initiatives for SAF supply chain development adapted from reference (Connelly et al., 2015).

Index Initiatives

x.01  Invest in R&D for productive feedstocks

x.02  Cultivate oil crop feedstock

x.03  Cultivate lignocellulosic feedstock

x.04  Cultivate algae feedstock

x.05  Cultivate halophyte feedstock

x.06  Develop infrastructure for wood residue

x.07  Develop infrastructure for municipal solid waste

x.08  Develop infrastructure for agriculture residue

x.09  Long-term contracts for feedstock supply

x.10  Develop workforce

x.11  Locate refineries closest proximity city or metro

x.12  Locate refineries near feedstock

x.13  Locate refineries near existing transport infrastructure
x.14  Invest in HEFA

x.15  Invest in Fischer-Tropsch

x.16  Invest in Alcohol to Jet

x.17  Invest in Fermentation Renewable Jet

x.18  Invest Pyrolysis

x.19  Convert existing petroleum pipelines for biofuel

x.20  Increase storage capacity at strategic locations like airports
x.21  Establish new trucking routes specifically designed for biofuels
x.22  Site Blending Facilities

x.23  Develop Market Co-Products

x.24  Diversify Demand

x.25  Provide Financial Incentives

x.26  Bio-jet Fuel Purchase Agreements

x.27  Co-location strategies

x.28  Establish Coalitions

Table 25 describes twenty-eight initiatives identified through a study conducted by
(Connelly et al., 2015). These initiatives are characteristics and functions used to carry out system
requirements mentioned in earlier systems engineering life stages. Each initiative listed belongs
to a stage within the supply chain that allows for collecting feedstocks for the storage and delivery
of SAF at airports. A list of initiatives is gathered from various sources, beginning with (Connelly
et al., 2015), commercial aviation experts, academic researchers, and government agencies. For
example, x.01 Invest in Research and Development, x.02 Cultivate lignocellulosic feedstock, x.03
Cultivate oilseed crops as feedstock, x.04 Cultivate halophyte feedstock, and x.05 Cultivate algae
as feedstock falls in the feedstock collection phase of the supply chain are shown in the first
partition of Figure 14 activity diagram in SysML.
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5.2.3. Functional and Logical Architecture
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FIGURE 25. SysML activity diagram representing the functional architecture of developing a supply chain
system for the SAF parking lot system for a smart city. This activity partition describes the behavior that
envisions cultivating and collecting feedstock, processing feedstock, and deciding location adapted from
(Connelly et al., 2015)

Figure 25 describes how initiatives are applied to a functional architecture. Various
initiatives are identified as critical functions in the supply chain for SAF that deal with processing
feedstock transportation to biorefineries. The initiatives within this swim lane of the activity
diagram align with criteria representative of stakeholder objectives such as logistics and

transportation cost, environmental impact, and regulatory and market considerations.
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FIGURE 26. The SysML Activity Diagram represents the functional architecture of SAF's supply chain
development. This activity diagram describes the behavior that envisions bio-refinery technology,
distribution, and infrastructure development and collecting market development and regulatory support

Figure 26 represents the second half of the activity diagram shown in SysML. The swim
lanes represented in this figure are associated with phases that align with the process of creating
opportunities for the deployment of SAF. The forks represented by a dark-shaded vertical rectangle

that follows the action are an additional attribute to indicate that it prompts parallel actions at

multiple sites and activities.

(Connelly et al., 2015).
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FIGURE 27. SysML block definition diagram that illustrates the logical architecture of a Sustainable Aviation
Fuel (SAF) supply chain system. It highlights various logical blocks within the system and the specific
functions assigned to each block adapted from (Connelly et al., 2015).

Figure 27 describes the high-level decomposition of the structure of the SAF supply chain
within a block definition diagram. As the diagram indicates, the SAF supply chain will consist of
four main subsystems: “Feedstock,” Infrastructure Development, Refinery Location, and Bio-
Refinery Location. This diagram is important due to its logical structure, which aids in identifying

where hidden risks may be located within the system.
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FIGURE 28. SysML Internal Block Diagram illustrating the connections and interfaces between internal
subsystems of the Sustainable Aviation Fuel (SAF) supply chain, detailing feedstock collection, transportation
logistics, and bio-refining technologies.

Figure 28 describes the internal block diagram for the internal structure of the different
sources of biomass used in the supply chain, such as oilseed, algae, lignocellulosic materials, and
halophytes, which are captured in this section. It shows how these various feedstocks are gathered

and fed into the transportation system, emphasizing the relationships between input and output

crucial for supply chain management.
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This diagram shows the infrastructure and transportation required to support the biorefining
processes. It describes the transportation infrastructures for various components, such as
agricultural residue, woody residue, and municipal solid waste, and how these materials get to the
sites of biorefining.

This block illustrates how SAF is blended at a particular refinery site. It highlights the
integration of SAF production with current petroleum refining processes to leverage facilities and
infrastructure. It shows the blending of agricultural residue and municipal solid waste at a site
blending facility co-located with a petroleum refinery.

The diagram’s last section explains the different biorefining techniques employed to turn
the biomass into SAF. It encompasses pyrolysis, fermentation, Fischer-Tropsch (FT) synthesis,
alcohol to jet, and HEFA (Hydroprocessed Esters and Fatty Acids). Every component is linked

together to show how materials move and undergo changes to become the finished biofuel.
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5.2.4. Applying Custom Stereotype to Functional Architecture

Figure 29 is an example of how the stereotype risk and safety profile for a specific
component within the functional architecture. The stereotypes “Risk Factor” and “Safety Factor”
create a child diagram of the metaclass “Scenario”. The inability to link all link block diagrams to
various elements across all architectures. In this capture, the name of the risk and safety factor
factors are captured using the stereotype. The element derived from the functional architecture, in
this example, Invest in HEFA, consists of attributes. The attributes included in the elements store
values associated with the criteria-initiative assessment. The innovation allows users to understand
what specific risk and safety factors are associated with an action and how well does action aligns

with the criteria for this system.

er.04 Integration of es.08 Ensuring Fuel
Multiple ~ — —| Consistency: Safety
Technologies: Risk Factor

Factor / x.04 — Invest in HEFA

Production Quantity: Real =0
Production Quality: Real = 0
er.05 Production Environmental Quality : Real = 0.667

|

|

|

|

I es.07 Feedstock
= = — = Integrity

|

|

|

|

|

—

. . Economic Development: Real = 0
Complexity: Risk R ) -
Life Cycle Cost: Real =0 Management:
Factor B Lo g :
Regulatory compliance and global collaboration: Safety Fact
Production Quantity: Real =0 SIEEYaC O]
er.17 Decline in Oil _——

es.25 Spill Control
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FIGURE 29. SysML Activity Diagram represents how the risk-safety profile is applied to functions associated
with the development aspects of the system architecture of a SAF supply chain. This partition of activity
describes the behavior that is envisioning cultivating and collecting feedstock.

Table 26 describes the criteria-initiative assessment for how well each initiative addresses
the success criteria for the system development of the SAF supply chain. For instance, x.01 — Invest

R&D for productive feedstock addresses the success criteria c.02- Production quality by using
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somewhat agree as an empty circle (0) and neutral for c¢.03 — Environmental quality by a dashed

line (
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initiatives. However, safety factors such as e.19 — Diversifying Feedstock Supplier and e.23 - Fire
Suppressant Systems are safety factors and will generally positively impact production (Doliente

et al., 2020; Adekitan, 2018).

TABLE 27. Risk and safety factors from various sources represent emergent conditions (Doliente et al., 2020;
Adekitan, 2018).

Index Risk and Safety Factors

er.01  Unsafe Flash Point

er.02  Freezing point

er.03  Combustion Heat

er.04 Integration of multiple bio-refinery technology
es.05 Development in Aircraft Technology
er.06 Low-quality SAF technology

es.07  Feedstock integrity management

es.08  Ensuring consistency of fuel property
es.09  Long-term contracts for feedstock supply
er.10  Loss on investment

es.11  Variability in feedstock quality

er.12  Feedstock quality diminished

es.13  SAF Policy change

er.14 Technological limitations

e.15  Unexpected changes in regulatory policies
er.16  Adverse weather conditions

er.17  Decline in Oil Prices

er.18  Volatility in carbon credits

es.19  Diversifying feedstock supplier

es.20  Advanced inventory management system
es.21  Automated monitoring systems

es.22  Treating and recycling waste

es.23  Fire Suppression Systems

es.24  Change in regulatory framework

es.25 Emergency Response and Spill Control Plans
es.26  Environmental compliance

er.27  Competition risk

e.28  Particulate matter emission

er29  GHG emission from transporting feedstocks
es.30  Energy Intensive production

es.32  High Process Yield

es.33  Low Process Yield

es.34  Mixing Regulations

es.35 ASTM Standards

es.36  Cheaper SAF Production

Table 28 is categorized as having a medium relevance among the other criteria.
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TABLE 28. Baseline relevance for the supply chain of the SAF.

Relevance
.00 — among the other

The Criterion c.xx has Baseline  criteria
¢.01 — Production Quantity has medium Relevance
¢.02 — Production Quality has medium Relevance
¢.03 — Environmental Quality has medium  Relevance
¢.04 — Economic Development has medium  Relevance
¢.05 — Life Cycle Cost has medium  Relevance

¢.06 — Regulatory Compliance and Global Collaboration has medium  Relevance

Table 29 describes five scenarios identified by grouping one or more emergent conditions.
For instance, e.23 — Fire Suppression System, e.l4 — Technological limitations and e.04 —
Integration of multiple bio-refinery technologies are grouped under scenario 5.0/ — Bio-Refinery
Disruption. Other examples are e./3 — SAF Policy Change, e.l15 - Unexpected Changes in
Regulatory Policies, and e.17 - Decline Oil Prices fall under the category s.03 — Regulatory

Dynamics.

TABLE 29. Scenarios developed from emergent conditions for the system development of the SAF supply

chain.
Index  Scenarios Emergent Conditions
s.01 Bio-Refinery Disruption es.04 — Integration of multiple bio-refinery technology

er.06 — Low-quality SAF technology
er.14 — Technological limitations
es.21 — Automated monitoring system
es.23 — Fire Suppression System

s.02 Feedstock Disruption es.07 — Feedstock integrity management
es.09 — Long-term contract for feedstock supply
es.11 — Variability in feedstock quality
er.12 — Feedstock quantity diminished
es.19 — Diversifying feedstock supplier

s.03  Regulatory Dynamics es.13 — SAF Policy Change
er.15 - Unexpected changes in regulatory policies
er.17 - Decline in oil prices
es.18 - Volatility in carbon credits
er.24 - Change in regulatory framework
er.27 - Competition risk

s.04  Environmental Compliance es.08 — Ensuring consistency of fuel property
er.22 — Treating and recycling waste
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es.23 - Fire suppression systems
es.25 — Emergency response and spill control plans
es.26 — Environmental Compliance

s.05 Technological Advancements es.04 — Integration of multiple bio-refinery technology
es.05- Development in Aircraft Technology
er.06 — Low-quality SAF technology
es.20 — Advance inventory management system
es.21 - Automated monitoring system

Table 30 describes the criteria-scenario relevance assessment for the context of the system
development for the SAF supply chain. It shows how well each scenario fits the success criterion.
For example, scenario s.05—Technological Advancements, Increases (I) criterion c.01—

Production quantity.

TABLE 30. Reweighting of criteria under each scenario for the perspective of various SAF stakeholders.
Decreases Somewhat = DS, Decreases = D, Somewhat Increase = S1I, Increases = I.

Index .01 s.02 s.03 s.04 s.05
c.01 - - I I I
c02 - I IS - IS
c.03 - I I - IS
c04 1 DS IS - I
c.05 DS - I - IS
c.06 D DS - 1 IS

Table 31 describes the ranking of each initiative under each scenario associated with the

case study.
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TABLE 31. Initiative-scenario ranking chart. This table describes the ranking of each initiative under each
scenario for the system development of the SAF supply chain. The green-filled cells rank higher, and the red

and orange-filled cells indicate a lower ranking.

¥x.01-Invest in R&D for productive feedstocks -E 14 16 16 14
%.02-Cultivate oil crop feedstock - 13 17 10 10

x.03-Cultivate lignocellulosic feedstock E

x.04-Cultivate algae feedstock - 14 18 18 18

x.05-Cultivate halophyte feedstock ﬁ 208 15 15 .

x.06-Develop infrastructure for wood residue . 9 23
x.07-Develop infrastructure for municipal solid waster -ﬁ P

x.08-Develop infrastructure for agriculture residue ﬂ 13 13 10

¥.09-Long-term contracts for feedstock supply 18 12 12 10

¥.10-Develop workforce -n...
x.11-Locate refineries closes proximity city or metro n.-.

x.12-Locate refineries near feedstock 10 (10 13

x.13-Locate refineries near existing transport infrastructure. 9
x.14-Invest in HEFA. 9

®x.15-Invest in FischerTropsch - 17 ﬂ 19 15

x.16-Invest in Alcohol to Jet- 18 | 8 . 15

x.17-Invest in Fermentation Renewable Jet - 10 12 .

x.18-Invest Pyrolysis - 9 13 .

x.19-Convert existing petroleum pipelines for biofuel - 11 15 .ﬂ.
x.20-Increase storage capacity at strategic location like airports - 11 15 ﬂ.
x.21-Establish new trucking routes specifically design for biofuels - 19 . 20 20 18

Index

x.22-Site Blending Facilities - 16 9 18 12

x.23-Develop Market Co-Products -.

x.24-Diversify Demand - 14 18 20 18

¥.25-Provide Financial Incentives ﬂ . 28

x.26-Bio Jet Fuel Purchase Agreements - 8 9 9
x.27-Co-location strategies - 19 19 14 13 17

¥.28-Establish Coalitions .EE 14 E
1

5.015.02s.035.045.05
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5.3. Results
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FIGURE 30. The disruptiveness score of scenarios is based on the sum of squared differences in the priority
of initiatives relative to the baseline scenario for the SAF supply chain system development. These are the
critical scenarios where the risk and safety factors may be disrupted.

This section describes how various scenarios impact the system's order and examines the
role of the logical and functional architecture in shaping priority decisions. Figure 30 presents the
disruptiveness scores for each scenario, with values normalized to a maximum of 100. Notably,
three scenarios—s.03 (Regulatory Dynamics), s.04 (Environmental Compliance), and s5.05
(Technological Disruptions)—register relatively low disruptiveness scores, ranging from four to
twelve, indicating minor levels of disruption on the normalized scale. This suggests that these

scenarios do not substantially alter the functional activities related to the Supply Chain for

Sustainable Aviation Fuel (SAF). Conversely, scenarios s.0! - Bio-Refinery and s.02 Feedstock
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Disruption show significantly higher disruptiveness, indicating their potential to markedly reorder

system initiatives within the architecture.
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FIGURE 31. Distributions of initiatives influence rankings based on which risk and safety factors could arise
more often or do not occur for the Supply Chain for SAF. Blue indicates a promotion, and red indicates a
demotion ranking.

Figure 31 illustrates the findings from a case study that examines the baseline ordering of
twenty-eight initiatives by a system's functional and logical architecture. The initiatives are ranked

for both the baseline and various disruptive scenarios. In this figure, the black bar denotes the
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baseline ranking of each initiative (ranging from one to twenty-seven). The blue bar indicates the
highest rank an initiative achieves under a disruptive scenario, and the red bar shows the lowest
rank an initiative holds under such conditions. This visualization demonstrates the variability in

initiative prioritization across different scenarios within the system development.

The most resilient initiatives are either highly ranked in both the baseline and under
disruptive scenarios or may start with a lower baseline rank but ascend in importance when
disrupted. For instance, initiative x.23 - Invest in R&D for Productive Feedstock, achieves the
highest rank in a scenario where x.18 - Cultivate Halophyte Feedstock is prominent. Notably, five
of the top ten initiatives are related to feedstock cultivation, aligning with specific functional and
logical architecture areas. Conversely, the less resilient initiatives are ranked low in baseline and
disruptive scenarios. An example is x.25 — Bio-Jet Fuel Purchase Agreements, which starts at a
baseline of twenty-eight but can ascend to as high as 6th in some scenarios. However, the lowest
seven initiatives are generally associated with later functions of the functional architecture,

typically involving market development activities in the SAF supply chain.

The middle section of the figure shows initiatives that experience significant fluctuations
in priority, making their ranking the most challenging to stabilize. These initiatives are primarily
associated with infrastructure development and biorefinery technology phases of the SAF supply

chain development.
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5.4. Summary

This chapter has described a multi-criteria impact analysis integrated with SysML to
identify risk and safety factors through the system development of an SAF supply chain. The
chapter described a framework for understanding disruptions in the system development of a
supply chain for SAF. It describes the transition to SAF, driven by environmental goals and
supported by various government initiatives. The study describes the necessity of integrating risk
and safety factors into the SysML development life cycle for SAF supply chains. Using stakeholder
input and existing literature, a custom SysML profile is developed to assess risks and safety,
facilitating comprehensive Criteria-Initiative C-I and Criteria-Scenario C-S assessments. The
analysis of scenarios reveals that Bio-Refinery and Feedstock Disruption scenarios have the
highest disruptiveness, significantly affecting system priorities. In contrast, scenarios like
Regulatory Dynamics, Environmental Compliance, and Technological Advancements show
minimal disruption. This insight helps prioritize initiatives, especially those related to feedstock

cultivation, which are crucial for the functional and logical architecture of the SAF supply chain.
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Chapter 6 | Synthesizing Best Practices and
Advancement in Extending Risk Factors and
Safety Factors in SysML

6.1. Introduction

Chapter 6 describes the best practices and challenges for implementing risk and safety
factors in the SysML model. The recommendations in this study are based on experience with
implementing case studies. Section 6.2 describes the recommended uses of SysML. Section 6.3
identifies best practices for integrating risk and safety factors. Section 6.4 describes the lessons

learned and challenges associated with applying the framework.
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6.2. Identifying Best Practices for SysML

This section describes best practices for integrating risk and safety factors in SysML.
Section 6.2.1. Describes the best practice for establishing clear definitions and objectives for risk
and safety factors. Section 6.2.2. describes establishing incremental and iterative development for
integrating risk and safety factors. Section 6.2.3. describes the best practices for traceability
between collaborators and how risk and safety factors are traced throughout the. Section 6.2.4.
describes the importance of establishing a consistent and standard framework for integrating risk
and safe factors into SysML. Section 6.2.5. refers to implications training and skill development

for the SysML.

6.2.1 Early and Continuous Stakeholder Involvement

Engage stakeholders from the earliest stages of the project to ensure that their needs and
concerns are thoroughly understood and addressed. Early involvement helps capture a
comprehensive set of requirements and fosters stakeholder buy-in, which is crucial for successful
project implementation. In the smart parking lot case study, stakeholders such as drivers, municipal
corporations, and law enforcement agencies helped define clear system criteria and operational
capabilities.

6.2.2. Comprehensive Requirement Elicitation

Utilize multiple techniques for requirement elicitation, including interviews, surveys,
workshops, and literature reviews. A diverse set of techniques ensures that all relevant
requirements are captured, reducing the risk of missing critical aspects. For example, the SAF
supply chain project employed a combination of stakeholder interviews and literature reviews to

gather comprehensive system requirements and criteria.
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6.3. Best Practices for Integrating Risk and Safety
6.3.1. Clear Definition and Objectives for Risk and Safety Factors

This dissertation defines risk and safety factors; it is important to note that they can appear
ambiguously across various systems and architectures. Therefore, it is crucial to establish the
context in which a risk manager identifies risk and safety factors. Additionally, defining the
objective early in system development is essential to capture the risk and safety factors that align
with system goals. For example, when applying MCIA within the framework for the system
development of a smart parking lot system, a system architecture establishes the concept
operations and system requirements. The case then leverages the CONOPS and system
requirements to create risk and safety factors. For example, stakeholders in law enforcement can
survey the smart parking lot system to secure the premises and track suspect vehicles; therefore,
we can trace those capabilities to risk and safety factors. i.e., es. Police Presence & er. Vehicle
Theft. This best practice allows users to understand how risk and safety are generated and traced

based on the systems engineering lifecycle and enables unambiguity for stakeholders involved.
6.3.2. Incremental and Iterative Development for Integrating Risk and Safety

The study utilized a comprehensive framework to integrate risk and safety factors across
various applications. With the advancement of this framework, engineers, risk managers, and
many more will be able to visualize the interactions within a system. Therefore, iterative updates
are performed by identifying new stakeholders, risk and safety factors, and system requirements

based on the impact of system disruptions on activities within the functional architecture.

6.3.3. Consistency and Standardization
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There is a need to establish consistency and standards within the system’s framework.
Previous studies have employed ISO to build security and safety management frameworks in
SysML. Consistency ensures that all diagrams are displayed without fluctuation or variation when
applying risk factors. Consistency leads to unambiguous communication amongst stakeholders.
For example, the custom stereotype adapted from the MCIA standard was applied to various
activities within the functional architecture and is used similarly to make applying risk and safety
consistent. Adding this stereotype is advantageous because it enables the creations to account for
risk and controls usually included in their original format stakeholders to evaluate criteria and

functions quantitatively to assess the impact.

6.3.4. Custom SysML Profiles for Risk-Safety Integration

Another best practice is to develop custom SysML profiles that explicitly incorporate risk
and safety factors into the system model. The purpose of developing custom SysML profiles is to
assist in facilitating the visualization and analysis of risks and safety measures within the system
architecture, making it easier to identify and mitigate potential hazards. For example, the smart
parking lot system used a custom SysML profile to integrate risk-safety factors into the functional

and logical architecture, helping to identify vulnerabilities and implement safety measures.

6.3.5. Development of Criteria and Scenarios

Another best practice is defining success criteria and developing scenarios to evaluate
system performance under different conditions. Implementing these practices aims to help
prioritize understanding how different factors influence system performance and prioritize
initiatives based on their impact. For example, the smart parking lot and SAF supply chain case
study. Another best practice is intertwining the MCIA results with SysML models to represent how

different scenarios visually impact the system.
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6.4. Lesson Learned Risk and Safety Factors
The section describes the challenges of integrating risk and safety factors in SysML.
Section 6.3.1. describes learning curve challenges for using SysML. Section 6.3.2 describes the
challenges associated with integrating risk and safety in existing processes on the job. Section
6.3.3 describes the challenges for establishing clarity for users in SysML. Section 6.3.4 specifies

the challenges of selecting tools for integrating risk and safety factors.

6.4.1. Learning Curve

Although SysML is a powerful modeling language, it presents a challenge when
implementing supporting aspects, such as risk and safety factors, due to the system modeling
language's steep learning curve. According to (Shevchenko, 2020), system architects should create
models that represent the system with sufficient simplicity to clarify its structure and behavior
while managing complexity. Architects must ensure that the models accurately reflect the system,
and conversely, the system should validate the model. To enhance the model's capability to
monitor risk and safety, architects must consider factors related to architecture, risk, and safety.
This requirement is underscored by various case studies that illustrate different systems and how
risk and safety interact within dynamic environments. Architecture-related risks—including
technological, integration, and operational risks—can significantly affect the system’s ability to
meet its objectives. Therefore, when integrating risk and safety measures into the architecture, it
is advisable to iteratively identify emergent conditions and develop applicable scenarios for the

system model.
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6.4.2. Integrating Risk and Safety

Using SysML for modeling risk presents several advantages, including supplementary
visualization, traceability, and integration with system architecture. However, there are notable
disadvantages and challenges associated with this approach. Effective use of SysML for risk
modeling necessitates that risk managers possess both the necessary toolset and proficiency in
SysML. This includes understanding SysML diagrams, profiles, and stereotypes. A significant
learning curve is associated with acquiring these skills, potentially requiring dedicated training and
ongoing support for risk managers. Suppose the SysML model is limited to capturing only
functional architecture-related risk and safety factors. In that case, it may overlook broader
program risks critical to comprehensive risk management. This scope limitation can lead to risk
and safety data duplication across different tools and models, as broader risks must be managed
outside the SysML environment. This duplication can result in inconsistencies and increased effort
in maintaining and synchronizing data. Managing risks that extend beyond the system architecture
may require multiple tools, leading to a fragmented risk management process. This fragmentation
complicates the consolidation and analysis of risk data, reducing the efficiency and effectiveness
of the risk management process. Integrating risk data from various tools into a cohesive risk
management strategy can be challenging, particularly when ensuring consistency and traceability
across different platforms. Incorporating all program risks into the SysML model can include risks
without direct traceability to the system architecture. These non-architectural risks, such as market
or regulatory risks, do not have precise relationships with system components, leading to a lack of
actionable links within the SysML model. Including these unrelated risks can clutter the SysML
model, making it more complex and challenging to manage. This can detract from the primary

focus of SysML, which is to model the system’s architecture and behavior.
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6.4.3. Application of MCIA
One of the major challenges when implementing the MCIA to the SysML as a singular

framework to assess risk and safety for complex systems is processing the information into a
spreadsheet. The goal is to load MCIA inputs from SysML to a spreadsheet automatically so
disruptive scenarios and initiatives are quantitatively measured and ranked for corresponding
activities within the system lifecycle. To begin with, XMI file code is written in a hierarchical
format, which makes it inherently complex to understand when first viewing where SysML models
are stored. In addition, the SysML model consists of various diagram types such as requirements,
activity, and block definition diagrams; therefore, there is a need to interpret how to distinguish
and precisely select when extracting information from any SysML diagrams. Furthermore, the use
of stereotypes in SysML (custom diagrams) for storing risk and safety information is challenging
to extract because they are nested elements, relationships, and attributes that need to be parsed and
converted into proper data type and without thew knowing to execute this it can be very tedious
and error prone. To properly automate the process and ultimately minimize error, the framework
user should check for consistency in naming convention so that data representative of all models

is shown within SysML.
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v<xmi:XMI xmlns:xmi="http://schema.omg.org/spec/XMI/2.1" xmlns:uml="http://schema.omg.org/spec/UML/2.1"
xmlns:SysML="http://www.omg.org/spec/SysML/208161101/SysML" wmi:version="2.1">
<xmi:Documentation exporter="Enterprise Architect” exporterVersion="6.5" exporterID="1628"/>
v<uml:Model xmi:type="uml:Model" nams="EA_Model” wvisibility="public™>
v<packagedElement xmi:type="uml:Package"” xmi:id="EAPK_7CB772E®_7AES 41dl 987D FECC238B9B89" name="Activity Pkg"
visibility="public">
<packagedElement xmi:type="uml:Class" xmi:id="EAID_3AFB28C6&_73FB_dacc_9289_2942B9376262" name="Agriculture Residue”
visibility="public"/>
<packagedElement xmi:type="uml:Dependency” xmi:id="EAID 4E121FEC_B9Al1_ 4472 B@53_688A7659D18E" wvisibility="public"
supplier="EAID_D&187948_EaC5_4cb3_06C3_7CCIOEFEBD71" client="EATD_3AFB208C6_73FE_dacc_0289_2942R0376262"/>
<packagedElement xmi:type="uml:Class" xmi:id="EAID_7E69D1BF_4281 4484 B82A5 4867514F352F" name="Alchol to Jet™
visibility="public"/>
<packagedElement xmi:type="uml:Dependency” xmi:id="EAID 6B4E2420 D415 _4le2 95D3_ASSAEAFA3DE4" visibility="public"”
supplier="EAID_478B5005_E948_4e11_OFSC_S26E6C148@1F" client="EAID_7EGOD18F_4231_4484 B2AS_4867514F952F"/>
v<packagedElement xmi:type="uml:Class" xmi:id="EAID_32F95A33_ CA938_411d BEEE_A99A7530087D" name="Algae"
visibility="public™>
<generalization xmi:type="uml:Generalization” xmi:id="EAID AEASFB84C_8727_4779 BB3A AGATF2F325BC"
general="EAID_45E63C31_1209_4fc6_9DA6_E17FDO61BB47" isSubstitutable="true"/»
</packagedElement>
v<packagedElement xmi:type="uml:Class"” wmi:id="EAID_478B5085_B948_4ell_9F5C_S526EGRC14801F" name="Bio-Refining
Technologies" visibility="public™>
v <ownedAttribute xmi:type="uml:Property” xmi:id="EAID_dst777@04_OC3E_431b_B4Al_A9BCA11BABBA" visibility="public”
association="EAID_7C777@D4 @C3E_431b B4Al_AYBCA11BAGBA" isStatic="false" isReadOnly="false" isDerived="false"
isOrdered="false” isUnique="true" isDerivedUnion="false" aggregation="none":»
<type xmi:idref="EAID 9A4CDACS 6B64 4e76 OFSF 9BSAFFE28CF8"/>
</ownedAttributes
v <ownedAttribute xmi:type="uml:Property” xmi:id="EAID_2EA1B1ES_97@E_42c3_AD35_@A23ED3F9D94" visibility="public"
aggregation="composite” isStatic="false" isReadOnly="false" isDerived="false" isOrdered="false" isUnique="true"
isDerivedUnion="false">
<type wmi:idref="EATD_45EG3C31_12D9_4fch_JDAG_E17FDBE1BE4T" />
</ownedAttribute:>
</packagedElement >
v<packagedElement xmi:type="uml:Association"” xmi:id="EAID 7C7778D4 @C3E_431b B4Al ASBCAl1BAGBA" vwisibility="public™>
<memberEnd xmi:idref="EAID dst777604_0C3E_431b_B4Al_AYBCA11BABBA"/>
<memberEnd xmi:idref="EAID src7776D4_@C3E_431b B4Al AIBCA11BABBA"/>
v <ownedEnd xmi:type="uml:Property” xmi:id="EAID_src777804_8C3E_431b_B4Al_A9BCA11BARBA" visibility="public”
association="EAID_7C777@D4 @C3E_431b B4Al_AYBCA11BAGBA" isStatic="false" isReadOnly="false" isDerived="false"
isOrdered="false” isUnique="true" isDerivedUnion="false" aggregation="composite">
<type wmi:idref="EAID 478B5@05 BO48 4ell OF5C S526EGC14881F"/>
</ownedEnd>
</packagedElement>
<packagedElement xmi:type="uml:Class" xmi:id="EAID_EAA4BE6B5_DB60_495d_91DE_A237AD3A47FE" name="City Metropolitan
Areas” visibility="public"/>
<packagedElement xmi:type="uml:Dependency” xmi:id="EAID_8A431EEB_9F63_4cl4_ABGO6_8B8B74E318EA3" visibility="public"”
supplier="EAID C@A3F1DB 1270 45f6 B5BS B72DEODY3288" client="EAID EAA4BEES DEED_495d 91DE_AZ37AD3A4TFE"/>
v <packagedElement xmi:type="uml:Class"” xmi:id="EAID_45E63C31_12D9_4fc6_9DA6_E17FDO61BB47" name="Feedstock”
visibility="public">
v <ownedAttribute xmi:type="uml:Property” xmi:id="EAID_dst281DBA_0518_4082d_Al6B_67C4062674F9" visibility="public"
association="EAID_71281D@A_ @518 402d Al6B_67C4862674F9" isstatic="false" isReadOnly="false" isDerived="false"
isOrdered="false" isUnique="true" isDerivedUnion="false" aggregation="none":
<type wmi:idref="EAID OA4CDACE 6B64 4e76 OFSF OBSAFFE28CFB"/>
</ownedAttributes
v ¢ownedAttribute xmi:type="uml:Property” wxmi:id="EAID_5@33@58D 3ECE_463e_8AB3_7C7CABDF@243" visibility="public"
aggregation="composite” isStatic="false" isReadOnly="false" isDerived="false" isOrdered="false” isUnique="true"
isDerivedUnion="false">
<type wmi:idref="EAID 9A4CDACS 6B64 4e76 9FBF 9@SAFFE2BCFB"/>

FIGURE 32. Example of XMI file that stores Information related to SysML diagrams.

6.5. Discussion

This section will synthesize the best practices and challenges in implementing risk and
safety factors within SysML models. Drawing from the case studies on the Smart Parking Lot
System and SAF supply chain, we distill actionable insights and recommendations for effectively

integrating these critical factors into SysML frameworks. Additionally, we highlight the essential
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steps and considerations for ensuring the consistent and comprehensive application of risk and
safety assessments throughout the system development lifecycle.

Establishing clear definitions and objectives for risk and safety factors early in the system
development process is paramount. This clarity ensures that all stakeholders mutually understand
these factors and their importance. By aligning the risk and safety objectives with the overall
system goals, you can better capture relevant factors and mitigate potential issues effectively.
Adopting an incremental and iterative approach for integrating risk and safety factors allows for
continuous improvement and adaptation to new challenges. This method ensures that risk
assessments remain relevant as the system evolves, incorporating changes in stakeholder values,
emerging technologies, and policy updates. Iterative development helps in minimizing errors and
enhancing the robustness of the system. It is crucial to consistently apply risk and safety factors
across all SysML diagrams. Establishing standard practices, such as using ISO frameworks for
security and safety management, ensures that all stakeholders interpret and utilize the diagrams
uniformly. Consistent application of custom stereotypes and standardized practices, as
demonstrated in the case studies, leads to unambiguous communication and efficient risk
management.

Maintaining traceability of risk and safety factors throughout the system development
lifecycle is vital for effective risk management. This involves linking risk factors to specific system
components and processes, ensuring that any changes in the system are reflected in the risk
assessments. Effective traceability facilitates easier identification of risk sources and their impacts,
promoting proactive risk mitigation. Ensuring that team members possess the necessary skills to
utilize SysML effectively is essential. Providing comprehensive training and continuous

professional development helps build proficiency in SysML tools and techniques. This investment
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in training enhances the team's overall capability to integrate and manage risk and safety factors
efficiently. One of the significant challenges in implementing SysML with risk and safety factors
is the steep learning curve. SysML requires a deep understanding of its various diagrams, profiles,
and stereotypes. New users often need help with the complexity of creating accurate and
meaningful models. Overcoming this challenge necessitates targeted training programs and
practical experience through iterative application.

Integrating risk and safety factors with existing processes can be challenging. Many
organizations have established procedures and tools for risk management that may need to align
with SysML. This misalignment can lead to redundancy and consistency, necessitating a careful
approach to integrate SysML without disrupting existing workflows. Ensuring all users understand
SysML models and the integrated risk and safety factors can be difficult. Ambiguities in the model
can lead to misinterpretations and ineffective risk management. Developing comprehensive
documentation and standardized practices helps establish clarity and consistency.

Selecting the appropriate tools for integrating risk and safety factors with SysML models.
The chosen tools must support the required functionalities and facilitate seamless integration with
other systems and processes. Ensuring compatibility and ease of use can help overcome the

fragmentation of risk management processes and improve overall efficiency.
6.6. Summary

Chapter 6 describes the best practices and challenges of integrating risk and safety factors
into SysML models. Cases are leveraged to establish such practices that evoke clear definitions

and objectives. Case studies provide context to fulfill processes such as incremental and iterative

development, consistency maintaining traceability, and research and development.
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However, challenges like the steep learning curve, integration with existing processes,
establishing clarity, and selecting appropriate tools were highlighted. Addressing these challenges
requires a strategic approach that involves continuous learning, effective communication, and the
reasonable selection of tools and methodologies.

By adhering to the recommendations detailed in this chapter, organizations can
significantly bolster their ability to manage risks and ensure safety within complex systems. This,
in turn, can lead to improved project success and reliability. The systematic approach enhances the
ability to integrate risk and safety factors. It cultivates a culture of proactive risk management and

continuous improvement.

103



DeAndre Johnson | Ph.D. Dissertation | August 2024

Chapter 7 | Comparative Analysis

7.1. Introduction

This chapter provides an in-depth overview of the methodological approach used in this
dissertation and includes a detailed comparison of state-of-the-art methods. This chapter
establishes a clear comparison of relevant criteria. Section 7.2 compares the nature of the cases to
see how one case needs real-time information while the other does not, establishing a clear,
relevant criteria comparison. The criteria should align with key performance indicators that
stakeholders are interested in. This chapter conducts an ablation study to determine the significance

of removing components such as risk and safety factors to evaluate their impact independently.
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7.2. Comparing Case Studies

Despite both case studies focusing on high-impact logistic systems, they exhibit significant
differences in human actor engagement. Real-time data is crucial for reservation and availability
checks in the smart parking lot system, relying heavily on a central computing system to process
these functions. This time-sensitive nature necessitates risk and safety factors that can respond
quickly to emerging risks. Conversely, the sustainable aviation fuels (SAF) supply chain
emphasizes long-term data and logistics planning, making it less dependent on real-time
information. Consequently, the SAF supply chain's risk and safety factors are geared towards long-
term strategic responses rather than immediate action. Therefore, it is essential to list and evaluate
safety factors that can effectively address risks within the smart parking lot system, considering its

unique real-time requirements.

Due to the long-term planning and system complexity, the outcome of system disruptions
is not expected to impact the system immediately. However, it can cause latent errors that alter
how stakeholders establish system requirements. On the other hand, the time sensitivity of the
smart parking lot case causes the effect of the disruptions to be actively recognizable. On the other
hand, the case related to the smart parking system will reveal how the function and system
requirements actively impact disruptions. Therefore, the distinguishing factor between the cases
studied is using the time constraints in the SysML model for activities within the functional

architectures, placing bounds on the duration of critical functions.

Another distinguishing factor across the studies is the spatial context in which they operate
and how the spatial resolution scale impacts the SysML model and the multi-criteria impact
analysis. For instance, the root origin of the SAF supply chain is feedstock cultivation, which ends

with the fueling of the jet. Its complexity in reaching various stakeholders with unique
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responsibilities makes it imperative to capture risk and safety factors associated with the phases of
the supply chain. On the other hand, the smart parking lot system is confined within a zone, but
there is still a supply of risk and safety factors. Instead, it means fewer unique influences on

capturing risk and safety factors.

7.3. Comparative Analysis

The study introduces a proposed methodology that theoretically integrates risk and safety
factors within the Systems Modeling Language (SysML) framework. This approach aims to
systematically identify, assess, and manage risk and safety throughout the system development
lifecycle, utilizing SysML as the core modeling language. This integration creates a comprehensive
model incorporating risk and safety factors into the system architecture. The study develops
custom SysML stereotypes tailored to effectively capture and communicate risk and safety

information to achieve accurate representation within the functional architecture.

To evaluate the effectiveness of the proposed methodology, a comparative analysis was
conducted against benchmark methods currently recognized in the field. These state-of-the-art
methods were identified through a thorough review of academic resources, including Google
Scholar and IEEE Xplore. The comparison is based on several critical criteria essential for
effectively integrating supporting aspects of risk and safety in Model-Based Systems Engineering

(MBSE).

The following comparative analysis indicates four criteria most desirable for integrating
supporting aspects of risk and safety in MBSE. Modeling Language and Tools refers to mapping
the semantics of a system specification from a natural language to an abstract, facilitating easier
understanding and compact representation of complex systems (McGregor & Cohen, 2022).

Integration of Risk Management refers to the extent to which a methodological approach
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incorporates risk management. Integration of Safety Management refers to the extent to which a
methodological approach incorporates safety management. Usability and Adaptability refer to how
user-friendly and efficient the methods are in practice, while adaptability denotes their flexibility
and ability to customize for various applications and contexts. Effectiveness is measured by the

application in which these methods have been used.

TABLE 32. Comparative Analysis of Proposed Method and Benchmark Methods

Methods Proposed Method UML BPRIF STPA FMEA
Modeling Language and Tools SysML UML adoBPRIM STPA N/A
Integration of Risk Management ~ Comprehensive Limited Extensive Extensive Extensive
Integration of Safety None Limited Extensive Limited
Management Comprehensive
Usability and Adaptability High Medium Medium High Medium
Proven in Proven in Proven in Proven in
software business safety- various
Proven in SAF and  systems processes critical industries
Effectiveness Smart Parking Lot system

Table 32 is a comparative analysis designed to describe the pros and cons of various methodologies
in the context of risk and safety management modeling. This table will assist decision-makers in
various industries in choosing a methodological approach to significantly improve project

outcomes according to the criteria within this table.

7.4. Ablation Study

The section conducts an ablation study to assess the importance of various elements in the
Multi-Criteria Impact Analysis. The study is performed on the SAF supply chain system
development case for the methodological approach's components. An ablation study systemically
removes or alters the components of the methodological approach to understand their overall

impact on system performance.

The following equation was used to test the impact of component ablations on overall

system performance. In this case, the accuracy metrics indicate the correctly ranked component
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compared to the baseline ranking. Equation (6) measures the accuracy of the matching ranks for
the initiatives.

# of Matching Ranks
Total # of Ranks

Accuracy = * 100 (6)

For example, if twenty-eight out of seven ranks match the baseline proposed approach, The
accuracy would be 7/28 * 100, equivalent to 25%. On the other hand, Equations 7-8 determine the
deviation between the higher and lowest rankings through ablation. The deviation measures the

mean difference.
d; = dpasetine — Aablates (7)

.. =2 |d;
Deviation = Ziza 1]

(8)

In equation (7), n is the total number of ranks in the ablated and baseline ranking I regarded as the

1-th initiative.
* 1 on
d* = Xi-qdi] )

The standard deviation of (s;) I calculated as equation (10):

sa = V(=) 5, (d; - d*)? (10)
t=—%_+100 1
- sd/\/n ( )

The t-test compares the means of two related groups to determine if there is a statistically
significant difference between them. In this case, the equation evaluates whether the rank
difference between the baseline and ablate scenarios is statistically significant. A higher t-statistic
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and low p-value (typically less than 0.05) suggests that the difference is significant and is not due

to random chance.

Table 32 shows that integrating risk and safety factors as the baseline method significantly
influences the ranking accuracy and deviation. The ablation study contributes to the findings by
examining the impact of removing these factors on the overall results and how they deviate from
the baseline contribution. The results suggest that ablating risk factors has a higher influence on
the promotion and demotion of each initiative than safety factors. The deviation observed from the

study indicates that removing risk factors causes a substantial deviation from the baseline rankings.

TABLE 33. Ablation Study of Multi-Criteria Impact Analysis on SAF Supply Chain Case Study. Here, RF =
Risk Factors Ablation and SF = Safety Factors Ablation show accuracy and deviation.

Components Accuracy Deviation
SF High Ranking 14.29 % 2.54
SF Low Ranking 17.86 % 4.36
RF High Ranking 7.14 % 4.64
RF Low Ranking 14.29 % 543

TABLE 34. Ablation Study of Multi-Criteria Impact Analysis on SAF Supply Chain Case Study. Here, RF =
Risk Factors Ablation, and SF = Safety Factors Ablation, showing T-Statistic and p-value.

Components T-Statistic p-value
SF High Ranking 4.46 7.95x 1075
SF Low Ranking -3.48 0.00171
RF High Ranking 4.83 4.85x107°
RF Low Ranking -6.12 1.53x10°°

In the case of the SAF supply chain, the ablated risk and safety factors are used to determine

the T-statistic and p-value for the disruptions.

TABLE 35. Ablation study for the disruptive scenarios calculating the t-statistic and p-value.

Components T-Statistic p-value
SF 1.71 0.161489
RF 0.6015 0.579875
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The high absolute t-statistic and low p-value for the ablation comparisons of low- and high-
ranking risk factors indicate significant ranking changes. This demonstrates the critical importance
of including risk factors in the assessment, as their removal leads to substantial changes in the
promotion and demotion of initiatives. These results highlight how crucial risk factors are in
determining the impact of an initiative within the SAF supply chain's functional architecture.
Excluding these factors can result in significant deviations from the baseline, potentially

overlooking key risks and mechanisms essential for understanding system performance.

Including safety and risk factors ensures that potential hazards and uncertainties are
adequately considered, leading to more accurate and reliable rankings. The ablation study shows
that both factors are necessary for capturing the true impact of initiatives. Without them, the
rankings can be misleading, emphasizing the need for comprehensive multi-criteria impact

analysis models that integrate various factors.

The findings from Tables 32 and 33 emphasize the need for incorporating risk and safety
factors in multi-criteria impact analyses. The significant deviations observed when these factors
are removed underscore their importance in maintaining accurate and reliable rankings. By
ensuring these factors are included, decision-makers can make more informed choices, optimize

resource allocation, and enhance the sustainability and effectiveness of the SAF supply chain.

According to Table 34's statistical analysis results, there are no statistically significant
changes in the rankings of initiatives within the SAF supply chain because of the ablation of safety
factors (SF) and risk factors (RF). Since the p-values for SF and RF are larger than 0.05, it is more
likely that random variation than eliminating these factors is to blame for the observed differences.
These results imply that the model's rankings are largely stable and do not rely significantly on

including safety and risk factors; however, more research uses different datasets and scenarios.
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In this study, the dissertation performs an ablation study; we evaluate the impact of
integrating SysML into developing the (SAF) supply chain model. The dissertation compares the
model’s performance with and without SysML by examining initiative rankings across various

scenarios.

TABLE 36. Ablation study of MCIA on SAF case. This case removes the modeling language as a study
component and analyzes how the MCIA performs independently when ranking scenarios against initiatives.

Mean Std Dev of RMSE
Scenario Difference Differences
s.01 3.36 12.55 11.51
5.02 0.43 12.27 10.62
5.03 1.57 13.02 10.98
s.04 1.86 12.47 10.67
5.05 -0.14 12.48 10.66

Table 36 provides a detailed comparison of scenarios when a modeling language is utilized
versus when it is absent. The results demonstrate that a modeling language significantly influences
the ranking of scenarios among initiatives. Using graphical representations in the functional
architecture is crucial, as it effectively illustrates the direct relationships between one initiative and
the next. Consequently, integrating risk and safety factors with the MCIA within the SysML
framework proves to be highly beneficial for decision-makers. This integration enhances the
clarity and effectiveness of decision-making processes by providing a structured and visual

approach to understanding complex interactions within the system.

The result across scenarios indicates that the impact varies depending on the analysis of
the system with and without the modeling language. For instance, scenarios s.01, s.03, and s.04

indicate that adding the modeling language positively impacts ranking effectiveness. On the other
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hand, scenarios s.02 and s.05 have medium to low impact, respectively, meaning that the modeling

language didn’t have much of a disruptive effect on scoring scenarios among initiatives.

The variation in impact as demonstrated by the standard deviations suggests that while the
modeling language generally aids in system architecture and decision-making processes, its
effectiveness can depend heavily on each scenario's specific characteristics or demands. The
relatively consistent RMSE values across the scenarios suggest that the deviations from the model's
predictions are moderately stable, which points to the model's reliability in various settings, albeit

with differing levels of impact.

7.5. Summary

Chapter 7 describes an overview of the methodological approach and a detailed comparison
of state-of-the-art related to integrating risk and safety in MBSE. The chapter describes the
differences between the case studies and how future case studies with similar attributes will have
to capture risk. An ablation study is also conducted to assess the individual impacts of removing
components like risk and safety factors, providing insights into their essential roles in system
evaluation. The chapter concludes with a comparative analysis of the proposed methodology
against benchmark methods. It uses SysML to enhance risk and safety management integration

into system development, proving its effectiveness in various real-world applications.
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Chapter 8 | Conclusion

8.1. Introduction

The chapter includes a description of the contributions, a summary of the conclusion, a

dissertation schedule, and a timeline.

8.2. Summary of Contributions

The contribution of the dissertation is characterized as follows:
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Contribution 1. Integration of risk and safety in MBSE characterizes the gap in integrating

risk and safety into MBSE.

This dissertation develops a novel framework that seamlessly integrates risk management
and safety analysis within the MBSE process using SysML. Unlike existing methodologies that
often treat these factors separately, this framework provides a unified approach to address both

risk and safety factors.

Contribution 2: Development and application of extended SysML stereotypes:

The research extends SysML stereotypes to encapsulate both risk and safety factors,
enhancing the ability to track and manage these factors within system models. This extension
supports better traceability and communication of risk and safety information among stakeholders,
improving the overall effectiveness of risk and safety management in complex engineering

systems.

Contribution 3. Implementation of multi-criteria impact analysis (MCIA) within SysML.:

The dissertation introduces the use of multi-criteria impact analysis to evaluate and
prioritize system functions based on their impact under various disruptive scenarios. By integrating
MCIA with SysML, the study provides a systematic method for assessing the importance of

different criteria and initiatives, facilitating more informed decision-making.

Contribution 4. Creation of a risk-safety profile within SysML:
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This work is an addition to the traditional risk management approach by integrating risk
and safety factors into a single profile, represented as scenarios in SysML. This unified profile
allows for a holistic assessment of how risk and safety factors interact and affect system

performance, offering a more comprehensive view of potential impacts.

Contribution 5. Empirical validation through several case studies:

The proposed framework is validated through practical applications in two distinct case
studies: a Smart Parking Lot System and the supply chain for Sustainable Aviation Fuels (SAF).
These case studies demonstrate the adaptability and effectiveness of the framework across

different engineering domains, showcasing its potential for widespread application.

Contribution 6. Stakeholder communication and traceability:

By integrating risk and safety factors within SysML, the dissertation significantly improves
communication and traceability among stakeholders. This approach ensures that risk sources and
controls are transparently documented and easily accessible, facilitating proactive risk mitigation

and informed decision-making.

Contribution 7. Theoretical framework for risk management in SysML:

The dissertation contributes to the theoretical development of risk management
frameworks by providing a detailed methodology for integrating risk and safety within SysML.
This theoretical advancement offers a new perspective on managing risks in complex systems,

addressing gaps in existing literature.
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8.3. Summary of Conclusions

This section summarizes the conclusions of the chapters above. The dissertation focuses on
developing a novel framework that integrates risk and safety management into the model-based
systems engineering (MBSE) process using SysML, enhancing the theoretical and practical

aspects of risk management in complex systems.

8.4. Schedule and Timeline

Defend Ph.D

Started M.S. Dissertation |

National
Program at VSU Started Ph.D. Renewable 2024 1
Jan 2020 Program at UVA  CESUN 2021 Energy Society for Risk Society for Risk 1
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(NREL) 2022 2023
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Apr; 2024
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|IEEE International Ph.D. Proposal

Systems Mar 2024
Conference
Defended M.S. IEEE International (SysCon)  |EEE International Industrial
Thesis Symposium for Apr 2023 Engineering and Engineering
Dec 2021 Systems Management Conference
Engineering (IEEM)
Conference (ISSE) 2023
Oct 2022 Apr 2023

4

FIGURE 33. Timeline of conference presentations and publications. Annotations above the timeline represent
conference presentations, and annotations below the timeline show journal and conference publications.
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Timeline of Dissertation Chapters

Defend Dissertation
Distribute Dissertation and Schedule Defense

Draft Dissertation

Chapter 8: Conclusion and Future Work

Chapter 7: Comparative Analysis

Chapter 6: Synthesizing Best Practices and Advancement in Extending Risk Factors and Safety

Chapter 5: Case Study for Sustainable Aviation Fuels Supply Chain

Chapter 4: Case Study for Smart Parking Lot System within a Smart City

Chapter 3: Theory and Technical Approach

Chapter 2: Literature Review

Chapter 1: Introduction
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FIGURE 34. Schedule of dissertation milestones.

8.5. Summary

Chapter 8 describes an overview of the research; this chapter describes the integration of
risk and safety management within the MBSE process using SysML. The dissertation describes a
novel framework that integrates risk management and safety analysis and extends SysML
stereotypes to capture the factor implementing MCIA within SysML to evaluate and prioritize
system functions under various scenarios. This study also describes the risk-safety profile for a
holistic assessment, validated through case studies for the system development for the Smart
Parking Lot System and SAF supply chain, demonstrating the framework’s continuous evolution

across multiple studies.
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