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Introduction

Nowadays, so many people have smartphones and other technology devices where they
can provide their personal information to these different platforms. Although some data is
encrypted and kept secure, like social security numbers and exact credit card numbers, other
information is leaked through to the companies and they have access to all of our personal data.
My technical project focuses on creating an application to promote cashless transactions between
donors and panhandlers. Through figuring out goals for my app, one was to gather information
on how much people donate to those causes. This made me think about consumer data collection
in general which led me to choose it as my topic for my STS research. A lot of people and the
media harp on all the negatives of collecting people’s data through app usage, but I believe there
are positives that people do not consider. Using the Social Construction of Technology (SCOT)
framework, I will analyze the topic of data collection, data analysis, and the selling of data. In
choosing the SCOT framework it is important to consider its differences with its counterpart,
technological determinism. This framework suggests that technology is the driving factor in
shaping society. On contrast, SCOT argues that technological innovation occurs as a response to
different societal forces and is shaped by human actions. Technological determinism would say
that the innovation of this technology influences how society develops; however, SCOT is the
best methodology to analyze this topic because it shows that there are many different societal
factors that influence how consumer data collection is used and how the technology keeps
developing. The main factors of the SCOT framework are relevant social groups, flexibility of
interpretation, and the technological frame (YOUSEFIKHAH 2017). By analyzing the different

stakeholders involved and by showing that there are positives within all the scrutiny, it is clear



that perhaps spreading greater knowledge about this technology could foster greater acceptance

and could be beneficial for all parties.

STS Background & Analysis

Consumer data collection has been a hot topic recently, as more and more of our world is
transitioning online. Everyone has the chance to post content to the web and provide information
about themselves. This leads companies who manage these platforms, like social media, email,
and other online applications, to have control over the personal information of so many
customers. It has become a common trend for companies to track and analyze the data that
comes through their sites. There has been a lot of negative backlash on these practices, like we
have seen with Facebook, but I believe that there are also a lot of positives to tracking online
data. For my research, | could look at this topic through many viewpoints. SCOT tells us that we

need to analyze all the different social groups that play a role in developing this technology.

Social Groups

With the first tenant of SCOT, it is important to analyze all the relevant social groups.
From an economic standpoint, these companies that collect data make so much money from
selling it to other companies to use. We have even seen products like the Amazon Alexa go
down in price because it is clear that these companies aren’t selling the actual product, rather
they are providing a platform as a means for collecting user information. In terms of social
media, it is critical for these platforms to be free, so if companies want to increase profits, they
have to decide between spamming users with more advertisements or selling user data. Some of

the uses of data collection could be malicious but there are a lot of positive uses for the data as



well. Many complex technical aspects go into actually tracking user data in an application and
some of this data is actually useful, like when predicting interests. Sometimes these sites know
what you want even before you, as a consumer, knows what you want. So many of my friends
have bought different items off of the “recommended” list or catered advertisements that show
up on their feed. Due to the many intricacies of retrieving the data, this data is filtered pretty well
and is also great to feed into different Machine Learning algorithms that we use for other
technologies. The three main reasons why online learning is crucial is because of its volume,
velocity, and variety (Hunt 2017). There is just so much data out there online. This volume can
never be replicated in terms of a survey or physically collecting the data. Also, filtered data from
the application is usually better than data collected from surveys because it is most “raw”. People
tend to not include inherent biases in a physical survey but they can’t hide these biases online.
The velocity of data is also important. Online data is constantly updated due to new data always
coming in. This means that our algorithms can be constantly changing to fit the new data which
will be better in the long run, in terms of adapting to a changing society. The variety of online
data may be the most important, though. When it comes to physical collection of data, there may
be human biases that are unaccounted for, like lack of representation of race or gender for
example. This bias would be counteracted by the usage of online learning. These online learning
models are the foundation of technologies like self-driving cars, online shopping, and voice
recognition technology. Due to all these benefits, consumers could be pleased that their
information is used in other technologies that could in turn benefit themselves. With the rise of
companies investing more and more money towards online learning research, there may be a

higher economic incentive for companies to use consumer data for just causes. These are the



relevant stakeholders that could turn companies away from selling user information in a
malicious manner.

So why is it such a big deal for companies to take this data? Privacy has always been a
big talking point when it comes to consumer data collection. For instance, from a political
standpoint, people are concerned with companies being able to “spy” due to all the tracking that
happens behind the scenes. As an example, there has been a scandal with TikTok having access
to location data and other inner phone workings when maybe they shouldn’t be authorized to that
information. They have gotten into a $650 million lawsuit after companies found out they had
access to the Notes app in iOS (Allyn 2020). With access to this very personal information, it
could be very harmful if it gets into the wrong hands. TikTok has been labeled as a “Chinese
Spyware” company (Doffman 2020) because all of this data that they have collected has
allegedly been sent to China or the Chinese Communist Party. Because of this backlash, United
States has forced government employees and their families to delete the app. There has also been
a push for American companies to buy the app, like Microsoft, so “data on American citizens
would remain in U.S. borders” and data backed-up or outside the country would be deleted after
being transferred (Allyn 2020). Some people say that the data collection fraud shown in TikTok
doesn’t warrant the deletion of the app because other domestic technology companies also follow
these malicious practices. Even within the United States, there have been many private
corporations that have made people question whether they are collecting data in a fair manner.
For example, Facebook has faced millions of dollars in lawsuits because of “unethical practices”
(Solon & Farivar 2019) in terms of recording and selling data. They had a huge data breach in
which 50 million accounts got leaked, which equated to almost a third of the users in North

America (Graham-Harrison & Cadwalladr 2018). For such a big company with information on



so many people to leak all this data is definitely alarming. In these cases, it is valid for people to
have concern for their privacy and companies should also be kept in check on how the data they

collect is stored and managed.

Interpretive Flexibility

Another factor of SCOT that can be analyzed with this topic is interpretive flexibility.
This states people can appropriate technologies, or artifacts, differently in order to find the most
uses for it (YOUSEFIKHAH 2017). In this case, there are so many different possible uses for
data collection and data analysis. Today, there are many things we take for granted which were
built on preexisting data sets. There are many examples such as language translation tools,
mobile traffic services, digital mapping technologies, instant spell checkers, and spam and fraud
detection tools (Thierer 2013). The list just keeps growing. This data can provide a deeper
understanding of the overall market, because it can pick up on people’s wants and tendencies.
Companies are able to capitalize on this and are able to know consumers better than anyone else.
This can be due to an increase in the amount of data that can actually be collected from people.
Newer phone and computer models have allowed companies to have access to more and more of
consumer information such as location data, voice data, and cross-application data. The
consumer database has improved as a result of increasing consumer information. With data
analysis, companies can also find better marketing strategies in order to get people to buy their
items because they now have more insight on their market. It is very prominent especially with
airline and hotel companies. These companies make the most profit off of repeated consumers
who travel all the time. It is vital that travel firms have correct user data to make sure companies

know which people they need to retain. For example, a hotel chain like Marriott will offer more



upgrades and amenities to a regular customer over a one-time customer because the regular is

more likely to come back to book another Marriott stay. Airline companies, like Alteryx, have
saved millions of dollars by analyzing flight routes to maximize fuel efficiency (“Reviving the
travel industry through data analytics” 2020).

Data analysis can also help in identifying and preventing racist, threatening, or other
malicious content that is on the web. These strategies have been used by companies and
government agencies to track down potential terrorist attacks or other potential harmful
scenarios. A solution called predictive analysis has been used recently in order to identify
content on the web that could be likely harmful. This technique has been used to find probable
warning signs which can help us predict the possibility of a school shooting, as an example
(Parkman n.d.). Right after the 9/11 attacks and the rise of global terrorism, predictive analysis
was used to target potential suspects who were posting suggestive content or pledging their
loyalty online to various terrorist groups. On the consumer end, it provides greater
personalization of content (Truyo n.d.). Firstly, there are catered advertisements which
encourage people to spend money on things they most likely enjoy. Furthermore, on social media
sites, different user recognition technologies help to display only relevant content to that specific
person based on their usual interests in general social media content. Lastly, as mentioned
before, the data that is collected from consumers is ideal for feeding into different online learning

algorithms because of its optimal volume, velocity, and variety.

Technological Frame
The third factor of SCOT that is important is technological frame. There are three

domains within technological frame: the nature of technology, technology strategy, and



technology in use (YOUSEFIKHAH 2017). One part that is currently missing is a bit of the first
domain. Users know some of the functionality of the technology but may not fully understand
the full capabilities and functions of the technology. If all the different stakeholders in this issue
consider the capabilities of the technology, it can be optimized so that it can satisfy all parties.
The second domain is super important in helping combat the negative light that consumer data
collection is in right now. A lot of the stakeholders like the technology companies may not
necessarily have the right motivation for implementing these technologies. Due to the capitalist
nature of the United States, these companies may have set up data collection so that they make
the most profit (like we have seen in the travel industry) and users may also not know the full
extent to which their data is being collected. This may not bode well for all the users of these
different platforms. For companies to make data collection a beneficial technology for all, their
strategy would need to be modified (like we have seen with online learning). Another factor
which may not be as prevalent is that developers of other technologies in other companies should
also conscious on how data collection works through the usage of existing technological
platforms. Facebook invented their signature “Graph API” (Solon & Farivar 2019) which is an
Application Programming Interface (API) that developers use in order to utilize in order for
different programs to interact with one another. Facebook has been able to collect data through
these services as well which means that they can not only collect data from users on their own
platform but are enabled to collect data on any platform that uses their API. This scrutiny came
about from other companies, like Spotify and Yahoo, who were complaining that their data was
being stolen by Facebook through the usage of these APIs (“Facebook’s data-sharing deals
exposed” 2018). This means that there is also a conflict between different companies between

the technology collected, not just between a user and a company. Bigger companies with more



data are at an advantage in this scenario because they are the ones controlling the vast majority
of user information. Lastly, people know how to use these technologies and generally are also
contributing to the problem. People willingly put all of their personal information on these sites,
so they should expect their data to go somewhere behind the scenes. Facebook many times
during their lawsuits has claimed that people have accepted the privacy agreement that shows up
when you first download the app and agree to sharing your data that is collected on the app. It is
important for users to recognize this and post only the content in which they are okay being
public.

Overall, using SCOT we can see that there are many social factors that influence the
technology of consumer information collection. The different players need to know how the
technology works to build greater acceptance. By laying out all of the societal factors that go into
the development of this technology, there may be a way for this technology to be more
universally accepted and used in a positive way so that some of the downsides that people harp

on can be overcome.

Conclusion
Consumer data collection has many positives and negatives. With inspiration from my
technical project of collecting information on how much people donate to panhandlers, | was
interested in all the other positive uses of collecting user data. In my case, the government has
little to no data on how much money homeless people actually receives and how much money
people are spending to these causes so the data that my application will retrieve will actually be
helpful. Nowadays, society is consumed on all the negatives, focusing on breach of privacy and

malicious intent on the usage of this information, even though there are a lot of positive uses of



this technology. Using the SCOT analysis, it is clear that there are many different societal factors
that play into this technology and different people have used this technology in different ways.
These different sectors should accept that this technology exists and that it can be improved
within the different sectors in order in order to fit the needs of all the different stakeholders
involved. The benefits of this technology to all the different social groups are clear, but the
greediness of certain groups and the power of those groups to enact their own agenda has
resulted in the lack of trust in consumer data collection and analysis. By allowing more people to
understand the implications of this technology, there could be a greater acceptance for the usage

and continued development of consumer data collection.
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