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Introduction

With the age of the Internet and the ongoing technological advancements in society,
trying to log every action taken by users has become nearly impossible. In the past, companies
used logs for troubleshooting problems by seeing where their product went wrong, but now they
are used for many functions such as performance checking, recording user actions, and checking
for malicious activity (Singh 2010). Logs are a collection of entries, and each entry contains
information related to a specific event that has taken place. An enormous amount of operational
information is created each time a user interacts with software. There is so much data that is
separated amongst multiple logs that it becomes overflooded and difficult to decipher. As a
result, when trying to analyze logs, there is either under-reporting of data by filtering out too
much data that it becomes useless or an over-reporting of data by keeping too much data that it is
still difficult to process and still has the initial problem of being difficult to decipher. The data
that should be filtered out also depends on what is being searched for as some information may
be helpful in one case but useless in another case. Many companies use logs as they are easy to
capture at a large scale, quick at doing so, and to better understand customers and provide
personalized experiences (Wang 2016). Additionally, companies and cyber forensics use logs to
search for malicious behavior and find user information through behavior analysis (Singh 2010).
Some companies have turned towards using behavioral-based application logging where each log
has a specific purpose, is scoped to only commit to that purpose, and provides feedback
mechanisms that quickly describe behaviors the log was tasked to analyze. In this prospectus, |
will research whether user behavior application logging is a better option for log analysis
compared to others based on filtering of information and readability as the technical paper and
proceed to research how beneficial these logs can be in cyber forensics and cyberattacks as the

STS paper.



Technical Discussion

Behavioral logs are footprints of human behavior that are collected through sensors to
record user activity. Compared to other types of recording activity, logs are the most natural way
to observe people as they use systems they would in everyday life without any external
instructions. Since the 1930s, behavior has been recorded in psychology studies and it has
become customary practice to do this and save them for future analysis (Dumais 2014). In recent
years, the centralization of web-based computing has made it possible to capture these logs on a
much larger scale. These logs are created by recording activities when people interact with
different services. There are many distinct types of actions that can be recorded from a simple
keystroke to browsing patterns and purchases on e-commerce sites. Client-side logging is
implemented in operating systems, applications like one’s browser, or third-party
software/harder to capture comprehensive data usage, while server-side logging is commonly
used by service providers such as web search engines corresponding to user requests (Neelima

2014).

Behavioral logs can provide insight into how people interact with different services and
how skilled they are as well. For example, an analysis of over a million web searches found that
queries were short, averaging 2.35 terms, and 80% of all queries did not include advanced
operators (Dumais 2014). By diving deeper into this and looking at each log, you can determine
the person the log is from and classify them as an advanced searcher or a novice searcher. There
are two main ways to start partitioning logs, time, and user. Partition with time deals with the
exact times that are timestamped in a log, and these can be used to split or classify logs into
distinct groups and one can analyze when most logs are created with what is going on at a

specific time. One example of this is researchers accurately predicting the strength of the



seasonal flu based on search engine log data with just a single day’s logs (Dumais 2014). The
second way logs are partitioned is the user characteristics, which was discussed earlier as
differences between advanced users and novice users. The only drawback with logs is that there
is limited information or none at all about the person generating the data and their intentions and

emotions in those behaviors.

Initially, logging was used for testing purposes rather than user behavior analysis
(Alspaugh 2014). As a result of this, there have been issues with logging and understanding user
behavior. It is difficult to analyze logs with the excess amounts of unnecessary information that
only a developer would need for debugging. Trying to alter current systems is difficult due to
system infrastructures being complex, causing issues with both automated and manual logging
(Maxwell 2021). Current logging systems contain an excessive amount of information when
behavior analysis only needs the timestamp, user identification through IP address or username,
and the user’s action. Instead of receiving logs with all the information that a developer would
normally deal with, analysts would prefer receiving logs that are already prefiltered through the
system and easy to recognize, which is what behavioral logs can be useful for by only recording
what is necessary, skipping the filtering step. The issue that I will be researching with using
behavioral-based application logging as an alternative to other logging methods to resolve the
problem of under-reporting and over-reporting information causing issues with data analysis as
mentioned earlier and in the overview. The under-reporting and over-reporting issues stem from
the filtering of data either removing too much or not enough information causing analysis to
become difficult. Behavioral logs can be centered around a certain topic and collect logs for only

that specific behavior. These logs will be researched in usage areas such as API session



management, user application navigation, and more. | will be working with LookingGlass Cyber,

a company focused on cybersecurity, to research this topic over the next few months.

STS Discussion

Cyber forensics is a new, rapidly changing field of technology that uses investigative
techniques to extract information and data from a person’s computer. It is a Systematic approach
for collecting and preserving data that guarantees information accuracy, reliability, and the
presentation of the data in a legal environment. The goal of cyber forensics is to aid in
investigating crimes. Evidence in the form of electronic information can be useful in solving
cybercrimes (Lu 2017). This is applied to not only cybercrimes but also password breaking,
spamming, data recovery and analysis, tracking user activity, forensic imaging and verification,
viruses, file types, encryption, and more (Singh 2010). By applying cyber forensics to crime
investigations, it can reduce the time needed to investigate and decrease the scope of the crime
by reducing the complexity and narrowing the investigation. It is not meant to solve the crime

itself.

Cyber forensics uses the same logs that everyday companies use to watch actions that
users take on their platform and track their behaviors. Just like these companies, crime
investigators can use behavioral logs to help with their investigations as stated before. Forensic
analysis of log data is necessary to deal with cybercrime (Lu 2017). Companies have a goal of
preventing and stopping hackers from accessing protected information and crime investigators
have the job of hunting these hackers down. Many of these attacks such as bombings could be
investigated by looking into purchases made by the bomber. On the internet in e-commerce, the
client access server will generate data that has log files and query data (Wang 2016).

Investigators and the seller can use the logs and see information like where the person is buying



from, what they are buying, and more take action as needed. In a different scenario like a
cyberattack, the firewall has logs that both the company and investigators can use to shut down
the malicious attack and track down the attacker. It is not only companies that need logs to
become much cleaner and filtered with only useful information being reported to them, but also

crime investigators.

Crime investigators and cyber security analysts can identify users and their behaviors
from server log data for various cybercrime including phishing (Ibrahim 2021). Analysts take
server logs and analyze them to determine whether an action is an irregular behavior and mark it
down as malware as is done in network security applications (Chen 2005). One way they can
determine whether an action is irregular is by looking at patterns that show various user intents.
The user’s intent is what the user’s goal is when using a program. Intents can differ between
users and programs can be used for many different intents. When a person is using software with
an intent, their intent strongly influences their behavior as they are more focused and engaged in
a specific task and search through specific categories as compared to other users (Cheng 2015).
By analyzing user actions with the timestamp, their intent can be discovered. Through intents, a
user’s gender, age, and categorical differences can be determined. Taking both the log
information that contains timestamps, location through IP addresses, and more and using
information gained through intent analysis by comparing everyday logs to suspicious actions,
malicious action can be identified, stopped, and information about the suspect can be discovered.
Researching behavioral logs and how it helps crime investigations can further support the
technical research described in the previous section and support the need for better behavioral

logging practices.



STS Research Question and Methodology

The STS research question being explored is whether logs can aid with crime
investigations and improve the security of society by allowing analysts to uncover suspicious
behavior quickly to resolve and prevent crime. This will be accomplished by first researching
how logs are currently used in crime investigations and what types of crime they are beneficial
for. Case studies and crime reports will be researched to analyze the current usage of logs and if
they are even used at all. Next, log analysis for malicious behavior will be researched to see if
logs can be incorporated into criminal investigations and whether or not logs will be efficient.
This will incorporate the technical research stated previously involving behavioral logs to see
whether a person can determine malicious/suspicious activity through the behavioral logging
system efficiently. By researching these areas, we can see whether logs are already used or not in
crime investigations, what types of logs are used, and whether they are useful or not, and then
see whether malicious activity analysis is efficient with behavioral logs to determine if logs are

beneficial to crime investigations and prevention.

Conclusion

The technical discussion topic is making logs more efficient through a behavioral-based
application approach for readability and filtration of information. The STS discussion topic
extends past the technical discussion topic by connecting it to real-world use involving cyber-
crime investigations and tracking suspicious users that could be preparing to conduct a crime
through their behaviors exposed by behavioral logs such as buying products online so that the
security of society is improved. Understanding how behavioral logs can help with the current
logging issues can further benefit society with how scalable they are from logs for minor projects

to global investigations and tracking. Through the technical research, I expect to find that



behavioral logs are more efficient and beneficial than other types of logs and through the STS
research, | expect to find the usage of behavioral logs to be beneficial in crime investigation and

prevention, thus increasing the security of our society.
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