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Prospectus

Introduction

Architecture is the backbone of every software application and determines how the

application is developed and maintained by engineers. Through architectural reviews, companies

found value in incorporating architecture in the company’s software development methods

(Joseph Maranzano et al., 2005). One of the problems that these companies experience are that

projects fail or end up needed significant rework past their original schedules, which is why it is

important to research these systems and architectures.

With increases in features of an application, the appropriate software metrics and

architecture must be determined (Milić & Makajić-Nikolić, 2022). Microservices is a new

approach to how an application is structured and built. Microservice architecture is an emerging

approach that revolves around the idea that self-contained components of functionality make up

a larger system (Rory O’ Connor et al, 2017). It allows for an application to be built upon a

collection of individual services that can be arranged, organized, and maintained into multiple

applications. The potential of implementing this architecture transforms the way companies

utilize cloud technology, as well (Huseyin Ünlu et al., 2022). With the emerging popularity of

cloud technology, microservice architecture has been paired with cloud computing technology as

cloud services are transitioning into microservices for development and deployment (Yingying

Wen et al., 2022). An example of microservices being implemented with cloud technology is that

the cloud services used to help manage input/output data are produced by microservices within

different data containers (Alfredo Barron et al., 2022). With the use of automation on cloud

platforms, microservices can be deployed and scaled quickly. Each microservice serves as a

business need or functionality, meaning an application can easily be altered by choosing to



include a microservice or not. Microservice architectures allows for technology to achieve

scalability and high level of availability (Sayed Heidari et al., 2022). Applications with

microservice architecture can handle a higher workload and deploy faster with this architecture.

Implementing microservices also avoid duplications of objects, and reduced time to search and

create them from their registers (Muhammad Jarwar et al., 2018).

While microservices are a new architectural method for applications, there are drawbacks

and unknown vulnerabilities to microservices. Implementing microservices also increased

management complexity and posed a challenge for the standardization of microservices across

teams. Microservices governance has concerns for application stability and arose problems, such

as load balancing, fault detection, and autoscaling (Lu Wang et al., 2022). Another concern for

microservices are its unknown vulnerabilities that serve as a potential security threat to sensor

networks (Fei Ying et al., 2022). Since microservices are being paired with cloud technology,

security becomes a big concern and users’ data are at risk with implementing microservices.

Cybersecurity is not only a concern for the company developing the application, but also users

that use the application want their data protected as well.

A more efficient strategy for managing and standardizing microservices should be

explored to maximize the potential of microservices in applications. From this study, the

drawbacks and advantages of microservices will be discussed and will be used to recommend

potential implementation methods for microservices that will improve applications. Specifically,

web applications, such as complex mobile and IoT applications, have been switching over from

monolithic to microservices (Feiyan Guo et al., 2022). For my technical topic, my internship

experience project is a web application that uses microservice architecture and will be discuss

and explore microservice implementation within a company. With the emergence of



microservices, my STS topic will explore effective implementation strategies for microservices

by researching the drawbacks and advantages to optimize applications and address security

concerns for businesses and users.

Technical Topic

There are many software architectures for different applications and purposes, but

microservices applications are most often compared with monolithic architectures. Monolithic

architectures are software applications that are constrained to one single operating system,

meaning that they cannot be ran independently (Nicola Dragoni et al., 2017). This type of

architectural method has its constraints, such as being memory-intensive,

computational-intensive and require certain niche requirements (Nicola Dragoni et al., 2017). A

large problem with this type of architecture is that it leads to a lot of time being wasted on fixing

defects, which can be very costly for the company. Another drawback of monoliths is that they

are limited, and developers are locked into using the language and framework set out by the

original application (Nicola Dragoni et al., 2017). Focusing on certain attributes and values of an

application, a study found that an increase in features lead to a higher value in these attributes in

microservices (Milić & Makajić-Nikolić, 2022). Microservices have been able to address these

problems that monoliths face.

The proposed alternative to monolithic architecture is a microservices architecture paired

with cloud technology. Microservices have great potential and have been implemented into

applications for many big companies, such as Amazon, Uber, and Netflix (Preimesberger, 2016).

This method means that the model is segmented and worked on by smaller teams and

independently deployable (Preimesberger, 2016). Compared with monoliths, microservices solve



the problem of having slower deployments in an application. An example of microservices

architecture being implemented is for smart living devices that make up a sensor network of

microservices (Eric Hitimana et al., 2022). From this implementation of microservices, the

sensor nodes were found to be easily updated and connected with huge amounts of user requests

going through, which helped contribute to fire prevention situations (Eric Hitimana et al., 2022).

Seen in these examples, applications that implement microservice architecture are easily scalable

and perform with faster network systems.

Choosing an architecture is very important because it determines the structure of the

application and how it will be developed, which affects the users’ experience. Microservices are

also able to be written in different languages and frameworks for what sees fits as they connect to

other microservices (Nicola Dragoni et al., 2017). The flexibility of microservices allows

engineers to scale up and down easily and satisfy business needs by customizing the

microservice with the necessary language, frameworks, APIs and more.

Since microservices are a newly implemented approach in many companies, the vulnerabilities

of microservices are not as well known. One major concern of an application is its security, and

it can protect users’ data from hackers. Privacy of data and security is an important concern for

users as they trust companies with their sensitive information.

To explore the implementation of microservice architecture at a company, I will be

discussing my internship work. Over the course of 10 weeks, I worked on an application for a

large sized banking company. It was developed on a team of 5 software engineering interns with

a scrum master and product owner. The team worked in 2-week sprint using scrum

methodologies. The purpose of the application is to allow financial advisors to give feedback on



how single-page applications are meeting their business needs. This application uses

microservice architecture and can be imported into different financial advisors’ platforms as a

button on the taskbar of the page.

The microservice was used with Spring Boot framework and layers. The database was

built on MongoDB. The frontend side of the project used Angular, Typescript, HTML, and CSS.

The backend side of the project used Java. Other IDEs’ used to create the project were Visual

Studio Code, Postman, Gradle, and IntelliJ.

STS Topic

In this time of technology, users are expecting more from applications and faster

deployments. Users have an expectation from businesses to deliver software products that

perform faster and robustly with more every update (Preimesberger, 2016). Microservices affect

the way the company structure and the ability to develop these applications for users.

Understanding infrastructure design can help with software development implementations, such

as scaling up an application or managing large quantities of data (Star, 1999). It is important to

look at microservices architecture in practice because it does affect users’ experience and other

concerns, such as security of users’ data. These software products have political qualities and

embedded systems attached to them that can affect people (Winner, 1980). Products that deal

with user information must hold trust and uphold responsibility to protect users’ data from being

compromised.

Especially with growing tensions of cyber threats, the implementation of cybersecurity

for microservice applications is an increasing need for users. With microservice computerization

and easy flexibility, comes drawbacks in security. One study highlighted a concern for container



image security issues in microservices that has the potential for hackers to access all the

microservice architecture if they gain access to a vulnerable container image (Fei Ying et al.,

2022). Another security concern is with microservice architecture APIs that are used to exchange

personal health data (Chatterjee & Prinz, 2022). The health industry has more

interconnection-enabled medical grade devices that are integrated in a larger health security

system that runs on microservice communication APIs (Chatterjee & Prinz, 2022). Implementing

microservices allows for these devices to connect easily and be scalable as a system, but there is

a worry of how scalable the security measures are in place to support the microservice

architecture. By reviewing the security concerns in real-life microservice applications, the

security of microservices must be deeply considered at as it affects users’ sensitive data and their

experience.

However, companies often overlook cybersecurity practices because it is too costly for

them. If cybersecurity measures are not considered then, it can damage the trust with users and

hurt the economy and society (Domingo-Ferrer & Blanco-Justicia, 2020). From this study, they

found that the main values around cyber security, such as security, privacy, fairness and

autonomy, conflict with one another. One example of these tensions is that security can harm

privacy, in the sense that monitoring the state of an application can increase security can result in

sacrificing privacy. These are tradeoffs in users’ and engineers’ values that should be considered

when implementing a microservice architecture, especially in cloud environments.

Security and architecture are concepts that affect one another and important for an

engineer to determine because they affect the relationship and trust between engineers and users.

In an 18-month participant observation study at a medium sized company, it highlighted that “the

technology is the machine’s relations with its users” (Woolgar, 1990). The framework that



Woolgar uses in this study will be the main framework used to guide understanding the

relationships between engineers and users regarding the implementation and practice of

microservices. With implementation of a new technology with a product, it is important to

understand the relationship between the machine and the users, specifically how it is used by the

users and what values do they hold. As mentioned before with the tradeoff between security and

privacy, engineers must understand their relationship with users to make decisions on what to

value more in an application. We live in a world where social software is in all aspects of

people’s lives, which means our relationship with technology is affected by emotions, sociability,

and new values we hold like security and performance (Roberto Pereira et al., 2013).

Research Question and Methods

The research question I will be looking at is, “How does the implementation of

microservice architecture for an application affect its security and data of its users?”

I will analyze the outcome of the 10-week project from my internship and see how

implementing a microservice application worked within an organization. I also want to look at

other case studies of other companies implementing microservices and compare the effectiveness

of different implementation strategies (Milić & Makajić-Nikolić, 2022). The challenges from

developing as well as maintaining a microservice application will be discussed through a

literature review. I also want to look at case studies of microservices and how security measures

and data protection are impacted. This will help determine the how manageable microservices

are when facing potential security threats and how they perform to satisfy stakeholder’s needs,

such as meeting business standards for the company to properly execute business tasks or

protecting the user’s personal data for customers that use the application. This will give context



to how engineers should develop and react to security threats for microservice applications and

highlight the security concerns around implementing this architecture.

Conclusion

The issues and concerns with monolithic architectures can be addressed with

microservice architecture as an alternative. However, this architectural style brings new

concerns, such as security. Since microservices are new and not research about around security

issues, users may be concerned about the implementation of microservices for applications that

handle their data. With more representation of microservice architecture methods in research,

companies can make better decisions on how to develop their application and consider the users’

values and business needs. Companies will be able to see what implementation methods are

effective for using microservices along with keeping security measures and concerns at the

forefront.
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