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Modern society relies on gadgets and mobile devices in many different spheres of our
everyday life, such as work, education, and even socialization. Even though devices and the
Internet create a completely different medium, they do not solve social problems, such as
bullying. Furthermore, this new medium might sometimes even exacerbate some societal
problems and have a dramatic effect on the most vulnerable groups, such as children. This
research analyzes the phenomenon of cyberbullying with a particular focus on cyberbullying
among teenagers and adolescents. The goal of this study is to identify unique features of
cyberbullying and metrics that will help to emphasize the importance of the problem. Another
goal of this research is to propose a potential set of solutions that will help to regulate this
problem and prevent cyberbullying. These solutions will be based on studies conducted by other
researchers and on the analysis of modern tools, such as artificial intelligence, that can help to

control cyberbullying on the Internet among children.

MOTIVATION BEHIND RESEARCHING THE CYBERBULLYING AND
PREVENTION STRATEGIES AGAINST IT

The number of mobile devices and internet users is growing rapidly every year. According to
Statista (2022), the number of internet users roughly doubled from 2013 to 2022 and was over 5

billion in 2022. This data can be observed in Figure 1 on page 2.
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Figure 1: Number of internet users worldwide from 2005 to 2022: shows the number of internet
users by year from 2005 to 2021 (Statista, 2022).

Therefore, the number of young users of mobile devices also increased. In the survey conducted
by the Pew Research Center, they discovered that in the US in 2021 roughly 81% of children of
age 11 and younger were using a tablet computer (Statista, 2022). Moreover, approximately 71%

of children were using smartphones (Statista, 2022). This data is displayed in Figure 2.
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Figure 2: Children in the United States using selected digital and gamin devices in 2020 and
2021: shows the percent of children in the United States who use a tablet computer, a
smartphone, and a game console or portable game device (Statista, 2022).

It is almost impossible to imagine the modern world without mobile devices and smartphones
due to their usefulness and effectiveness. They significantly speed up and simplify many aspects
of our everyday life, such as work, education, or even something as simple as shopping.
However, the widespread use of mobile devices and the Internet has its downsides. For example,
nowadays, cyberbullying is an important issue that is widespread not only among adults but also
among children and teenagers. For instance, according to Wang et al. (2019) on average among
all ages, gender, and ethnic groups, approximately 14.9% of surveyed people experienced
cyberbullying to some extent. Cyberbullying also affects some of the most sensitive groups, such
as children and teenagers. According to Zhu et al. (2021), rates of cyberbullying victimization
range from 13.99% to 57.5% in the period from January 1st, 2015 to December 31st, 2019. The
same study reports that roughly 1/3 of internet users are under the age of 18 (Zhu et al., 2021).
Therefore, if we perform basic calculations, we can estimate the number of cases of
cyberbullying victimization around the world. 13.99% (lower bound of the cyberbullying
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victimization rates) of one-third (approximate fraction of Internet users under the age of 18
according to Zhu et al. (2021)) of 5.3 billion (number of internet users in 2022 according to the
International Telecommunication Union) is 251.82 million. Therefore, according to the data
provided above, approximately 251.82 children and adolescents report being cyberbullied
worldwide. Accordingly, we can see that this problem is extremely important around the world.
Moreover, this issue is also prevalent among American children. According to Olweus (2018), in
his research paper on the issues of cyberbullying, he claims that some studies report that over
50% of students experience cyberbullying at some point. Additionally, according to Lapan
(2022), a recent large national survey of 1588 middle school youth, ages 10-15, discovered that
32% of surveyed students had experienced online harassment. Therefore, these studies indicated
that it is a global problem that has to be addressed to prevent traumatization of the future
generations at a young age. Sarah Bottino et al. (2015), in their research, claim that
approximately 10%-20% of adolescents experience cyberbullying and it is associated with anger,
fear, and stress depression. Therefore, it is essential to provide children and teenagers with a safe
environment that would prevent cyberbullying and all its negative effects. Consequently, |
believe that it is important to create new regulations that would force social media companies to
make an effort towards ensuring a safe environment for children that prevents cyberbullying.
Fortunately, many politicians are trying to create new laws that would create a safe environment
for children on the internet. For example, Sarah Lynch (2022) in her news article on the Stanford
Institute for Human-Centered Acrtificial Intelligence website, reports that California Governor
Gavin Newsom signed a bill that is designed to protect minors on the Internet. However, there
are still no universal federal laws that would regulate social media platforms and the Internet. As

a result, this paper, will analyze the problem and origin of cyberbullying and propose my



potential solution to an existing issue. The results will consist of the list of potential
recommendations that can help to regulate the Internet and create a safe environment for minors.
For this STS research, the Actor-Network Theory (Crawford, 2020) was chosen as the primary
framework. It is a complicated problem that involves multiple actors. Therefore, this framework
will help to analyze this issue from different perspectives.

Without the proper training, it would be really hard for me to conduct this research.
Fortunately, in the Spring semester of my second year and the following Summer semester, | did
an internship at the University of Virginia Development Hub. This internship helped me to
prepare for this STS research and provided some useful skills to successfully conduct this
research project. In my technical project called "A software development internship experience
at the University of Virginia Development Hub," I described my internship in detail. Moreover, |
described what skills and classes at UV A helped me to succeed during my internship.

As a result, a combination of a proper definition of the problem, a necessary skillset, and
a correctly chosen framework will significantly simplify the research and ensure that meaningful
results will be produced. Moreover, | hope to set a vector for future research that will help other
scholars to further expand my study.

CURRENT STATE OF CYBER BULLYING AND POTENTIAL PREVENTION
STRATEGIES
HISTORY AND DEFINING CHARACTERISTICS OF CYBERBULLYING

In order to ensure that this study of cyberbullying is universal and objective, it is
important to define cyberbullying and identify its characteristics. Smith et al. (2007) define
cyberbullying as an aggressive, intentional act carried out by a group or individual, using

electronic forms of contact, repeatedly and over time against a victim who can not easily defend



him or herself. Researchers separate this type of bullying from all the other kinds because it is
done in a completely different and unique environment - through the internet. To better
understand the nature of cyberbullying, it is important to analyze its history and defining
characteristics. Since cyberbullying is a completely new phenomenon, we can use modern tools
in order to study its history. For instance, a search volume on Google of the term "cyberbullying™
can serve as a quantitative measure of how prevalent is cyberbullying in our everyday life.

Figure 3 displays this statistic.
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Figure 3: Search volume of the term “cyberbullying” on Google: shows the search volume of the
term “cyberbullying” on Google over time (Google, 2023).

As can be seen on the graph, the term cyberbullying was at its peak in 2013 and still
remains a popular search request on Google. Therefore, we can make a conclusion that it is still a
problem that concerns people and requires to be addressed.

Besides analyzing the history of cyberbullying, it is important to identify its defining
characteristics and evaluate the potential consequences of cyberbullying among children and
teenagers. In their article, Pyzalski et al. (2022) analyzes defining characteristics of
cyberbullying and the web environment. They state that the mediated character of online
communication creates a sense of facelessness and deindividuation, which restricts the sense of
responsibility by generating a cockpit effect (Pyzalski, 2022). This specific feature of the web

environment only amplifies the aggression of children toward each other. This aggressive
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behavior can lead to early-age trauma and have a permanent negative effect on the child's life in
the future. Additionally, Pyzalski et al. (2022) state that the period of adolescence can be
characterized by powerful egocentrism with its accompanying sensitivity about oneself, as well
as conformism towards the peer group. Therefore, cyberbullying can cause stress and feeling of
exclusion from a peer group that negatively affects a child's mental well-being.

Cyberbullying can potentially have a lot of different negative consequences. Therefore, it
is critical to identify them to better understand the problem and to emphasize their importance.
According to Yang et al. (2021), adolescents exposed to cyberbullying victimization retained a
significant association with psychological symptoms, self-harm, suicidal ideation, and suicidal
attempts. Moreover, they state that exposure to cyberbullying victimization, by contrast, was
more closely associated with self-harm and suicidal attempts, and the effect was even over and
above the contribution of traditional bullying victimization (Yang et al., 2021). Therefore, we
can conclude that cyberbullying is a unique type of bullying that has to be studied separately. Its
distinctive characteristics and consequences do not allow one to extrapolate one approach to all
types of bullying.

STS RESEARCH MODEL

In order to analyze this particular problem, it is necessary to choose an approach that will
help accurately describe the problem and help to come up with a potential solution. For the
analysis of prevention strategies against cyberbullying, it was chosen to use the Actor-Network
Theory. According to Crawford (2020), the Actor-Network Theory is a novel approach as it
attempts to redefine actors not so much as willful or intentional agents but instead as any
entity—human or nonhuman—that in some way influences or perturbs the activity of a techno-

social system. Moreover, ANT resists large generalizations and categories, including the very



notion of the “social” which, according to Actor-Network theorists, is never an explanation but
instead is that which must be explained (Crawford, 2020). Consequently, since this research
seeks to explain what can be described as a social phenomenon or social problem, Actor-
Network theory should perfectly meet our goals. It will help to ensure that all potential actors are
taken into account and that the analysis of the problem is as detailed as possible. The Figure 4

describes the relationships between the actors in the modern mobile devices ecosystem.
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Figure 4: Illustration of ANT model of the internet accessed using mobile devices: shows
relationships between all actors in the ANT model of the internet access using mobile devices
(Maltsev, 2022).

As we can see, we have a major entity called users that can be further divided into three
subentities: adult users, teenagers, and children. This division was chosen due to the
characteristics that these three groups demonstrate, such as differences in sensitivity towards
criticism and verbal aggression on the Internet. The entity devices also play an important role
since different gadgets can create distinct environments and feeling while using them. Finally,
the entity called the Internet is used to group various types of Internet platforms that have distinct
characteristics and accordingly create distinguishable experiences.

PREVENTION STRATEGIES CATEGORIES

The Actor-Network Theory approach demonstrates that there are multiple different actors

that play an important role in the modern internet ecosystem that is used as a medium for
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cyberbullying. In particular, the entity called users provides useful insight that can help to
identify potential perspectives for the solution of the problem. At the first glance, it might seem
that government regulations can be the only possible solution. However, due to using Actor-
Network Theory, it is clear that parents can also be important actors who can incorporate useful
cyberbullying prevention techniques and strategies.
PARENT-LEVEL PREVENTION STRATEGIES

As it was mentioned before, the involvement of parents and family members can
seriously help to prevent cyberbullying or control its results. According to Tozzo et al. (2022), it
is necessary that strategies to combat it (cyberbullying) adopt an integrated and multilevel
approach including schools, families, and political institutions in order to create a synergic
intervention. Moreover, this study indicated that a comprehensive approach including media
campaigns, school programs, teachers' and parents’ involvement, legislative actions, and
screening and interventions by pediatricians and healthcare professionals has been suggested as
more appropriate (Tozzo et al., 2022). Therefore, it is possible to make a conclusion that
technology by itself can not create a safe environment for children and teenagers on the internet.
It requires many actors' concurrent work toward a collective goal - a cyberbullying-free
environment for adolescents.
TECHNOLOGIES THAT CAN HELP TO PREVENT CYBERBULLYING

Even though the problem of cyberbullying among children and teenagers on the Internet
is very complex and requires the concurrent work of multiple agents at the same time, the
technological progress itself can already provide multiple tools to combat cyberbullying. Over
the last few years, artificial intelligence technologies advanced dramatically and can be used as a

more advanced filter utility. Previously, standard lexical analyzers were used the prevent the use



of offensive language and derogatory terms. However, these methods have significant downsides
when used to prevent cyberbullying. For instance, verbal aggression might not include words or
patterns that can be detected by the lexical analyzers. Moreover, the letters in words can be
changed to numbers or to the similar letter and it will prevent them from being detected.

On the other hand, artificial intelligence can potentially help to prevent these
vulnerabilities. According to Rakhmatov (2022), machine learning opens up many opportunities
for preventing cyberbullying. Moreover, he states that there are currently many initiatives to
create and train algorithms capable of detecting hate and offensive language on the Internet in
order to block the user from viewing them and hence cyberbullying (Rakhmatov, 2022). By
analyzing different sources, over time artificial intelligence can learn how to recognize less
straightforward and concealed forms of cyberbullying. After that, the social media platform can
take at least two different measures. They can prevent an offensive message to be delivered to
the recipient and they can restrict user's access to the platform if a potential cyberbullying
attempt was detected. However, there are still some issues that prevent artificial intelligence
filters to be implemented on all social media platforms. According to Milosevic et al. (2022), the
lack of datasets that contain sufficient examples of a variety of cyberbullying content, and
perhaps more importantly, datasets which have been annotated by experts and with annotation
guidelines that have been developed in collaboration with social scientists. Therefore, the IT
industry cannot handle this problem by itself. It requires the involvement of multiple different
specialists. In their work, Milosevic et al. (2022) emphasize that such collaboration is incredibly
important, especially given the growing interest among computational linguists, as well as

machine and deep learning computational scientists into this area.
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RESULTS OF THE RESEARCH

CYBERBULLYING PREVENTION

As it was described in this work, cyberbullying is a very important issue that is still
extremely prevalent among teenagers and children all around the world. Cyberbullying can lead
to early-life traumas that can have long-lasting negative effects. Therefore, this requires a
complex and effective solution in order to save the mental well-being of future generations and
provide them with a safe environment that encourages the healthy development of personality.
As it was mentioned earlier, cyberbullying is a complicated problem that involves multiple actors
who play important roles. Actor-network theory perfectly encapsulates this issue and helps to
better analyze all aspects of cyberbullying. Using the actor-network approach, it was identified
that society itself plays an important role in cyberbullying prevention strategies and cooperation
between teachers, parents, and government is necessary to come up with the most effective and
universal cyberbullying prevention strategies. Moreover, it was identified that technological
progress can help to improve prevention strategies. In particular, various artificial intelligence
systems allow for a better filter of the communication of children and teenagers on the internet
and help to ensure their safety. Therefore, using the described above analysis, it was decided to
come up with a list of potential regulations and programs that will help to prevent cyberbullying
among teenagers.
RECOMMENDATIONS AND STRATEGIES TO PREVENT CYBERBULLYING

The described extensive analysis of cyberbullying makes it apparent that cooperation
between different actors is necessary to maintain the most effective strategies for cyberbullying
prevention. In particular, it is essential to create programs that will educate people on the

problems of cyberbullying among teenagers and children. A big portion of the modern world

11



population does not use the Internet. Moreover, even those people who use it might not be aware
of the cyberbullying problem. However, in some cases, their children might be active Internet
users and can experience cyberbullying to some extent. Therefore, it is important to understand
that parents are aware of this problem and are informed about all possible cyberbullying
prevention strategies. For instance, they know how to properly monitor the social media of their
children and know how to use certain filters to recognize potential cases of cyberbullying against
their children that can negatively affect their mental health. Moreover, teachers also have to be
informed about this issue. Teachers play an important role in children's lives and can serve as
role models for many of them. Consequently, in some situations, they can be able to better
communicate with adolescents and understand the context of their problems. As a result, it is
important to make education workers informed about the ongoing cyberbullying situation. The
best solution to this problem is to create voluntary programs for parents and teachers that will
help to inform the population about prevention strategies and problems of cyberbullying among
the younger generation.

In addition to informing parents and teachers, it is critical to use all available
technologies to provide secure settings on social media for underaged users. In particular, this
paper analyzed how old filter technologies do not provide reliable safety due to their limitations.
For instance, offensive language can be altered and masked to prevent it from being detected by
the filter. Moreover, in some cases cyberbullying might not even involve the use of cursing or
derogatory terms. Therefore, it is necessary to use more advanced technologies that can help to
determine possible cyberbullying. Fortunately, the progress in artificial intelligence provides us
with some useful tools. Artificial intelligence is capable of learning different types of

cyberbullying and verbal aggression on the Internet and therefore can be used as a more
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advanced and secure protection measure. As a result, it is important that government creates a
policy that would force all social media platforms to incorporate artificial intelligence that
prevents cyberbullying. Even though it might have potential downsides, such as an increase in
the time required to load a social media web page in the browser or some false-positive cases of
cyberbullying detection, overall it will be beneficial. It will help to create a safe environment for
the users and might even potentially help social media platforms to increase their profits. By
creating a safe environment for young users, the social media platform will attract more brands
that want to be associated with exclusively politically-correct and safe platforms. As a result, a
decision that might be seen as a burden at the first glance might be actually very beneficial.
Moreover, the biggest social media platforms should follow the engineering codes of ethics that
emphasize that the safety of the client is one of the most important concerns of engineering.
CONCLUSION AND FUTURE WORK

It is important to mention that cyberbullying is a relatively modern phenomenon and it
still requires study and analysis by scholars. However, it is generally agreed that cyberbullying
and especially cyberbullying among children is an important problem that requires a proficient
solution. Therefore, | hope that this research paper will serve as a valuable source of information
for future research in this area and will speed up the creation of the most effective and universal

cyberbullying prevention strategies.

13



REFERENCES

Bottino, S. M. B., Bottino, C. M. C., Regina, C. G., Correia, A. V. L., & Silva, W. S. (2015).
Cyberbullying and adolescent mental health: systematic review. Cadernos De Saude
Puablica.
https://www.scielosp.org/article/csp/2015.v31n3/463-475/

Crawford, T. H. (2020). Actor-Network Theory.
https://oxfordre.com/literature/display/10.1093/acrefore/9780190201098.001.0001/acrefor
e-9780190201098-e-965

Dixon, S. (2022). Children in the United States using selected digital and gaming devices in
2020 and 2021. [2] Statista. Retrieved 2023, from
https://www.statista.com/statistics/1339308/us-children-using-
devices/#:~:text=According%20t0%20a%20survey%200of,percent%20between%202020%
20and%202021.

Google. (2023). Search volume of the term “cyberbullying” on Google. [3] Google Trends.
Retrieved 2023, from
https://trends.google.com/trends/explore?q=cyberbullying&date=now%201-
d&geo=US&hl=en.

Lapan, J., & Smith, K. (2022). “No girls on the software team”: internship experiences of women
in computer science. Journal of Career Development.
https://journals.sagepub.com/doi/full/10.1177/08948453211070842

Lynch, S. (2022). A New Law Designed for Children’s Internet Safety Will Change the Web for
Adults, Too. The Stanford Institute for Human-Centered Artificial Intelligence.
https://hai.stanford.edu/news/new-law-designed-childrens-internet-safety-will-change-
web-adults-too

Maltsev, S. (2022). Illustration of Ant model of the internet accessed using mobile devices. [4]
Prospectus. Retrieved 2023, from School of Engineering and applied science, University of
Virginia, Charlottesville, VA.

Milosevic, T., Van Royen , K., & Davis , B. (2022). Artificial Intelligence to Address
Cyberbullying, Harassment and Abuse: New Directions in the Midst of Complexity.
International Journal of Bullying Prevention.
https://link.springer.com/article/10.1007/s42380-022-00117-x

Olweus, D., & Limber, S. (2018). Some problems with cyberbullying research. Current Opinion

in Psychology, 19, 139-143.
https://www.sciencedirect.com/science/article/pii/S2352250X17301033

14



Petrosyan, A. (2023). Number of internet users worldwide from 2005 to 2022. [1] Statista.
Retrieved 2023, from https://www.statista.com/statistics/273018/number-of-internet-users-
worldwide/#:~:text=Global%20number%200f%20internet%20users%202005%2D2022 &t
ext=As%200f%202022%2C%20the%20estimated,66%20percent%200f%20global%20pop
ulation.

Pyzalski , J., Plichta , P., Szuster, A., & Julia Barlinska. (2022). Cyberbullying Characteristics
and Prevention—What Can We Learn from Narratives Provided by Adolescents and Their
Teachers? International Journal of Environmental Research and Public Health.
https://www.mdpi.com/1660-4601/19/18/11589

Rakhmatov, D. (2022). METHODS AND EFFECTIVENESS OF THE USE OF ARTIFICIAL
INTELLIGENCE IN THE FIGHT AGAINST CYBERBULLYING. Journal of Academic
Research and Trends in Educational Sciences.
https://www.researchgate.net/profile/Dilmurod-Rakhmatov-
3/publication/359628975 METHODS AND_EFFECTIVENESS OF THE USE OF AR
TIFICIAL_INTELLIGENCE_IN_THE_FIGHT_AGAINST_CYBERBULLYING/links/62
45d8758068956f3c5c6ebf/METHODS-AND-EFFECTIVENESS-OF-THE-USE-OF-
ARTIFICIAL-INTELLIGENCE-IN-THE-FIGHT-AGAINST-CYBERBULLYING.pdf

Smith, P. K., Mahdavi, J., Carvalh, M., Fisher, S., Russell, S., & Tippett, N. (2008).
Cyberbullying: its nature and impact insecondary school pupils. Journal of Child
Psychology and Psychiatry.
https://acamh.onlinelibrary.wiley.com/doi/epdf/10.1111/j.1469-
7610.2007.01846.x?src=getftr

Tozzo, P., Cuman, O., Moratto, E., & Caenazzo, L. (2022). Family and Educational Strategies
for Cyberbullying Prevention: A Systematic Review. International Journal of
Environmental Research and Public Health.
https://www.mdpi.com/1660-4601/19/16/10452

Wang, M.-J., Yogeeswaran, K., Andrews, N., Hawi, D., & Sibley, C. (2019). How Common Is
Cyberbullying Among Adults? Exploring Gender, Ethnic, and Age Differences in the
Prevalence of Cyberbullying. Cyberpsychology, Behavior, and Social Networking, 22(11).
https://www.liebertpub.com/doi/full/10.1089/cyber.2019.0146

Yang, B., Wang, B., Sun, N., Xu, F., Wang, L., Chen, J., Yu, S., Zhang, Y., Zhu, Y., Dai, T.,
Zhang, Q., & Sun, C. (2021). The consequences of cyberbullying and traditional bullying
victimization among adolescents: Gender differences in psychological symptoms, self-
harm and suicidality. Psychiatry Research.
https://www.sciencedirect.com/science/article/pii/S0165178121005151

Zhu, C., Huang, S., Evans, R., & Zhang, W. (2021). Cyberbullying Among Adolescents and
Children: A Comprehensive Review of the Global Situation, Risk Factors, and Preventive
Measures. Frontiers in Public Health, 9.
https://www.frontiersin.org/articles/10.3389/fpubh.2021.634909/full

15



