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In the Declaration of Independence, Thomas Jefferson (1776) wrote, "Governments are
instituted among Men, deriving their just Powers from the Consent of the Governed." (para.

2) Ever since the United States was founded, the election system had been the essence of this

country. “Elections make a fundamental contribution to democratic governance.” (The
Editors of Encyclopaedia Britannica, 2020, Sec. Functions of Elections) The elections give

the public right to select who becomes their, representatives, The inclusiveness of the parties

who are eligible to vote symbolizes the improvement in U.S. social structure and the

development of equality in human nature. The concept of equality rooted in U.S. history and
the fairness of the elections is an externalization of the values of U.S. citizens. Given the
improved along with the advancement in technology and social structure. However,
nowadays, as cyber threats become more severe, widespread, and harder to detect, which in
turn intensifies the distrust of the United States citizens in the result of the elections, the
voting system needs to be improved to better defend against foreign attacks during elections
and annihilate public’s worry on election results. It is critical to building trust bonds within
the community to encourage more voters to vote. And as more voters get involved in the
elections, the authority and the representativeness of the elections will be elevated. Therefore,
a transparent voting process is urgently needed.

The homomorphic encryption scheme on election results is a feasible solution to address
the ends described above. The technical report will elaborate on how the encryption scheme
works and how such an encryption scheme can address the technological and societal

problems described above. During the 16 weeks of next semester, I will be working with
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Professor Daniel Graham, the Assistant Professor of Computer Science in the School of [ﬂﬂ“’}?\ o

Engineering and Applied Science, to establish the code of the encryption scheme. In,the ) [%”,’,%T:

tightly coupled STS research paper, I will explore the history of election systems,
technological advancement, social structure evolution, and changes in voting methods of
elections as a whole to discover their mutual influences and relationships based on the
technological momentum theory suggested by Thomas P. Hughes (1994). In the article,
Hughes (1994) claimed, “...technological momentum infers that social development shapes
and is shaped by technology. Momentum also is time dependent.” (p. 102) Under different

social contexts, the “momentum” between social development and technology interacts with

each other in different ways. The STS research paper, will describe and analyze several ; [ﬂ)ﬂj BT: Inmy

. . . . . . MER T 2 1pl
important milestones of elections throughout the U.S. democracy history: voice voting in the % [ ren

MR T : to answer my research question based on

early 1800s; Australian Ballots in the late 1800s; voting machine ballots in the late 1900s;
modern voting machine. The research paper will also be accomplished in 16 weeks next
semester.

HOMOMORPHIC ENCRYPTION IN BALLOT CASTING IN THE ELECTION

SYSTEMS
The election system is the most important and fundamental social activity throughout the

history of the United States. However, due to the technological explosion in recent years,
cybersecurity plays a more and more important role in society. As a result, current election
systems have potential vulnerabilities of being attacked by foreign forces. During the 2020
election, two Iranian “stole voter information and engaged in intimidation and disinformation

aimed at undermining confidence in the election”. (Bracken, 2021) Given this, the public’s
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frust in the elections becomes lower and lower because of the opacity of the voting procedure.

I seek to provide a solution that can improve the security of the elections and meanwhile,
make the voting process transparent to the public.

Homomorphic encryption, an encryption method that can maintain the nature of the
original text, would be a feasible solution to address the transparency issue of the elections.
(TechTarget Contributor, n.d.) The ballots after the encryption can be displayed to the public.
And meanwhile, the encryption allows ballot counting institutions to add up the ballots,
depending on the actual implementation of the encryption scheme, for the final result in a

way that the entire process can be traced and kept in record for reference.
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Figurel: A Possible Encryption Result. This figure provides an example of a possible : [ﬂﬂlj BT : Example ofa

result of ballots generated by a homomorphic encryption scheme. To address the issue that

matching of plaintext to cipher text. (Graham, 2022), : n@m T %

7 :p
To illustrate the mechanism of the encryption, Figure 1 shows a possible encryption \ [ﬂﬂﬂ@% T:e j
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the ballots with the same selection of candidates will be encrypted into the same cipher text,

randomness will be introduced.
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Figure 2: Mechanism of Homomorphic Encryption. This is a flow chart that explains the
steps of encryption. (Graham, 2022)

As shown in Figure 2, an evaluation function will be determined. Specifically, in my
encryption design, the evaluation function aims to compute the sum of the encrypted ballots.
The actual implementation of the evaluation function differs by the encryption schemes. After

summing the encrypted ballots, the algorithm will decrypt the cipher text to get the result of

the election.

The design and the actual implementation of the encryption scheme will be built and
tested next semester under the guidance of Daniel Graham, an associate professor of
computer science in the School of Engineering and Applied Science at the University of
Virginia. I will try different implementations of homomorphic encryption schemes such as
RSA, El Gamal Encryption, and Paillier Encryption to search for the best and the most
suitable homomorphic encryption scheme to encrypt ballots in the elections.

THE MUTUAL INFLUENCES OF TECHNOLOGY ADVANCEMENT, SOCIAL

RECOGNITION, AND VOTING IN ELECTIONS
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Samuel Adams, an American statesman and political philosopher, noted in his essay,
"Let each citizen remember at the moment he is offering his vote that he is not making a
present or a compliment to please an individual - or at least that he ought not so to do; but

that he is executing one of the most solemn trusts in human society for which he is

accountable to God and his country." (1781), Since elections are endowed with sacred [ﬂ)ﬂj BT 27 ]

meaning in U.S. history, their authoritativeness, fairness, and inclusiveness need to be

guaranteed to effectively represent the spirit of the United States. Throughout U.S. history,

the forms of elections have been modified and improved several times. From voice voting to

paper ballots; from paper ballots to voting machines; Every transition in voting methods is a
collective consequence of technological advancement, societal structure reformation, and
public recognition awakening. These factors mutually influence each other. Therefore, to
better estimate the impacts on society regarding the homomorphic encryption ballot casting
methods I provided in my technical report, I would analyze the relationship between the

factors described above in an election-centered Actor-Network-Theory. (Cressman, 2009)

People’s realization on necessary standards regarding elections first prompts the | [ﬂ)ﬂj BT : 1assume that p
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development of technology, For example, people are aware of the importance of accuracy, [MJ P 1 recognition
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security, and privacy in the election process, and more voting methods are introduced to
address these ends. When new technology is brought into society, the social structure would
also change accordingly. As Callon states, “An actor-network is simultaneously an actor

whose activity is networking heterogeneous elements and a network that is able to redefine

, [ﬂﬂﬂ@ 7 : Inmy research topic, j
and transform what it is made of.” (1987, p.93) Therefore, an election can be deemed as an [HH'JB% . j
actor that integrates technology, social recognition, human rights, etc. into a network. The [HH*J%T: the j
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actor influences all these factors. Meanwhile, it can also be recognized as a network that can
redefine the components within the network. In addition, as technology improves, new
technology also is included in the network.

FROM VOICE VOTING TO PAPER BALLOTS

In the early 1800s, voice voting was one of the official voting methods in the elections. < %nEﬁB‘J: it EATHENE: 074 K, ATEE: 2 fF ]

1T 1

Professor J. Alex Halderman (n.d.) from the University of Michigan described the voice

voting process in detail;, [fﬁﬂ BT j

The voter is going to call out the candidate he wants to vote for and those are going to be
announced loudly enough for everyone standing around to hear especially for the clerks
sitting in the background to hear and they're going to write down on a sheet of paper the
voter’s name and his choice. [Video transcript]

It is notable that this voting method is inaccurate and lacks confidentiality. The voting
process is not rigid enough to establish the authority of the elections. For example, the votes
from the voters may be ignored or misheard because of the noises in the voting scene. Also,
there is no record of the actual choice of the voters. If there is a dispute regarding the result,
evidence can neither support the winner nor the loser. So,
the process is susceptible to objective factors. Therefore, a
transition from voice voting to paper ballots took place in
the late 1800s.

As society realized the importance of keeping records

during the voting process, paper ballots were introduced.

The awakening in social recognition prompted the

development of technology. As depicted in Figure 3, a Figure 3: Glass Ballot Jar. This is a

glass ballot jar with a lockable
ballot jar was designed to store votes from voters. The jar  wooden housing.(National Museum

of American History, n.d.) nx[ﬂﬂﬂ&% 71 ]




was made transparent to show voters that no alteration would be made during the voting
process. In ANT, the public’s need for accuracy can be deemed as an actor in the network,
and the paper ballots are then incorporated into the network. The paper ballots addressed the
issue of inaccuracy in vote counting, but the privacy of voters still remained a problem:
through the transparent jar, everyone could see others’ votes. To further improve the integrity

of the election process, Australian Ballots were first introduced in 1892.

t

Figure 4: Australian Ballot. This is a picture of Australian Ballot that once used in the
election of 1896. (Wiggins, 2020)

“The secret ballot was designed to stop one problem made possible by these very public
election days — voter intimidation. [Since] [i]t's much harder to intimidate or bribe someone
if you can't see who they end up voting for.” (Wiggins, 2020) As shown in Figure 4, the ballot
was designed to be more detailed and hard to snoop. As a result, Australian Ballots elevated
the confidentiality of the elections to a new standard since it achieved privacy for voters as

well as left a reference to address possible disputes on election results.
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FROM PAPER BALLOTS TO VOTING MACHINES
As the world becomes digitalized, new voting methods is invented. For example, direct

recording electronic

(DRE) yoting machines

(7 pre

‘ [ﬂﬂﬂ %7 : direct recording electronic

are a form of paperless
[ﬂﬂ“ BT : incorrect acronym use
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voting method. The
options of candidates
will be displayed on the

screen as depicted in

Figure 5 and the voter

Figure 5: Direct Recording Electronics Voting Machine. This is a
can vote for candidates picture of the screen of a DRE. (AvanteTech, n.d.)

by selecting the corresponding choices. (AvanteTech, n.d.) The invention of electronic voting
machines prevents physical human interference, such as destroying and altering ballots,
during the elections. Also, voting machines are equipped with headphones for the disabled to
cast votes much easier.

Regarding the presence of voting machines, a chain reaction happens in ANT. First, the
people’s need for a secure, reliable, and private voting process prompts the invention of
voting machines. In this process, social recognition plays the role of an actor in ANT. The
voting machine is subsequently incorporated into the election-centered network. Then, the
accessible voting machines in turn plays the role of an actor, further motivating the disabled
to involve in the voting process. This characteristic corresponds to Callon’s (1987) claim,

“An actor-network is simultaneously an actor whose activity is networking heterogeneous
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elements and a network that is able to redefine and transform what it is made of” (p.93)
This research project will be in the form of a scholarly article discovering the

relationship between technology and society. Given the analysis from past experience, 1

suggest that the homomorphic encryption method that will be discovered in my technical

report will play a similar role as voting machines. Its design is motivated by the public’s

requirement for the transparency and confidentiality of the voting process, and its emergence
will strengthen trust bonds within communities during the elections and thus will in turn

appeals to more citizens to involve in the elections.

ECIET




REFERENCES
Adams, S. (1781, April 16). Essay in the Boston Gazette. Boston: Bos
Bracken, B. (2021, November 19). Iranians charged in cyberattacks against U.S. 2020
election. Threatpost English Global threatpostcom. Retrieved July 8, 2022, from

https://threatpost.com/iranians-charged-cyberattacks-2020-election/176488/

Cressman, D. (2009). A brief oyverview of Actor-Network Theory: punctualization,

(BETHER: i Fhig

heterogeneous engineering & translation. School of Communication, Simon Fraser

CC(CRETRR: i

University.

Avante International Technology, Inc. (2020, December 11). Direct recording electronic.

o (BERTHR: i bR
OB THER: TR bR
CERTHRR: T R

(BETHR: Fi: Fhig

(BETHR: 7 b

(BETHER: 7 IR

N NI A NI A NI A N A N A N

https://www.avantetech.com/products/elections/dre/ (BREBEEYR
Encyclopedia Britannica, inc. (n.d.). Functions of elections. Encyclopedia Britannica.

https://www.britannica.com/topic/election-political-science/Functions-of-elections
Graham, D. (2022). Homomorphic Encryption [PowerPoint Slides]. School of Engineering

and Applied Science, the University of Virginia.
Halderman, A. J. (n.d.) The living voice - voting as a security problem.[Video transcript]

Coursera. https://www.coursera.org/lecture/digital-democracy/the-living-voice-GMEjX (BRBEEY )
The Institute for Advanced Technology in the Humanities. (n.d.). How America Voted: By

voice. http://sociallogic.iath.virginia.edu/node/35 = [ W7 (nd).

. [ ME T : The Institute for Advanced Technology in the
Hughes, T. J. (1994). Technological Momentum. Boston, Bos: The MIT Press. »
Humanities.

Lange, A. (2011, May 9). Application to Cryptography. In An Overview of Homomorphic [ TR T -

Encryption. https://www.cs.rit.edu/~arl9577/crypto/alange-presentation.pdf

[ﬁET*&ﬁ: W, TR (BRIA) +RIE
(DengXian), 10.5 %

TechTarget Contributor. (n.d.) Homomorphic Encryption. TechTarget.

10

v

ECIET

(w7 - ~DERF(F—T)-

) i




https://www.techtarget.com/searchsecurity/definition/homomorphic-

encryption#:~:text=Homomorphic%20encryption%20is%20the%20conversion,data%20

without%20compromising%?20the%20encryption.

Voting and electioneering, 1789—1899. (n.d.) National Museum of American History.

https://americanhistory.si.edu/democracy-exhibition/machinery-democracy/voting-and-

electioneering-1789%E2%80%931899

Wiggins, N. (2020, October 11). US elections were changed for better (and worse) by the

secret 'Australian ballot'. ABC News. https://www.abc.net.au/news/2020-10-11/us-

election-voting-changed-by-secret-australian-ballot-history/12726686

11

f;[ﬂﬂﬂ%%?: 1



