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Introduction

Traditional cybersecurity trainings are notoriously boring and ineffective (Reeves et al.,
2021), yet organizations have historically relied on traditional security education and training to
mitigate cyberattacks. According to a recent TalentLMS survey on the state of cybersecurity
training, 61% of employees who took cybersecurity training failed a basic test (Marousis, 2021).
Across the board, employees struggle to retain and apply what they learn in cybersecurity
trainings to their everyday work lives. In an attempt to make cybersecurity education more
engaging and effective, employers are increasingly turning to gamification methods.
Gamification is the use of game mechanics and game thinking to engage users in solving
problems and to motivate them by introducing elements of competition and reward (Moore,
2017). While gamification is increasingly popular among employers, the effectiveness of
gamification is not well-documented. This STS paper applies the Social Construction of
Technology (SCOT) framework to answer the question of how effective gamification is in
cybersecurity training for organizations.
Research Question and Methods

This STS research paper explores the effectiveness of gamification methods in
cybersecurity trainings compared to traditional cybersecurity training methods. To answer this
question, this paper employs documentary research methods by compiling and analyzing
research from a variety of scholarly articles ranging from articles detailing the current

cybersecurity landscape to individual case studies of gamified approaches to cybersecurity
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training. Research keywords include “cybersecurity,” “training,” “game,” “gamification,”

“engagement,” and “effectiveness” since these are most relevant to the research topic. The



analysis is organized thematically and begins with an overview of employee perceptions in the
current cybersecurity landscape as well as the effectiveness of traditional training programs.
Next, the paper details a number of case studies of gamification in cybersecurity training,
pinpointing the strengths and weaknesses of each approach, both in terms of employee
engagement and actual security outcomes. Expanding the scope of the research question, this
paper then seeks to identify inherent limitations of gamification approaches as it relates to
employee trainings. Finally, the paper synthesizes the findings from the analyses to offer
recommendations for the future of cybersecurity trainings for organizations.
Background Information

Cyberattacks pose major challenges to businesses and organizations. According to
PurpleSec’s 2021 Cybersecurity Trends Report, over 50% of all cyberattacks are done on small
to midsize businesses (SMBs), and enterprises experience approximately 130 security breaches
per year, per organization, on average (Firch). In 2021, RisklQ estimated that businesses
worldwide lose $1,797,945 per minute due to cybercrime—and that the average breach costs a
company $7.2 per minute (Rosenthal). Human error is one of the primary factors that enables
cyberattacks to be successful (Ahola, 2021). In a security context, human error encompasses
unintentional actions (or inaction) by employees and users that cause, spread, or allow a security
breach to take place. Human error includes a vast range of actions, from downloading a
malware-infected attachment to failing to use a strong password (Leal, 2022). According to
research from Elevate Security, human behavior had a direct role in 88% of total losses in the
largest cybersecurity incidents over the past five years, and about two-thirds of major data

breaches are the result of humans (2021). Similarly, phishing is the most common way in which



malware is delivered. In fact, a 2019 report by NortonLifeLock found that 92.4% of malware is
delivered as an attachment in a malicious email.

To mitigate the human risk element, organizations have historically required traditional
security awareness education and training (The Defence Works, 2019). Traditional security
awareness trainings methods include models in which large groups of employees periodically
attend one-day events (Hadley, 2018) and mandatory security awareness trainings involving
reading information from slides and taking knowledge-checking quizzes afterwards (Obudulu,
2022). Unfortunately, traditional methods of cybersecurity training have proven to be largely
ineffective. According to a survey on the state of cybersecurity training, 61% of employees who
took cybersecurity training failed a basic test (Marousis, 2021). Not only are cybersecurity
trainings relatively ineffective, they are also boring. A 2021 paper found that employees
generally have a negative attitude toward cybersecurity trainings, citing a lack of interest in the
presentation style and a perceived mismatch between the training content and real-world
scenarios (Reeves, et al.). Overall, employees often fail to internalize and implement proper
cybersecurity practices in their work lives.

In an effort to increase employee engagement with cybersecurity education, employers
are increasingly using gamified methods as opposed to traditional methods. Some examples of
gamified methods include ThreatGEN’s Red vs. Blue, a game-based cybersecurity simulation
platform that combines a gaming engine with an adversary simulation A.l., theoretically tailoring
the content of the game to match the user’s skill level (2022) and Centrical’s game platform that
allows users to complete challenges involving a variety of game narratives (e.g., Hide and Seek,

car races, hitting targets) in order to earn coins, badges, and move up on a leaderboard (2022).



This research paper explores the effectiveness of gamification methods in cybersecurity trainings
compared to traditional cybersecurity training methods.
Importance of Social Construction of Technology

This research project employs a Social Construction of Technology (SCOT) framework
to analyze the relationship between cybersecurity trainings and relevant social groups, which
include employees, employers, cyber attackers, cybersecurity professionals, and everyday users.
SCOT posits that technology does not determine human action, but rather than human action
primarily shapes technology. Originated by Trevor Pinch and Wiebe Bijker, SCOT denies
technological determinism and instead recognizes the interplay between the social and technical
aspects of technologies (1984).

While the SCOT framework has not yet been used to analyze the gamification of
cybersecurity trainings, several scholars have used the framework to explore related fields of
study. In a 2002 paper, for example, Jackson, Scott, and Kuhn document the use of SCOT in
studies of the workplace, specifically those exploring the relationship between the organizational
aspects of workplaces and the design and development of information and communication
technologies (ICTs). In this paper, the authors assess the extent to which constructionist views in
past studies are successful in providing a framework for understanding ICTs in the workplace.
The authors ultimately argue that while social constructionist views have in principle developed
an understanding that privileges neither technology nor the workplace, their use in design and
implementation have tended to tilt so as to overemphasize either the technological aspects (ICTs)
or the social aspects (the workplace).

For example, a paper by Shoshana Zuboff ostensibly used SCOT to provide a social

ethnography of the computerization of large paper mills, describing how work that had



previously been done by touch, feel, and sight was transformed as the factory was computerized
(1988). Jackson, Scott, and Kuhn point out, however, that Zuboff privileges the technological
dimension in her analysis, treating the technology as a black box around which members of the
organization must reconstruct their work. Conversely, a different paper exploring knowledge
management systems in organizations tips toward a social perspective, concentrating on sense-
making, communicative connections between individuals, and knowledge processes at the
expense of the ways in which technology itself shapes these dimensions (Mentzas, et al., 2001).

In order to overcome these imbalances, Jackson, Scott, and Kuhn recommend taking the
imbalance as an empirical question and asking what factors or forces might determine whether
organization is the primary mover, whether technology is, or whether they are co-producing each
other, cautioning that “without large, representative samples, it is not possible to determine
whether a given slant is warranted or not” (2002). In this research paper, the SCOT framework is
apt for the topic of gamification in cybersecurity because innovations in cybersecurity trainings
are relatively recent developments, and designers currently have substantial flexibility in shaping
the future of cybersecurity trainings. This observation aligns with SCOT’s tenet of interpretive
flexibility, which suggests that technology design is an open process that can produce different
outcomes depending on the social circumstances of development (Klein & Kleinman, 2002).
Importantly, while this paper primarily analyzes cybersecurity trainings through the lens of
SCOT, it is also important to recognize the ways in which the technology associated with
cybersecurity trainings shapes employee perceptions and workplace culture.

SCOT has also been used to analyze and propose new systems for information security.
Wolter Pieters’ 2010 paper, for example, examines the interplay between the technical and social

aspects of cybersecurity policies for organizations. Recognizing that information security is both



a technical and a social challenge, Pieters writes that the important distinction between these two
domains is that the implementation of policies is not deterministic. Working under the
assumption that technology is shaped by human use and action, Pieters points out that while a
door will always (or with very high probability) let someone in who has the key, a person may
act differently in different circumstances, and he or she may only conform to a given policy, say,
60% of the time. By recognizing the role of human agency in shaping the usage of technology
and information security policies, Pieters proposes a framework for information containment that
is sensitive to the ways in which social aspects shape the effectiveness of cybersecurity policies.
Analyzing the Effectiveness of Gamified Methods

Gamification of cybersecurity trainings is frequently hailed as a superior alternative to
traditional cybersecurity training methods (Zides, 2021). However, while various case studies
demonstrate that gamification leads to increased employee engagement, empirical data shows
that gamification does not necessarily lead to an improvement in actual security outcomes
(Capers, 2021). Specifically, the mere conversion of traditional cybersecurity training content
into the form of a game will not, in itself, improve security outcomes. That being said, the game
medium offers certain advantages over some forms of traditional cybersecurity trainings
including greater possibilities for employee engagement, opportunities for group participation,
and more effective ways to motivate good cybersecurity practices. This paper recommends that
employees who seek to implement gamified training methods must leverage these advantages
and consider the specific needs of their employees in order to maximize benefits.

Current Cybersecurity Training Landscape. The current cybersecurity training
landscape is characterized by lack of engagement from employees and subpar security outcomes.

One study conducted by Reeves, Calic, and Delfabbro identifies factors that influence employee



perceptions of traditional cybersecurity trainings, writing that “much of the delivery of the
training or advice was considered boring with low production qualities. In online training, for
example, interfaces were often described as counterintuitive” (2021). Indeed, respondents
reported that they sometimes disagreed with the advice presented in the training, did not perceive
it as relevant to their role, received too much information, or did not believe that it captured real-
world variability in the workplace. This observation highlights the fact that the content, delivery,
and aesthetics matter when presenting cybersecurity awareness trainings. Another factor
identified in the paper centers around other people, colleagues, and management. In particular,
participants reported being strongly influenced by the behavior of their colleagues or
management, either as positive role-models or examples of bad behavior. Some indicated that
their colleagues’ poor behavior served as motivation for them to implement secure practices
themselves, whereas others reported violating security policies because they were simply doing
what everyone else did. It was also common for people to base their behavior on a perceived
mid-point between the official policy and observed behavior of others. This finding suggests that
problems with security practices may not simply lie in the type of training that employees
receive but also in the workplace culture and expectations of adherence to good security
practices. Finally, the paper cites preconceptions, experiences, and understandings of cyber
threats as an obstacle to increasing employee engagement and retention relating to cybersecurity
awareness trainings. For example, some participants believed that they had a sufficient level of
understanding regarding cybersecurity threats to make their own decisions regarding their
behavior at work, and for this reason they did not comply with the recommendations of

cybersecurity training programs. This result emphasizes the need to not only create good training



programs but also to highlight the severity of cybersecurity threats in order to properly motivate
employee engagement and compliance.

While gamification is an attractive alternative to traditional cybersecurity trainings in that
they tend to increase employee engagement, a survey of 573 respondents found a strong
correlation between gamified training programs and higher rates of security breaches (Capers,
2021). Indeed, phishing attacks are suffered by 82% of companies that use gamified security
training compared to only 67% of those that employee traditional training methods. Similarly,
ransomware attacks were reported in 61% of companies that used gamified training methods
compared to only 29% of companies that used traditional methods, and data breaches were
reported in 59% of companies that used gamified training methods compared to 28% of
companies that used traditional methods. Any company that seeks to engage in gamified security
awareness training must reckon with these alarming statistics; not only is gamification apparently
less effective at preventing security incidents, but companies are putting significantly more
resources into gamified training than those providing traditional training. Clearly, the conversion
to a game medium is not in itself sufficient to improve security outcomes. Instead, it is important
for employers to carefully consider the strengths of gamified approaches and leverage them to
optimize security outcomes.

Case Studies of Gamified Methods

This paper now examines several case studies of gamification methods in cybersecurity
trainings through the lens of interpretive flexibility, a principle of SCOT that suggests that
technology design is an open-ended process that can produce different outcomes depending on
the social circumstances of development (Klein & Kleinman, 2002). Given that the emergence of

gamification methods in cybersecurity training is relatively recent, it is unsurprising that there



are many different ways in which gamification methods have been implemented. One such study
by van Steen and Deeleman experimentally tested a cybersecurity game applicable for
cybersecurity training against a non-cybersecurity game that did or did not contain cybersecurity
information (2021). In the cybersecurity game, participants encountered a number of
cybersecurity incidents, ranging from protecting against phishing e-mails to baiting attacks, and
were taught what they could do to be more secure. If they did not give the correct response to the
incident, there were consequences (e.g., a lower score in the game) and participants were
informed of what they should have done instead and why. This stipulation ensured that
participants who did not do well learned what they should do in the future, thereby improving
cybersecurity knowledge and relevant skills. In the other conditions, participants played a
cooperation game that acted as a control game. In this game, participants solved cooperation-
focused incidents in which they were asked for help by non-player characters. These incidents
were unrelated to cybersecurity. In the “control plus information” condition, cybersecurity
information from the cybersecurity game was added to the cooperation game in poster format.
Results showed that the cybersecurity game resulted in higher self-reported scores on attitudes,
perceived behavioral control, intentions, and behavior compared with both types of non-
cybersecurity games.

While the game from this study increased employee engagement and improved scores of
perceived cybersecurity awareness, the study was unable to conclude whether this training
program was actually more effective in yielding better security results. Indeed, the only measure
of success was based on a subjective questionnaire asking employees about their attitudes and
perceived behavioral control regarding cybersecurity practices (2021). Importantly, just because

an employee is aware about good security practices does not necessarily lead to actual behavioral
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change. In fact, the authors of the paper note that “one limitation of this study lies in the limited
evidence for behavioral change as a result of playing the cybersecurity game that goes beyond
the effects of the Theory of Planned Behavior [questionnaire] predictors” (2021). Another
limitation is that the format of the “control plus information” condition, a dubious stand-in for
traditional cybersecurity trainings, which generally require more than a cursory glance at a poster
of information. The advantage of the gamified approach from this case study is that the format of
the game improved employee engagement and retention of knowledge, but it is unlikely that this
approach actually improves security outcomes, largely because factors such as workplace culture
and motivation for good cybersecurity practices went unaddressed.

A second case study by Muhly, Leo, and Caneppele details the creation and testing of a
game for social engineering awareness (2021). The authors utilized field observations and
interviews to collect data on participants’ engagement, satisfaction and compliance with game
instructions. In this study, the game was a tabletop card game. In each iteration of the game, a
team simulated an attacker by creating a social engineering attack plan based on the given game
materials consisting of a situation plan for a fictitious company, a set of fictitious employee
profiles (each with unique characteristics and skills), and an attack plan sheet that guided players
through the process. After formulating an attack plan, the teams presented their attacks to the
other teams at the game table. Each presenting team received an evaluation from the other teams
based on a predefined point scale, and the evaluating teams had the ability to propose attack
improvements to earn bonus points.

Much of the feedback about the game centered around improving the game procedures
and materials. Interviewees mentioned that they would have appreciated more background

information and a deeper introduction to the real-life implications of social engineering. Other
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participants pointed out that the game should have been digitized to scale it and make it more
accessible. Indeed, the authors of the study acknowledge that “the findings suggest that
participants enjoyed the game but sometimes had trouble with following the game instructions”
(2021). In general, the main drawback of this gamified approach was the lack of comprehensive,
straightforward explanations about the game and cybersecurity in general. Another limitation of
this study was that there was no follow-up as to whether security outcomes improved for the
subjects in the game, and there was no control group to serve as a baseline. That being said, this
gamified approach had certain advantages that the previous case study did not. For one, the
group-centric nature of this game shows promise as a way to encourage employees to work
together towards good security practices. Instead of employees working individually on
cybersecurity training modules (as is often the case in traditional trainings), a group game allows
employees to discuss what they are learning, fostering a culture of cybersecurity awareness.
Similarly, the game’s emphasis on the attacker’s perspective is helpful in motivating employees
to be vigilant against social engineering attacks.

The third case study by Adams and Makramalla intentionally focused on motivating
employees to take their responsibilities seriously in maintaining good security practices (2015).
Specifically, the authors of this paper discuss the use of gamification methods that enable all
employees and organizational leaders to play the roles of various types of attackers in an effort to
reduce the number of successful attacks due to human vulnerability exploits. By putting
participants in the position of attackers, the authors argue that employees will better grasp the
seriousness of cyberattacks, gain a deeper understanding of how cyberattackers operate, and
become better-equipped to respond to threats. The game proposed in this study specifically

identifies various attacker types such as Script kiddies (attackers who depend on existing tools),
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insiders (attackers who are embedded within the organization they attack), petty thieves
(attackers who commit online fraud), professional criminals (attackers who are hired to infiltrate
systems), and hacktivists (attackers who are motivated by ideology), among others (2015). By
incorporating these roles into a video game complete with a story, real-time feedback, increased
challenges, player control, and progress mechanics, the authors assert that such a game will help
train all employees and organization leaders to develop cybersecurity skills and better defend
against and react to data breaches (2015).

The advantages of such an approach are apparent: an attack-centric perspective motivates
employees to change their behavior, and the medium of a well-designed video game is likely to
encourage increased participant engagement. However, this approach fails to address the need
for a systemic change in the workplace culture. An employee who is required to play such a
game may fully understand the learning objectives, but the actual benefit to the organization’s
security may be minimal due to the fact that there is no guarantee that the employee’s peers are
compliant, leading to the possibility that behavior is largely unaffected (Gillam, 2020).
Relevant Social Groups

The second component of SCOT is identifying relevant social groups. Importantly,
technology development (including the development of cybersecurity trainings) is a process in
which multiple groups, each embodying a specific interpretation of an artifact, iteratively
negotiate over the artifact’s design (Klein & Kleinman, 2002). In the case of cybersecurity
training, the relevant social include business executives, team managers, company employees,
and end users. A paper by Sabillon, et al. identifies these same major relevant social groups
(2019). In this paper, researchers examined and compiled cybersecurity awareness

methodologies, frameworks and approaches in order to propose a training model designed to
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address existing deficiencies in awareness trainings. Specifically, the authors designed the
Cybersecurity Awareness TRAIning Model to deliver training to different organizational
audiences, each of which has unique and separate objectives (2019). For example, an ideal
cybersecurity training course for managers would target different learning goals than a training
course for IT professionals. Based on a case study in Canada, CATRAM was effective in laying
the groundwork for a new cybersecurity training program. According to the authors of the study,
“before conducting our case study research, our target organization did not have any
cybersecurity awareness model nor any cybersecurity awareness education program whatsoever.
The CATRAM delivery allowed the organization to build a strong foundation for a future
implementation of a comprehensive cybersecurity awareness training program” (2019). This case
study demonstrates that cyber awareness training research must be focused on developing new
and interactive ways to keep people engaged based on their own position and needs in order to
cultivate consistent cyber defense and proactive behaviors.
Recommendations for Success

The third component of the SCOT framework is closure and stabilization. A multigroup
design process can experience controversies when different interpretations lead to conflicting
images of an artifact. Design continues until such conflicts are resolved and the artifact no longer
poses a problem to any relevant social group (Klein & Kleinman, 2002). As demonstrated by the
case studies detailed above, several researchers have attempted to implement gamified methods
for cybersecurity training, but unless the gamified approach is engaging, communal, and
properly motivated, it is unlikely to yield positive results. One paper by He and Zhang largely
confirms these findings (2019). This paper identifies best practices and provides actionable

insights (relating cyber awareness to employees’ personal life, reinforcing security procedures
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and guidelines, instilling a “relaxed alert” state of employees, and minimizing security fatigue
for employees) that help enterprises develop and implement economical, effective, and engaging
cybersecurity training and awareness programs (2019). Relating cyber awareness to employees’
personal life involves motivating employees to take preventative and precautionary action, not
just maintaining a cursory sense of cyber awareness. Indeed, there is a difference between
knowing of a threat and acting to preventing a threat, largely because people often underestimate
the risks (Schwarzer, 1994). Training programs and educational materials need to relate cyber
awareness to employees’ personal life, family, and home, in order to be more engaging and to
encourage employees to change their cybersecurity behavior. Another aspect identified by the
authors is reinforcing security procedures and guidelines. Based on studies of how people learn
and retain information, it is generally not sufficient to rely on minimally trained workers to
defeat highly motivated hackers. Therefore, the authors recommend that security training
programs focus on implementing good security behaviors as defined in formal organizational
procedures and guidelines instead of merely telling people what not to do. The third principle is
instilling a “relaxed alert” state of employees. In such a state, employees feel relaxed, productive,
and able to concentrate, so they can immediately detect something wrong in their environment.
The final recommendation from the paper is to minimize security fatigue for employees. Many
employees report feeling overwhelmed and experience “security fatigue” on account of an ever-
increasing number of security alerts and warnings from a variety of sources such as television,
magazines, radio, and social media. Thus, to minimize security fatigue, the authors recommend
that successful security training programs should train employees to set up password managers,
set up automatic security updates, and how to use advanced cybersecurity solutions to reduce

stress and fatigue.
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These recommendations align with the findings mentioned above. For one, minimizing
security fatigue and reinforcing security procedures and guidelines can be accomplished by a
comprehensive and engaging training program. Instilling a “relaxed alert” state of employees
relates to creating a workplace culture of cybersecurity awareness and best practices. Finally,
relating cyber awareness to employees’ personal life is a practical way to motivate employees to
understand the effects of cyberattacks and motivate behavior change.

Wider Context of Gamified Approaches

SCOT emphasizes the need to take into account the wider sociocultural milieu in which
artifact development takes place (Klein & Kleinman, 2002). For example, in the case of gamified
approaches to cybersecurity trainings, it is important to consider why games in and of themselves
do not necessarily lead to positive security outcomes. One explanation is that gamified trainings
tend to be less comprehensive than traditional trainings. According to a 2021 survey, non-
gamified trainings were more likely to cover important security subjects such as password
policies, data privacy, onsite security, and acceptable use compared to gamified trainings
(Capers, 2021). But even beyond the subject matter of the trainings themselves, there are several
possible explanations for why a gamified approach, though more engaging, does not actually
shape employee behavior. One possible reason is that good games require voluntary
participation. Author, researcher, and game designer Jane McGonigal describes games as
“voluntary attempts to overcome unnecessary obstacles,” and yet this principle does not
necessarily hold true if an employee is required to play a game to fulfill their annual security
training (2011). If an employee has no vested interest in playing a game, then a gamified
approach will be no more engaging or effective than a traditional cybersecurity training; the only

aspect that has changed is the format of the content. A second possible explanation relates to the
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mental disconnect between the real world and the game world. In games and digital media, for
example, the ”magic circle” is the space in which the normal rules and reality of the world are
suspended and replaced by the artificial reality of a game world. The existence of the magic
circle allows people to enter into game worlds to take on various roles or carry out various
activities and yet remain relatively unchanged after emerging back into the real world (Klabbers,
2009). The magic circle could explain why employee behavior remains largely unaffected even
after an engaging and comprehensive gamified cybersecurity training program. In order to be
effective, a game must penetrate from the virtual world into the outside world, and this goal can
be effectively accomplished by sufficiently motivating employees and reminding them about the
real-world consequences of their actions.
Limitations and Further Exploration

Overall, in order for a gamified approach to be effective, the delivery of the content must
be engaging, there must be a communal aspect in order to shape the workplace culture, and the
need for good cybersecurity practices must be properly motivated. While these recommendations
surrounding gamified approaches are drawn from real-world case studies and empirical data, it
remains to be seen whether these recommendations hold true in an experimental study. Further
research into this topic should center around the development and controlled testing of a
gamified cybersecurity training that follows the recommendations outlined in this paper.
Conclusion

This research paper sought to determine the extent to which gamified approaches to
cybersecurity trainings are effective alternatives to traditional cybersecurity trainings. Based on
case studies and empirical data, a gamified approach is a viable method as long as the content is

thorough and engaging, the game is distributed to the organization’s workforce in such a way
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that it fosters a more security-aware culture, and the need for best practices is sufficiently
motivated. This research is significant because the field of gamified approaches to cybersecurity
trainings is relatively new, and while it appears to be an engaging, attractive, and easy alternative
to traditional trainings, it is important for employers to seriously consider the factors that
influence improved employee behavior and security outcomes as opposed to blindly believing

that gamification in itself is the sole solution to improved security.
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