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Introduction

The evolution of technology has not only rendered traditional methods of espionage
obsolete but has also ushered in a new and complex array of threats on the international stage.
Some of the most fundamental parts of intelligence are now rendered useless through these
technological advancements. Previously iron-clad cover identities can now be cracked in a
matter of seconds through facial recognition technology and digital footprint analysis. Agencies
now have to deploy more sophisticated and expensive ways to maintain cover identities but at
their best the identities are only good for a one time use (Lucas, 2020). Furthermore, the ease
with which information can be shared, manipulated, and accessed globally has exposed
vulnerabilities in traditional espionage strategies. Cyber espionage, misinformation campaigns,
and electronic subversion have become potent tools in the hands of state-sponsored actors and
rogue organizations. The interconnectedness of the digital world has enabled adversaries to
exploit these tools, disrupting political processes, sowing discord, and compromising national
security in unprecedented ways all within their own boundaries. For example, the Internet
Research Agency, a Russia sponsored agency, created fake accounts mimicking Democratic
candidates and official campaign committees during the 2020 elections. They used names and
materials of legitimate domestic nonprofits and grassroots organizations and employed
seemingly nonpolitical or commercial content to disguise their political activities (Kim, 2020).
Traditional methods of espionage have no counters or defense to this type of foreign spying. This
shifting landscape necessitates not only a reevaluation of traditional intelligence methods but
also a proactive approach to understanding, countering, and adapting to the emerging challenges

posed by these technological advancements on the international stage.



The integration of emerging technologies, particularly artificial intelligence (Al), within
the realm of intelligence has ushered in a new era of efficiency and capability. These
technological tools have significantly enhanced agencies' data processing and analysis capacities.
Al, in its various forms, has become instrumental in geospatial, signals, human, and open-source
intelligence, allowing for rapid analysis of vast datasets and identification of crucial patterns
(Katz, 2020). However, amidst this technological surge, the human presence remains
irreplaceable. As highlighted by former CIA officer Rober Grenier, the nuanced, context-driven
interactions that humans comprehend are beyond the scope of technological methods alone
(Human intelligence, n.d.). While Al can process immense volumes of data, human intelligence
is essential to contextualize the information, assess its reliability, and discern subtle nuances. The
collaboration between advanced Al systems and human expertise becomes imperative in
navigating the complexities of modern intelligence challenges.

Moreover, the rapid development of Al and other emerging technologies has initiated a
global 'space race' of sorts, with nations like China and Russia rapidly advancing their
capabilities (Katz, 2020). This competitive environment underscores the urgency for intelligence
agencies to train their operatives adeptly. Ensuring that agents possess not only a deep
understanding of these technologies but also the ethical and strategic acumen to employ them
responsibly is paramount. Intelligence professionals must be equipped not just to utilize these
technologies but also to critically evaluate their outputs, recognizing potential biases and
limitations. This training is crucial not only for maintaining a competitive edge on the global
stage but also for safeguarding national security interests in an increasingly interconnected and
technology-driven world. Balancing technological proficiency with human judgment is not

merely a choice but a necessity in the evolving landscape of intelligence, emphasizing the critical



need for comprehensive and forward-thinking training programs for the intelligence operatives
of the future.

The rapid advancements in internet and communication tools has made it easier for
agencies to conduct remote surveillance, cyber espionage, and communication. These types of
missions are more cost effective and efficient as agents can cover a broad range of targets over
extended periods of time without worrying about the logistical or safety challenges of physically
deploying agents (Dehlinger, 2020). Therefore, the final STS deliverable will explore how the
evolving landscape of intelligence, marked by advancements in technology, impact the
recruitment and training of intelligence officers. It will explore the specific skills, knowledge,
and ethical considerations that are essential for intelligence operatives, and how training
programs can be adapted to equip them effectively.

To remain on the competitive edge for foreign espionage and domestic security, new
technologies must also be developed. The technical project will focus on the developments of
such technologies during my internship.

Technical Project

Specifically, in missions reliant on online communication with targets the agents must
maintain two major things: anonymity and trust with the target. To maintain anonymity and an
untraceable connection, the agent relies on existing technologies. There are many options that are
used. One common option is using a TOR browser which hides sensitive information like IP
addresses, a type of digital fingerprint, and browsing history by routing traffic through multiple
nodes in the TOR network (Newman, 2019). Another method of communication used by agents
is chat systems in video games which are often unmoderated. (Silva, 2021). Virtual private

networks (VPNs) are also commonly used to hide browsing history, IP addresses, and true



location of officers (Rana et al., 2022). To establish trust with the target, the agent relies on their
social engineering skills and cover identity to create rapport. The social engineering aspect lies
fully on the agent and their training (Yadegari, 2023). However, technology can assist with
creating cover identities. In the digital realm, the cover identity has two parts to it: legend and
technical tradecraft. A legend is essentially a detailed, fictitious background story that an
undercover agent adopts to establish a credible cover identity. A legend includes details about
personal history, social connections, professional experience, hobbies, etc (Dorfman, 2019).
Technical tradecraft refers to the methods to disguise technologies used (Intelligence Academy:
Getting Professional Tradecraft Training, n.d.). For instance, consider an agent communicating
with targets in Mexico while operating a computer set to Eastern Standard Time, devoid of any
browser history. In such scenarios, the authenticity of the communication can rapidly deteriorate,
jeopardizing the mission's success. Therefore, technical tradecraft has gained prominence,
especially in missions reliant on online communication for evidence gathering or luring targets
into traps. The ability to skillfully manipulate digital footprints, timestamps, and other technical
aspects has become a fundamental skill for intelligence operatives, underscoring the critical role
of technical tradecraft in maintaining the authenticity and effectiveness of modern espionage
endeavors. In the technical portion of the paper, I will focus on what new technologies are being
created for advancing technical tradecraft and my specific contributions.

To address this, I will draw on experience from my previous internship. The project was
centered on maintaining technical tradecraft to make computer/network connections appear as
genuine as possible to the target. Unlike other technologies, our solution allowed operatives to
customize their setup to suit specific missions, selecting applications, browser history,

keyboards, and more. Additionally, our solution could generate virtual machines (VMs) with



desired configurations instantly. This software-based approach saved agencies money and
enhanced security, eliminating the need for frequent purchases of disposable "burner" laptops. In
contrast, other technologies lacked this customizability, providing blank slates that required
time-consuming setup tailored to the target/mission.
STS Project

The internet and artificial intelligence has significantly transformed the landscape of
intelligence operations. Traditional, in-person missions that once characterized espionage are
gradually diminishing, making way for a new era of remote intelligence gathering. This shift is
primarily driven by the increasing reliance on digital communication, data analysis, and cyber
capabilities. Intelligence agencies now harness the power of Al algorithms to process vast
amounts of information, identify patterns, and extract valuable insights (Katz, 2020).
Consequently, the nature of intelligence work has evolved, emphasizing skills in data analytics,
cybersecurity, digital forensics, and machine learning, which were not as prominent in the past.

This evolution in intelligence methods necessitates a redefinition of skill sets required for
modern intelligence officers. In the past, field operatives relied heavily on traditional espionage
skills such as physical surveillance, disguise, and interrogation techniques. Now, these skills are
complemented by expertise in cyber operations, coding, information security, and data analysis.
Intelligence officers need to understand the intricacies of digital communication, recognize cyber
threats, and adapt to rapidly changing technological landscapes.

Understanding the intricate ways in which technology impacts training and skill sets is of
paramount importance for intelligence agencies' strategic resource allocation. By pinpointing the
specific technical proficiencies required, agencies can strategically design training programs and

allocate budgets accordingly, ensuring that operatives possess the essential skills vital for their



mission success. This strategic approach not only equips agents to navigate the complexities of
modern intelligence but also allows agencies to swiftly adapt to emerging technologies, reducing
the risk of obsolescence and bolstering their competitiveness within the intelligence landscape
(Dalton, 2002). Moreover, the political dimension of assessing the influence of technical
tradecraft on intelligence operations is vital for informed decision-making at the national level.
Policymakers and politicians require deep insights into the evolving role of technology in
intelligence to make judicious choices regarding national security priorities and resource
allocation. Understanding the capabilities and constraints of technical tradecraft empowers
governments to formulate comprehensive intelligence strategies aligned with national security
objectives, ensuring a proactive and adaptive stance in the face of evolving technological
challenges (Lebovic, 2010). The final STS deliverable focus on how the technological
innovations in artificial intelligence, internet, and computational power impacts the recruitment
and training methods of US intelligence officers.

Research will primarily involve examining the historical aspect of this question,
investigating how previous technological developments have driven the evolution of training
within intelligence agencies. Historical context serves as a valuable predictor of future trends,
offering insights into how agencies may adapt in response to changing technological landscapes
since the 2000sFurthermore, I will employ the Actor-Network Theory framework to analyze
specific case studies within intelligence agencies. ANT's focus on human and non-human actors
will allow me to explore the intricate relationships and power dynamics shaping training and
recruitment methods (Cressman, 2009). The human actors are the intelligence officers, and the
non-human actors I will be focusing on will be the technologies they use. Specifically, I will

focus on Al systems, internet communication tools, and cybersecurity technologies. On top of



understanding the interactions between these non-human actors and the intelligence officers, a
technological evaluation will be conducted to understand the true capabilities of these tools and
systems. By studying the current power and weaknesses of these systems, we can understand
how these technologies may change in the future and make recommendations based on the
predicted technological trends. By dissecting these socio-technical networks, I aim to identify
key factors influencing intelligence officers' skill sets in response to emerging technologies and
propose strategies for effective training programs.

Conclusion

In the evolving landscape of intelligence, where technology has both disrupted traditional
methodologies and empowered agencies, a multifaceted approach is crucial. The technical
project delves into the heart of modern espionage, where online communication demands both
anonymity and trust. The technical project's contribution lies in advancing these techniques,
enhancing agents' ability to operate effectively and securely in the digital sphere. Meanwhile, the
STS project critically examines the changing skill sets required for intelligence officers. The
digital era demands expertise in data analytics, cybersecurity, and Al interpretation, reshaping
traditional espionage skills. Understanding this transformation is crucial for resource allocation
within agencies, ensuring operatives are equipped to handle emerging challenges.

This symbiotic blend of technical prowess and strategic training stands as the cornerstone
of contemporary intelligence operations. As the digital world and human ingenuity continue to
intertwine, this synergy equips intelligence agencies to navigate the complexities of the digital
age, fortifying nations against emerging threats. In this era of rapid technological advancement,
these deliverables not only enhance the efficiency of intelligence gathering but also reinforce the

essence of national security. As we move forward, this fusion of cutting-edge technology and



strategic expertise guarantees a future where nations are safeguarded, ensuring peace and

stability in an ever-changing world.
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