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Introduction 

 

 Identity has undergone a significant shift in relevance and application during the 

development of the internet. During the late 1990s, internet services incorporated the ability for 

users to personalize their websites. This change gave e-commerce companies a business 

advantage over competing services, a process highlighted by O’Reilly media (O’Reilly, 2007). 

As a part of this change, these companies to collected information on their users related to the 

content they viewed or purchases they made. The value of user data increased exponentially 

when companies developed methods to track users over multiple websites and create a common 

identity per user, according to the Hastings Science and Technology Law Journal (Geronimo, 

2017). Furthermore, a paper from the Journal of Big Data illustrated how developments in data 

tracking have vastly improved the ability of companies to recommend advertisements and 

products as well as provide services free of charge (Faroukhi et al., 2020). This fundamental shift 

in internet services is referred to as “Web 2.0” and serves as the social foundation for the 

technologies I will be examining in my research topic. 

However, the shift in the business model of e-commerce resulted in negative effects on 

users. E-commerce companies have increased the amount of data collected and the sensitivity of 

the data collected, as cited by the German Law Journal (Quinn & Malgieri, 2021). The 

International Data Privacy Law Journal has noted how the escalation of data collection has also 

raised ethical issues concerning user privacy and informed consent (Altman et al., 2018). 

Another paper from Georgia Institute of Technology identifies issues with the leaking of users’ 

personal data through advertisements (Meng et al, 2016), while researchers from the New York 

University demonstrated the effects of AI based on user data making life altering decisions 

(Stoyanovich et al., 2020). Additionally, Professor Chen from University of Pennsylvania Law 
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School described how e-commerce have lobbied against regulation protecting consumer data and 

explains the short falls of existing legislation (Chen, 2004). In general, Web 2.0 and the business 

model of collecting user data has created networks of control in which e-commerce companies 

exercise power over users and government regulation.  

Initially, this paper will cover my technical topic, zero-trust architecture. The Computer 

& Security Journal defines zero-trust to mean that there is no implicit trust granted to user 

accounts and user identity must be verified from data they provide (Buck et al., 2021). Zero-trust 

architecture relates to the changes in online identity and collection of user data because it is built 

on collecting data from users to verify their identity. The main idea is that existing authentication 

systems based on network security can’t keep up with the variety of user devices and cloud 

services in use. As a result, zero trust is based on identity instead of network location. During my 

summer internship, I implemented a zero-trust architecture using multi-factor authentication and 

collecting data on potential risk factors (i.e., time of day, location etc) of a user login. I will 

cover the technical details from this implementation and skills I gained through this experience.  

The STS topic for this paper will focus on the shift in control of data from users to e-

commerce companies. In the current state of online data collection, users have no influence over 

what companies do with their data. Understanding and educating users on the landscape of e-

commerce data collection is vital to solving ethical concerns relating to informed consent and 

privacy. The goal of this paper is to identify changes that can be made to how e-commerce 

companies collect user data to preserve users’ privacy and informed consent while still providing 

benefit to the e-commerce companies.  
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Technical Topic 

 The technical topic for this paper is zero-trust architecture. Zero-trust architecture is 

meant to replace traditional security based on network perimeters with security based on 

continuous verification of user identity. The shift in security methodology is necessitated by the 

diversification of devices and resources in a network. For example, the majority of enterprise 

level networks use cloud services and allow users to connect on or off premise using Bring Your 

Own Device (BYOD) policy. The need for users to connect to networks from outside the 

traditional network security perimeter exposes weaknesses in security because the network 

perimeter becomes a single point of failure. Zero-trust architecture addresses this concern by not 

granting users in the network perimeter implicit trust. Instead, users are authenticated at a 

granular level, meaning that every authentication takes into account the login context. According 

to a paper in the MDPI Journal, a user’s login context can include their identity, device 

information, the resource they are accessing, etc (Sarkar et al., 2022). Furthermore, the network 

is segmented into components and users must reauthenticate when traversing the network and 

after a specific period of time in the network.  

A central component of zero trust architecture is using multi-factor authentication 

(MFA), which is defined by NIST as using multiple independent methods of verifying a user's 

identity (Rose et al., 2020, p. 4). According to researchers from the National Computer 

Technology Center in Thailand, multi-factor authentication can be implemented by combining a 

password, second hardware factor (ie a token or phone), biometrics or geolocation 

(Vorakulpipat, 2021). Researchers from Princeton University also note that the number of online 

services available to users, as well as the increased use of social logins (for example logging in 

with Google), has led to users duplicating passwords for multiple sites (Lee & Lee, 2017). This 
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is a massive vulnerability flaw as attackers only need to compromise one password to gain 

access to a majority of users’ online identities. The advantage of using MFA, is that attackers 

must compromise every factor of authentication to gain access to a system, which eliminates 

passwords as a single point of failure, according to the MDPI Journal (Ometov et al., 2018). 

During my summer internship, I worked on an implementation of a multi-factor 

authentication system for a state government. My role in the project was working on 

documentation for a proof-of-concept model of the MFA implementation as well as a project 

kick off presentation for the client. I gained experience with interpreting multi-factor 

authentication security policy and translating customers’ needs into the technical 

implementation. For example, we used Symantec VIP hosted on Azure cloud to enable 

contextual based authentication. The contextual based authentication generated a risk score based 

on the user's login context. Data from the login context included geographic location, time of 

day, the devices used to login and other previous user behaviors. This allowed for a granular user 

access policy where logins with higher risk scores were prompted for additional authentication, 

even if they had a correct password. These features allowed for the client to facilitate customized 

login solutions that complied with government regulations as well as serve customers with 

varying types of devices. Through my experience, I learned the importance of flexibility and 

robustness in an identity and access management system. 
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STS Topic 

The STS topic for this paper focuses on the changes in e-commerce data collection due to 

development of network protocols. To address this topic, I will use Actor Network Theory by 

Bruno Latour (1992) to create networks of e-commerce companies, users, government regulation 

and network technology. In particular, I am interested in how the introduction of network 

technologies has shifted control of user data to e-commerce companies. A paper in the Journal of 

Internet Commerce notes that during the 2000s, technologies such as cookies, flash cookies and 

web beacons were developed to provide a seamless experience on the web (Sipior et al., 2011). 

However as data collection became more of a focus, these technologies were developed to 

surreptitiously collect user data that is then aggregated by multiple companies over multiple 

websites (Geronimo, 2017). Furthermore, e-commerce companies obfuscate the data they collect 

while users don’t know how to prevent their data from being collected. While the majority of 

users understand HTTP cookies enough to block or delete them, other tracking technologies have 

been developed to circumvent these tactics. For example, flash cookies will respawn if deleted 

by a user with their knowledge and blocking them disables the user from watching flash video.  

In this way, the lack of knowledge about tracking technologies creates an imbalance of 

power between users and e-commerce companies. As outlined by Sarah West in Business and 

Society Journal, the collection of data creates, “power that is weighted toward actors 

[companies] that can make sense of the data” (2019, p. 23). Moreover, a study in the 

International Journal of Service Industry Management shows that when users are aware of this 

power imbalance, “[they] will attempt to regain power by using privacy-enhancing technologies” 

(Wirtz et al., 2007, p. 328).  The response from e-commerce companies is to justify the system of 

data collection power by painting them as enabling online services such as social media. Users 
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are also hindered from opting out of the data collection system by the design of web services. 

Practical examples are outlined by researchers from Cornell University and include web 

browsers preventing users from controlling their cookie settings and flash cookies being 

necessary in order to play flash video (Millett et al., 2001; Sipior et al., 2011).  Furthermore, 

Professor Chen from University of Pennsylvania Law School shows how e-commerce companies 

use lobbyists to weaken or prevent regulation from affecting data collections at a governmental 

level (Chen, 2004). The book Networks of Control, also asserts shows that little action is taken to 

protect user privacy because most users are unaware of the data collection system and how it 

affects them personally (Christl & Spiekermann, 2016). Another glaring example of the lack of 

accountability of e-commerce company is provided by researchers from the Georgia Institute of 

Technology and New York University, who demonstrate how personal data can be leaked to 

third parties through target advertisements to users (Meng et al., 2016). More broadly, this data 

disproportionately affects marginalized groups and by increasing existing social and economic 

inequality. 

To analyze the system of data collection, I will use Actor Network Theory (ANT) by 

Bruno Latour (1992) as my STS framework. Actor Network Theory is a sociotechnical 

framework that builds network of relationships between actors and posits actors only exist in 

relationship to one another. ANT then uses these relationships to describe how actors generate 

power and control over other actors. I will apply Actor Network Theory to understand how e-

commerce companies use network technology and lobbying against regulation to generate 

control over user’s and their data. Specifically, I will be looking at how the addition of network 

technology from the early 2000s affected this network and shifted power towards e-commerce 

companies. A critique of Actor Network Theory is that it is only descriptive, but I will be using it 
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to suggest action to solve power imbalances in data collection. The goal of this research is to 

identify methods to collect user data to preserve users’ privacy and consent while still providing 

benefits to the e-commerce companies. 
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Methodology 

The research question is, “How have developments in network technologies increased 

control over user data by e-commerce companies?” The primary methodology used for is 

research is literature review. Literature review will be sourced from the academic articles about 

the effects of network technology on the data collection in the e-commerce industry. I will scope 

my research on how cookies and related technology was implemented after 2004, which is when 

O’Reilly media specifies “Web 2.0” began (O’Reilly, 2007). Additionally, I will be combining 

this research with articles on the impacts of data collection on user privacy, informed consent 

and automated decision making. I will analyze this research by establishing a baseline of 

methods used to collect user data before the advent of web tracking technology. Then, after web 

tracking technology is introduced to the data collection network, I will analyze the effects on e-

commerce companies, users and government regulation. The justification for this research is to 

first study how the addition of network tracking technology created power imbalances in favor of 

e-commerce companies. Then, study the response from other actors to this imbalance, for 

example passing legislation at a governmental level or users modifying their online behavior to 

limit how much of their data can be collected.  
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Conclusion  

In conclusion, the evolution of network technology has had profound effects on how 

identity is managed on the internet. In my technical topic, I researched how zero trust 

architecture uses identity as a means of security by using multiple factors of authentication to 

verify identity and eliminating implicit trust based on network perimeters. Moreover, I 

elaborated on my experience and what I learned combining multiple technologies to implement 

this architecture. In my STS topic, I explored how the development of network protocols 

changed how e-commerce companies collect user data. Furthermore, I plan to use Actor Network 

Theory to identify how the interactions between actors generates control over data collection. 

The purpose of this paper is to understand the methods used by ecommerce companies in data 

collection and how they create an imbalance over control of user data. This work is meant to 

inform other researchers by illustrating how the introduction of specific technologies have 

contributed to the power imbalance between users and e-commerce companies. The goal of this 

research is to contribute to a data collection framework in that can be used by e-commerce 

companies to improve their product without violating rights of users. 
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