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STS Research Paper

Essential services are becoming more intertwined with network technology. Banking,
voter registration, and health information are all now available online, greatly increasing the
importance of effective network security. Network security is defined as the combined
techniques and technologies that are used to prevent malicious actors from accessing and/or
modifying private data (Li and Liu, 2021). Viruses, worms, trojans, ransomware, and direct
hacks are all examples of these malicious actors (Jain, 2014). Anyone using networked
technology for important tasks is trusting in the defenses they have and that the service they are
using will prevent hackers from affecting them negatively. As new defense methods develop, it

is important to determine whether or not trust is positively or negatively impacted.

Society depends on trust (Lewis and Weigert, 1985). Currency, laws, and politics in the
US cannot work without trust. Money holds no inherent value beyond the worth of its materials,
yet we trust the government to uphold the stated value, which allows for the economy to exist
beyond barter (Carruthers and Babb, 1996). Laws are not an intrinsic part of the world, and any
weight they hold comes about because of trust that the stated consequences will be upheld. We
trust our representatives to act in our best interests and vote for them in elections as a result. All
these key parts of society are dependent on trust. Services that provide vital services through the
internet are in many ways even more dependent on trust than similar services in reality. Online
banking depends on trust in the provider and their defenses against attacks. If anyone could break
through online banks defenses, then nobody would use them for fear of losing all their money
(Twum and Ahenkora, 2012). As such, the effectiveness of network defenses and the peoples
trust in these defenses has a major effect on social trust, especially as we integrate more vital

services into the internet. As such, | wanted to research the effect of new network defense



methods on social trust in the US, social trust being defined as a belief in the reliability, honesty,
and integrity of others (Taylor et. al., 2007). I will explore whether new network defense

methods will have an overall positive or negative impact on society in this paper.

CASE CONTEXT

Depending on how a network is configured, there are different ways that hackers can attack.
For example, a computer linked to the internet is more easily accessible by an attacker than one
solely connected to an internal network. The attack surface of a network is defined as the system
resources exposed to attackers, which includes communication ports, publicly sourced software,
and component vulnerabilities (Zhuang et. al.). Networks can be configured in different ways with
equal efficiency on the same devices. The idea behind Moving Target Defense (MTD) is that by
generating new configurations that are equally efficient, attack surfaces can be regularly changed
by cycling the network through these different setups (Zhuang et. al., 2014). Research has been
done on the adaptive use of many network defense mechanics, but MTD was not included

(Atigetchi et. al. 2003).

The benefit of MTD is that it reduces the inherent advantages attackers hold. Attackers
will always have the ability to study networks they mean to attack and to choose the time of
attack for their maximum benefit. MTD regularly changes the network, meaning that studying
the network will only help until the next shift. This means that attacks take more time and are
more likely to trigger defense mechanisms, which means that the overall attack is less likely to
succeed. Additionally, MTD can be combined with other security methods for greater overall
ability (Alavizadeh et. al., 2021). However, nonadaptive MTD has the disadvantage that it does
not take the attacker into account when it shifts. Adaptive MTD seeks to overcome this weakness

by including the feedback from other defense mechanisms into its inputs (Cho et. al. 2019). For



example, if a firewall goes off as a result of an attacker trying to infect a computer, the adaptive
MTD will trigger a shift to a configuration in which the potentially infected computer is shifted
away from the attack surface, preventing the attacker from continuing that avenue of attack.
While this has the potential to greatly increase the security potential of MTD, we do not know
the tradeoffs in terms of the ease of use of networks where adaptive MTD is implemented. Thus,
my internship involved working on simulating the effects of adaptive MTD on a network in

terms of security and ease of use.

If adaptive MTD can be broadly implemented, it could greatly increase the difficulty of
network attacks. This in turn would increase the trust people have in network defense methods,
increasing social trust. But this is only one potential outcome. Alternatively, adaptive MTD is
implemented and no one beyond security enthusiasts even notices. Overall, a nonimpact on
social trust in either direction, which would still be a positive outcome, but less of one than the
first outcome. Finally, hackers could figure out the algorithms adaptive MTD uses and attack
systems in such a way that the shifts in network help the attackers instead of hinder. This does
not seem likely, but if it occurred it would be a massive hit to trust in network security, which

could have massive negative effects.

THEORETICAL FRAMING

| used the actor-network theory (ANT) to evaluate the knock-on effects of network
defense methods. ANT defines each actor impartially, whether they are human or non-human,
and whether they act through social, natural or technological means (Lepa and Tatnall. 2016).
ANT transitions through four main phases, starting with designing technology with certain
values and goals in mind, not necessarily consciously. Then, humans delegate work to the

technology. Next, the technology constrains human actions in accordance with its program of



action, enforcing its purpose. Finally, technology shapes society in how it affects the world,
discriminating against those who cannot or will not work in line with its goals. In my actor
network I have users and hackers as human participants, and services and security methods as
nonhuman participants. We inscribe the goal of the transfer of information into services, and the
authorization of allowed requests and denial of nonallowed requests to security methods. We
delegate the transfer of information between people to services, instead of our previous methods
of writing down information, mass producing said writing, and conveying the information to the
larger populace through physical means. Security methods act to enforce the prescription that
users and hackers will only access authorized information, and in doing so discriminate against
hackers. | chose ANT because | could parallel the technical research done by simulating
networks for adaptive MTD with the research done on the network made up of users and security

devices.

RESEARCH QUESTION AND METHODS

My research question is what is the impact of adaptive MTD on social trust? This
question is important to determine whether developing adaptive MTD will have positive or
negative impacts on its users, especially as the trends of further integration of technology
progress. | used a combination of surveys and articles as my research sources (Ponto, 2015). The
surveys were made using Google Forms, and included the questions of how safe college students
think online banking, online voter registration, and password managers are on a scale from 1 to 5
as well as whether new network defense methods make them more or less confident about their

previous answers on safety (Appendix A).

| investigated research articles on social trust and network defense to see the correlation

between the two, including Baki, et. al.’s (2020) work to understand how social trust can be



measured. This let me gather data on trust in online services, trust in new defense methods, and
measures of social trust. I used the answers to my survey to create positive or negative scores for
each question depending on how far from the center of the range of scores the answer was. |
divided the questions by whether they conveyed knowledge of network defense methods or trust
in network defense methods, then combined them. By creating a scatter plot of the combined
knowledge of network defense methods and the combined social trust scores, | created a line of
best fit to measure the trends of the two variables. This was done to find out whether there was a
positive or negative correlation between the two overall categories (Interpreting Scatterplots,

2022).

RESULTS

The survey results suggests that there is no impact on social trust as a result of new
defense methods. The connection between new methods of network defense and social trust is
not statistically significant, with an R squared value of .04. The R squared value is the proportion
of the variance in the response variable that can be explained by the predictor model in the model
(Zach, 2022). With the given R squared value, only four percent of the trust values can be
explained by their paired network defense method knowledge scores. As such according to the
found data, there is no connection between knowledge of network defense methods and trust in

these defense methods.

The collected data consists of 39 responses to the survey, with one being discounted for
being turned in blank, leaving 38 usable data points. The survey consisted of eight questions,
four for the knowledge and four for the trust. The questions were focused on three types of
commonly used applications that rely on network defense methods, antivirus, online

banking/voting registration, and password managers, with online banking and voter registration



put together based on their relative similarity in terms of usage and dependencies on network
defense. The knowledge questions focused on how much they understood their antivirus,
whether they would change their antivirus, and how new defense methods affected their
confidence in the other two applications. The trust questions focused on how confident they felt
in the three types of application, and whether they actually used a password manager. Each
question could add or subtract a maximum of two points from the overall score, leaving the
absolute range for both overall scores from negative eight to positive eight. Negative scores
indicated minimal knowledge or trust while positive scores indicated maximum knowledge or
trust. Each of the 38 data points had their two scores calculated, and then a scatter plot of the

results was created, as shown below.
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Figure 1. Scatter plot of survey results (Lower-Basch, 2023)



After the scatter plot was created, a line of best fit was created for the resulting graph,

shown below.
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Figure 2. Scatter plot of survey results with line of best fit (Lower-Basch, 2023)

The resulting line of best fit has a positive slope, indicating a positive correlation between
the knowledge scores and the trust scores. However, the R squared value is 0.04, which
demonstrates that the line of best fit does not accurately model the provided data, which should
be fairly clear just from looking at the graph. The data points are scattered enough that there is
no definitive correlation between the two values, suggesting the aforementioned final result, that
there is no impact on social trust as a result of new defense methods. This lack of connection can
be explained by the fact that people in general do not need to understand a network defense to
use it, only to develop it. People do not need to understand how airplanes work to use them to get

from location to location. As such, due to the general populations ignorance as regards the



specifics of their network defense methods, their trust in these methods is based on their own
values and assumptions instead of their knowledge, and these preconceptions remain even after
learning the specifics of the defense methods. As a result, there is no connection between the

knowledge of a network defense method and trust in it.

DISCUSSSION

Overall, it is taken as a given that improving network defense methods is a self-evident
good. The existence of hackers demands a response, otherwise we surrender our capacity for
secure online transactions. Computer Network Defense is defined as “Actions taken to protect,
monitor, analyze, detect, and respond to unauthorized activity within the Department of Defense
information systems and computer networks” (pg. 193, Andress, 2014). While there is a great
deal of research on why network defense is required, there is much less research done on the side
effects of network defense, especially when developing new methods of defense. My research
was made to expand on this concerning lack by determining the effect of new network defense
methods on social trust. Hopefully, this will encourage other defense developers to consider the

greater effect their work has on the overall actor network that makes up our society.

My work is fundamentally limited on a number of levels. The sample size is low, less
than 50, those who participated had selection bias due to being those who chose to take the
survey, and the survey had a small number of questions that could be interpreted differently by
different respondents. | had to balance between making the survey long enough to convey
sufficient data to count as a data point, while making it short enough that it would not put people
off from responding, thereby reducing the number of data points | was given. Questions in the
same category could cancel each other out with opposing answers, so someone who strongly

supported password managers while hating online voting would register similarly to someone



who was neutral for both, which for the purpose of the overall scores makes sense, but does
remove some of the nuance of the answer. Additionally, all my respondents are from the
University of Virginia, mostly if not all students there, further biasing the results from the overall

population of the US.

Future research should determine the causative link between social trust and network
defense knowledge (Statistics, 2022), or what other factors need to be considered, increase the
range of my respondents beyond UVA, add more questions to the survey so as to hopefully
better observe the trends, and incentivize people responding to the survey to increase the number
of people responding. As an example, | could potentially add everyone who responded to a
lottery with prizes, which would hopefully get me more responses. Beyond that, | would try to
get a second opinion on the survey questions, and work to plan out how I linked the questions

responses to my overall scoring more clearly in advance.

| plan to use this research to support the development of adaptive MTD. While this study
is flawed in many ways, it does serve as a broad overview of the effect that new defense methods
have on social trust. | would not say that this proves definitively there is no link between the two,
but I would say that it does provide evidence to that effect. As such, given the other benefits
adaptive MTD has in terms of network defense, these being increased security strength and

responsiveness to attacks, I would support its development.

CONCLUSION

New defense methods as a whole does not seem to have a strong impact on social trust,
either positively or negatively. For those taking this research further, | would suggest a broader

base to gather data from, more specificity in terms of adaptive MTD as opposed to general



network defense methods, and potentially comparisons between applications with and without

adaptive MTD. | would say that this study supports the overall development of adaptive MTD.
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Appendix A: Survey Questions

1. How much do you understand your antivirus?

2. How much do you trust your antivirus?

3. Would you switch your antivirus for a newer antivirus?

4. How confident do you feel in online banking/voter registration?

5. If your online banking/voter registration announced it was upgrading their security
methods, how would that affect your confidence in it?

6. Do you use a password manager?

7. How much confidence do you place in password managers?

8. If a password manger announced it was upgrading their security methods, how would that
affect your confidence in it?

9. Do you have any questions, comments, or suggestions?
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