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ABSTRACT 

The largest security concern that many 

companies face is the increasing number of 

both devices and methods used to access 

corporate networks. The solution to this issue 

is removing traditional network security 

boundaries and implementing a zero-trust 

architecture (ZTA) model for all users. In my 

summer internship, I worked for a consulting 

firm to implement a zero-trust architecture-

based identity and access management 

solution for a state government client. To 

design our solution, we communicated with 

the client to determine compliance, risk and 

user requirements. From this analysis, my 

team selected Symantec VIP and used 

features such as multi-factor authentication 

and context-based authentication. For this 

project, we tailored our implementation 

choices towards the specific technology the 

client required. Communication with the 

client throughout the design and 

implementation process was vital to the 

success of the project. The future work 

necessary for this project is to provide a 

monitoring process for security incidents. As 

threats change over time, adapting to a 

changing attack surface becomes a crucial 

aspect of the zero-trust model. 
 

1. INTRODUCTION 

One of the most important and most 

overlooked aspects of web application 

development is security. Part of what makes 

security difficult is implementing an identity 

and access management (IAM) system while 

satisfying realistic customer requirements. 

Our team's design for the IAM system was 

based upon ZTA principles. ZTA is designed 

to eliminate traditional network security 

boundaries and verify the identity of users as 

they access resources regardless of their 

network location (Rose, et al, 2020). “Never 

trust always verify” allows users to access 

network resources from any network location 

on any device without compromising 

security.  

In my summer internship, I worked for a 

consulting firm to implement ZTA-based 

IAM solution for a state government client. 

The technical implementation of the project 

included the features of multi-factor 

authentication, context-based authentication 

and fine-grained authorization. Additionally, 

team leveraged communication with the 

client to achieve a design that satisfied the 

client’s security requirements. We obtained 

requirements in three specific ways: 1) by 

communicating directly with the client; 2) by 

researching government security compliance 

specifications; and 3) by determining 

technical necessities for the project. 
 

2. RELATED WORKS 

Rose et al. (2020) discussed 

implementation details of ZTA as a solution 

to providing security for resources not located 

within an enterprise-owned network 



 

boundary. The authors posited that zero trust 

could improve an enterprise’s overall 

information technology security posture, 

though if not implemented properly, ZTA can 

restrict access to necessary resources. My 

project utilized Collins’ approach to ZTA but 

addressed the potential deadlock it can cause 

by using role-based access control to 

standardize access.  

A number of experts in the field of ZTA 

have proposed the use of multi-factor 

authentication as a potential solution to 

passwords being a single point of failure 

(Ometov et al., 2018). The major advantages 

to adopting this approach include reducing 

the risk of attackers compromising accounts; 

though the security of multi-factor 

authentication relies on all users having 

access to second factors, which can limit 

usability. My approach to the problem of 

MFA utilized the authors primary 

recommendation, but my team and I 

addressed the potential drawbacks by 

expanding the scope of second factors to 

SMS and email.  

According to Sarkar et al. (2022), the 

primary advantage of utilizing context-based 

authentication as an element of design for 

authentication is that it can more accurately 

assess risk of a login based on additional 

information provided by the user other than 

usernames and passwords. He also cites 

potential drawbacks to this approach, 

including having to configure sensitivity of 

risk. My project borrowed a portion of the 

authors’ recommendation to assess the risk of 

each login but avoided potential drawbacks of 

generating high false positive rates by 

increasing the risk tolerance.   
 

3. PROJECT DESIGN 

The most significant elements of my 

project design were system architecture, 

which consisted of the VIP Enterprise, 

identifying the client’s needs and system 

limitations.  
 

3.1 Review of System Architecture 

The enterprise's perimeter network 

(DMZ) has a VPN gateway to enable remote 

users to access internal network resources. 

Remote users sign in to the VPN or web 

server using their current Active Directory 

user name and password. The VPN gateway 

authenticates these by a call to the company's 

Active Directory. If the username and 

password are correct, the VPN gateway 

authorizes the user to connect to the corporate 

network to access protected resources. If the 

username and password are not correct, the 

VPN gateway denies a user's sign-in. 

The addition of the VIP separates the 

authentication from the active directory/ 

business logic and includes a VIP Enterprise 

Gateway to communicate with the rest of the 

architecture. First, remote users arrive at the 

sign-in page of an enterprise's VPN gateway 

or web server. They enter their enterprise user 

name, password, and security code (from the 

MFA application). The VPN gateway or web 

server forwards these credentials via 

RADIUS to VIP Enterprise Gateway. VIP 

Enterprise Gateway authenticates the user's 

credentials against the enterprise's Active 

Directory/ LDAP. Once authentication is 

successful, VIP Enterprise Gateway validates 

the user's security code against the VIP 

validation service in the cloud. If the code is 

validated, VIP Enterprise Gateway responds 

to the VPN gateway's RADIUS 

authentication request by granting access to 

the network resources (Figure 1). 

 
Figure 1: Network architecture with 

Symantec VIP 



 

3.2 Requirements 

 To understand my requirements, it is 

important to understand the context of the 

client being a state agency with requirements 

to state, federal and citizen stakeholders.  
 

3.2.1 Client Needs 

 I determined the client’s needs in three 

ways: 1) by communicating directly with the 

client; 2) by researching government security 

compliance specifications; and 3) by 

determining technical necessities for the 

project. By communicating with the client, 

we determined the need for system that 

included using email and SMS as a second 

factor. Additionally, the client requested to be 

able to customize the risk-based 

authentication for factors including geo-

location, IP address, geo-velocity, device 

sanitization, etc. We gathered these 

requirements by communicating with the 

stakeholder in the design phase as well as 

eliciting feedback from a minimum viable 

product.  

 We obtained the government security 

compliance specifications by consulting 

documentation from federal agencies. In 

particular, NIST outlines security measures 

for storing Personally Identifiable 

Information (PII) of customers, as well as 

multi-factor authentication configuration. 

McCallister, et al. (2010) lays out a 

precaution to take for storing PII such as 

hashing passwords, strength of encryption 

and not using PII as database identifiers. 

Furthermore, we set up the web agents 

required to obtain user information for 

context-based authentication (Sarkar et al., 

2022). Similarly, we implemented a RADIUS 

system as a way to centralize the 

communication with the active directory and 

provide fine-grained authorization (Tang, 

2011). 
 

3.2.2  System Limitations 

  The most relevant system limitation 

in terms of security was the user’s ability to 

spoof information during authentication. 

While the VIP system can collect user 

information, this information can easily be 

spoofed by attackers trying to compromise 

user accounts. Although this creates a more 

secure environment, it can result in a false 

sense that security does not need to be 

maintained. Another key limitation is the 

tradeoff between security and usability. This 

tradeoff is exposed when dealing with MFA 

for SMS/email.  
 

3.3 Key Components 

 The key components of my project are 

the VIP Enterprises software, Azure cloud 

and commercial features. 
 

3.3.1 Specifications 

 The system uses a traditional three-

tiered web architecture with separate business 

logic, database and presentation layers. For 

authentication, the system collects login 

requests at a central RADIUS server and 

sends them to the VIP Enterprise Gateway to 

verify with the active directory and MFA. 

The active directory was hosted on Azure 

Active Directory. The VIP service is hosted 

on Microsoft Azure cloud using Azure 

Kubernetes Services. The client’s information 

is collected using ingress and egress filters 

such as Kibana and Elastic Search.  
 

3.3.2 Challenges 

  One of the challenges while 

implementing the system was disagreement 

between my team and the client as to whether 

the implementation should use a Commercial-

off-the-shelf (COTS) solution or an in-house 

developed solution. The primary issue came 

down to flexibility of the system 

configurations. The client wanted a system 

totally controlled by them, while my team 

wanted a solution that was proven to work in 

a variety of network environments.  
 

3.3.3 Solutions 

 The solution to the challenge of 

determining whether to implement a COTS or 

an in-house solution came from identifying 



 

the capabilities of the client and relating to 

the strengths and weakness of each system 

(Petersen et al., 2018). The major advantages 

of COTS solutions are reliability in multiple 

environments, dedicated customer support 

and developer providing sole focus on 

providing the COTS service.  

 

4. ANTICIPATED RESULTS 

We completed the design phase and a 

minimum viable product for the client. The 

outcome of the design phase was choosing 

three features for Symantec VIP used in the 

context-based authentication, which were IP 

address blocking, device hygiene and geo 

velocity. The anticipated result of the project 

is a significant decrease in the incidence of 

user accounts compromised. 

 

5. CONCLUSION 

ZTA is a worthwhile security investment; 

however, to be successful, the 

implementation must be clearly defined with 

the clients’ needs in mind to be successful. 

The essence of this implementation was 

separating the authentication from the rest of 

the business logic by using the COTS 

product, VIP Enterprise. This modular 

implementation provided security features 

including multi-factor authentication, context-

based authentication and fine-grained 

authorization and it satisfied the client’s 

security requirements.  

Another important aspect of the 

implementation was communication with the 

client and determining the requirements. 

Being a state government agency, the client 

was subject to a variety of state and federal 

compliance regulations. Furthermore, they 

had to make sure the system was available for 

all citizens that needed to use it. In some 

cases, the requirements for availability and 

security conflicted and had to be resolved 

through communication between the team 

and the client. Through this project, I gained 

both technical and communication skills by 

working with a client to satisfy their 

requirements.  

 

6. FUTURE WORK 

Future work for this project includes 

finishing the implementation and deploying 

the final product to the consumer. Out of the 

software development phases of project 

initiation, planning, development, production 

and  operations, the project still needs to 

complete the development, production and 

operations phases. This entails creating a 

working implementation in the client 

environment, testing the system, deploying 

the system to customers and managing post 

deployment operations.  

The most important aspects of future 

work on the implementation are scalability 

and fault tolerance. The client being a state 

government agency have an elevated 

responsibility to the citizen to be able to 

reliably access the system. Implementing load 

balancing and performing load tests will be 

crucial to validating the reliance of the system 

against depletion resources. 
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