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Introduction 

Artificial Intelligence has become one of the fastest-growing technologies of modern 

time and can provide many benefits such as generating images, answering questions, writing 

code, and more based on its learning from existing data (Busch, 2023). However, AI has various 

limitations and concerns centered around it. Some of these concerns are centered around bias as 

if the training data is itself biased, it can lead to a biased AI even if “…no bigotry was 

programmed into the system…” (Dr. Varsha, 2023). Another major concern as AI becomes more 

integrated into society is protection of user data and user privacy. Apple, the creator of the 

iPhone, has announced that coming Fall 2024, it is releasing what it calls “Apple Intelligence”, a 

privacy-preserving AI model integrated into Apple devices. Notably, Apple Intelligence will be 

built into, and a main feature, of the latest operating system for iPhones, of which Apple sold 

217.7 million in 20181.  

Beyond this integration, however, a key selling point of Apple Intelligence is that it will 

draw on the user’s personal data to be more in tune with the user. An emerging concern that 

stems from this however, is the privacy of user data as Apple Intelligence is not always able to 

fully complete tasks on the user’s device and as a fall back, will make use of  their new cloud-

based server called “Private Cloud Compute”, which will require sending highly sensitive user 

data to the server. To better understand the limitations of on-device vs. cloud processing and the 

ecosystem Apple is creating, my technical project will aim to replicate this ecosystem with the 

use of a Raspberry Pi, a desktop computer, and custom AI to perform tasks during which metrics 

will be recorded and analyzed to understand what the limitations are of on-device processing and 

how necessary a cloud server is. For my STS paper, I will be researching the current state of the 

 
1 Apple stopped repor+ng iPhone sales in Q4 2018, thus all other numbers are simply es+mates 



 
 

3 
 

art of data privacy and its intersection with AI as well as looking at the relationships between 

consumer, user privacy, and large corporations like Apple through the Actor-Network Theory. 

My STS research will closely align with my technical project, as the privacy methods discovered 

through my research will be implemented in my technical project and their effect on performance 

evaluated to better understand their trade-offs and real-world impact.  

Technical Discussion 

As it currently exists, AI is a resource-intensive technology and thus is limited in what 

devices can run it. To obtain the best and fastest results, advanced and focused hardware is  

required. Of course, not all use cases of AI require such hardware or need to be the absolute best 

and fastest and thus in some cases AI is able to function on more general-purpose hardware. This 

dynamic is the backbone of the new ecosystem that Apple is implementing with the launch of 

their Apple Intelligence feature. As a result of the current state of hardware and AI, Apple is 

limiting what devices will be able to use the feature, for two primary reasons. The first being that 

not all of their devices have the necessary hardware to use it as they were not designed with such 

a feature in mind. As a result, only the two most recent iPhone models, 15 Pro and 16/16 Pro, 

will have access as they have the hardware to support it. The second reason, which is more 

relevant to my project and STS research, is that while the ecosystem has the PCC to manage 

more intensive processing, in the world of data privacy, cloud computing is considered less 

secure than on-device processing. On-device processing is when the necessary processing to 

manage a request can be entirely done on the requesting device. This ability to manage the 

request all alone is why on-device processing is considered to be the best in terms of data 

privacy; the user data is never exposed to the outside world like it is in off-device processing 

during transmission to the cloud server. In the case of Apple Intelligence, this means that no 
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sensitive user data ever leaves the device in the handling of the request; unless of course, the 

PCC is needed to manage the request.  

An obvious drawback of on-device processing, however, is that the device itself needs to 

have the resources necessary to manage all processing, which is the reason behind Apple limiting 

which devices get the feature. Currently, most AI models use off-site or cloud servers for 

handling requests. However, this comes with drawbacks that include increased response times 

due to factors associated with internet traffic, connection speed, and the need to transport data 

between requester and server, which is inherently less safe as the data is leaving a controlled 

environment.  

In the case of Apple Intelligence, the ecosystem will feature both on and off device 

processing with it favoring on-device whenever possible and off-device as a fallback when 

necessary. This setup becomes a concern as the data used in processing can be extremely 

sensitive user data and thus potentially exposed when off-device processing is used. To alleviate 

these concerns, Apple makes the claim that their PCC server is revolutionary in terms of privacy 

and does not store nor make user data accessible to anyone but the user themselves. This type of 

ecosystem is noteworthy as it is the first of its kind, which raises concerns over Apple’s promises 

of its privacy. 

The goal of the technical project is to replicate this new ecosystem Apple is implementing 

for their Apple Intelligence to better understand multiple aspects of it. To achieve the project, I 

plan on using a Raspberry Pi as my “iPhone,” a desktop computer (which will have a larger pool 

of resources than the Pi) as my “PCC,” and some form of custom AI model to perform tasks that 

include image identification or voice processing. Once a model is found or constructed that 
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aligns with the needs of the project, I will begin to collect data about different performance 

metrics. I plan to collect data on multiple fronts including running the same task on vs off device 

and examining metrics such as total time to receive and manage the request, quality and/or 

accuracy of the output, and resources used to manage the request. I plan to determine what the 

upper limits of the Pi’s ability to manage requests is and then find what a quality upper bound is 

when traits like response time and resource usage are desired to be lower. I then plan to collect 

the aforementioned data across multiple experiments in which different forms of privacy are 

implemented when using the “server” for processing. These are likely to be methods including 

no privacy, encryption, and others that I discover during my STS research.  

Through this project I hope to better understand what is possible in terms of on vs off 

device processing while ensuring data privacy, and data privacy’s effect on performance metrics. 

After arriving at my conclusions on these points, I hope to have a better understanding of Apple’s 

new ecosystem in terms of what the ratio of on vs off device processing could look like. 

STS Discussion  

Artificial intelligence is increasingly interwoven into daily life, offering benefits but also 

raising concerns about privacy and security. Apple’s latest AI development, Apple Intelligence, 

claims to balance the user experience with robust privacy protections. By favoring on-device 

processing for tasks when possible and offloading more intensive processing to their PCC when 

necessary, Apple promises that user data remains secure and private. This claim is particularly 

significant in light of rising consumer awareness and concern over data privacy, as well as 

regulatory scrutiny on tech giants that includes Apple, Google, and Amazon. 
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The primary stakeholders in this research are the consumers, who are the most affected 

by Apple’s handling of personal data. Apple itself is a large stakeholder, both as the developer 

and data processor, and has a vested interest in maintaining user trust and ensuring compliance 

with privacy regulations. Regulatory bodies are also critical stakeholders, as they are tasked with 

protecting consumer rights and enforcing transparency. Lastly, privacy advocates and watchdog 

organizations monitor companies’ adherence to privacy standards, often advocating for more 

stringent controls on data processing practices. In addition, developers and evaluators of new 

platforms will also have an increased interest in Apple Intelligence as Apple has included their 

PCC in their bounty program with up to a $1 million reward for any actor who can misuse it and 

demonstrate this to Apple.  

In terms of physical artifacts, Apple’s devices and PCC servers represent key components 

of the privacy ecosystem. These are the platforms through which user data is collected, 

processed, and in some cases stored. Non-physical artifacts include the software powering Apple 

Intelligence and Apple’s public privacy statements and promises. Together, these artifacts shape 

consumer perceptions, trusts, and beliefs, making Apple's privacy claims an influential part of its 

marketing strategy. 

The Actor-Network Theory (ANT) will serve as the theoretical framework for my 

research, as it allows for the analysis of the interactions between human and non-human actors in 

Apple’s ecosystem. ANT is a theory which focuses on human and non-human actors and the 

connections between them as well as how new actors form as a result of said connections. By 

using ANT, the relationships between consumers, devices, cloud servers, and Apple itself as they 

contribute to, or challenge, Apple’s privacy claims will be revealed. While ANT has been 

criticized for downplaying power differences, in this case, it still offers valuable insights into the 



 
 

7 
 

networked nature of privacy, data processing, and public opinion. By applying ANT, this 

research will explore how Apple’s technologies, privacy policies, and AI models collectively 

create or undermine the consumer’s trust in Apple’s privacy promises. 

This research is critically important given that it addresses the growing societal concerns 

about privacy and the ethical use of AI in consumer devices in a rapidly growing technology 

focused world. Furthermore, Apple’s privacy stance is not only shaping user expectations and 

beliefs but also influencing industry standards which needs to be examined. Understanding these 

practices is essential for maintaining consumer trust and developing potential regulatory 

responses and governmental law. Furthermore, by integrating these insights into my technical 

project, I expect to provide a more comprehensive understanding of privacy-preserving 

techniques in the realm of data privacy while bridging theory with practical application in AI 

development. 

Conclusion  

The technical project—a simulated Apple Intelligence ecosystem using a Raspberry Pi 

for on-device processing and a desktop as the Private Cloud Compute (PCC) server—aims to 

demonstrate the practical limits and privacy implications of on-device vs. off-device processing. 

This project will reveal situations in which off-device processing is required and assess the 

impact different data privacy methods have on performance metrics like response time and 

quality. 

The STS research will be based on the Actor-Network Theory, which will analyze 

interactions among key stakeholders in Apple Intelligence that includes consumers, regulatory 

bodies, and Apple. The research portion aims to shed light on the dynamics of the relationships 

among the stakeholders and how consumer trust is impacted by human and non-human actors 
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while potentially highlighting areas where more transparency is needed in addition to 

determining differing forms of data privacy practices.  

The overall goal of the technical project and STS research is to better understand the new 

emerging technologies including AI and to draw conclusions on the ethical nature of 

technologies like Apple Intelligence and to be more informed about the relationships that exist 

between consumers, corporations, and other actors involved in these technologies.  
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