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General Research Problem

How can encryption technologies balance the need for user privacy with the demands of national
security and law enforcement?

Encryption secures digital communications and protects sensitive data. As society relies
more on digital platforms, robust encryption safeguards against cyber threats and unauthorized
access. However, encryption also challenges law enforcement and national security agencies by
hindering access to information crucial for preventing and investigating crimes. The "going dark"
problem refers to the loss of access to communications due to encryption, which authorities
argue impedes criminal investigations (U.S. Department of Justice, 2019). Balancing user privacy
with law enforcement needs is complex, with significant implications for technology,

governance, and individual rights.

The Struggle over End-to-End Encryption in the United States

In the U.S., how have privacy advocates, regulators, and tech companies competed to influence
the priority of user privacy, digital security, and law enforcement in encryption?

End-to-end encryption (E2EE) stands at the center of U.S. debates over privacy, security,
and law enforcement access. While encryption protects users' privacy and secures
communications against cyber threats, it also complicates efforts by law enforcement agencies to
access data critical for investigating crimes and ensuring national security. This conflict arises

from differing perspectives on whether encryption should be absolute or if exceptions should be



made for government access. The debate has significant implications for individual rights,

cybersecurity, and the balance of power between citizens and the state.

Privacy advocates argue that any weakening of encryption compromises the security of
all users. The Electronic Frontier Foundation (EFF) warns that "any vulnerability in encryption is
a vulnerability for all users" (EFF, 2015). They maintain that strong encryption is essential for
protecting personal data and safeguarding civil liberties. Similarly, the American Civil Liberties
Union (ACLU) emphasizes that "weakening encryption for one purpose weakens it for all
purposes" (ACLU, 2023). These groups contend that introducing backdoors or exceptional
access mechanisms would create vulnerabilities exploitable by malicious actors, leading to mass
surveillance and violating citizens' rights to privacy. Tech companies like Apple and WhatsApp
are caught between these opposing pressures. Committed to user privacy and security, they resist
government demands for backdoors. In response to a government request to unlock an iPhone
involved in a criminal investigation, Apple asserted, "We fear that this demand would undermine
the very freedoms and liberty our government is meant to protect" (Apple Inc., 2016). Apple
maintains that creating backdoors would compromise the security of all users and set a
dangerous precedent. Will Cathcart, head of WhatsApp, declared, "We will always oppose
government attempts to build backdoors because they would weaken the security of everyone
who uses WhatsApp" (Cathcart, 2021). These companies argue that strong encryption is
necessary to protect users from cyber threats and maintain trust in their products. Civil liberties
groups like the Center for Democracy & Technology (CDT) support strong encryption as
essential for free expression and privacy. The CDT warns that "mandating backdoors or

exceptional access would undermine security and privacy for everyone" (CDT, 2017). They



engage in policy advocacy to influence legislation and public opinion, emphasizing that any
weakening of encryption could be exploited by authoritarian regimes and threaten global human

rights.

Government agencies such as the Department of Justice (DOJ) and the Federal Bureau of
Investigation (FBI) advocate for lawful access to encrypted data. Attorney General William Barr
expressed concern that encryption is enabling criminals to "hide their activities from law
enforcement" (DOJ, 2019). The DOJ argues that encryption impedes criminal investigations and
poses a threat to public safety and national security. FBI Director Christopher Wray stated, "We
face an enormous and increasing number of cases that rely heavily, if not exclusively, on
electronic evidence" (FBI, 2020). These agencies seek mechanisms that would allow access to
encrypted communications under legal authority, asserting that without such access, they cannot
effectively protect the public. Law enforcement organizations, including the National Sheriffs'
Association and the International Association of Chiefs of Police, support the government's
position. In a joint statement, they asserted that "the inability to access encrypted
communications poses a grave threat to public safety”" (Law Enforcement Coalition, 2018). They
argue that encryption hampers investigations into serious crimes such as terrorism, child
exploitation, and drug trafficking. These organizations advocate for policies that would require

tech companies to provide access to encrypted data under lawful authorization.

Cybersecurity experts and academics contribute to the debate by highlighting technical
challenges and risks associated with introducing backdoors. In their influential paper "Keys
Under Doormats," leading cryptographers argued that "providing access to communications data

pursuant to law enforcement requests would pose unacceptable risks to cybersecurity" (Abelson
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et al., 2015). They emphasize that any system providing exceptional access for law enforcement
could also be exploited by hackers and foreign adversaries, undermining overall security.
International developments influence the U.S. debate. Governments like the United Kingdom and
Australia have enacted laws requiring technology companies to assist in accessing encrypted data
(Australian Government, 2018). The Five Eyes intelligence alliance, which includes the United
States, has collectively called for access to encrypted communications (Five Country Ministerial,

2018). These international pressures set precedents and impact domestic policy discussions.

This conflict reflects broader concerns about trust in technology, state power, and
personal freedom. The encryption debate embodies tensions between security needs at individual
and national levels. While encryption protects against cyber threats and preserves privacy, it
complicates efforts to combat crime and terrorism. This tension raises questions about the
appropriate balance between privacy rights and security needs. The concept of the "balance of
power" between the state and individuals is relevant here (Nye, 2011). Encryption technologies
shift power toward individuals by enabling private communication inaccessible to the state. This
shift challenges traditional notions of state authority and surveillance capabilities. Government
agencies argue that without access to encrypted data, they cannot fulfill their duty to protect the
public, invoking social contract theory where citizens grant the state certain powers for

protection.

However, privacy advocates contend that excessive surveillance infringes on individual
rights and can lead to abuse of power. They argue that the government's demand for backdoors
represents an overreach that threatens democratic freedoms. The "privacy paradox" complicates

this debate, describing the discrepancy between individuals' stated privacy concerns and their
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actual behavior (Barnes, 2006). While users demand strong encryption for privacy, they often
share personal data freely on digital platforms, raising questions about the actual value users
place on privacy versus convenience. Economic implications are significant. The tech industry
argues that weakening encryption could harm the U.S. economy by undermining consumer trust
and making American products less competitive globally (Business Software Alliance, 2015).
Strong encryption is seen as essential for protecting intellectual property, fostering innovation,

and maintaining a competitive edge in the global market.

High-profile cases have intensified the debate. The 2015 San Bernardino shooting brought
the issue to the forefront when the FBI sought Apple's assistance to unlock the shooter's iPhone.
Apple's refusal highlighted the conflict between law enforcement needs and corporate
commitments to user privacy (Apple Inc., 2016). The case sparked public debate, with both sides
leveraging media and legal avenues to advance their positions. Legislative proposals like the
EARN IT Act aim to combat child exploitation by holding tech companies accountable if they
fail to assist law enforcement (U.S. Congress, 2020). Critics argue that such legislation threatens
encryption and could lead to censorship and privacy violations. The legal landscape remains

unsettled, with ongoing court cases and legislative efforts shaping the future of encryption policy.
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