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General Research Problem
How can online anonymity be maintained without compromising public safety?
In China, internet access is restricted. Websites such as Facebook, Reddit, and Wikipedia,
as well as most Google services, are blocked. To access the entire internet is to use anonymity
systems, such as Tor. Virtual Private Network (VPN) services can serve a similar purpose, but
government authorities can shut them down or force them to de-anonymize their users, and they
do not provide comparable protection guarantees (Traudt, 2019).
Tor lets users bypass censorship, but also opens the floodgates to cybercrime worldwide.
Many new computer viruses connect to Tor-anonymized internet services (“hidden services”) to
receive commands from an attack orchestrator. The infamous WannaCry ransomware, which
caused approximately $4 billion in damage in 2017, is one such example (Symantec, 2017; Berr,
2017). Citizens of oppressive regimes need anonymity systems to speak freely, yet such systems
empower cybercriminals.
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Thwarting Tor Hidden Service Fingerprinting Attacks Using Pluggable Transports
How can Tor bridges be used to defend against website fingerprinting attacks on Tor hidden
services?
Tor is a volunteer-run overlay network that attempts to anonymize both internet users and
internet service hosts. All web services, including Tor hidden services, have identifiable traffic
patterns that make usage of certain services theoretically detectable. This type of analysis, called
traffic fingerprinting (WF), is available to any internet service provider and therefore any
government. Today, this analysis cannot be done effectively at internet scale, but because there
are not many hidden services (approximately several thousand), it is possible to determine which
are being used or operated by a particular Tor user (Panchenko et al., 2017).
Usually Tor is accessed by first generating a three-relay circuit, and connecting to the
first relay, known as the guard relay. Relays used for circuit generation can be enumerated
completely, so it is easy for an ISP to block connections to the Tor network when connecting like
this.
To combat this, non-publically-enumerable relays, “bridge relays,” were added to Tor.
They are optional for users. Bridge relays proxy traffic between a user and their guard relay and
may manipulate the traffic in various ways. The traffic manipulation modules are called
pluggable transports (PTs). Bridges were created after China blocked traffic to the publically
enumerable Tor guard relays, and several PTs were developed once the Chinese and Iranian
governments’ censorship techniques improved (Dingledine, 2012).
Current methods can hinder website fingerprintability, but most of them require running a
custom version of Tor and aren’t used by the general public. One of the most successful
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algorithms in terms of effectiveness and bandwidth overhead is DynaFlow (Lu, D., et al., 2018),
and a custom version of Tor has been built with it.
My goal in this project is to determine if current traffic obfuscation techniques can be
implemented in a pluggable transport, requiring no changes to the core Tor code itself, while
remaining a reasonable defense against WF attacks with low bandwidth and latency overhead. I
will likely port the DynaFlow algorithm to a PT. To test the WF protections the PT provides, I
will conduct WF fingerprinting attacks similar to those used to test DynaFlow’s effectiveness,
collecting packet data for various hidden services for use as training data in a machine learning
model. I have not decided which attributes of the packets I will use. This is an independent
project; I am working with David Evans and Yixin Sun in the Department of Computer Science.
If I succeed, Tor users will have an easy-to-use method of protecting themselves against current
WF attacks. The developed PT may be considered for inclusion into the Tor Browser Bundle.

Behind the Great Firewall: How China’s Government and Populace Compete to Shape the
Chinese Internet
How are Chinese authorities and web users competing to apply the Internet to their advantage?
Chinese citizens are subject to some of the strictest censorship in the world. With
censorship circumvention systems such as Tor, people living in authoritarian regimes can access
the internet freely. To guide the development of anonymity systems, developers must understand
the Chinese internet landscape and threat models. Although Tor is more heavily used in Russia
and Iran (Tor Project, 2019), China’s censorship techniques are the most advanced in the world
(Yuan, 2019) and are therefore the focus of this research.
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China’s success in censoring its internet has sparked a lot of research interest. Research
has measured Chinese online political engagement despite the CPC’s efforts (Chen, 2016; Lu
and Zhao, 2018) and used formal theories such as the Theory of Reasoned Action to explain the
Chinese government’s success in building public support for censorship (Guo and Feng, 2012).
Chin (2018) studied the origins and development of media censorship in China since the 1950s.
Nisbet, Kamenchuk, and Dal (2017) studied public support for online censorship in Russia,
finding that Russian national news media can convince their viewers that the uncensored internet
is a risk.
The Communist Party of China (CPC) launched the Cyberspace Administration of China
(CAC) in 2014 to implement new censorship policies (Creemers, 2015). The CPC had previously
been quiet about its censorship activities, often denying censorship allegations, but with the
creation of the CAC they accepted their status as the world’s most powerful internet censor
(Chin, 2015). CAC declares its sole purpose to “protect the lawful rights and interests of citizens,
legal persons, and other organizations” and to “preserve national security and public well-being”
(CAC, 2017). President Xi Jinping himself asserts China’s heavily censored internet model
protects its citizens and can serve as a global standard (Mai, 2017).
Although the CPC claims to promote public safety, dissidents have been threatened or
detained for acts like posting to Twitter (Shih, 2019). To comply with Chinese law, tech
companies delete politically charged posts en masse (Bamman et al., 2012).
Large Chinese technology companies have had to tread a fine line between censorship
and user engagement. In 2017, following the introduction of a new cybersecurity law, Tencent,
Weibo, and WeChat were all fined the maximum legal amount for allowing certain kinds of
information on their platforms that the CPC deemed damaging (Cadell and Li, 2017).Yet the
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business of internet censorship among private companies has been growing quickly. Many
censors feel they are doing a public service by hiding the vast amounts of “evil and pollution”
that can be spread on the internet, but Chinese internet users who face censorship generally
perceive the government as too restrictive of political discourse (Cadell and Li, 2017).
Constant censorship and threats from the Chinese government have hindered political
expression online (Lu and Zhao, 2018). Residents have relied on VPNs and Tor to side-step
censorship, but VPN providers acknowledge that their Chinese users may be prosecuted by the
CPC (Markuson, 2019). VPN services aim to provide uncensored and unmonitored Internet
access for all their users, protecting activism, Internet freedom, and human rights (Andrea,
2019).
Despite China’s efforts, Tor and several VPN services remain fully operational in China;
however, only an estimated 1% of Chinese citizens use them. Most of the approximately 800
million Chinese internet users are apparently content with convenient, highly integrated online
services such as WeChat that the government can easily monitor and control (MacKinnon, 2012;
McCarthy, 2018). The few who strive to access the uncensored internet must cope with the
performance penalties that come with circumvention services and the language barriers of nonChinese websites. Such disadvantages can deter efforts to evade internet censorship. The
performance penalties can impair productivity for some Chinese technology companies, increase
costs, and stifle innovation (Bao, 2013).
Beyond simple content censorship, the CPC has deterred organizing and protests. In
Hong Kong, protestors have used their uncensored internet access to organize, leading Hong
Kong authorities to consider internet censorship as a means to control the on-going violence
(Agence France Presse, 2019). Since the Fugitive Offenders bill was proposed, protestors in
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Hong Kong have fought for the region’s civil liberties, including uncensored internet access,
especially for journalists and activists (Hu, 2019). To interfere with the protests, the CPC has
used malicious software to disable some services protestors use to organize (O’Brien, 2019).
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