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Privacy has always been a bartering chip in American politics. In 2001 the American
people gave up part of their privacy for freedom when the Patriot Act increased the
government’s power to spy into citizens’ lives (American Civil Liberties Union, n.d, sect. 3).
Recently, teenagers give up part of their privacy to social media or search engine companies like
Instagram or Google to connect with other people. Now, a new form of privacy breach is being
integrated into society; an invention with the best intentions to improve safety and convenience,
but behind the wheel are unregulated corporations.

Autonomous vehicles are the next step in mobility, being the first to transition the
common era into the future of artificial intelligence. Electric vehicles, the first step to self-
driving cars, are rising in popularity and it is estimated that “by 2040, 58% of global passenger
vehicle sales will come from electric vehicles” (Kopestinsky, 2021, “Electric Car Statistics
Worldwide” section). In the technical project the team will be replacing a stand-alone
mechanical driving system in a Ford Escape with an electromechanical drive-by-wire system.
The intent is to control the vehicle through a practical controller connected to the wiring of the
car, just a step in the process to autonomous driving. The team, consisting of fourth-year
mechanical engineering students Jacob Deane, Henry Goodman, Logan Montgomery, Alex
Pascocello, Vishal Singh, and Matthew Deaton, is led by Professor Tomonari Furukawa, a highly
respected and published researcher in the fields of robotics and computational mechanics.
Having already completed the review of existing technologies, customer data, and technology
specifications, the team is ready to begin concept generation and will hopefully start work on the
vehicle within the next week.

The loosely coupled STS research paper through the Social Construction of Technology

lense developed by Trevor J. Pinch and Wiebe E. Bijker will aim to discuss and clarify the



consequences of data collection by autonomous vehicles. Having little legal regulation of data
collected by car manufacturers and a relatively easy hackability of these vehicles, the wide array
of data collected could be stolen or used against the user. There are currently researchers
debating safety regulations that could decrease the threat of privacy to future users such as new
firewalls or algorithms to find cracks in the system. Autonomous vehicles can create safer roads
and give great freedom to those unable to drive, but there must be precautions set forth before

their adoption to ensure users’ privacy remains safe.

DRIVE-BY-WIRE IMPLEMENTATION OF FORD ESCAPE

Drive-by-wire was developed following the success of fly-by-wire, a process used by
NASA in the 1970s to control the Apollo Lunar Module (National Museum of American
History, 2018, para. 1). It is comprised of a series of sensors and actuators connected to the
control area network (CAN) bus matrix. The CAN bus to a car is like “the nervous system in the
human body,” (Autopi, 2021, “CAN Bus Easily Explained” section) as it enables communication
between the sensors within the system. This allows information collected by sensors such as
LiDar and Radar to communicate with the system through a central core processing station. It
will be integral for the technical project to successfully communicate with the already existing
CAN bus within the Ford Escape.

Integrating an electromechanical drive-by-wire system is difficult to implement on an
already functioning vehicle. This is due to the fact that the mechanical gas pedals and steering
wheel are already installed and will have to be removed or adjusted to allow for the motors and
actuators. It is also important to note that “introducing changes into the most critical subsystems

in the car may be very dangerous” (Belcarz, 2018, “Car Choice and Modification” section)



because systems could fail at high speeds. The steer-by-wire portion will be less strenuous a task
as the Ford Escape has power-steering. This is useful because power steering “uses an electric
motor that draws energy from the vehicle's electrical system to provide the steering assistance”
(Vanderwerp, 2019, para. 7) which can be rewired to the new steer-by-wire system. The current
vehicle delivered to the team has already been used in a similar drive-by-wire experiment. This is
helpful as many of the wires have already been pulled out of the interior, however it will be a
feat of reverse engineering to unscramble and assign the massive mess of wires present to the
correct portions of the vehicle and CAN bus. The team will be working on the vehicle in the
Observatory Mountain Engineering Research Facility in the old nuclear reactor space.

Another difficulty the team will have to face is the creation of a practical controller for
the system. In recent years control theory has been implemented through practical controllers,
most commonly as partial, derivative, integral (PID) controllers. There have been several
difficulties converting closed loop control theory to a fully functioning plant system, specifically
in creating a controller that is low complexity, operates in discrete-time, and is free of numerical
problems (Anderson, 1993, p. 17). A controller will be a requirement for the project as it is
relevant to the customer needs set forth. The controller will connect to the system computer on
board placed in the trunk of the car. A system diagram of how the computer will then connect to

the rest of the electromechanical system is presented in Figure 1 (p. 4).
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System diagram of drive-by-wire implementation including sensors and actuators connected to
appropriate outputs. A key is included to describe the inputs, outputs, and processors of the
system. (Deane, 2021)
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Drive-by-wire vehicles are integral to the progress of autonomous cars in the near future.
They provide more freedom of driving to those disabled and can allow for safer roads. In

addition, this approach to car manufacturing results in:

(1) enhanced safety and comfort,
(2) reduced cost associated with manufacturing and maintenance, and
(3) elimination of environmental concerns caused by hydraulic systems. (Xiang,

2008, p.138)

The technical report will aim to adhere to these advantages while still allowing for user input

through mechanical leverage. This is another customer need presented in response to the lack of



faith in electric systems. It represents general skepticism against electric control of vehicles
instead of physically steering and driving the car. With this in mind it is the aim of the technical
project to completely control the Ford Escape using an external practical controller connected to
a drive-by-wire electromechanical system while still allowing for the mechanical control of the

vehicle.

DATA ACQUISITION OF AUTONOMOUS VEHICLES AND IMPLICATIONS ON
CYBER PRIVACY
It is required for autonomous vehicles to collect mass amounts of data of the environment

to respond appropriately and safely on the roads. The CAN bus collects location, speed,
addresses, and, if there is a listen-response Al in the car, your conversations as well. If the car
was a closed loop system that only uses this information as a feedback input to improve driving,
then the only network with access to that data would be the car manufacturers. In fact, Jim
Farley, Chief Executive Officer of Ford, said in a statement in 2014 at the Consumer Electronics

Show:

“We know everyone who breaks the law, we know when you’re doing it. We have GPS in your

car, so we know what you’re doing. By the way, we don’t supply that data to anyone.”

Though Farley later retracted the statement, his “quote highlights the privacy implications of data
collection and use in vehicles.” (Riontino, 2021, “Addressing Privacy Concerns” section). There
are few legal regulations on car manufacturers as to the power they have over the data

accumulated by their vehicles.



The General Data Protection Regulation (GDPR) has been hindering the progress of self-
driving vehicles precisely due to this dilemma. Countries without the GDPR have been more
successful in their advancements of autonomous vehicles because they have not had to “navigate
between privacy and data protection on the one side, and the need for vast amounts of processing
data for SDVs to function, on the other” (Ryan, 2020, p. 1194). In the United States this mass
amount of data is privy only to the car manufacturers, which gives them an unprecedented
amount of power over traffic, urban planning, home addresses, and private affairs. All of “that
information is currently housed in technological and corporate black boxes” (Self-driving cars,
2019, para. 1) which is not transparent even to the user. This creates a lopsided power dynamic
between car companies and users, stripping the users of essential privacies. This STS research
paper aims to use the Actor-Network theory to examine the dangers and security of the mass data

collected by autonomous vehicles.

HACKING OF AUTONOMOUS VEHICLES

While there is a debate on the legal ownership of data collected by autonomous vehicles,
there is also the possibly greater threat of the illegal obtaining of this data. Hacking is as old as
technology itself, and new technologies create new weaknesses. The reality of autonomous
vehicles is that they will not be closed loop systems, but will use the cloud and its connection to
other vehicles in the process of collecting data. This opens the car and its data up to threats from
hackers.

Autonomous vehicles not confined to closed loop systems can communicate with other

autonomous vehicles on the road or use GPS systems to create safer environments and shorter



drive times. However, this opens up the vehicle to several different types of attacks shown in

Figure 2.
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Figure 2

Classification of attacks on autonomous vehicles by type of attack and piece of software or
hardware that is hacked by the attack. The diagrams in the middle are explanatory images of the
connections created between the vehicle and different environments. (Crowdhurry, 2020, sect. V)

These attacks all involve an individual either intercepting, spoofing, or manipulating data
messages sent from the autonomous vehicle through different weaknesses in the car
(Crowdhurry, 2020, sect. V).

There is also the threat coming from mobile applications connecting to vehicles. Most
cars today can communicate and connect to mobile devices, but these devices can be used to
“[configure] a backdoor by activating the service port to allow the attacker to reenter the device

and elevate the privileges of available accounts” shown in Figure 3 (Park, 2020, sect. 2.2).
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Figure 3

Infographic of malware inserted into autonomous vehicle software through android connection.
It shows the hackability of autonomous vehicles through the placement of malware in an android
device before connecting to the vehicle. (Park, 2020, sect. 3.1)

All of these attacks have been successful at one point on different autonomous cars and are still
relevant threats to users’ privacy today.

Currently, researchers are working on combative efforts to the threat of hackers on self-
driving vehicles. Some initial methods to secure the data of the user involves, but is not limited
to, encrypting data, partial observation of secondary car’s information, and context-based
authentication. Even still, each of these methods has their own weaknesses that allow for
manipulation of the users’ vehicle (Karnouskos, 2018, p. 165). Park and Jin-Young, workers at
the School of Information Security at Korea University studying cybersecurity and computer
engineering, have been working on an algorithm as well to combat hacking through android
systems. Their “algorithm is highly accurate (92.9%) and fast (0.049 s), making it suitable for
real-time malware detection in a self-driving vehicle environment” (Park, 2020, “Conclusion”
section). These efforts against malicious hacking of autonomous systems will hopefully enable a

secure future for data in self-driving vehicles.



NEW TECH, NEW RULES

Technology is on an exponentially upward trajectory and its current advancements in
autonomous vehicles is exhilarating and hopeful. As with all new technology, however, the
security and privacy of its users must be put at the forefront of its innovation. Whether debating
the legal ownership of the data collected by autonomous vehicles or examining the threats
hackers pose to the new technology, safeguards must be present before any integration can

succeed.
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