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ABSTRACT

Ever since the United States was founded, the
election system has been the essence of this coun-
try. However, as cyber threats become more severe,
more widespread and harder to detect, intensifying
citizen distrust of election results, the voting sys-
tem needs to be improved to better defend against
foreign attacks during elections and annihilate the
public’s worry.

Homomorphic encryption, an encryption method
that can maintain the nature of the original text,
would address the election transparency issue. I
propose testing different implementations of ho-
momorphic encryption schemes such as RSA, El
Gamal Encryption, and Paillier Encryption to search
for the most suitable and reliable method for en-
crypting ballots. The ballots after the encryption
can be displayed to the public. Meanwhile, encryp-
tion would allow ballot-counting institutions to
add up the ballots for the final result in a way
that the entire process can be traced and records
kept for future reference. Further testing based on
simulating real vote-casting scenarios is needed
to determine the stability and adaptability of the
model. In addition, security protocol should be em-
ployed with the encryption scheme to ensure the
system works at an optimal security level.

1 INTRODUCTION

"Governments are instituted among Men, deriv-
ing their just Powers from the Consent of the Gov-
erned."—Thomas Jefferson (1776), Declaration of
Independence.[2] Ever since the United States was
founded, the election system has been the essence
of this country. Elections give the public the right
to select their representatives. The inclusiveness
of the individuals who are eligible to vote sym-
bolizes the improvement in U.S. social structure
and the advancement of equality. The concept of
equality rooted in U.S. history and the fairness of
the elections is an externalization of the values of
U.S. citizens. Given their importance, election stan-
dards have been gradually refined and improved,
along with advancements in technology and social
structure.

However, as cyber threats become more severe,
more widespread, and harder to detect, intensify-
ing citizen distrust in the result of the elections,
voting system defenses need to be improved. Spe-
cific concerns include foreign attacks during elec-
tions. It is critical to building trust bonds within the
community to encourage more voters to vote. And
as more voters get involved in the elections, the au-
thority and the representativeness of the elections
will be elevated. Therefore, a more transparent
voting process that is both secure and reliable is
urgently needed.



2 RELATED WORK

Discussion on applying cryptographic algorithms
to election systems has already been initiated in re-
cent decades. In fact, the National Institute of Stan-
dards and Technology (NIST, 2011)[4] proposed
the use of cryptographic algorithms to “protect
the confidentiality of information in transit or in
storage” and discussed the value of “message au-
thentication codes or digital signatures for estab-
lishing trust in the authenticity and integrity of
information.” Also, Benaloh, a senior cryptogra-
pher at Microsoft, mentioned the concept of homo-
morphic encryption in an interview for The New
Yorker in 2020. [1] However, no specific implemen-
tation was detailed in these documents.

The performances of different e-voting crypto-
graphic schemes, including Mix-Net Based, Ho-
momorphic, Blind Signature-Based, Blockchain-
Based, and Post-Quantum e-Voting, were compared
and evaluated in parallel by Kho, et. al. (2022). [7]
Although relevant ideas regarding homomorphic
encryption were already well-established by ex-
perts in cryptography, voting systems based on
homomorphic encryption are not yet adopted by
the election institutions.

3 PROPOSED PROCESS
DESIGN

3.1 Model Selection

The selection of appropriate encryption algo-
rithms is critical to the stability and efficiency of
the election system. In this section, RSA [5], El
Gamal encryption[6], and Pillier encryption[3] are
evaluated based on practicality in the context of
large-scale national elections. According to the
analysis, El Gamal encryption suits best. Therefore,
RSA and Pillier encryption will only be briefly in-
troduced—the encryption process will be omitted.

3.1.1 RSA Encryption and Pillier Encryption.

The generation of RSA and Pillier encryption
key pairs both rely on large prime numbers and
modular multiplicative inverse. In the following,

the steps shared by both encryption schemes are

marked with (1); steps of RSA are marked with 2
steps of Pillier are marked with (3).

(1) Generate 2 large prime number p, g and com-
pute their products n

(1 Generate A(n) = lem(p — 1, ¢ — 1) where lcm
stands for least common multiplier.

(2) Generate integer e such that 1 < e < A(n)
(2) Determine the multiplicative inverse of e in
Zl(n) —d

(2) Produce key pair: public key (n, e) and private
key (n, d)

(3) Generate integer g € Z,2

(3) Ensure n divides the order of g, (0(g)) and
compute y = (L(¢*modn?))"'modn where

L(x):x_1

sion.
(3) Produce pub key (n, g) and priv key (A, y)

and division is defined as field divi-

Both encryptions are time and computation con-
suming due to the incorporation of large prime
numbers and the calculation of large powers. Due
to their lack of efficiency, these two schemes are
not suitable to be applied into the election system.

3.1.2 ElGamal Encryption.
ElGamal Encryption scheme is a symmetric en-

cryption algorithm developed based on Diffie-Hellman

key exchange. It takes advantage of the properties
of finite fields. Specifically, the key is generated
within a randomly selected cyclic group. The key
generation process is described as following:

(1) Generate a cyclic group G with order g and
generator g.

(2) Select an integer x randomly from

{1,2..q - 1}.

(3) Compute h = g*.

(4) Produce pub key h and priv key x

Since ElGamal encryption makes use of field op-
erations, it avoids the computation of large powers
of large numbers. When applied to a larger scale,



the computation will be more efficient compared
with previous two encryption schemes.

3.2 Homomorphic Property

Homomorphic property of the encryption algo-
rithms allows mathematical operations, such as
addition, subtraction, or multiplication, to be per-
formed on the cipher text. However, different key
generation processes of different algorithms sup-
port different mathematical operations.

3.2.1  Homomorphic Multiplication.

El Gamal supports homomorphic multiplication.
It means that the product of plain texts can be re-
trieved from the multiplication operation of the
cipher texts.

Given a public key y = g* and two plain texts
my, my, we have Enc(my;ry) - Enc(my;rs)
= (g, myy")- (g7 may™) = (777, (my+my) y"'*"?)
= Enc(m; - my) where rq, ry are two random num-
ber chosen within the cyclic group G.

3.2.2 Homomorphic Addition.

However, the addition of plain texts is more
useful for a voting system. Therefore, a modified
version of El Gamal encryption—exponential El
Gamal, supports homomorphic addition.

Given a public key y = g* and two plain texts
my, my, we have Enc(my;ry) - Enc(my;rs)

- (gn, gm1 yr1) . (grz’ gmzyrz) — (gr1+rg’ gm1+m2 yr1+rg)
= Enc(m; + my) where ry, r, are two random num-
ber chosen within the cyclic group G.

3.3 Ballot Encryption

The ballots need to be converted to numbers be-
fore encryption. I propose that each candidate in
the election is assigned to an integer, with each
vote converted to a 24-bit binary number, or 3-byte
hexadecimal number. Then the result of the addi-
tion would not cause any overflow since 2% — 1 =
33554431, which is much larger than the maximum
possible vote an individual can get from a single

state. To illustrate the encryption more clearly, con-
sider the following example: suppose there are two
candidates in an election with index 0 and 1 and
two voters. The first voter votes for both of candi-
dates and the second voter votes for the candidate
with index 1. Then, the plain text of the first voter’s
vote would be 00000000000000000000000100000000
0000000000000001 in binary, or 0x000001000001
in hexadecimal. The plain text of the second voter’s
vote would be 00000000000000000000000000000000
0000000000000001 in binary, or 0x000000000001
in hexadecimal. Therefore, after the addition op-
eration on the cipher text, the result would be
00000000000000000000000100000000000000000000
0010 in binary, or 0x000001000002 in hexadecimal.
Therefore, the first (most significant) 24-bit repre-
sents the number of votes of the candidate with
index 0 and the second (last significant) 24-bit rep-
resents the number of votes of the candidate with
index 1.

3.4 Challenge and Mitigation

The original E1 Gamal encryption is vulnerable
to chosen cipher text attack. Given an encrypted ci-
pher text Enc(m;r) = (¢",g™y"), it is easily to mod-
ify another valid cipher text Enc(2m;r) = (¢", g*™y").
However, the exponential E] Gamal encryption is
safe against chosen cipher text attack since if the
cipher text g™y" can only be safely modified know-
ing m or r. To further secure the safety of cipher
text during transmission, a signature scheme can
be applied to cipher text for the ballot counting en-
tities to verify that the received cipher text is from
the voter without modification by a third party.
Here, I propose a simple signature scheme based
on RSA [5].

(1) Generate a random number « that is between
1 and the length of cipher text.

(2) Generate a RSA key pair and encrypt the ran-
dom number with private key.

(3) Compute the hash of the first « bits of the
cipher text.



(4) Append the encryption of the random num-
ber and the hash to the original cipher text.

The encryption of a 3-digit(at most) number
would greatly reduce the workload in both encryp-
tion and decryption. Also, the signature scheme
would guarantee that a valid ballot is not modified
in the transmission process.

4 ANTICIPATED

OUTCOMES

If the proposed model works properly, the ballot
casting process during the election will become
transparent. The voters would be able to trace their
ballots on an interactive online platform. The trans-
parency will enhance the authoritativeness of the
election system as well as the trust bond within
communities. Meanwhile, citizens who used to
hold a skeptical perspective would be motivated to
participate in the elections. As a result, the turnout
rate will be elevated.

The new system would also help to improve the
efficiency and accuracy of absentee ballot. Instead
of sending and receiving absentee ballots by mail,
citizens abroad from the United States would be
able to vote online.

5 CONCLUSION

In this proposal of electronic voting system, I
adopt exponential E1 Gamal encryption as a basis,
and integrate RSA signature scheme as an addi-
tional security protection. In addition, the design
of the encryption model takes the computational
resource limitation into consideration to fit the
scale of the elections, especially national elections.
Specifically, since field computation is based on
modulo operation, the complexity of calculation
would be restricted, and thus avoid the computa-
tion of large numbers.

6 FUTURE WORK

Limited by undergraduate knowledge, I think
the practicality of the model needs further testing
and evaluation. For example, the security of the

model is not supported by theoretical evidence. A
zero-knowledge proof of the encryption scheme
would be needed. Moreover, the performance and
effectiveness of the model when applied to real
elections should be examined to check whether
it improves computational efficiency as stated in
this proposal. Last, the promotion of this system
requires support from governments and citizens
since its primary purpose is to better serve the
democratic system of the country and improve the
authoritativeness and transparency of the election
system.
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