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Abstract

With the cost of health care increasing, Body Sensor Networks (BSNs) have been proposed to provide
low-cost health care solutions for the senior population. Reliability is essential for BSNs because they
are mainly used for medical purposes such as detecting health-detrimental accidents and monitoring
health status. The reliability of BSNs is twofold: reliable communication and reliable applications.
The former focuses on data collection, while the latter focuses on data processing. Though existing
work studies some of the reliability issues, the state of art lacks systematic approaches to implement
reliable BSNs, especially when multiple BSNs coexist.

Therefore, in this dissertation we systematically study how to develop reliable multi-body, multi-
function BSNs. First, we perform an empirical study to investigate the challenges for developing
reliable BSNs. Then, we propose a QoS framework that guarantees reliable communication and
fidelity of BSN applications. Reliable communication is achieved by dynamically grouping nearby
BSNs into one group and using different frequency channels and time sharing to schedule transmission
within each group. Fidelity of BSNs is guaranteed by profiling BSN platforms and applications,
and finding the optimal configuration to accommodate multiple BSN systems. We also develop two
representative BSN applications, fall detection (accident detection) and social activity detection
(health monitoring), to study how to develop reliable BSN applications. At last, we build a BSN
platform to unify our proposed QoS framework with both fall detection and in-person interaction
monitoring applications.

The evaluation demonstrates the effectiveness of our proposed methods for developing reliable
multi-body, multi-function BSNs. BSN systems implemented using our framework achieves over 97%
overall Packet Reception Ratio (PRR) even when multiple BSNs are within the interference range
of each other, while PRR of systems not considering nearby BSNs drops to below 50%. Profiling
BSNs and automatically switching between BSN settings guarantee data fidelity in terms of sample
frequency and sample delivery. Our fall detection application detects over 96% of falls and our

in-person interaction monitoring application achieves over 82% accuracy.
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Chapter 1

Introduction

1.1 Motivation and Challenges

According to the U.S. Department of Health and Human Services [1], the population of 65 and
older reached 46.2 million in 2014. They represented 14.5% of the U.S. population. By 2040, older
population is projected to be 82.3 million, 21.7% of the population. People older than 85 is projected
to increase from 6.2 million in 2014 to 14.6 million in 2040. At the same time, the healthcare costs for
older people are also increasing: in 2014 older people averaged out-of-pocket health care expenditures
of $5,849, an increase of 50% since 2004. Therefore, during the past few years, Body Sensor Networks
(BSNs) have been proposed as a low-cost health care solution for this large population.

The main functionality of BSNs includes accident detection (such as fall detection) and health
status monitoring (such as electrocardiography, ECG). In both cases reliable solutions are essential:
an accident detection application like heart attack detection needs to detect accidents accurately
and send the emergency alarm in real time to healthcare professionals for help; a health monitoring
application like ECG needs to log a large amount of physiological data continuously with acceptable
fidelity.

However, there are many challenges to implement reliable healthcare systems using BSNs:

e Body shadowing effect. With motes mounted on the body, BSNs suffer from radio attenuation
caused by the impermeability of the human body. In addition, when people perform different
activities, the body shadowing effect changes between two positions on the body, which results

in highly variable link conditions.
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e Variable operation environment. People wearing BSNs move across different environments, e.g.

people may move from an indoor home to an outdoor open area. The radio reflection changes
across different environments (such as indoor vs. outdoor), and thus the variable operation

environment has great impacts on BSN communications.

Power constraint. Since the motes in BSNs are worn by people, their size must be small enough
for comfortable wearing, thus the batteries of BSN motes are limited in size and capacity. At
the same time, the lifetime of the system should last as long as possible. Therefore, how to

reduce power consumption to prolong system lifetime is also a major challenge for BSNs.

Two scalablility problems. Most existing work only focuses on a single BSN. However, in a real
world deployment, there can be a number of BSNs working at the same time. For example,
in a hospital or an assisted-living facility, every patient or older person can wear a BSN, and
there will be interference between these BSNs. Therefore, how to coordinate multiple BSNs is

an critical problem.

Moreover, future BSNs can have multiple applications running on them. For example, a BSN
can perform fall event detection and daily activity monitoring at the same time. BSNs with
multiple functions feature heavier traffic load, and needs a way to coordinate the traffic of each

function.

Developing reliable BSN applications. Most BSN applications are used for medical purposes
which requires high-level reliability. However, because of challenges of BSNs and the difficulty
to collect real data for medical events such as falls, it is difficult to develop reliable BSN

applications.

Though there is existing work trying to address some of the challenges listed above, the state of

art lacks systematic approaches to implement reliable BSN systems, especially when multiple BSNs

coexist.

1.2 Contributions

To tackle the challenges, this dissertation focuses on developing reliable multi-body, multi-function

BSNs. Multi-body means that the BSN systems are deployed onto multiple persons, and BSNs worn

by these people can be present in the same vicinity at the same time. Because of the mobility

of BSNs, the distance and interference between BSNs vary over time. Multi-function means that
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each BSN system worn by one single person can perform more than one function. For example, a
BSN system can detect falls and monitor heart rates at the same time. The data traffic of different
functions has different data rates and different fidelity requirements. When multiple BSNs, each
of which hosts multiple applications, coexist, the traffic needs to be controlled and scheduled to
guarantee the delivery and fidelity of data.

The research in the dissertation is divided into four parts. First, an empirical study was carried out
to investigate challenges for reliable BSN communications. To tackle the challenges, we then studied
the design and implementation of a Quality of Service (QoS) solution for multi-body, multi-function
BSNs. After this, we designed and implemented two representative BSN applications: fall detection
and in-person interaction monitoring. At last, we unified the QoS framework and the two BSN
applications to implement a reliable multi-body, multi-function BSN system.

The main contributions of the dissertation are listed below:

e We designed and implemented a QoS solution for multi-body, multi-function BSN systems
that guarantees not only reliable communications between BSN nodes but also data fidelity
for BSN applications. Our solution coordinates the traffic of nearby BSNs using channel
assignment and time sharing to reduce packet collisions and thus lower power consumption
used for retransmission. To tackle the body shadowing effect with minimum energy cost, we
used a power adaptation scheme to automatically adapt transmission power according to link
conditions. The data fidelity requirements for BSN applications are considered in our QoS
solution when scheduling transmissions. QoS solutions across multiple BSNs and multiple

applications have not been studied before.

e We proposed a profiling approach to separate BSN hardware platform details and BSN
application requirements. Nowadays, BSN hardware and software are indivisible: a BSN
system is developed to host one specific application such as fall detection, while an application
is at the same time confined to a specific BSN platform because it is developed to work
with data collected from specific sensors, in specific rates, etc. This intertwined approach
dramatically increases the difficulty to develop BSN systems, because it requires expertise of
both hardware and software. In the dissertation, BSN hardware characteristics and application
data requirements are described using profiles, and we provide algorithms to automatically
coordinates the data collection from sensors and the data processing by the applications. In
this way, developing platform independent BSN applications become possible. This separation

has not been studied before.
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e We implemented a grammar-based, posture- and context-cognitive fall detection application
which not only better distinguishes fall-like activities from real falls, but also emphasizes the
detection of slow falls. We utilize posture information extracted from on-body sensors and
context information collected from sensors deployed in the house to reduce false positives. A
fall in our framework is detected as a sequence of sensor events. We provide a context-free
grammar to define these sequences so that the framework can be easily extended to detect more
kinds of falls. Our case study shows that our method can distinguish various fall-like activities
from real falls and can also effectively detect both fast falls and slow falls. The integration

evaluation shows that our method achieves both high sensitivity and high specificity.

e By using state-of-art smartphones and on-body sensors, we implemented a multi-modal system
that collects a battery of features to monitor in-person interactions. Unlike existing work that
monitors interactions only based on data collected from one person, we emphasize that in-person
interactions intrinsically involve multiple participants, and thus we aggregate information from
nearby people to identify more interaction details. In addition, unlike most existing work our
in-person interaction monitoring solution does not require any in-situ infrastructure. Evaluation
shows our solution accurately detects various in-person interactions and provides insights absent

in existing systems.

e A reliable BSN system requires both reliable communication (data collection) and reliable
applications (data processing). In the dissertation, we unified our QoS solution and the two
applications we developed onto one multi-body, multi-function BSN system. The unification
of the QoS framework and two BSN applications demonstrate how our system matches BSN
hardware details and application software requirements, and how the data transmission of
multiple BSNs are coordinated so that data fidelity required by applications are guaranteed.

This holistic approach to address reliability of BSNs are absent from existing work.

All the work listed above consists of a framework for developing reliable multi-body, multi-function
BSNs in both communication level and application level. In the dissertation, we accomplished this
framework, and a BSN system that detects falls and monitors in-person interactions using the

framework.
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1.3 Organization

In the dissertation, we first review related work in Chapter 2. Then an empirical study of BSN
link characteristics is performed in Chapter 3 to identify various challenges of building reliable BSN
systems. In Chapter 4, we proposed an BSN QoS framework that addresses how to achieve reliable
communication when multiple BSNs coexist. Chapter 5 and Chapter 6 implemented two typical BSN
applications, respectively: fall detection and in-person interaction monitoring. These two applications
are not only important by themselves, but their data requirements such the sample frequency and
maximum data update interval also serve as real examples of BSN application requirements in
Chapter 7. The unification of the BSN QoS framework and two BSN applications is the main topic

of Chapter 7. Chapter 8 concludes the dissertation and identifies potential future work.



Chapter 2

Related Work

With the cost of heath care increasing, BSNs are proposed to provide low-cost solutions for monitoring
health status [2, 3] and detecting detrimental events [4, 5]. In both cases the reliability of BSNs is
essential. Accident detection systems need to report dangerous events in time, so it requires real-time
transmission. Health status monitoring systems usually require high data bandwidth because of the
high sampling frequency of medical sensors, e.g. the ECG (Electrocardiography) sensor built by Park
et al. [6] samples with a frequency of 1KHz. As a result, reliable communication, in terms of high
Packet Reception Ratio (PRR), is of great importance for BSNs. This reliability is twofold: reliable
communication and reliable applications. The former focuses on data collection, while the latter
focuses on data processing. In this chapter, we first review literature on challenges to achieve reliable
BSN communication, then discuss existing work on QoS (Quality of Service) solutions for BSN. The
BSN framework implemented in the dissertation includes two representative BSN applications: fall

detection and in-person interaction monitoring. Existing work on these are also reviewed.

2.1 Challenges to BSN Communication

BSNs are a specific type of wireless sensor networks with some distinguishing qualities: nodes of
BSNs are attached onto human body, so the distance and shadowing between nodes change with
body movements and postures; environmental factors, such as the interference from WiFi networks
and radio reflections caused by obstacles, change frequently because of the locomotion of people
wearing BSNs. These make communication characteristics of BSNs different from those of traditional
wireless sensor networks. Despite that there are many existing work studying the communication of

wireless sensor networks, the study of radio characteristics of BSNs is quite limited.
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Rahul et al. [7, 8] explore the Packet Reception Ratio (PRR), goodput, and latency for different
activities (sitting, standing, walking), and various sensor locations. However, they only use maximum
sending power, which can dramatically shorten battery life of sensors and cause serious interference
when multiple BSNs are close to each other.

Emiliano et al. [9] use Radio Signal Strength Indicator (RSSI), Link Quality Indicator (LQI), and
throughput as metrics to show human body has a significant effect on BSN link qualities. Their
results show that the body factor can reduce the throughput between a transmitter and a receiver to
zero for some relative positions in an open soccer field. However, most BSNs operates indoors.

David et al. [10] exploit PRR under different combinations of antenna settings (removed, flattened
and circled, normal), sensor locations, radio output power, and different environments (home, car,
office). They use one node to broadcast messages to receiver nodes fixed at different on-body locations.
This broadcast model eclipses the interference problem at the aggregator, because it does not comply
with the traffic pattern of BSNs: nodes usually aggregate data to a single aggregator in BSNs, not
vice versa.

Anirudh et al. [11] study the performance of different network architectures for BSNs in different
environments. They show that a star architecture with nodes operating at low power levels suffice in
a cluttered indoor environment, however, in an outdoor setting the sensor nodes need to operate
at higher power levels or change to a multihop architecture to achieve acceptable PRR. Their later
work [12] investigates the link layer behavior of BSNs. They collect data from 12 nodes in three
different environments (office, residence, and open space) over a long period to reveal link layer
characteristics. However, their experiments are not well controlled, which makes it difficult to
understand how various factors such as body postures affect link qualities.

Wan et al. [13] evaluate the performance of IEEE 802.15.4 sensor networks in terms of packet
delivery rate (PDR), latency, and energy consumption against traffic load and beacon tracking modes.
Their study shows that nonbeacon-enabled mode provides lower latency and energy consumption, while
beacon-enabled mode offers higher PDR. However, their performance study is based on simulation,
not real world measurements. In addition, their study doesn’t address special characteristics of BSNs
such as body shadowing.

Wafa et al. [14] compare various broadcast strategies for BSNs. Their work shows that body
postures and movements have great impact on packet reception ratio, thus dramatically affect the
performance of broadcast strategies. However, their study didn’t consider the interference between

nearby BSNs; and as in [13] the evaluation is purely based on simulation.
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In [15], Feeney et al. show that interference among co-located 802.15.4 BSNs significantly lowers
the packet reception ratio and increases mean latency.

In addition to studying the communication characteristics of BSNs, there is work trying to
model BSN channels. A literature review on the channel modeling for BSNs by Attaphongse et
al. [16] shows that the path loss is very high in BSNs, and the lognormal distribution better fits the
samll-scale fading in BSNs than the traditional Rayleigh and Ricean distributions in other wireless
sensor networks.

The channel modeling subgroup of IEEE 802.15.6 (Body Area Network) characterize the path
loss of body area network devices taking into account possible shadowing due to the human body
and postures of human body [17, 18]. The measurement of path loss at frequency 2.36GHz shows
the dominant factor affecting fading in the channel is the movement of human body.

Comparing to path loss, the variance of PRR is a more explicit indicator of link quality. Ankur et
al. [19] use a multilevel approach to model the long and short time scale behavior of links in wireless
sensor networks. They use Hidden Markov Models (HMM) to model the long-term evolution of the
packet reception pattern, and use another HMM or Multivariate Bernoullis (MMB) to model the
short-term dynamics. However, there is no similar work that study the packet reception pattern in
BSNs.

IEEE 802.15.4 shares the 2.4GHz ISM band with other technologies such as WiFi and Bluetooth,
so the interference from other kinds of radios deteriorates BSN link qualities.

Rahul et al. [7] study the co-existence of Bluetooth and 802.15.4 radios. Their result shows
that 802.15.4 takes a much bigger hit in performance when the two types of radios are operated
simultaneously.

The impact of WLAN interference on BSN is studied by Hauer et al. [20]. They find that WLAN
can be a major cause for substantial packet loss in the IEEE 802.15.4 BSNs when the transmission
power of the BSN is low. The transmission failures are negligible when the transmission power is
higher than -10 dBm. The empirical study by Ghayvat et al. [21] shows the interference from other
2.4GHz technologies such WiFi deteriorates Zigbee link qualities in smart building.

During the past few years, IEEE 802.15.6 is proposed to supplement IEEE 802.15.4 to support
traffic of higher data rate in body area sensor networks. However, according to study by Dhafer et
al. [22], IEEE 802.15.6 suffers similar challenges such as body shadowing and changing environments
to achieve reliable communication.

The attenuation caused by body shadowing and the interference from other communication

sources in the vicinity make BSN link qualities highly variable. To provide reliable data transmission
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for BSNs, people in the field propose different methods.

2.2 Solutions for Reliable BSN Communication

There is existing work [23, 24] on assigning transmission power according to the resulting signal
strength. However, body shadowing effect changes fast when people perform dynamic activities such
as walking, and existing power assignment methods cannot respond fast enough.

Buddhika et al. [25] try to reduce the interference when multiple BSNs are in the same vicinity.
They use a fixed network infrastructure to identify nearby BSNs that are likely to interfere with
each other, then these nearby BSNs are configured to operate on different frequencies to reduce
interference. In their work, a BSN sends packets periodically to the fixed network, and the location of
the BSN is determined by the RSSI values. However, localization using RSSI values is not accurate
especially when there is interference from other networks such as WiFi. Other assisted living networks
such as AlarmNet [26] include motion sensors, and can provide better location information of BSNs.
However, the frequencies are limited, so if there are too many BSNs near each other, we need other
techniques to reduce interference.

In BSNs, the sensors collect physiological data and send these data back to the aggregator. These
traffic patterns are periodic, so TDMA-based MAC protocols [27, 28, 29] are usually used in BSNs to
reduce packet collisions. However, these protocols cannot avoid the interference between nearby BSNs.
There are MAC protocols for wireless sensor networks that can adapt to the traffic automatically. For
example, Injong et al. propose a hybrid MAC protocol called Z-MAC [30] which behaves like CSMA
under low contention and like TDMA under high contention. But there is no similar work for BSNs.

BSN specific MAC protocols are mainly derived from IEEE 802.15.4 [31]. Long et al. [32] propose
a MAC protocol to guarantee delivery of critical data. In their method, one superframe is divided
into CSMA/CA period and TDMA period. Guaranteed time slots in TDMA period are allocated to
data according to their priority. Rae et al. [33] and Sabin et al. [34] propose similar solution despite
the superframe structure is different. Adnan et al. [35] propose to dynamically select beacon order
(BO) and superframe order (SO) to increase BSN throughput and minimize latency. These solutions
lack coordination of multiple BSNs, and thus cannot allocate slots across sensors in different BSNs
to avoid collision.

To overcome body shadowing effects, Jie et al. [36] propose a two-hop routing strategy by adding
relay nodes to forward packets to coordinator. Their study shows that using relays significantly

improve BSN link qualities, especially when there is interference from BSNs in the vicinity. By
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contract, in [37] Javaid et al. do not allow multi-hopping of data among in-body sensors. They use
minimum power needed to transfer data from body sensors to in-body relay (aggregator), which in
turn send data to coordinator and finally to end station.

Sidrah et al. [38] propose an incremental routing protocol which automatically switches from
one-hop to two-hop to transfer data from sensor to aggregator. In their solution, nodes first directly
send data to aggregator. If the transmission fails, nodes will try to relay the packet though other
nodes in the BSN.

It is hard to guarantee both delay and reliability at the same time, and it may not be required
to guarantee both. Javed et al. [39] divide BSN traffic into three categories: delay sensitive data,
reliability sensitive data, and other data without any constraint. Their routing algorithm treats
different types of data with different routing strategy.

To collect data from multiple BSNs, Umer et al. [40] propose a routing approach that first divides
nearby BSNs into clusters, then elects cluster heads to rely data to base stations. Though the routing
protocol claims to improve the reliability of collecting data from multiple BSNs, it doesn’t address
inter-BSN interference.

Quality of Service (QoS) in wireless sensor networks is studied to guarantee the network per-
formance [41, 42, 43]. The network topology of a BSN is usually a simple one-hop star topology,
therefore the traditional QoS policies such as data fusion and making better routing decisions are
not as effective in BSNs. Gang Zhou et al. [44, 45] propose BodyQoS to guarantee the delivery of
the most critical data in BSNs. In their work, the mote to aggregator traffic is divided into reserved
communication and best-effort communication. Reserved communication is scheduled according
to the reservation priority first, then the remaining bandwidth is shared by other motes using a
best-effort policy. The effective bandwidth that the QoS system uses is determined by the packets
received by the aggregator during a time period. In their later work, they propose a radio-agnostic
QoS solution BodyT?2 [46] to provide joint throughput and time delay assurance. However, their
solutions cannot efficiently schedule multiple BSNs influencing each other.

Zhigiang et al. [47] observe that when link quality is very poor, fixed transmission rate cannot
guarantee lower packet loss rate (PLR). Therefore, they propose a transmission rate allocation
policy (TRAP), which lowers transmission rate when link quality is poor, to achieve lower PLR.
Based on this, they optimize BSN transmission to minimize energy consumption as well as meet
QoS requirements including PLR, throughput, and delay. When arranging transmission schedule, a
TDMA-like MAC protocol is used to avoid interference between nodes. However, possible interference

from other BSNs is not considered in their work.
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To accommodate QoS constraints, Sharbani et al. [48] propose a MAC protocol that transfers
critical packets and reliability constrained packets in the beginning of superframe using TDMA,
then transfers delay constrained packets and normal packets using CSMA. During TDMA period,
pre-determined minislots are reserved to transfer urgent packets.

As mentioned before, health status monitoring is one of the two major application areas of BSNs.
Reliability of this kind of applications depends on reliably streaming data from sensor nodes to
aggregator. Nedal et al. [49] propose a QoS protocol that considers nodes’ remaining energy when
constructing routing tree and then allocates bandwidth to nodes accordingly. By solving the joint
routing tree construction and bandwidth allocation problem, they maximize the network utility while
satisfying the QoS requirements. However, their solution failed to address characteristics specific to
BSNs such body shadowing and attenuation.

As discussed in this section, existing work has studied physical layer, MAC layer, network layer,
and QoS framework to achieve reliable BSN communication. However, literature lacks holistic
solutions that address communication challenges by coordinating multiple network layers. Moreover,

there is no existing solutions to deal with the interference caused by multiple BSNs.

2.3 Work on Fall Detection

Besides reliable communication, developing reliable applications is also crucial, because most BSN
systems are used for medical purposes. However, most diseases lack quantitative definitions, and their
diagnosis and treatment are largely based on doctors’ experience. This makes it difficult to develop
reliable BSN applications to detect detrimental events or monitor disease trajectories accurately. For
example, falls and depression are two common health problems for senior people, and existing BSN
applications cannot deal with them reliably.

Falls are one of the most detrimental events for the aged population. About one out of three
senior people 65 years or older have at least one fall per year, and falls are the leading cause of
injury-related hospitalization for elderly people [50]. Detecting falls accurately can reduce the severe
consequences, and thus is of great importance.

However, falls are difficult to accurately detect due to three reasons. First of all, certain fall-like
activities are hard to distinguish from real falls. Existing solutions mainly use accelerometers [51, 52,
53, 54, 55] to detect falls, because falls are usually characterized by larger accelerations compared to
normal daily activities. However, focusing only on large accelerations can result in many false positives

by detecting fall-like activities, such as sitting down quickly, or vigorous walking or jumping, as
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falls. Some other fall detection algorithms assume that falls are often accompanied with a prominent
change of body orientation, e.g. a typical fall can be detected if one’s body orientation changes from
standing upright to lying prone horizontally on the floor [4]. However, these kinds of systems also
cause false positives when detecting activities ending in horizontal position, such as lying onto bed
quickly.

Second, falls have different characteristics according to their causes. Rubenstein et al. [56]
summarized major causes of falls in elderly people and their relative frequencies. The first four causes
for falls in elderly are: falls stemming from environmental hazards (31%), gait/balance disorder (17%),
dizziness and vertigo (13%), and drop attacks (9%). In these categories, falls caused by environmental
hazards and gait problems usually happen faster than those caused by dizziness and drop attacks.
However, previous work on fall detections only focuses on fast falls, yet cannot recognize slow falls,
which causes lots of false negatives.

Third, unlike activities of daily living (ADL), falls are accidents, so it is extremely difficult to
collect data of real falls of the elderly. Therefore, existing work on fall detection is mainly based
on falls simulated by younger people [57, 58]. However, not all types of falls can be handled by
simulation, e.g. falls caused by dizziness cannot be simulated. Therefore, it is important to have a
generic fall detection framework which can be adjusted and extended as more real falls are reported.

Existing fall detection solutions mainly analyze acceleration data to detect falls. Prado et
al. [59, 60] use a four-axis accelerometer, fixed to the back, at the height of the sacrum, to detect falls.
They fix the sensor to the skin to minimize the influence of the displacement of the sensor. Then
the system determines if there is an impact according to high frequency acceleration components.
Mathie et al. [61] utilize a single, waist-mounted, tri-axial accelerometer to detect falls. In their
method, if the peek acceleration exceeds a preset threshold, an abnormal event like a fall, a stumble
or a collision may have happened. Lindemann et al. [51] integrate a tri-axial accelerometer into a
hearing aid housing which is fixed behind the ear, and use thresholds for acceleration and velocity
to differentiate falls and Activities of Daily Living (ADL). Kangas et al. [62] study the acceleration
of the waist, wrist, and head for falls and ADL, and show that measurements from the waist and
head are more useful for fall detection. Their results also show that the acceleration value ranges are
overlapping for falls and ADL, which means simple thresholds alone are not optimal for practical fall
detection. Bourke et al. [57] place two tri-axial accelerometers at the trunk and thigh, and derive
four thresholds, upper and lower thresholds for both the trunk and thigh. Exceeding any of the
four thresholds indicates a fall occurred. Jeong et al. [63] implement an acceleration monitoring

system for convenient monitoring of activity volume and recognition of emergent situations such as
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falls. They use DSVM (differential signal vector magnitude) to distinguish falls from other dynamic
states like running and walking. Mobile phones with accelerometers are also used to detect falls,
e.g. Jiangpeng et al. [64] use an HTC G1 phone to detect falls by examining if the acceleration
exceeds predefined thresholds. Lisowska et al. [65] compares various supervised, unsupervised, and
hybrid methods to detect falls from acceleration data, and propose the best hybrid approach is the
combination of Convolutional Neural Network (CNN) and the one-class Support Vector Machine
(SVM). The problem with these methods is that some normal activities such as sitting down quickly
and jumping also feature large accelerations. Therefore, only using acceleration for fall detection
causes many false positives. In addition, these methods cannot detect slow falls which do not feature
large accelerations.

To improve fall detection accuracy, some solutions utilize both acceleration and body orientation
information to detect falls. Noury et al. [66] develop a fall detector consisting of three sensors: a tilt
sensor to monitor body orientation, a piezoelectric accelerometer to monitor vertical acceleration
shock, and a vibration sensor to monitor body movements. A fall is detected if the body position is
standing and the acceleration exceeds the threshold. In their later work [67], they develop a sensor
with two orthogonally oriented accelerometers and use this sensor to monitor the inclination and
inclination speed to detect falls. Chen et al. [4] monitor the body orientation before and after an
impact, and detect falls based on the change in orientation. Purwar et al. [68] use a chest worn
triaxial accelerometer to record the acceleration and the tilt angle between the sensor and the vertical
direction. A fall is detected if both the acceleration and the angle cross the thresholds. Leijdekkers
et al. [69] present a prototype system for remote healthcare monitoring. In this system, the body
orientation is analyzed after a large acceleration, and a fall is detected if the orientation is horizontal
or not upright after some period of inactivity. Bourke el al. [70] develop a threshold-based fall
detection algorithm using a bi-axial gyroscope sensor. They put the gyroscope at the sternum, and
measure the angular velocity, angular acceleration, and change of the trunk angle to detect falls.
Postures are detected using preset inclination thresholds in [71]. Body orientation can help improve
the fall detection accuracy, but using one single device can only monitor the orientation of the
trunk, more posture information cannot be collected using this kind of method. Qiang et al. [5]
propose a three-phase fall detection algorithm. Two TEMPO nodes [3], each of which features a
triaxial accelerometer and a triaxial gyroscope, are attached on the chest and thigh. Using these two
sensors, the activity volume, body postures, and the transition process from a dynamic state to a
static posture are monitored. If the acceleration and rotational rate before a lying posture exceed

thresholds, a fall is detected. This method uses preset thresholds to recognize postures and evaluate
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the transition process, which makes it less applicable for different people and not able to detect
slower falls.

There is also work trying to detect falls before they really happen. Nyan et al. [58] attach two
sensors on torso and thigh. Each sensor contains a 3-D accelerometer and a 2-D gyroscope. They
show that falls can be detected with an average lead-time of 700ms before the impact occurs. Sabatini
et al. [72] use both accelerometer and altimeter to detect falls with a mean prior-to-impact time
of 157ms. These work still mainly depends on thresholds of accelerations or rotational rates to
determine whether a fall is to happen.

Some other work uses cameras or image sensors to confirm the fall detection results generated
by accelerometers. Hansen et al. [73] use a camera phone to communicate with elderly people by
the emergency service when a fall is detected. Tarbar et al. develop a home care network [74].
In their system, a user wears a badge node providing user-centric event sensing functions such as
detecting falls, and the appropriate location of the user is detected by measuring the Received Signal
Strength Indicator (RSSI). When a fall is detected by the badge, the most nearby image sensor
node is activated for further posture analysis. Chua et al. [75] detect falls by the shape change of
the human silhouette through extraction of three human body points (upper, mid-, and lower body
parts) from video frame. Though using cameras can improve the fall detection accuracy, it is not
feasible when the user is in an open area. In addition, privacy is a big concern for people regarding
using a camera to monitor them all the time.

Stone et al. [76] use depth image frames captured using Microsoft Kinect to detect falls. They
first calculate a person’s vertical state to determine if the person is on the ground. If that is the case,
they go back to check how fast the on ground event happens to detect falls. Though better than
cameras, depth image sensors still raise major privacy concerns.

Contextual information can be used to improve fall detection accuracy as well as address the
privacy concerns. Backere et al. [77] develop a context-aware multi-sensor fall detection platform. In
the platform, a commercial fall detector is used to detect possible falls, then contextual information
such as activity and position extracted from infrared motion sensors and pressure sensors are used to
confirm if a real fall happened. This can significantly reduce false positives, for example, a possible
fall can be easily falsified if motion sensors detect the subject moving around in the kitchen right
after the “fall”.

There are also commercial products able to detect falls. Many are based on a watch device
that includes accelerometers using thresholds as discussed above. Well AWARE [78] markets a floor

vibration sensor used to detect falls in specific locations such as near a bed. This system may consider
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many normal activities such as stamping as falls. Philips’ Lifeline [79] uses a help button to issue
medial alerts when a fall happens. However, when a really serious fall happens, people may not be
able to push the button. GE’s QuietCare [80] system detects falls using motion sensors: if an elderly
person stays in one place like the bathroom for a long time, a fall might have happened. This system
lacks fast response. While these products are being used, unfortunately, as far as we know, there is

no substantial data published as to the false alarm rates for these products.

2.4 Work on In-Person Interaction Monitoring

Depression is a common health problem for the senior population. According to Joseph et al. [81],
depression affects 15%-20% of senior people. Many studies show that a lack of social activities plays
an important role in the initialization and development of depression [82] and are one of the most
important indicators of physical and mental health in aging patients [83]. Therefore, social activity
monitoring is needed for psychiatric clinicians or geriatric professionals to perform more complete and
accurate diagnosis, treatment, and evaluation of psychological problems for elderly people. The initial
status and longitudinal trajectory of depression can be diagnosed by monitoring ADL (activities of
daily living) activities (such as eating, walking) and social interactions with other people. According
to Hong et al.[84], eight kinds of social activities are related to depression: working, volunteering,
attending religious services, exercising regularly, getting together with others such as family, friends,
or neighbors, talking on the phone with others, going to movie or sport events, and eating out.

However, though there are plenty of existing work on recognizing daily activities [85, 86, 87, 88,
89, 90], work focusing on detecting social activities is still very limited. These work [91, 92, 93, 94]
usually detects social interactions by analyzing daily activities, location information, and the presence
of conversation. As shown in gerontological research [82, 95], more detailed information, such as
getting together with other people and the sentiment of a conversation, are exceedingly important
for psychiatrists or caregivers to monitor and assess mental health. There are some recent work that
detects when people are together [96, 97] using on-body sensors. However, lacking communication
between BSNs in these work makes detection of BSN interactions unnecessarily difficult and less
accurate.

There is quite a few existing work on recognizing daily activities using BSNs. Raghu et al. [98]
attach five accelerometers to a jacket, and perform activity recognition by using Hidden Markov
Models to analyze acceleration data. Quwaider et al. [99] distinguish activities with different activity

intensity levels, such as run, walk, and sit, by transforming collected acceleration data to the frequency
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domain. Low activity postures, such as sit and stand, are distinguished by using Hidden Markov
Models to analyze RSSI values from multiple sensors. Pham et al. [100] compute the relative energy
distribution over the body according to the acceleration data collected from right-hand top, right-hand
bottom, left-hand top, left-hand bottom, and waist. Then the activity recognition is performed
using a naive Bayes learner. He et al. [101] use Discrete Cosine Transform (DCT) to transform
acceleration data to the frequency domain and then use Support Vector Machine (SVM) to classify
different activities. Faye et al. [90] detect micro- (such as jumping, heart beat, and taking a step) and
macro-activities (such as walking, running, and sport competition) using data collected from smart
glasses, smart watch, and smartphone. However, these methods mainly focus on physical activities
(such as walking, running, etc) instead of social interactions (such as talking with friends, watching
movies, etc), and thus are not useful for depression detection.

Existing work on social activity detection can mainly be divided into two categories according to
whether they use environmental sensors.

In the first category, only on-body sensors, such as GPS, accelerometer, microphone, and camera,
are used. Emiliano et al develop a system called CenceMe [93, 94] which automatically detects
activities of individuals and shares the sensing results through social networks such as Facebook.
In their work, various types of data such as location, acceleration, and audio signals are collected
by sensors on mobile phones. Social activities such as partying or dancing can be detected based
on sound volume and activity level, respectively. Hong Lu et al develop a system for modeling
sound events called SoundSense [92], which can distinguish speech from music and ambient sound.
According to Gill et al [95], the sentiment of conversation is strongly related to the mental health of
elderly people, however, existing work such as CenceMe and SoundSense only detects the presence of
conversation and cannot provide sentiment. Besides microphones, cameras are also used to detect
social interactions. Pierluigi at al [102] build a badge which includes a triaxial accelerometer and
a JPEG camera. The camera is used to detect the presence of other people, which is an indicator
of social interactions. Lane et al. [103] build a match-box sized sensing device called Zoe which
detects physical activities and conversation through inertial sensors and microphone. Social activities
are intrinsically involved with multiple participants, but solutions in the first category focus on the
subject alone without caring about what other participants do during interactions. This dramatically
limits their ability to describe and detect high-level social activities.

Today’s smartphones usually come with sensors such as GPS, microphone, gyroscope, accelerome-
ter, and camera. Therefore, some work uses smartphones to detect social interactions. Nicholas et

al. [104] review phone sensing applications. Emiliano at al. implement the CenceMe [105] application
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on Apple iPhone platform, which can detect people’s certain social activities such as conversation,
parting and dancing. SoundSense [106] use microphone to collect sound data, and use supervised
and unsupervised learning techniques to classify general sound types (such as music and voice) and
person-specific sound events (such as driving cars and walking), respectively. Brett Adams et al. [107]
use smartphones to detect social context, which includes social sphere (where people go), social
rhythms (what people do), and social ties (who people know). Flutura et al. [108] use microphone
and accelerometer on smartphone to detect laughter, a social signal. Though these smartphone-based
applications provide insights about people’s social activities, they still have problems: they cannot
understand social activities in detail (e.g. CenceMe can recognize conversations, but they cannot
determine if people are talking with friends or just responding to a salesman); most of exiting work
uses supervised learning techniques, which is a hindrance for unobtrusive sensing. Moreover, the
activities existing method try to detect lack proved relationships with depression, which makes
existing social activity detection methods not suitable for detecting depression.

Solutions in the second category use environmental sensors to understand interactions of multiple
people. Datong et al [83] placed four video cameras and audio collectors in public areas such as dining
room, living room and hallway. By analyzing collected audio/video signals, their work can detect
high-level social interactions such as greeting, standing conversation, and walking together. Diane et
al [109] detected social interactions in a smart home which is equipped with motion sensors distributed
about every meter throughout the space. The main problem with solutions using environmental
sensors is that they require “purposeful” sensing systems deployed according to nature of a given
application, which severely impairs the practicality of the solutions.

Envisaging the prevalence of personal sensing devices, Paul et al [110] discussed possibilities of
socially aware computing, in which every device not only performs its own task, but also collaborates
with each other to monitor and analyze social interactions. Brett et al [91] equipped each subject
with a GPS, and then determined how they spent time at the same location together. For indoor
localization, AlarmNet [26], which is an assisted-living and residential monitoring network developed
at the University of Virginia, uses context sensors to detect the location of each BSN. The localization
method in [111] can tell which room the person is in. However, localization information retrieved
from GPS or context sensors are limited to provide only general information on proximity of people,

which is not enough to monitor social activities in detail.



Chapter 3

BSN Link Characteristics

3.1 Introduction

In this Chapter, we perform an empirical study on the wireless communication characteristics of a
Zigbee BSNs which will be used later in the dissertation. The goal of this study is to understand the
factors that impact the reliability of communication in BSNs.

There are different wireless technologies to connect sensors. Lee et al. [112] compare four most
popular protocols: Bluetooth, UWB, ZigBee, and Wi-Fi. Figure 3.1 shows their comparison results
of power consumption of these four protocols. From Figure 3.1 we can see that ZigBee consumes the
least power, which makes it most suitable for BSNs, because most BSN applications require long
lifetime. In our study, we choose ZigBee sensors as the hardware platform.

The source to sink communication within a single BSN is subject to complex impacts from real
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Figure 3.1: Comparison of the power consumption for different wireless protocols.
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world communication realities, including the transmission power level adopted by individual nodes,
different placements of sensor nodes on the human body, body postures and activities , the number
of nodes within one BSN, and the network traffic load. With the presence of multiple BSNs in the
vicinity of each other, the interference among BSNs should also be accounted for.

To understand the impact of different factors on source to sink communication within BSNs,
we designed and carried out extensive experiments. In our experiments, we choose a typical home
environment, and carefully select a ZigBee radio channel (Channel 26) for the nodes to avoid
interference from WiFi networks [113]. The devices being used in this experiment are TelosB motes.
We chose TelosB motes because they do not have a protruding antenna, which makes them more
wearable as body sensors. During the experiments, the BSN on human body assumes a star topology,
with all sensor nodes transmitting to a single aggregator placed at a fixed position on the body.

Using higher transmission power levels can improve the link qualities in BSNs, but it also consumes
more energy and shortens the life time of BSNs. Therefore, in reality we want to overcome the
body shadowing effect with minimum power. The CC2420 radio chip used by TelosB motes can be
programmed to transmit at different power levels as shown in Table 3.1.

We carried out our experiments with both single and two BSN settings according to the main
factors that affect BSN link qualities. All experiments were carried out three times. Within one BSN,
the main factors that affect link qualities are the body shadowing effect and the interference between
intra-BSN links. When there are multiple BSNs close to each other, the interference between them
needs to be evaluated. In the following sections, we study the body shadowing effect, the interference

within one BSN, and the interference between BSNs, respectively.

Power Level | Output Power (dBm) | Current (mA)
31 0 174
27 -1 16.5
23 -3 15.2
19 -5 13.9
15 -7 12.5
11 -10 11.2
7 -15 9.9
3 -25 8.5

Table 3.1: Output power of the CC2420 chip.
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Figure 3.2: (a) Frontside sensor placement; (b) Backside sensor placement.

3.2 Body Shadowing Effect

To study the body shadowing effect, we make all sensors send packets to the aggregator at different
times so that there will be no intra-BSN interference. Then we observe PRR values for sensors

attached on different body locations when a person performs different activities.

3.2.1 Sensor Placement

Figure 3.2 shows the positions where we put sensors in our study, the numbers in the figure correspond
to node ID. We place sensors at both front and back at several locations, so that we can study the
body shadowing effects due to node placement. The aggregator is placed at fixed position A (waist).

In this experiment, the date rate of each node is 50 packets/second. Every node sends messages
using power levels from low to high as shown in Table. 3.1.

Figure 3.3, Figure 3.4, and Figure 3.5 show the PRR values of each node when the person is
standing, sitting, and walking, respectively.

Comparing these figures, we can see that placement influences PRR. In Figure 3.3, the PRR of
Node 1 to 4 is much better than that of Node 5, because Node 5 is attached on the back, and the
link quality between Node 5 and the aggregator deteriorates because of body shadowing. When the
person changed the posture to sit down, the nodes attached to the left ankle (Node 3) and the left
wrist (Node 4) are out of the line of the sight of the aggregator, so the link quality between them and

the aggregator becomes worse: their PRR decreases from about 100% when standing to about 7%
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Figure 3.3: The PRR values of the nodes at different body locations when the person is standing.

and 14% when sitting. In Figure 3.5, the PRR of Node 3 and Node 4 is lower then that in Figure 3.3
but higher than that in Figure 3.4 when the power level is 3. This is because the ankle and wrist
move into and out of the line of sight of the aggregator periodically when the person is walking, so
the PRR falls between the PRR of standing and sitting.

We can also see that the body shadowing effect is much more evident when the transmission
power is low. From Figure 3.3-Figure 3.5, the body shadowing is negligible when the power level
larger than 11. However, when the power level is as low as 3, the link quality is much more sensitive

to body shadowing effect.

3.2.2 Body Posture and Activity

Body postures and activities affect the source to sink distance and change the body shadowing effect
for each sensor node, thus impacting the quality of source to sink communication within BSNs. In our
experiments, standing, sitting, and walking are the three typical postures and activities considered.

Figure 3.6-Figure 3.10 shows the impact of body postures and activities on PRR. In this
experiment, five nodes are attached to the body as shown in Figure 3.2. We record the PRR values
under different body postures and activities including standing, sitting, and walking against 8 different
power levels. Each node sends 50 packets to the aggregator per second in turn.

Figure 3.6, Figure 3.8 and Figure 3.10 show the PRR values of the sensors on the chest (Node 1),
ankle (Node 3), and back (Node 5) under different postures and activities. The results of Node 2

(Figure 3.7) and Node 4 (Figure 3.9) are similar to those of Node 1 and Node 3, respectively.



3.2 | Body Shadowing Effect

100%

90%

80%

70%

60%

50%

PRR

40%

30%

10%

0%

20%

Node PRR under Different Power Levels (Sitting)

* \\ *\ —

\ ~N

\

\

\ ,

\ A

| —~=Power level =3 \ /
| -#=-Power level =7
~—Power level =11 \ /
| ——Power leve = 15 \ //
o
1 2 3 4 5
Node ID

22

Figure 3.4: The PRR values of the nodes at different body locations when the person is sitting.
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Figure 3.5: The PRR values of the nodes at different body locations when the person is walking.
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Figure 3.6: The PRR values of the sensor attached on the chest (Nodel) when the person is standing,
sitting, and walking.
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Figure 3.7: The PRR values of the sensor attached on the thigh (Node 2) when the person is standing,
sitting, and walking.
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Node 3 PRR under Different Postures and Activities
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Figure 3.8: The PRR values of the sensor attached on the ankle (Node 3) when the person is standing,
sitting, and walking.
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Figure 3.9: The PRR values of the sensor attached on the wrist (Node 4) when the person is standing,
sitting, and walking.
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Node 5 PRR under Different Postures and Activities
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Figure 3.10: The PRR values of the sensor attached on the back (Node 5) when the person is standing,
sitting, and walking.
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Figure 3.11: The LQI of Node 4 (wrist) when standing and walking.
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From Figure 3.6, we can see that the PRR of Node 1 is always close to 100% no matter what
postures and activities the person is performing. However, the PRR of other nodes such as Node 3
and Node 5 changes with the postures and activities. These different situations are caused by the
body shadowing effect: the link between Node 1 and the aggregator is hardly impeded by the body,
while the body often intervenes the links between Node 3 and Node 5 to the aggregator.

Figure 3.11 shows the Link Quality Indicator (LQI) value of the link from Node 4 (on the wrist)
to the aggregator when the transmission power level is 3. During the first 10 seconds, the person is
standing, and the LQI is between 70 and 80. Then the person begin to walk, and the LQI varies
between 70 and 90. The LQI is lower in the beginning is because when standing the node on the
wrist is out of the line of sight of the aggregator. When the person begin to walk the node moves
into and out of the line of sight of the aggregator periodically, so the LQI becomes better.

However, when the transmission power is above 11, all three nodes become insensitive to postures
and activities. This is consistent with our observation in the previous section.

In our experiment, the interference from WiFi networks is avoided by selecting Channel 26, the
intra-BSN interference is avoided by making nodes transfer data at different times, and there is also
no interference from other BSNs. Under these conditions, Figure 3.6-Figure 3.10 show that power
level 11 is enough to achieve reliable communication in a home environment, because the PRR is
close to 100% for all sensor nodes under different postures and activities. However, if the nodes
transfer data at the same time, there will be interference between them, and we need to evaluate

their impact on link qualities.

3.3 Interference within One BSN

To study the intra-BSN interference, all sensors send packets simultaneously, and the number of

sensors and the data rate of each sensor are changed to see their impact on PRR.

3.3.1 Number of Nodes within One BSNN

To study intra-BSN interference, all nodes send data at the same time. B-MACJ114] is used as the
baseline for media access control. Nodes are programmed to generate constant traffic on a periodic
basis. The number of nodes within a single BSN relates to the degree of conflict that each node

experiences, thus will also affect source to sink link qualities.
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Figure 3.12: Overall PRR when there are different number of sensors within one BSN.
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Figure 3.13: PRR of Node 1, 2, 3, 4 and 5 when they transfer data at the same time.
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Figure 3.12 shows the impact of the number of nodes on the overall PRR of the BSN. In this
experiment, the person stands still with different number of nodes attached. Each node sends 25

packets to the aggregator per second simultaneously. The placement of the nodes are:
e 1 node: Position 1 (as in Figure 3.2)
e 3 nodes: Position 1, 2, and 3
e 5 nodes: Position 1, 2, 3, 4, and 5

From Figure 3.12, we can see that when there is only one source node within the BSN, the PRR
is about 100%. But the PRR deteriorates with the increasing number of nodes. When there are
three nodes, the overall PRR drops to around 80%. Moreover, the overall PRR with five nodes is
lower than that with three nodes. This is not caused by lower PRR of the added Node 4 and Node 5,
but by the more severe interference when 5 nodes are present, because our previous results show that
with power level higher than 11, every node achieves PRR close to 100%.

The packet loss is not likely caused by network congestion, because the aggregator can accept
about 150 packets per second, but the overall traffic in the network is 75 packets per second when
there are three nodes and 125 packets per second when there are five nodes.

To further investigate the impact of interference, Figure 3.13 shows the PRR of Nodes 1, 2, 3, 4
and 5 when only these nodes send messages at the same time. Unlike the more steady overall PRR
shown in Figure 3.12, the PRR of each node fluctuates because of collisions. Node 2 is closer to the
aggregator than other nodes, so its PRR is the highest. Node 5 is farther from the aggregator than

other nodes, so its PRR is always lower than others even under maximum transmission power.

3.3.2 Data Rate of Each Node

As mentioned before, nodes are programmed to generate constant traffic on a periodic basis. The
data rate of each node affects the total traffic load that the BSN experiences. Network traffic load
also has impact on PRR due to collisions.

Figure 3.14 shows the impact of the data rate of each node on the overall PRR of the BSN. In this
experiment, the person stands with three nodes attached (Node 1, 2, and 3 as shown in Figure 3.2).
All nodes transfer data simultaneously. We record the overall PRR of the BSN against different
power levels and different data rates of each node. The data rates studied are 10 packets/second, 25

packets/second, and 40 packets/second.
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Figure 3.14: Overall PRR when 3 nodes transfer data at different data rates.

From Figure 3.14, we can see that the overall PRR is almost the same when the date rate of
each node is 10 packets/second and 25 packets/second, however, with data rate increasing to 40
packets/second, the overall PRR becomes worse, because more traffic load in the network causes
more conflicts.

Comparing the experimental results in this section and Section 3.3.1 with those in previous
sections, we can see that the intra-BSN interference affects the link qualities badly. Considering the
star topology of BSN, TDMA-based MAC protocols are better than CSMA for BSNs.

However, the mobility of BSNs makes existing TDMA-based MAC protocols insufficient for BSNs,
because they are not aware of the changes of environmental network conditions. For example, when
multiple BSNs are near each other, even if all of them use TDMA-based MAC protocols, there will
still be interference between them. Therefore, in the following section, we study the interference

between nearby BSNs.

3.4 Interference between BSNs

In addition to the factors accounted for in one single BSN, we evaluate the interference between
two BSNs in this section. Two BSN experiments are easy to control and also sufficient to identify
the factors that affect link qualities. In our experiments, three factors are examined: the distance
between the two BSNs, the power level of the two BSNs, and the data rate of each node. We use

4 TelosB motes in each BSN: 3 sensor nodes and 1 aggregrator. The sensor nodes are placed at
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Figure 3.15: Overall PRR when the distances to the interference source are 2m, 4m, and 6m.

positions 1, 2, and 3 as shown in Figure 3.2, and the aggregrator is placed at position A. We record
the PRR of each node in one BSN (the subject BSN), and use the other BSN (interference BSN)
as an interference source. Both of the two are configured to run in a TDMA-based scheme: no
two nodes in the same BSN transfer data at the same time, so that we can isolate the interference

between BSNs from the interference caused by intra-BSN links.

3.4.1 Distance between Two BSNs

When multiple BSNs are near each other, there are interferences among them. In this set of
experiments, we vary the distance between the two BSNs and study the packet delivery within the
subject BSN. Each BSN has three source nodes, each of which sends 50 packets to the aggregrator
per second.

Figure 3.15 shows the PRR values of the subject BSN when two persons are standing, face to
face. The power level of the interference BSN is 11 constantly. This power level is enough to achieve
reliable communication when there is no interference according to our discussion in the previous
section. The power levels of the subject BSN changes from 3 to 31. The distances we measured are
2m, 4m, and 6m. During this experiment, we find that when the distance between two BSNs is larger
than 6m, the impact of distance on PRR becomes minimal.

From Figure 3.15, we can see that the overall PRR of the subject BSN becomes better with the

increase of the distance from the interference BSN. When the subject BSN is 6m away from the
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Figure 3.16: Overall PRR when the interference power levels are 11 and 31.

interference BSN, it almost achieves 100% PRR when the power level is larger than 7. However,
when the BSN is nearer to the interference source, the PRR fluctuates around 90%.

The overall PRR of the subject BSN when it is 2m and 4m away from the interference BSN is
close to each other. This is because the interference signals are still very effective when the two BSNs

are 4 meters away.

3.4.2 Power Level of the Interference BSN

The inference among multiple BSNs is related to their power levels, because when the power levels of
the interference BSNs are high, their signal is stronger at the aggregrator of the BSN being interfered
with. This reduces the value of the capture effect, thus resulting in more packet loss.

In our experiment to study the impact of the power level of the interference BSN, two persons
stand face to face. The distance between the two BSNs is 6m. All nodes in the two BSNs send 50
packets per second. The power level of the subject BSN changes from 3 to 31, and the power level of
the interference BSN is 11 and 31.

The diamond dot line in Figure 3.16 shows the overall PRR value of the subject BSN when
the power level of the interference BSN is 11. The square dot line shows the PRR value when the
interference power level is 31, the maximum radio transmission power.

From Figure 3.16, we can see that the lower the power level adopted by the interference BSN the

better PRR the subject BSN can achieve. When the power level of the interference BSN is 11, the
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Figure 3.17: Overall PRR when the interference source sends data at 50 packets/s and 100 packets/s.

overall PRR of the subject BSN is close to 100% most of time. While the PRR is never larger than
95% when the interference power level is 31.

When two BSNs are near each other, and the interference BSN transfers data using a high power
level, the interference is not able to be overcome for the subject BSN. For example, the square dot

line never approaches 100% no matter what transmission power the subject BSN uses.

3.4.3 Data Rate of the Interference BSN

As we discussed in the single BSN experiments, the data rate affects the total traffic load, and has
impact on PRR due to conflicts. The change of the data rate of the interference BSN is especially
common in multi-BSN scenario: people wearing BSNs can walk around and gather closer to each
other to communicate, the BSNs on people can enter and leave the interference range of other BSNs
frequently, and thus resulting in rapid change of network traffic.

In this section, we study the impact of the data rate of the interference BSN on the overall PRR
of the subject BSN. In this experiment, two persons stand face to face. The transfer mission power
of the interference BSN is 11 constantly. The distance between the two BSNs is 4m.

Figure 3.17 shows the overall PRR of the subject BSN when it uses different transmission power
levels. The square dot line shows the PRR of the subject BSN when the interference source sends
50 packets per second, and the diamond dot line is the PRR when the interference data rate is 25

packets per second.
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From Figure 3.17 we can see when the interference source sends data at a higher rate, the PRR
deteriorates because of more collisions. The square dot line is always lower than the diamond dot
line.

Comparing the results we get in this section with those in Section 3.3, we can see the interference
between BSNs deteriorates link qualities badly. In addition, in our experiments in this section,
only two BSNs interference with each other, but in reality, there can be more BSNs near each
other, resulting in more nodes transmitting data at the same time, and in that case, there is more
interference. Therefore, we need to minimize the interference between BSNs to achieve reliable

communication in BSNs.

3.5 Discussion

As discussed in Section 2.1, body shadowing and locomotion impose severe challenges on BSN link
qualities. In this chapter, we studied various factors that affect the link qualities of Zigbee based
BSNs which we will use later in the dissertation.

We studied the effect of body shadowing on link qualities by measuring PRR and LQI while
performing basic activities including standing, sitting, and walking. In an indoor environment, power
level 11 is generally enough to achieve acceptable PRR when there is no interference.

However, in reality, there is interference from both intra- and inter-BSN nodes. Our study shows
that within one BSN, three nodes transferring packets simultaneously (each at the rate of 25 packets
per second) already lowers the PRR to around 80%. With the number of nodes and data rate
increasing, the PRR becomes lower.

We also studied the interference between BSNs. Our experiments show that interference between
BSNs are ignorable when they are more than 6 meters away and operating at the normal power level
of 11. However, the interference range increases with power level, and the severity increases with the
data rate of interference BSNs.

We performed all the experiments indoors, because most BSN applications are used for indoor
monitoring as discussed in Section 2.3 and Section 2.4. Our study shows the inter-BSN interference
already affects link qualities severely when only two BSNs are in the vicinity. With more BSNs
joining, the interference will become worse.

With the study results in this section, we propose our BSN QoS framework in the next chapter

to address both intra- and inter-BSN interference and overcome body shadowing effects.



Chapter 4

Quality of Service for Multiple
BSNs

4.1 Introduction

As discussed in Section 2.1, challenges to BSN communication are mainly from body shadowing and
interference. To overcome body shadowing, existing work usually increases transmission power or
utilizes relay nodes, both of which result in increasing energy consumption. We choose not to use
relay nodes, because it dramatically complicates transmission scheduling.

According to Chapter 3, using enough transmission power makes body shadowing effect negligible.
To achieve better lifetime, our solution tries to use the minimum energy needed to overcome body
shadowing by dynamically adjusting the transmission power based on the link condition.

Section 2.2 discussed many existing work trying to reduce interference by using TDMA-like
protocols. However, existing work only deals with intra-BSN interference. In reality, multiple BSNs
can be present in the same vicinity at then same. For example, patients in hospitals or elderly people
in assisted living facilities can all wear on-body monitoring systems while they are near to each other.
In this scenario, interference between BSNs (inter-BSN) must be avoided to achieve better BSN
communication. In this dissertation, we dynamically group BSNs in the vicinity into one group, and
schedule transmission slots across BSNs in the same group to avoid inter-BSN interference.

Most importantly, the ultimate goal of developing QoS solutions to achieve reliable BSN communi-
cation is making BSN applications reliable. However, few if any existing work relates real application

requirements to QoS implementations. In this dissertation, we propose a generic way to profile BSNs

34
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Figure 4.1: Thee-level BSN QoS topology.

and applications, then our QoS algorithm matches profiles of BSNs and applications to guarantee the
reliability of BSN applications. By adopting the concept of profiling, our work separates lower level
data collection in BSNs from upper level data processing in applications. The result is a system in
which BSNs and applications can dynamically register and update themselves, and our QoS algorithm
allocates bandwidth and determines transmission schedule for the whole system to achieve desired
fidelity requirements automatically.

In the following sections, we will discuss how to group nearby BSNs into the same group, how
to describe BSN hardware platforms and BSN applications using profiles, how to schedule data
transmission based on these information, and how to adjust transmission power to overcome the
body shadowing effect. This chapter focuses on the QoS solution, the whole system is evaluated
in Chapter 7 after introducing our BSN applications of fall detection in Chapter 5 and in-person
interaction monitoring in Chapter 6. The reason to do this is that many parts of the solutions in
this chapter such as profiling can be better evaluated using real applications when the whole system

including both BSN hardware and application software are integrated.

4.2 Three-Layer BSN QoS Topology

As shown in Figure 4.1, a typical BSN system can be divided into three layers: on-body sensor nodes,

the aggregator, and the base station. Sensor nodes are attached on the human body to collect data.
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An aggregator is usually a smartphone which can run applications to process the data collected from
sensor nodes and then sends processed data to base stations on the premises or in cloud for storage
or additional processing. This process is shown as the data flow shown in Figure 4.1.

In our dissertation, to accommodate multiple BSNs and to achieve optimal configuration for
the whole system, we need to be aware of the characteristics and status of each BSN. As shown in
Figure 4.1, the base station is the sink of the data flow, and has all the information about every
BSN. Therefore, we naturally compute how each BSN operates at the base station, and then pass
the control instructions down to aggregators and then to sensor nodes.

In our system, we use TelosB motes as the sensor platform. The reason to choose the TelosB mote
is because it features an embedded antenna, which is non-intrusive and more appropriate for on-body
use. A Pololu LSM303DLM sensor board with a 3D compass and a 3D accelerometer is connected
to the TelosB node through expansion connector for collecting acceleration data. Smartphones are
ideal to be used as aggregator. However, since most smartphones cannot communicate with Zigbee
sensor nodes, we use laptops connected with TelosB nodes as aggregators. The base station can be
a normal on-prem host or a virtual machine hosted in the cloud. IEEE 802.15.4 radio is used to
transfer data between sensor nodes and aggregators, while WiFi/cellular is used to communicate

between aggregators and the base station.

4.3 Automatic Grouping of BSNs

As shown in Section 3.4, interference between BSNs becomes negligible at a certain distance which
is related the transmission power. To coordinate multiple BSNs to reduce interference as well as
fully utilize bandwidth, our solution first puts BSNs close to each other into the same group. This
grouping is automatically adjusted with the locomotion of people wearing BSNs.

In spite of the concern about the radio channel uncertainty, RSSI has been widely used for
distance estimation, because, rough as the estimation it provides, it does not require extra hardware
and is easy to implement [115]. In our solution, RSSI is used as an indicator of equivalent distance
between BSNs: if one BSN receives packets from the other with low RSSI, the reason can be the
other BSN is spatially far away, the environment features fast path loss, or the BSN sends packets
with lower power. In any case, lower RSSI means the other BSN is not a major source of inter-BSN
interference, so grouping BSNs by RSSI is both sufficient and efficient for our purpose of reducing

interference between BSNs.
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Algorithm 1 Group nearby BSNs based on RSSI: Aggregator A;.

1: m < beacon broadcast interval
2: w 4 moving average window size
3: while do
4: Aggregator A; broadcasts beacon packet b;
5: (Events: Aggregator A, receives beacon packet b; (j # i) from Aggregator A;)
6: Aggregator A; calculates the moving average of RSSI 75 from A; during window w:
= 21T
nj
, where n; is the number of packets received from A; in last w seconds
7: Aggregator A; sends RSSI vector 7; = (71, -+ ,T5,) to base station

8: end while

Algorithm 2 Group nearby BSNs based on RSSI: Base station.
1: while Base station receives RSSI vector 7; from Aggregator A; do

2: Base station update RSSI similarity matrix R _, , in which higher RSSI average means nodes

are closer to each other and thus more similar.
3: Use hierarchical clustering to automatically group nearby BSNs. Use the average distance between
elements of each cluster as the distance (linkage) between two clusters, L(A, B) = avg{d(x,y)|x €
A,y € B}.
4: end while

4.3.1 Grouping Algorithm

We group BSNs in the vicinity together and make sensors in the same group of BSNs transfer data
one after another. RSSI and hierarchical clustering are used in our algorithm to dynamically group
BSNs.

The first part of the grouping algorithm is shown in Algorithm 1. Because of using power
adaptation to overcome the body shadowing effect, the power levels used to transfer data from
sensor nodes to the aggregator can be different from node to node depending on sensor locations and
body postures. To measure the interference range of the whole BSN, each aggregator broadcasts
beacon packets every m seconds using the mazimum power level used by the sensor nodes within the
BSN. Moving averages of RSSI values of received packets from other BSNs are calculated with a
window size of w seconds. Then the aggregator sends the moving average vector to the base station.
In Algorithm 1, m controls how frequently the system updates location information of BSNs, w
determines how sensitive the algorithm is to radio channel uncertainty.

Figure 4.2 shows an example of grouping three BSNs. In this case, each node broadcasts to two
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Figure 4.2: Example of grouping 3 BSNs.
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Table 4.1: Example of similarity matrix.
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Figure 4.3: Simulation of grouping algorithm with 10 BSNs: (a) location of BSNs, (b) grouping

result.
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Figure 4.4: Simulation of grouping algorithm with 15 BSNs: (a) location of BSNs; (b) grouping
result.

nearby BSNs. Then each node sends the vector containing RSSI moving averages of packets received
from two other BSNs to the base station.

At the base station, RSSI averages received from BSNs are put together into a similarity matrix
R as shown in Algorithm 2. R is usually a sparse matrix, since one BSN can only receives beacon
packets from nearby BSNs. If two aggregators A; and A; don’t receive beacon packets from each
other, R;; and R;; can be considered infinitely large. If the link between A; and A; is asymmetric,
e.g. aggregator A; doesn’t receive beacon packets from aggregator A;, but A; receives beacon packets
from A;, Rj; can be assigned a value representing very low power such as —120dBm which is beyond
the sensitivity of the radio chip to reflect the weak link between two aggregators. Based on the
similarity matrix R, we use hierarchical clustering [116] to automatically group BSNs. The distance
between clusters is defined as the average distance between elements of each cluster. The number of
groups (clusters) can be controlled by changing distance threshold between clusters. Table 4.1 shows
the similarity matrix of the example in Figure 4.2. Figure 4.3 and Figure 4.4 show a simulation of
grouping 10 BSNs and 15 BSNs, respectively. In the simulation, the distance threshold for RSSI

value we chose was —70dBm, and the transmission power level is 11 (—10dBm) for all BSNs.

4.3.2 REST API to Publish RSSI Vectors

The communication between aggregators and the base station is through REST APIs. RSSI vectors
discussed in Section 4.3.1 are sent to the base station using the POST method shown in Listing 4.1.

The payload contains a list of RSSI values received from BSNs identified by BSNId, which is a
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Universally Unique IDentifier (UUID). The payload is in JSON (JavaScript Object Notation) format,

which is a lightweight data-interacting format commonly used by Web APIs these days.

Listing 4.1: Uri and payload to publish RSSI vectors to the base station.

Request Uri:

POST http://<server>/bodyqos/bsns/<bsn-id>/rssivector

Request Paylod:

{
"RSSIVector" : [
{
"BSNId" : "6fede02d-cl1c4-44a2-9b61-8d91b2f87516",
"RSSI" : 40
o
{
"BSNId" : "21c16cb54-abf1-4d14-a193-b69cfled8213",
"RSSI" : 50
t
]
}

4.4 Profiling BSN and Application

Nowadays BSN systems are developed using a monolithic approach: BSN applications are developed
on top of specific BSN hardware platforms. The result of this approach is that to build a BSN
application such as fall detection, full stack knowledge is needed from choosing sensors and mote
platforms, to embedded programming, to networking, to smartphone application development, and
to back end storage. This dramatically complicates the development of BSN systems. Android Wear
from Google and watchOS from Apple try to simplify this development process by running a unified
software interface on top of various hardware platforms, but their work is still mainly limited to
smart watches, which have far more resources than a normal sensor node.

In addition, this coupling of BSN applications and hardware platforms make it difficult to develop
generic MAC, routing, or QoS protocols for BSNs, since they are all tied to the specific hardware
choices of each BSN.
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Figure 4.5: Composition of BSN profiles.

In the dissertation, to develop reliable multi-body, multi-function BSNs, we propose a profiling
approach that can separate the BSN hardware platforms from the applications running on top of them,
so that our QoS solution can be applied to BSNs with different sensors and different applications.

After grouping BSNs, the transmission schedule for each group are determined based on predefined
information called profiles about each BSN and application. We define two levels of profiles: BSN
profiles which are used to describe BSN hardware platforms, and application profiles which are used

to define the requirements of BSN applications.

4.4.1 BSN Profile

Figure 4.5 shows the composition of BSN profiles. A BSN consists of a list of Nodes. For example, in
our experiments to study BSN link qualities in Chapter 3, we used a BSN consisting of five TelosB
nodes. Besides Nodes, each BSN is identified by Id which is a UUID, and contains the Name of the
BSN and the Priority of the data generated by the BSN. The Priority is used when scheduling
transmission. BSN properties are listed in Table 4.2.

Node properties are listed in Table 4.3. As in BSN profiles, a node has a Name and is identified
by its Id. In addition, a node also has properties of Type indicating the kind of the node (TelosB,
MICAz, etc) and Location indicating where the node is mounted (wrist, chest, etc). Each Node
contains a list of Sensors. For example, a TelosB node contains a visible light sensor, an IR sensor, a

humidity sensor, and a temperature sensor. A node also contains Module and TX. Module on a node
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Property | Type

Id UUID
Name String
Priority Int

Nodes List of Node

Table 4.2: BSN profile.

Property | Type

Id UUID

Name String

Type String
Location String
Module List of Level
X List of Level
Sensors List of Sensor

Table 4.3: Node profile.

includes various components such as processor, RAM, flash memory, etc. It’s difficult to separate the
energy consumption of these components from each other, but most of the time Module as a whole
can operate in different modes such as active or sleep, and cost different amount of energy. TX is the
RF transceiver component on a node. Module and TX usually can work under different power Levels.
Each Level draws different amount of Current. Level properties are listed in Table 4.4.

Sensor properties are listed in Table 4.5. It has its own Id and Name. Type specifies the kind
of the sensor such as accelerometer or gyroscope. Rate is the sample frequency range of the sensor.
Fach Sensor can operates in different Mode, which includes an Id, the measurement Range of the
sensor, sample Resolution and Accuracy, and Bit (the number of bits for each data sample) as

shown in Table 4.6.

4.4.2 REST API to Manage BSN Profiles

BSN profiles discussed in Section 4.4.1 can be published, updated, and deleted using the REST APIs
shown in Listing 4.2.

The example payload for POST and UPDATE methods are shown in Listing 4.3. The payload
for DELETE method is empty.

Property | Type
Level Int
Current Float
Unit String

Table 4.4: Level profile.
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Listing 4.2: Uri to publish, update, and delete BSN profiles.

Property | Type

Id UUID
Name String
Type String

Rate [Int, Int]
Modes List of Mode

Table 4.5: Sensor profile.

Property | Type

Id UUID

Range [Float, Float]
Resolution | Float
Accuracy | Float

Unit String

Bit Int

Table 4.6: Sensor sampling Mode profile.

43

Request Uri:

POST/UPDATE/DELETE http://<server>/bodyqos/bsns/<bsn-id>/profile

Listing 4.3 shows an example of BSN profile with two TelosB nodes. Each TelosB node has a

humidity sensor, a temperature sensor, and an external 3D accelerometer. BSN profiles are described

using JSON format.

Listing 4.3: Example of BSN profile with two TelosB nodes.

nygn

"Name"

"8a1cb5d14-e916-4£f90-b200-5b69cfffc7el",

"Sample BSN Profile with Two Nodes",

"Priority" : 1,

"Nodes"

{

"Id" : "f89d6ece-Taeb5-4eee-b378-1917e8e90eb7",
"Name" : "Chest Node",
"Type" : "TelosB",
"Location" "Chest",
"Module"
{
"Level" : O,
"Current" 1.8,
"Unit" "mA"
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{
"Level" 1,
"Current" : 5.1,
"Unit" "pA"
¥
Is
"TX" : [
{
"Level" 0,
"Current" : 23,
"Unit" "mA"
}
{
"Level" 1,
"Current" : 21,
"Unit" "pA"
s
{
"Level" 2,
"Current" : 1,
"Unit" "pA"
}
1y
"Sensors" : [
{
"I4" "b3eff0a4 -7479-48db-a071-78b£f241830be",
"Name" "Humidity Sensor",
"Type" "Humidity",
"Rate" [0, 1007,
"Modes" [
{
"Id" : "07e7122e-a512-4b33-9b77-5d161b491794",
"Range" : [0, 100],
"Resolution" : 0.03,
"Accuracy" : 3.5,
"Unit" : "19%",
"Bit" : 8
¥
]
s
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"Id" : "aefe476f -8237-4fd9-90f1-d3377a2d748e",
"Name" : "Temperature Sensor",
"Type" : "Temperature",
"Rate" : [0, 100],
"Modes" : [
{
"Id" : "f14844cb-a30b-4fa2-bed4f-e1865544d4d085",
"Range" : [-40, 123.8],
"Resolution" : 0.01,
"Accuracy" : 0.5,
"Unit" : "C",
"Bit" : 16
}
]
t
{
"Id" : "ca0933cf-7961-45f3-9975-496£f16a2643b",
"Name" : "Acceleration Sensor",
"Type" : "3D Accelerometer",
"Rate" : [0, 400],
"Modes" : [
{
"Id" : "b41d19db-38c0-45aa-9a10-f8472d6f4a37",
"Range" : [-8.0, 8.0],
"Resolution" : 0.01,
"Accuracy" : 0.05,
"Unit" : "g",
"Bit" : 48
}
]
}
]
"Id" : "40c09357-a7f5-49e2-b8c9-4c3d5b700d4d79",
"Name" : "Left Thigh Node",
"Type" : "TelosB",
"Location" : "Left Thigh",
"Module" : [
{

"Level" : O,

45
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99 "Current" : 1.8,

100 "Unit" : "mA"

101 s

102 {

103 "Level" : 1,

104 "Current" : 5.1,

105 "Unit" : "pA"

106 }

107 1,

108 "TX" : [

109 {

110 "Level" : O,

111 "Current" : 23,

112 "Unit" : "mA"

113 +s

114 {

115 "Level" : 1,

116 "Current" : 21,

117 "Unit" : "pA"

118 1,

119 {

120 "Level" : 2,

121 "Current" : 1,

122 "Unit" : "pA"

123 }

124 1,

125 "Sensors" : [

126 {

127 "Id" : "0ea21780-9e54-48ea-8db9-905121elc25c",
128 "Name" : "Humidity Sensor",
129 "Type" : "Humidity",

130 "Rate" : [0, 100],

131 "Modes" : [

132 {

133 "Id" : "ed8edceb-0dbf-4382-b081-2f4c149de35d4d",
134 "Range" : [0, 1001,
135 "Resolution" : 0.03,
136 "Accuracy" : 3.5,
137 "Unit" : "1%",

138 "Bit" : 8

139 }
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"Id" : "307ae9ff-7b06-4753-9237-7f2b3b514725",
"Name" : "Temperature Sensor",
"Type" : "Temperature",
"Rate" : [0, 1001,
"Modes" : [
{
"Id" : "alal3512-c549-4d39-9792-bde42bab14df",
"Range" : [-40, 123.8],
"Resolution" : 0.01,
"Accuracy" : 0.5,
"Unit" : "C",
"Bit" : 16
}
]
"I4d" : "f97b180d -458f-4c5c-970c-894ee39f1b40",
"Name" : "Acceleration Sensor",
"Type" : "3D Accelerometer",
"Rate" : [0, 400],
"Modes" : [
{
"Id" : "930ee077-5f05-4964-a388-897f49e9fc99",
"Range" : [-8.0, 8.0],
"Resolution" : 0.01,
"Accuracy" : 0.05,
"Unit" : "g",
"Bit" : 48
}
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Figure 4.6: Composition of application profiles.

4.4.3 Application Profile

Figure 4.6 shows the composition of application profiles. Application properties are listed in
Table 4.7. Each BSN Application has a descriptive Name and is identified by a unique Id. The
Priority is used to determine the level of emergency of the application: the lower the Priority,
the more urgent to transfer the data used by the application. BSN profiles also contain a Priority
as shown in Table 4.2, which reflects the priority of the person wearing the BSN. For example,
BSNs deployed onto people in an Intensive Care Unit (ICU) should be given higher priorities than
normal patients. The priority of an application is used to specify which application should take
precedence over other applications worn by the same person. An Application also consists of a list
of Configurations.

Configuration properties are listed in Table 4.8. Each Configuration contains the a list
of SensorRequirements, which specify the requirement of each sensor used by the application.
Besides sensor requirements, each Configuration has a Preference. The lower the Preference,
the more preferable is the Configuration. In general, a Configuration is more preferable if the
SensorRequirements require data of higher fidelity such as higher sampling rate or lower delay
requirement.

The requirements for a sensor is specified in SensorRequirement. SensorRequirement properties

are list in Table 4.9. Location designates where the sensor should be attached such as chest or

Property Type

Id UUID

Name String

Priority Int

Configurations | List of Configuration

Table 4.7: Application profile.
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Property Type

Id UUID

Preference Int

SensorRequirements | List of SensorRequirement

Table 4.8: Configuration profile.

Property | Type

Location String

Type String

Rate Float

Delay Float

Range [Float, Float]

Resolution | Float
Accuracy | Float
Unit String

Table 4.9: SensorRequirement profile.

ankle. Type is the kind of the sensor, such as “3D accelerometer” or “Gyroscope”. Delay specifies
the maximum time interval between updates of data from the sensor to reach the aggregator. Rate,
Range, Resolution, Accuracy, and Unit are the same as in Table 4.5 and Table 4.6. The main
difference is that Rate in the application profile is a single Float instead of a range of Int, because
applications have determined sensing rates and may sample data less frequent than 1Hz, which means

Rate can be smaller than 1.

4.4.4 REST API to Manage Application Profiles

Application profiles discussed in Section 4.4.3 can be published, updated, and deleted using the
REST APIs shown in Listing 4.4.

Listing 4.4: Uri to publish, update, and delete application profiles.

Request Uri:

POST/UPDATE/DELETE http://<server >/bodyqos/apps/<application-id>/profile

The example payload for POST and UPDATE methods are shown in Listing 4.5. The payload
for DELETE method is empty.
Listing 4.5 shows an example profile of the fall detection application which uses two nodes. Each

node has a 3D accelerometer sensor. Application profiles are described using JSON format.

Listing 4.5: Example of Application profile for fall detection.

"Id" : "e98clfe5-32e8-494c-baf4-be6216d4a75b",



4.4 | Profiling BSN and Application

"Name" : "Fall Detection",
"Priority" : 1,
"Configurations" : [

{

"Id" : "03a0701e-9b47-49eb-9b52-0851e113313c",
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"Preference" : 1,

"SensorRequirements"

"Type" : "3D Accelerometer",

"Location" : "Left Thigh",

"Type" : "3D Accelerometer",

"Id" : "2ecaa316-18f1-427b-bfda-al4e8a30e6e9",

{
"Location" : "Chest",
"Rate" : 100,
"Delay" : 100,
"Range" : [-8.0,
"Resolution"
"Accuracy" : O.
"Unit" B Ilgll

o

{
"Rate" : 100,
"Delay" : 100,
"Range" : [-8.0,
"Resolution"
"Accuracy" : O.
"Unitﬂ B Ilg"

}

]
Bo
{
"Preference" : 2,

"SensorRequirements"

"Type" : "3D Accelerometer",

{
"Location" : "Chest",
"Rate" : 50,
"Delay" : 500,
"Range" : [-8.0,

"Resolution"

"Accuracy" : O.
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"Unit" : "g"

"Location" : "Left Thigh",
"Type" : "3D Accelerometer",
"Rate" : 50,

"Delay" : 500,

"Range" : [-8.0, 8.0],
"Resolution" : 0.01,
"Accuracy" : 0.05,

"Unit" : "g"

51

The REST APIs used to register, update, and get the mappings between BSNs and applications

is shown in Listing 4.6. The payload contains a list of application Ids.

Listing 4.6: Uri and payload to publish, update, and get mappings between BSNs and applications.

Request Uri:

POST/UPDATE/GET http://<server>/bodyqos/bsns/<bsn-id>/apps

Request Payload:

{

"Applications"

L

"e98clfeb-32e8-494c-baf4-be6216d4a75b",

"6dc56b98 -df75-4ed9-ab99-fa35bec61729"

4.5 Compute BSN Settings

In Section 4.4, both BSN sensing platforms and applications running on top of the platforms are

defined using profiles. The profiling approach provides a way to separate hardware level details

from the requirements of the software. After a BSN system registers its hardware details and the

applications to the base station through the REST APIs, our solution automatically computes
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possible BSN settings based on these profiles. Each setting contains the configurations of all the
nodes in the BSN when running a given list of applications.

The process to compute BSN settings can be divided into two steps: validate configurations of
each application profile against the BSN profile to get a list of possible settings assuming only this
application is to be run on the BSN platform; then we combine these settings to compute settings

that can satisfy the requirements of all the applications hosted by the BSN.

4.5.1 Validate Application Configurations

The algorithm to validate application configurations against BSN profiles is shown in Algorithm 3.
Given an application profile A and a BSN profile B, the algorithm iterates all configurations of A.
For each configuration, every sensor requirement is examined, and sensors with modes that satisfy
the requirement is added to the setting. The output of the algorithm is a list of possible settings for
all sensors used by the application.

Listing 4.7 shows the settings got from the BSN profile shown in Listing 4.3 and the application

profile shown in Listing 4.5 through Algorithm 3.

Listing 4.7: Example of BSN settings for the application of fall detection.

{
"BSNId" : "8alcb5d14-e916-4f90-b200-5b69cfffc7el",
"ApplicationId" : "e98clfeb-32e8-494c-baf4-be6216d4a75b",
"Settings" : [
{
"ConfigurationId" : "03a0701e-9b47-49eb-9b52-0851e113313c",
"Sensors" : [
{
"NodeId" : "f89d6ece-7Taeb-4eee-b378-1917e8e90eb7",
"SensorId" : "ca0933cf-7961-45£f3-9975-496f16a2643b",
"ModeId" : "b41d19db-38c0-45aa-9al10-£f8472d6f4a37",
"Rate" : 100,
"Bit" : 48,
"Delay" : 100
3
{
"NodeId" : "40c09357-a7f5-49e2-b8c9-4c3d5b700479",
"SensorId" : "f97b180d -458f-4c5c-970c-894ee39f1b40",
"ModeId" : "930ee077-5f05-4964-a388-897£f49e9fc99",
"Rate" : 100,
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Algorithm 3 Validate each configuration of Application A against BSN B.
1: A + Application profile
2: B < BSN profile
3: SettingList < [[[]]]
4: for all Configuration C' in A.Configurations do

5: Result + [[]] > Result keeps possible sensor settings for Configuration C
6: for all Sensor requirement R in C.SensorRequirements do
7: T+ |] > T is the sensor list that satisfy R
8: for all Node N in B.Nodes do
9: for all Sensor s in N.Sensors do

10: if N.Location = R.Location A s.Type = R.Type A R.Rate € s.Rate then

11: for all Mode m in s.Modes do

12: if R.Range C m.Range A R.Resolution > m.Resolution A R.Accuracy >

m.Accuracy then

13: T.Add([N .Id, s.Id, m.Id, R.Rate, m.Bit, R.Delay])

14: end if

15: end for

16: end if

17: end for

18: end for

19:

20: Temp « ||

21: for all t in T do

22: for all r in Result do

23: if ¢[1] is not used in r then > ¢[1] is the sensor Id

24: Temp.Add(r.Add(¢))

25: end if

26: end for

27: end for

28:

29: Result = Temp

30: end for

31:

32: for all r in Result do

33: if len(r) == len(C.SensorRequirements) then

34: SettingList[ B.1d][C.Id].Add(r)

35: end if

36: end for

37: end for
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"Bit" : 48,
"Delay" : 100
}
]
s
{
"ConfigurationId" : "2ecaa316-18f1-427b-bfda-al4e8a30e6e9",
"Sensors" : [
{
"NodeId" : "f89d6ece-7Taeb5-4eee-b378-1917e8e90eb57",
"SensorId" : "ca0933cf-7961-45f3-9975-496£16a2643b",
"ModeId" : "b41d19db-38c0-45aa-9a10-£f8472d6£f4a37",
"Rate" : 50,
"Bit" : 48,
"Delay" : 500
s
{
"NodeId" : "40c09357-a7f5-49e2-b8c9-4c3d5b700d479",
"SensorId" : "f97b180d -458f-4c5c-970c-894ee39f1b40",
"ModeId" : "930ee077-5f05-4964-a388-897f49e9fc99",
"Rate" : 50,
"Bit" : 48,
"Delay" : 500
}
]
}
]
}

4.5.2 Combine BSN Settings

The algorithm to combine BSN settings is shown in Algorithm 4. Given BSN settings 57 and So
which are calculated through Algorithm 3 as in the last section, Algorithm 4 iterates all settings
to check which settings of the two applications can be combined. If there are no conflicts on how
to configure sensors such as sensing mode, we combine the list of sensors in the settings for both
applications. If there are conflicts, the algorithm checks if the sensor settings can be combined.
The output of Algorithm 4 is a list of possible settings for all sensors used by both applications.

Combining more than two application settings can be done through repeating Algorithm 4.
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Algorithm 4 Combine BSN settings.

1: S7 + Settings of BSN B running Application A;
2: S5 < Settings of BSN B running Application A
3 S+ {} > S is the settings of BSN B running both A; and As
4: S.BSNId « B.Id
5: S.Settings « ||
6: for all setting; in S7.Settings do
7 for all settings in S3.Settings do
8: if dsq,s9 | 81 € setting;.Sensors A so € settings.Sensors A s1.Sensorld == s5.Sensorld A
s1.Modeld # so.Modeld then
9: Continue > Sensor conflicts
10: else
11: apps + [[A1.1d, setting;.Configurationld], [A2.1d, settings.Configurationld]]
12: sensors < ||
13: for all s | s € settings;.Sensors A s ¢ settingsa.Sensors do
14: sensors.Add(s)
15: end for
16: for all s | s ¢ settings;.Sensors A s € settingss.Sensors do
17: sensors.Add(s)
18: end for
19: for all sj,s9 | s1 € setting;.Sensors A sg € settings.Sensors A s1.Sensorld ==
so.Sensorld do
20: S < S1
21: s.Rate < max(s;.Rate, s3.Rate)
22: s.Delay < min(s;.Delay, so.Delay)
23: sensors.Add(s)
24: end for
25: S.Settings. Add([apps, sensors])
26: end if
27: end for

28: end for
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4.5.3 REST API to Download Computed BSN Settings

Aggregators can download the combined BSN settings from the base station through the REST API

shown in Listing 4.8.

Listing 4.8: Uri to get BSN settings.

Request Uri:

GET http://<server>/bodyqos/bsns/<bsn-id>/settings

Listing 4.9 is an example response payload showing the combined settings of one BSN running two

applications. Based on these BSN settings and the grouping results from Section 4.3, the transmission

schedule for each group of BSNs can be calculated.

Listing 4.9: Example of combined settings to run two applications.

{
"BSNId" : "8alcb5d14-e916-4f90-b200-5b69cfffc7el",
"Settings" : [
{
Id : "67551dd7-219d-45c1-84d2-bb3f0558d68a",
"Applications" : [
{
"ApplicationId" : "e98clfeb-32e8-494c-baf4-be6216d4a75b",
"ConfigurationId" : "03a0701e-9b47-49eb-9b52-0851e113313c"
s
{
"ApplicationId" : "e98clfeb-32e8-494c-baf4-be6216d4a75b",
"ConfigurationId" : "03a0701e-9b47-49eb-9b52-0851e113313c"
}
Js
"Sensors" : [
{
"NodeId" : "f89d6ece-7Taeb5-4eee-b378-1917e8e90eb57",
"SensorId" : "ca0933cf-7961-45f3-9975-496£16a2643b",
"ModeId" : "b41d19db-38c0-45aa-9a10-f8472d6£f4a37",
"Rate" : 100,
"Bit" : 48,
"Delay" : 100
t
{
"NodeId" : "40c09357-a7f5-49e2-b8c9-4c3d5b700d479",

"SensorId" : "f97b180d-458f-4c5c-970c-894ee39f1b40",
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"ModeId" : "930ee077-5f05-4964-a388-897f49e9fc99",
"Rate" : 100,
"Bit" : 48,
"Delay" : 100
}
]
"Id" : "52f08d54-794b-4c29-a42b-6b103f454b74d",
"Applications" : [
{
"ApplicationId" : "e98clfeb-32e8-494c-bafd-be6216d4a75b",
"ConfigurationId" : "2ecaa316-18f1-427b-bfda-al4e8a30e6e9"
}
{
"ApplicationId" : "e98clfeb-32e8-494c-baf4-be6216d4a75b",
"ConfigurationId" : "03a0701e-9b47-49eb-9b52-0851e113313c"
}
1,
"Sensors" : [
{
"NodeId" : "f89d6ece-7Tae5-4eee-b378-1917e8e90eb57",
"SensorId" : "ca0933cf-7961-45£f3-9975-496f16a2643b",
"ModeId" : "b41d19db-38c0-45aa-9a10-f8472d6f4a37",
"Rate" : 50,
"Bit" : 48,
"Delay" : 500
b
{
"NodeId" : "40c09357-a7f5-49e2-b8c9-4c3d5b700479",
"SensorId" : "f97b180d -458f-4c5c-970c-894ee39f1b40",
"ModeId" : "930ee077-5f05-4964-a388-897f49e9fc99",
"Rate" : 50,
"Bit" : 48,
"Delay" : 500
}
]

o7
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Algorithm 5 Algorithm to compare BSN settings
1: S; + Setting ¢ of BSN B running multiple applications
2: Sj < Setting j of BSN B running multiple applications >iF#E]
3: Sort S;.Applications and S;.Applications by each application’s priority in increasing order,
applications with the same priority are sorted by their Ids. > Sorting by Id guarantees unique
order
4: for ¢ < 0; t < len(S;.Applications); t + + do
: if S;.Applications[t].Configuration.Preference < S;.Applications|t].Configuration.Preference
then
6: return -1 > S; is more preferable
7 end if
8: if S;.Applications(t].Configuration.Preference > S;.Applications[t]. Configuration.Preference
then

9: return 1 > S; is more preferable
10: end if
11: end for

4.6 Transmission Scheduling

In Section 4.3 nearby BSNs are grouped together. Then in Section 4.5 the settings for a BSN to
host multiple applications are computed. Each BSN setting corresponds to a list of applications with
specific configurations. Based on these information, we can obtain the transmission schedule for each
BSN.

When scheduling transmission, we first assign BSNs of the same group to different frequency
channels. If there are more BSNs in the group than the number of channels, the remaining BSNs
are assigned to the channels with most bandwidth left. If the bandwidth requirements of BSNs
assigned to the same channel exceeds the limit, we switch BSN settings to those with lower bandwidth
requirements. After bandwidth allocation, within each channel, aggregators poll sensor nodes for
data, the polling is scheduled with the delay requirement considered. Within each group, we randomly

choose one master BSN to moderate the data transmission for the whole group.

4.6.1 Preference and Bandwidth of BSN Settings

As shown in Listing 4.9, each BSN can operate under various settings. Before scheduling transmission
for each BSN, we need to define how to determine which setting is more preferable for a BSN,
since we should always use the more preferable setting if possible. BSN settings also contain sensor
configurations and thus determine the bandwidth requirement, which is a key input to transmission

scheduling. This section discusses the calculation of preference and bandwidth of BSN settings.
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Figure 4.7: IEEE 802.15.4 data frame structure.

Preference

Algorithm 5 shows how to determine which one of two BSN settings is more preferable. In the
algorithm, we sort the applications in each setting first by their priority and then by their Id. Sorting
by Id is to guarantee the same sorting result for the applications with the same priority level. After
this we go through the sorted list to check the first preference difference of application configurations.
A less preferable configuration chosen for a higher prioritized application means the setting is less

preferable than the other.

Bandwidth

Figure 4.7 shows the data frame structure of IEEE 802.15.4. The maximum length of MPDU (MAC
Protocol Data Unit) is 127 bytes, which matches the 1-byte length of the frame length field.

To transfer n bytes of data, the packet size is 11 + A +n (4 < A < 20), where A is the number
of bytes of MAC address information. The value of A is platform specific. According to the CC2420
packet structure shown in Listing 4.10, A = 6 for TelosB motes which use CC2420. A type byte is

also added by TinyOS to specify message type.

Listing 4.10: CC2420 packet structure.

typedef nx_struct cc2420_header_t {

nxle_uint8_t length;
nxle_uintl6_t fcf;

nxle_uint8_t dsn;

nxle_uintl6_t destpan;
nxle_uintl6_t dest;

nxle_uintl6_t src;

nxle_uint8_t type;

} c©c2420_header_t;
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Algorithm 6 Algorithm to calculate the bandwidth requirement of a BSN setting.

1: S « Setting of BSN B running multiple applications

2: G+ Group S.Sensors by their Nodeld

3: Bandwidth < 0

4: for all Group g in G do

5: minDelay <— oo > minDelay is the maximum time interval to send data from the node to
the aggregator, it is in the unit of milliseconds

6: payloadBits + [0, 0]

7 for all Sensor s in g do

8: minDelay + min(minDelay, s.Delay)

9: payloadBits < payloadBits + s.Rate x s.Bit > payloadBits is bits per second as s.Rate
is samples per second

10: end for

11: minPacket < [1000/minDelay] > Minimum packets per second considering delay
requirements

12: minPacket < max(minPacket, [%)-‘ > Minimum packets per second

considering delay and maximum payload size
13: Bits < payloadBits + minPacket x 8 x packetOverhead
14: Bandwidth < Bandwidth + Bits
15: end for

typedef nx_struct cc2420_packet_t {
cc2420_header_t packet;
nx_uint8_t datall;

} cc2420_packet_t;

Though not shown in Listing 4.10, a 2-byte CRC is auto-appended to each outbound packet by
the CC2420 radio hardware. The maximum size of a packet is 128 bytes including its headers and
CRC, which matches the 802.15.4 specifications.

Increasing the packet size will increase data throughput in TinyOS applications, but it will also
increase the probability that packets are destroyed by interference and need to be retransmitted.
Therefore, the default maximum payload size for CC2420 is 28, which is defined by TOSH_DATA_LENGTH
preprocessor variable. Though we can modify this value to increase the maximum payload size, it
causes compatibility problems between packets and the Java tools provided by TinyOS. Therefore, in
our system, we keep the maximum length the data payload in a packet maxPayloadSize = 28.

Based on these information, we can calculate the bandwidth needed for a specific BSN setting
using Algorithm 6. In Algorithm 6, to transfer payloadBits, at least minPacket packets are needed,
and packetOverhead = 11 + 6 + 1 = 18 for TelosB motes, because A = 6 and 1 byte is used by

TinyOS to specify message type.
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Figure 4.8: Frequency of 802.15.4 channels and WiFi channels

4.6.2 Channel Selection and Bandwidth Allocation

IEEE 802.15.4 has 27 operating frequency channels. Channel 0 to 10 operate at 868MHz/915MHz.
Channel 11 to 26 operate at 2.4GHz (shown in Figure 4.8). Most Zigbee sensor motes including
TelosB and MICAz used in our system operate at 2.4GHz, because this frequency offers higher bit
rate of 250kbps.

2.4GHz is an unlicensed ISM band which is also used by other technologies such as Bluetooth
and WiFi. According to the study on the coexistence of IEEE 802.15.4 and other technologies [117],
Bluetooth doesn’t impact IEEE 802.15.4 data transmissions very much because of the retry mechanism
employed by TEEE 802.15.4. After interfering a first transmission, Bluetooth usually hops to a
different part of the spectrum and won’t interfere with the retry.

However, WiFi interference cannot be ignored as shown in [117, 118]. In our system, we make
all the environmental WiFi networks operate on Channel 1 to minimize WiFi interference with
Zigbee Channel 15 to 26 as shown in Figure 4.8. Then we use Zigbee Channel 15 for inter-BSN
communication between aggregators, e.g. packets used for getting RSSI vectors in Section 4.3 are
broadcast at this channel. Channel 16 to 26 are used for intra-BSN communication between nodes
and aggregators.

Letting WiFi networks operate on Channel 1 is for the sake of simplicity. Actually we can detect
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Figure 4.9: Example of channel allocation and bandwidth allocation.
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the presence of WiFi interference on a Zigbee channel by performing RSSI noise floor reading, and
then choose clear channels for BSN communication. There is also existing work on how to survive
WiF1i interference for Zigbee networks [119].

When selecting channels for BSNs in the same group, BSNs are first sorted according to their
priority defined in BSN profiles (lower value means higher priority), so that in the list B of BSNs,
if i < j, then B[i].Priority < B[j].Priority. BSN BJi] (0 <1 < 10) is assigned to Channel (26 — 7).
Figure 4.9 shows the process to allocate BSNs to three IEEE 802.15.4 channels. In the beginning,
there are three BSNs in the group, and each one is assigned to a different channel based on their
priority.

However, if there are more BSNs in the same group than available channels, remaining BSNs will
be allocated to the channel with most bandwidth left. To determine the used bandwidth, we first
choose the most preferable setting for allocated BSNs according to Algorithm 5. The bandwidth of
the chosen setting can be calculated using Algorithm 6. Figure 4.9 shows when BSN(3] joins the
group, it was assigned to Channel 26 because it has the most bandwidth left.

With more BSNs joining the group, some channels become too crowded for all the BSNs on the
channel to use their most preferable settings. For example, Figure 4.9 shows when BSN[4] joins the
group, Channel 26 becomes short of bandwidth. In this case, we adjust BSNs with the lowest priority
on the channel (in this case, BSN[4]), and change the setting for this BSN to a setting with lower
bandwidth requirement, so that there will be enough bandwidth for all BSNs on the channel. In
the adjustment process, we always adjust the BSN with the lowest priority first, until it is already
using the setting with lowest bandwidth requirement, then we adjust the BSN with the second lowest
priority.

If the number of BSNs keep increasing, there will not be enough bandwidth to accommodate
all BSNs even though every BSN uses the setting with lowest bandwidth requirement. In this case
we can either only schedule slots for BSNs with higher priority, or we can lower the sampling rate
of sensors and lower the bandwidth used, though this may fail the fidelity requirement of BSN
applications. In reality, since there are 11 channels to be used by nearby BSNs, in most cases this is

more than enough to accommodate all BSNs in the same group.

4.6.3 Delay-Aware Real-Time Scheduling

According to [32, 120, 121], IEEE 802.15.4 provides two operating modes: non-beacon mode and

beacon-enabled mode. The non-beacon mode simply uses CSMA /CA mechanism for transmission.



4.6 | Transmission Scheduling 64

Beacon i Beacon
o Active portion Inactive portion e
! CAP . CFP "

& »'@ »'
<« « Lt

GTS GTS

[o] 1] 2]3]4]|5|6|7]8]9|t0]11]12]13]14]15

superframe duration (SD) '
' < >

beacon interval (BI)

v

' &
N9

Figure 4.10: IEEE 802.15.4 superframe structure.

The beacon-enabled mode uses a superframe structure shown in Figure 4.10. The superframe is
divided into 16 time slots. These slots belong to either Contention Access Period (CAP) or Contention
Free Period (CFP). During CAP, nodes access channel with slotted CSMA/CA. During CFP, nodes
reserve Guaranteed Time Slot (GTS) and conducts TDMA for communication. Most existing BSN
QoS solutions choose to use beacon-enabled mode to utilize GTS for transferring data of high priority.

However, two major disadvantages make the beacon-enabled mode insufficient for coordinating
traffic for multiple BSNs. Firstly, a coordinator is needed to use beacon-enabled mode. This may not
be a problem when there is only one single BSN system, but it is not feasible to assume there exists a
node that can reach all other nodes within the same BSN group. Secondly, in a superframe as shown
in Figure 4.10, the number of GTS slots is limited to 7, which can be much less than the number of
nodes in a BSN group. Insufficient GTS slots can fail reservation and increase transmission delay.

Given the settings of BSNs assigned to the same channel, the delay requirement d = minDelay
and the sample bits generated by sensors per second p = payloadBits of each node can be calculated
as between Line 5 and Line 10 in Algorithm 6. Therefore, the number of packets to transfer n during
time d for a node can be calculated as:

n= pxd (4.1)
~ 11000 x mazPayloadSize '

where maxPayloadSize is maximum payload length in a packet for a specific platform. For TelosB
motes, marPayloadSize = 28 as we discussed in Section 4.6.1. Then, the time ¢ needed to send the

n packets can be calculated as:

c=nX (cha + Tback:off + Tsystem + Tair) (42)

where Ti., is the time to perform the Clear Channel Assessment (CCA), Tpackoss is the random
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delay time when CCA finds the channel is busy. Note that to transfer a packet, it’s possible to
perform multiple times of CCA and backoff. Tiysterm is the time needed for the platform to process a
packet, it is different from platform to platform and is usually related to the length of the packet.
Tuir is the time need to transfer one packet in the rate of 250 kbps.

Now we need to allocate time slots to each node to transfer data to the aggregator one after
another while meeting the delay requirement. This process is comparable to the task scheduling in
real-time systems: the time slots to access the radio channel corresponds to the CPU slots to be
allocated to each process, each node needs time to transfer data just like a process needing time
to perform computational tasks, nodes need to transfer data periodically as the periodical tasks
in real-time systems, and the delay requirement d is the same as period and deadline in real-time
system scheduling.

Therefore, in our solution, we use Rate Monotonic Scheduling (RMS) algorithm [122] to assign
time slots to each node to transfer data. To use RMS, we assign fixed priorities to nodes based
on their delay requirement d, the smaller the d, the higher priority the node has, and thus will be
allocated before nodes with larger d.

There are many benefits to use the RMS algorithm. It is proven that
Theorem 1 Rate monotonic (RM) is an optimal priority assignment method.

which means, if a schedule that meets all the delay requirements exists with fixed priorities, then
RMS will produce a feasible schedule.
Moreover, we can easily figure out whether a feasible schedule exists when allocating slots to

nodes by calculating the channel utilization, denoted as U:

U =

)

(ci/d;) (4.3)

1

n
U <1 is a necessary condition for feasibility regardless of scheduling policy. The more important
result is that scheduling using static priorities is feasible if

U <n(2/" —1) (4.4)
With the number of nodes increasing, the limit of the bound is

lim n(2Y/™ —1) =In2 ~ 0.69 (4.5)

n—oo
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Property Type

LastUpdated DateTime

Channel Int

Master Boolean

Frame Int

NodeSchedules | List of NodeSchedule

Table 4.10: Transmission schedule for a BSN.

Property | Type
Nodeld UUID
StartTime | Int
EndTime | Int

Table 4.11: Transmission schedule for a node.

So the feasibility of scheduling is guaranteed if the channel utilization is less than about 0.7. Note
that this is a sufficient condition, but not necessary. It is possible that scheduling is feasible but the
U is larger than the bound.

The transmission schedule is calculated at the base station every time when there is a grouping
update, a BSN profile update, or an application profile update. Aggregators periodically poll the
base station for the transmission schedule updates through the REST API defined in the next section.
To make sure BSNs update their transmission schedules in time, we use m, the beacon broadcast

interval in Algorithm 1 in Section 4.3, as the polling interval.

4.6.4 REST API to Get Transmission Schedule

Table 4.10 and Table 4.11 define the format of the response payload to describe the transmission
schedule for a BSN. LastUpdated indicates when the schedule was calculated. Channel specifies
which channel the BSN is assigned to. Master depicts if the BSN is the master of the group. The
master BSN is randomly chosen by the base station from a group of BSNs. Frame is the length of
a scheduling cycle. NodeSchedules contains transmission schedules for all nodes in the BSN. The
schedule of each node contains NodeId to identify the node, StartTime to specify the time offset to
start transmission for the node, and EndTime to specify the time offset to stop transmission for the
node from the beginning of the frame. Both StartTime and EndTime are in milliseconds.

Listing 4.11 shows the Uri to get the transmission schedule for a BSN, and Listing 4.12 shows an

example of BSN transmission schedule.

Listing 4.11: Uri to get BSN transmission schedule.

Request Uri:
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GET http://<server>/bodyqos/bsns/<bsn-id>/schedule

Listing 4.12: Example of BSN transmission schedule

{
"LastUpdated" : "2017-03-05 11:01:30",
"Channel" : 26,
"Master" : true,
"Frame" : 1000,
"NodeSchedules" : [
{
"NodeId" : "f107245a-4539-4afa-8249-69386a87146f",
"StartTime" : O,
"EndTime" : 50
b
{
"NodeId" : "OObebd6c-1691-488b-8e3e-e338fe222db4",
"StartTime" : 100,
"EndTime" : 120
}
]
}

The master BSN coordinates data traffic by broadcasting messages to other aggregators in the

same BSN group through the control channel (Channel 15 in our implementation):
1. The aggregator of the master BSN broadcasts schedule update time LastUpdated.

2. If the transmission schedule of a BSN is not up to date, it polls for the new schedule through
APIL

3. The aggregator of the master BSN broadcasts transmission initialization message to start the

transmission according to the new schedule.

Aggregators relay control messages from the master BSN to ensure they reach every BSN in the

group. The broadcast messages also serve for time synchronization.

4.7 Dynamic Power Adaptation

As discussed in Chapter 3, BSNs are subject to the body shadowing effect. Higher transmission

power is needed to overcome the body shadowing effect. However, the higher the transmission power,
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Figure 4.11: Power adaptation process.

the larger the interference range of a BSN. In addition, higher power level also means more energy
consumption which is a major concern for BSNs. Therefore, ideally we should use the minimum
amount of power needed to overcome body shadowing effect to minimize interference and energy cost.

The obvious approach is to start from a low power level, then gradually increase transmission power
until we reach acceptable PRR. However, this process of transmitting, waiting for acknowledgments,
and adjusting transmission power consumes precious time slots. Moreover, the frequent locomotion
and activity/posture changes of a BSN wearer make BSN links highly variable, thus the transmission
power needs adjustment frequently.

In our solution, we try to optimize the power adjustment process by using a reasonable starting
power level, and then adjusting transmission power according to the RSSI of received packets.

According to the experiments done in Chapter 3, in indoor environment power level 11 is enough
to achieve acceptable PRR, so we use power level 11 as our start power level.

Figure 4.11 shows the power adaptation process. When the aggregrator receives a data packet
from a node, if the RSSI value is not in the range of RTy and RTy, the aggregator sends power
adjustment message to the node to increase or decrease the transmission power in a linear way. There

are some work [123] trying to improve the power adaptation process by using binary search to faster



4.8 | Discussion 69

find the next appropriate power level when people are moving around. But this assumes the presence
of accelerometers on the nodes, which will make our system less generic without providing any major

benefits. Therefore, in our system we choose to use a simpler linear adjustment process.

4.8 Discussion

In this chapter, we propose a QoS solution for multi-body, multi-function BSNs. In our solution,
nearby BSNs are grouped together and their traffic is coordinated using different channels and time
slots to avoid interference both from nodes of the same BSN and nodes of nearby BSNs.

The use of profiling not only enables our solution to compute possible BSN settings that can satisfy
the fidelity requirements of multiple BSNs, but also separates BSN hardware details from application
software requirements. Moreover, the use of REST APIs provides an easy and standardized way for
BSNs and applications to register and mange themselves without worrying about adjusting QoS level
or hardware level details.

During channel selection and bandwidth allocation, we implicitly assume that one channel is
enough to accommodate the traffic of a BSN. This is reasonable since most existing BSN systems
only require the aggregrator operating on one single channel.

Our solution doesn’t guarantee there is always a BSN setting that can satisfy all the requirements,
e.g. if one application requires too many packets such as one thousand to be sent per second, our
delay-aware real-time scheduling will not work, since the minimum delay is too small and the channel
utilization is too high. But in reality our solution works for most applications with reasonable
configurations.

To guarantee link quality and reduce interference at the same time, we use power adaptation to
automatically increase or decrease transmission power. This does not only reduce energy consumption,
but also guarantees the reception signal strength at all aggregators is within the same range, which
saves grouping from capture effects.

Our solution can also be easily adjusted to suit specific needs. For example, the RSSI vector
can be sent in different rates to adjust the responsiveness of the grouping process, the preference
of a BSN setting calculated in Algorithm 5 can be substituted to address different priorities, the
delay-aware scheduling can be changed to used dynamic priorities such as Earliest Deadline First

(EDF) to make sure scheduling is feasible as long as the channel utilization U < 1.



Chapter 5

Grammar-Based Fall Detection

5.1 Introduction

Chapter 4 discussed how to achieve reliable data transmission in BSNs. Besides reliable communi-
cation, how to develop BSN applications to reliably process these data is also of great importance.
In this chapter we develop a grammar-based fall detection application. Using grammar to define
events makes our algorithm extensible, which is very useful for detecting events without an common
definition such as falls.

Falls are one of the most detrimental events for the aged population. About one out of three
senior people 65 years or older have at least one fall per year, and falls are the leading cause of
injury-related hospitalization for elderly people [50]. Detecting falls accurately can reduce the severe
consequences, and thus is of great importance.

However, falls are difficult to accurately detect due to three reasons. First of all, certain fall-like
activities are hard to distinguish from real falls. Since existing solutions mainly use accelerometers
to detect falls, activities with larger accelerations such as sitting down quickly, cause many false
positives when detecting falls. Second, falls have different characteristics according to their causes.
For example, falls caused by environmental hazards and gait problems usually happen faster than
those caused by dizziness and drop attacks. Third, unlike activities of daily living (ADL), falls
are accidents, so it is extremely difficult to collect data of real falls of the elderly. Therefore, it is
important to have a generic fall detection framework which can be adjusted and extended as more
real falls are reported.

To overcome the problems of existing fall detection methods discussed above, in this chapter, we

70
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present a grammar-based, posture- and context-cognitive fall detection framework that can detect falls
with different activity levels. Our framework can be easily adjusted to detect falls more accurately as
people gradually collect more data of real falls. Our fall detection framework makes the following

contributions:

e QOur method can be easily tuned and extended. Falls are difficult to detect accurately because
there are so many different types of them. In our framework, we propose a context-free grammar
to define various falls as sequences of sensor events, so that our system can be easily extended
to handle new types of falls. The formal definition and generic detection framework for falls

have not been studied before.

e Our method is posture-cognitive and person-specific. The posture and movement levels are
determined in a novel way by using clustering and learning techniques, which makes our method
person-specific. Training on posture and movement levels (not on falls) only requires several

minutes.

e Our method reacts to consequences of falls. When evaluating the fall process, our method
evaluates the immediate consequence of all falls — resting on the ground, combined with a
period of low-level activities. If we detect the condition, we use the previous 5 seconds of data

to determine if a fall actually occurred.

e QOur method is context-cognitive. Environmental sensors attached on a bed or couch are used to
eliminate false positives caused by fall-like activities also ending with a lying posture such as

lying on the bed quickly.

e Our method provides a mechanism to detect falls with different activity levels. According to
Rubenstein et al.[56], falls in elderly are caused by several different reasons such as environment-
related accidents, gait and balance disorder, and dizziness and vertigo. Falls caused by
environmental factors usually happen faster than falls caused by dizziness. By using a context-
free grammar to define different kinds of falls, our method detects both fast and slow falls. The

detection of slow falls has not been studied by previous work.

e QOur method achieves high accuracy. In our evaluation, our method detects all 32 fast falls and

22 out of 24 slow falls from normal or fall-like activities.
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Figure 5.1: (a) The TEMPO 3.1 sensor node; (b) The data acquisition system setup.

5.2 Data Acquisition

Two kinds of sensors are used in our fall detection system: the TEMPO 3.1 nodes [3] and the
widely used MICAz motes with MTS310 sensor boards. The TEMPO nodes are used to monitor the
acceleration and rotational rates of different parts of the body, and the MICAz motes are used to
monitor the vibration of specific furniture such as a bed to retrieve the subject’s location context
information.

The TEMPO 3.1 node includes a tri-axial accelerometer and a tri-axial gyroscope as shown in
Figure 5.1(a). The MMA7261QT tri-axial accelerometer, made by Freescale Semiconductor, can
monitor acceleration within a range of +10g. The tri-axial gyroscope consists of an InvenSensce
IDG-300 dual-axis gyroscope and an Analog Devices ADXRS300 Z-axis gyroscope. The IDG-300 can
monitor angular velocity between +500%s. The ADXRS300 can monitor angular velocity between
+3009s. The sensors are controlled by an TI MSP430F1611 microcontroller. The sampling rate is
set to 120Hz, a bandwidth exceeding the characteristic response of human activities, to guarantee
body movement details can be captured.

The MTS310 sensor board features a bi-axial accelerometer, which can monitor acceleration
between +2¢g. The sampling rate is set to 2Hz, which is sufficient for monitoring furniture vibrations.

Figure 5.1(b) shows the setup of our data acquisition system. In our experiments, we attach
5 TEMPO nodes to human body as shown in Figure 5.1(b). Using 5 nodes enables us to collect
significant amounts of data to obtain very high accuracy and determine which nodes and locations
are most critical. Due to space limitations we do not show these performance results, but we see that
at least 3 nodes are required (chest, ankle, and wrist). The extra 2 nodes do improve performance

and in the future when such nodes can be unobtrusively embedded in clothes using 5 nodes (adding
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Figure 5.2: The main process to detect falls: posture recognition, localization, and fall process
evaluation for both fast and slow falls.

on the thigh and waist) would be preferred.

The MICAz nodes are fixed to furniture including a bed and a chair. The subject is located by
monitoring the vibration of the furniture.

To make sure our system works for a wide variety of situations, during the following experi-
ments, three graduate students engaged in a battery of tests designed to simulate falls (fast fall
forward /backward/leftward /rightward/ag-ainst wall and slow falls), fall-like activities (sit down fast
upright, sit down fast reclined, jump into bed, stumble, jump), and normal activities (stand, sit, lie,

walk, run). All fall data was taken on hard surfaces.

5.3 Fall Detection Framework

5.3.1 The Fall Detection Process

In our fall detection framework, we use a context-free grammar to define various falls as sequences
of sensor events. These events can be the raw readings from on-body sensors exceeding thresholds,
or more high-level information, such as the posture and location of the subject, inferred from the
low-level sensor readings. As shown in Figure 5.2, the detection process can be divided into two main
steps: event extraction and fall process evaluation.

During event extraction we buffer a short period of recent sensor readings and calculate high-level
features. These raw readings and derived features are used later during fall process evaluation to

determine if a fall has happened. In our current system, we calculate two kinds of high-level features:



5.3 | Fall Detection Framework 74

Table 5.1: The production rules of the context-free grammar for defining fall processes.

F—=S

S — E|ETS

E — (E,E)|(SENSOR, FEATURE)|P|LOC

T — (time, C)|(time, time)|e

SENSOR — chestlwaist|wrist|thigh|ankle
FEATURE — (threshold, C)|(threshold, threshold)
C—<|>

P — standing|sitting|lying

LOC — bed|couch|other

N N N N N S S S
v ot Ot Ot Ot Ot Ot Ot Ot
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Table 5.2: The meanings of non-terminals in the context-free grammar.

Non-terminal | Meaning

F a fall process

S a sequence of sensor events

E a sensor event

T the time interval between two sensor events

SENSOR which sensor the readings are collected from
FEATURE | the feature of the collected readings

C a comparison with time interval or threshold
P the subject’s posture
LOC the subject’s location

the posture and location of the subject. Unlike previous work using preset inclination thresholds [71]
to determine postures, no preset thresholds are used in our system when calculating the posture of
the subject by using clustering and learning techniques. Therefore, our posture recognition algorithm
adapts to different users automatically. The location of the subject is detected by the sensors attached
on bed and couch.

The key part of the fall process evaluation is a set of rules. Each rule defines a type of fall using
the context-free grammar so that it can be parsed automatically. Then we compare the rules against
the readings and features collected in the previous step to determine if a fall has happened. In this
step we evaluate both fast falls and slow falls according to their respective rules.

In the following of this section, we first present the context-free grammar used to define falls,
then discuss the extraction of posture information from on-body sensor readings, and discuss how to

retrieve context information from environmental sensors. Last we present the fall process evaluation.
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Table 5.3: The meanings of expressions in the context-free grammar.

Expression Meaning

(E,E) two events happen at the same time
. time interval between two events is

(time, C)

smaller (<) or larger (>) than time
time interval between two events is
between two values of time

sensor readings are smaller (<)

or larger (>) than threshold

sensor readings are between

two values of threshold

(time, time)

(threshold, C)

(threshold, threshold)

5.3.2 Context-Free Grammar for Defining Falls

In our framework, a fall is defined as a sequence of sensor events. This sequence can be generated
using our context-free grammar shown in Table 5.1. The meanings of the non-terminals of the
grammar are shown in Table 5.2. Some of the expressions in Table 5.1 also have special meanings as
shown in Table 5.3.

Rule 5.3 of the grammar shows that the sensor events used to define falls can be divided into two
categories: sensor readings exceeding thresholds (or within two thresholds) and high-level features
derived from sensor readings including the posture (P) and location (LOC) of the subject. The
initial thresholds used in specific rules are determined based on simulated falls as shown later in
Section 5.3.5, and Section 5.3.5. Our framework easily permits adjusting the thresholds if needed.

To demonstrate the usage of the proposed grammar, we use it to define several falls and fall-like
activities:

Normal fast fall:

(chest, (threshold, >))(lying, other)

Forward slow fall:
(thigh, (threshold, >))(2s, <)

(wrist, (threshold, >))(lying, other)
Sitting down fast to couch:

(waist, (threshold, >))(sitting, couch)
Lying onto bed quickly:

(chest, (threshold, >))(lying, bed)
From these examples, we can see it is straightforward to define falls and fall-like activities using the
grammar.

Our framework can be extended easily in two ways:
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Figure 5.3: The process of posture recognition.

e FEzxtending the grammar. In actual deployments, more sensors can be used to get additional
information. For example, we can attach the MICAz node on a shower head to detect if the

subject is showering. In this case, showering can be added as a new terminal in Rule 5.3.

o Adding new rules. Under a given grammar such as in Table 5.1, to detect a new kind of fall or
fall-like activity, we only need to write a new rule using this grammar, and then the rule can
be parsed automatically so that the system will be able to recognize this specific type of fall or

fall-like activity.

5.3.3 Posture Recognition

There are many different types of falls, but most of them have the same immediate consequence —
lying on the ground, combined with a period of low-level activities. Therefore, posture is an important
feature to detect falls. Figure 5.3 shows the process of posture recognition in our framework: we
first divide activities into three categories according to their dynamic levels, then we extract posture
information when the subject is in low-level dynamic activities. During the process, by using the

clustering and learning techniques, we do not need to use preset thresholds to detect postures.
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Figure 5.4: The standard deviation of the linear accelerations at the chest (Node 1), waist (Node 2),
wrist (Node 3), thigh (Node 4), and ankle (Node 5) for various activities.

Activity Dynamic Level

We use the standard deviation of the acceleration readings from TEMPO nodes to determine the
person’s activity level. The monitoring cycle is one second, which means we calculate the standard
deviation of the collected data every 120 samples.

The acceleration of each sensor can be calculated using Equation (5.10), where a; is the vector
magnitude linear acceleration of Node i, and a;,, a;,, a;, are the acceleration readings along the x-,

y-, and z-axis.
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Figure 5.5: Gray line: clustering results of dynamic levels of different activities (1: Low; 2: Medium;
3: High); Black line: posture clustering results when activity dynamic levels are classified as low (1:
standing; 2: sitting; 3: lying).

Figure 5.4 shows the standard deviation of the accelerations at different parts of the body when
performing various activities. From Figure 5.4, we can see some activities like running are more
dynamic than others like walking or standing still. Therefore, according to different standard deviation
values, we divide human activities into three categories: high dynamic activities like running or
jumping, medium dynamic activities like transactions between postures or walking, and low dynamic
activities like standing, sitting, or lying.

Instead of using simple thresholds to determine activity categories, we use k-means clustering to
partition activity dynamics into three categories. The gray line in Figure 5.5 shows the results of
cluster analysis. The input data of the cluster analysis is the standard deviations of the acceleration
as shown in Figure 5.4. From Figure 5.5 we can see that the results of clustering activity levels of
the activities shown in Figure 5.4 are all correct: falling forward/backward/left/rig-ht/against wall,
getting into bed, stumbling, running, and jumps are clustered as high dynamic activities (Class 3);
activities including sitting down fast, walking, and the transactions between activities are clustered
as medium dynamic activities (Class 2); when the person is standing, sitting, and lying, the activity
dynamics are clustered as low (Class 1). Based on the clustering results, we build a naive Bayesian

classifier to differentiate activity dynamic levels.



5.3 | Fall Detection Framework 79

Extracting Posture Information

When activity dynamic levels are classified as low during one second, we recognize the postures
(standing, sitting, or lying) of this one second time period to determine if there is possibly a fall.
In our experiment, we first perform an initial calibration for the stationary standing posture. In
this step, we record the accelerometer readings from Nodes 1, 2, 4 and 5 as shown in Figure 5.1(b).
Node 3 is not used because it is attached on the wrist and does not strongly relate to postures. Then
we calculate the angle changes of each node based on the accelerometer readings along each axis

using Equation (5.11).

180 i, a5, + Q;,a;, + 45,04,
0; = — arccos(
m \/&3 + a2 +d$~\/a§ +a2 +a?
T y z T z

Ty

(5.11)

In Equation (5.11), i = 1,2,4,5, ¢; is the orientation change of Node i, a;,, a;,, G;, are the
acceleration readings of Node 4 during the calibration phase along the x-, y-, and z-axis, and a;,, a;,,
a;, are the mean values of the accelerometer readings along each axis during low dynamic activities.

The black line in Figure 5.5 shows the results of posture clustering. Note that posture clustering
results are only available when activity dynamic levels are low. In this step, we use k-means clustering
to partition postures into three categories: standing (Class 1), sitting (Class 2) and lying (Class
3). The input data for posture clustering is the vector (61,6s,04,605). In Figure 5.5, all postures
are clustered correctly. Based on the results we use a regression tree learner to build the posture
classifier, which is used to recognize postures.

In Section 5.3.3 and Section 5.3.3, we first determine the activity level of the subject, then extract
posture information if the subject is in low activity level. The learning process for posture recognition
only requires a few minutes, and during this period the subject performs normal daily activities
and three postures (standing, sitting, and lying). Unlike most previous work, by using clustering
and learning techniques in our method, the whole posture recognition process can be automatically

adjusted across different subjects, and no predefined thresholds are used. This makes our method

person-specific.

5.3.4 Context Information Collection

Some activities like lying onto the bed quickly are extremely difficult to distinguish from real falls
only using body sensors. However, by combining context information such as the location of the

subject, these fall-like activities can be distinguished from real falls easily: when the on-body sensor
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Figure 5.6: Collect readings from MICAz motes attached on bed and couch

readings indicate a fall has happened, if the location of the subject is on the bed, then it is obviously
a false alarm. Sensors in environment are becoming common in assisted living systems, e.g. GE’s
QuietCare[80] uses environmental sensors to learn residents’ routine. In our system, we collect context
information using ambient environmental MICAz motes (as shown in Figure 5.6).

Figure 5.6 shows a typical deployment of environmental sensors to retrieve location information.
In this setting, one MICAz mote (with MTS310 sensor board) is attached onto the bed, the other
is attached onto the couch. Every half second each MICAz mote sends x- and y-axis acceleration
readings back to the sever. The right of Figure 5.6 shows the data collected from these sensors. If
the deviation of the collected data is larger than a threshold value (we use 100 in our experiments),
we know the subject is just sitting down to the couch or lying onto the bed.

In fact, many other kinds of context information can be collected from environmental sensors. For
example, the assisted living system AlarmNet [26] uses X10 sensors to track which room the subject
is in. By utilizing the data collected by these assisted living systems, we can have more knowledge

about the subject, which can help improve fall detection accuracy.

5.3.5 Fall Process Evaluation

After knowing the subject is resting on the ground with low-level movements (Section 5.3.3), and not
on a bed or in the couch (Section 5.3.4), our method checks the data for 5 seconds earlier to evaluate
whether the process that achieved this posture is a fall. We do not use learning techniques during fall

process evaluation because falls are rare accidental events and it is not feasible to train the system
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by letting elderly people fall. The thresholds used for the fall process evaluation are determined by
simulated falls.

Falls have different characteristics according to their causes. Rubenstein et al. [56] summarized
major causes of falls in elderly people and their relative frequencies. The first four causes for falls in
elderly are: falls stemming from environmental hazards (31%), gait/balance disorder (17%), dizziness
and vertigo (13%), and drop attacks (9%). In these categories, falls caused by environmental hazards
and gait problems usually happen faster than those caused by dizziness and drop attacks. However,
previous work on fall detections discussed in Section 2.3 only focuses on fast falls.

In this section, we show that both fast and slow fall processes can be defined and detected using

the production rules in our framework.

Fast Falls

In the examples in Section 5.3.2, we define fast falls as

(chest, (threshold, >))(lying, other).

Though this definition is enough as a demonstration of the usage of the proposed grammar, in a
real fall detection system, we need to figure out which LOC' is more useful for detecting a fall, and
what the specific value of the threshold should be. To solve this problem, three graduate students
performed five kinds of fast falls (fall forward/backward/left-ward/rightward, fall after stumbling)
and typical normal daily activities (walk, sit down, lie down) two to three times.

Figure 5.7 shows the maximum acceleration of each node during different activities. From
Figure 5.7, we can see that in spite of some overlap the max acceleration during a fall is most of
the time much larger than during normal activities. Therefore, as shown here and in many previous
works we can use preset thresholds to detect fast falls. Nodes attached on chest (Node 1), waist
(Node 2), and thigh (Node 4) are more useful because their max accelerations have almost no overlap
with those of normal activities. However, accelerations of nodes attached on wrist (Node 3) and
ankle (Node 5) often have overlap between different activities because of impulsive movements, thus
they are not suitable for detecting fast falls. In our method, a fast fall process is detected if a; > 3.0g

and ag > 3.0g. Therefore, the rule used to detect fast falls can be written as Equation (5.12).

((chest, (3.0g,>)), (thigh, (3.0g, >)))(lying, other) (5.12)
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Figure 5.7: The max acceleration of nodes for different activities: 1) fall forward; 2) fall backward; 3)
fall leftward; 4) fall rightward; 5) stumble and fall; 6) walk; 7) sit down; 8) lie down.

Slow Falls

Besides fast falls, falls caused by dizziness and drop attacks are also common in elderly people. Drop
attacks are falls associated by sudden leg weakness, but without dizziness. For elderly people, lacking
exercise results in poor muscle condition, decreased strength, and loss of flexibility. Therefore, when
bending, reaching, or rising from a chair or bed, elderly people are prone to falls.

These falls are not as sudden as fast falls, and the accelerations of these falls are not as large.
Therefore, it is hard to distinguish them only using acceleration thresholds. Figure 5.8 shows two
simulated slow falls: the person rose from a chair, then fell forward to the ground before he could
stand steadily. During the fall process, the accelerations of both Node 1 and Node 4 are under the
black line (3.0¢g) and thus not large enough to be detected as a fall according to Equation (5.12).

However, in this kind of fall, people usually push their hands out to cushion the body, so there are
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Figure 5.8: Accelerations of Node 1 (chest), Node 3 (wrist), and Node 4 (thigh) for a slow fall caused
by dizziness.

large acceleration readings from wrist (Node 3) as shown in Figure 5.8. Thus the fall process can be
detected as a sequence of sensor events: sitting posture, large accelerations from wrist, and resting on
the ground with low-level movements. Usually the movement of wrist is not suitable for fall detection
because its impulsiveness, however, as an event of a sequence, it can be useful. Therefore, the rule

used to detect this kind of slow falls can be written as Equation (5.13).

sitting(wrist, (8.0g, >))(lying, other) (5.13)

5.4 FEvaluation

In this section, we evaluate our fall framework by studying two special cases and performing system
integration tests. By discussing the first special case, we show how to use context information to
distinguish fall-like activities from real falls. In the second case study, we show how our system deals
with slow falls. The system integration test then shows the overall performance of our fall detection

system.
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Figure 5.9: Accelerations of Node 1 (chest), Node 2 (waist), Node 3 (wrist), Node 4 (thigh), Node 5
(ankle), and bed sensor for lying onto bed quickly.

5.4.1 Special Case Study
Lying onto Bed Quickly

Lying onto the bed quickly is extremely difficult to distinguish from real falls, because they all
feature large accelerations and fast body orientation changes. The first five plots in Figure 5.9 show
six seconds of acceleration from Node 1 to Node 5 when the subject lies onto the bed quickly. In
Section 5.3.5, we use a; > 3.0g and a4 > 3.0g as thresholds to detect fast falls. However, in Figure 5.9
we can see every node has max acceleration larger than 3.0g, so most previous work only based on
monitoring acceleration cannot handle this fall-like activity correctly.

However, distinguishing lying onto bed from real falls becomes straightforward if we know the

location of the subject. The last plot in Figure 5.9 shows the accelerometer readings of the MICAz
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Figure 5.10: Accelerations of Node 1 (chest) and Node 4 (thigh) for falling against wall

sensor attached to the bed. When the subject gets into bed, the bed sensor shows large readings

(from 2s to 4s), and the activity will not be detected as a fall in our system.

Fall against Wall

In this section, we use an example to illustrate how to detect a new type of fall — fall against a wall
— using our system. In this kind of fall, the subject first touches the wall for support, then slips down
to the ground, and ends with a sitting position. Figure 5.10 shows typical accelerometer readings
from Node 1 (chest) and Node 4 (thigh) when falling against a wall. When the subject touches the
wall, the acceleration of Node 1 (chest) is lager than that of Node 4 (thigh). However, when the
subject slips down to the ground, the acceleration of the thigh is larger. Based on this observation,

we can define a fall against a wall as

((chest, (threshold, >)), (thigh, (threshold, <)))
((chest, (threshold, <)), (thigh, (threshold, >)))

sitting, other
g

From our experiments, using 3.0g as the value of threshold can detect falls against a wall.

5.4.2 System Integration Tests

To evaluate our algorithm as a complete system, three students performed a series of activities:
simulated each kind of falls 8 times (falling forward/backward/left/right/against wall, falling when

rising from chairs/bed), 56 falls were simulated in all; also the students performed other fall-
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Figure 5.11: (a) True positive performance (sensitivity); (b) True negative performance (specificity).

like activities and normal activities including sitting down fast upright/reclined, getting into bed,
stumbling, walking, running, and jumping. Each fall-like and normal activity was performed 2 times
by each person.

Figure 5.11 shows the sensitivity (true positive performance, the number of detected falls divided
by the total number of falls) and specificity (true negative performance, the number of detected
fall-like or normal activities divided by the total number of these activities) of our fall detection
framework.

Figure 5.11(a) shows the detection results of both fast falls and slow falls: fast falls include falling
forward, backward, leftward and rightward; slow falls include falling against a wall, falling when
rising from a chair or bed. All fast falls are detected correctly. Only two slow falls (against wall)
out of all 24 slow falls are not detected using our method. This is because we recognized the sitting
posture after the fall against a wall as a lying posture. By contrast, 20 out of all 24 slow falls (8 falls
against wall, 5 falls when rising from chair, 7 falls when rising from bed) are not detected only using
thresholds (3.0g) for the accelerations of Node 1 (chest) and Node 4 (thigh).

Figure 5.11(b) shows the detection results of fall-like activities (including sitting down fast ending
with an upright or recolined position, getting into the bed quickly, and stumbling) and some normal
daily activities (including walking and running). Our method distinguishes all these activities from
falls. For fall-like activities such as sitting down and getting into the bed, the environmental sensors

play a key role to eliminate the false alarms. The ending posture (either lying or sitting, definitely
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not standing) in the definition of falls distinguishes stumbling from real falls.

5.5 Discussion

In this chapter, we proposed a grammar-based fall detection framework which uses both posture and
context information, and can detect both fast and slow falls. By using a context-free grammar to
define various falls as sequences of sensor events, our framework can be easily tuned and extended to
detect new types of falls.

The use of clustering and learning techniques to recognize activity levels and postures makes our
method person-specific and increases the recognition accuracy. The training only requires subjects
performing several minutes of normal daily activities.

In our solution high-level features such as posture and location information are utilized to enable
our method to react to the consequence of falls — subjects resting on the ground, combined with
low-level activities. The ability to combine features extracted from both on-body and environmental
sensors improves our detection accuracy.

Slow falls, which are common in the elderly yet have not been studied by previous work, can also
be effectively detected using our method. Evaluation shows our method can distinguish most falls
from normal activities correctly.

However, currently only common slow falls are discussed, other slow falls need to be handled by
adding new rules in the future. In addition, irregular physiological data like low blood pressure is
very useful to help detect falls, as more types of sensor are integrated to BSNs, our framework can

be extended to achieve better fall detection accuracy.



Chapter 6

In-Person Interaction Monitoring

6.1 Introduction

According to the U.S. Department of Health and Human Services [1], the population of 65 and
older reached 46.2 million in 2014. By 2040, older population is projected to be 82.3 million.
However, 15%-20% of senior people have significant depressive symptoms [81]. Many studies show
that lacking in-person interactions plays an important role in the initialization and development of
depression [82] and is one of the most important indicators of physical and mental health in aging
patients [83]. Therefore, in-person interaction monitoring is of great importance, because it enables
psychiatric clinicians and geriatric professionals to perform more accurate diagnosis and treatment of
psychological problems for elderly people.

Plenty of existing work targets people’s daily activities, but they are not well poised to detect
in-person interactions, because: 1) most activity detection methods such as [101] use very limited
types of sensors, usually only accelerometers, and lack the multitude of sensing modalities needed to
detect rich interactions between people; 2) existing solutions such as [91, 92, 93, 94] detect human
interactions solely based on data collected from one person, and ignore the involvement of multiple
participants, which is the intrinsic nature of in-person interactions.

These problems limit existing systems from extracting in-person interaction details such as the
involvement of a person in a conversation. Yet this detailed information is critical for psychiatrists or
caregivers to monitor and assess people’s mental health, as indicated in gerontological studies [82, 95].

To overcome these limitations, in this chapter, we propose a multi-modal in-person interaction

monitoring system using smartphones and on-body sensors. Our system first detects seven kinds
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Figure 6.1: System platform: (a) hardware; (b) mobile app user interface.

of primitives from all participants interacting with each other: activities of subjects, proximity
information, presence of speech, speech volume analysis, GPS coordinates, phone call records, and
calendar events. By analyzing these primitives, our system detects details about interactions. Our
system suits best for facilities such as nursing homes where it can be deployed to all people and
primitives from all participants of an interaction can be collected. It can also be used when people
interacting with the subject do not have our system, because primitives collected from the subject
such as activities, speech, and GPS are already sufficient to detect many interactions such as dining
out though with less details.

Moreover, unlike some existing work [83, 109] requiring deployment of environmental sensors, our
system only uses smartphones and optionally on-body sensors to detect in-person interactions. This
significantly improves the mobility and thus practicality of our system, since many interactions of

interest such as dining with others happen where environmental sensors are unavailable.

6.2 Data Acquisition

Inertial sensors (TEMPO nodes [3]) and a smartphone (HTC One V) are used in our social interaction
detection system. The TEMPO nodes are attached to the chest and thigh to monitor the motion and
posture of the body, collecting acceleration data at a sampling rate of 120Hz — sufficient to capture

the characteristic response of human activities. The HT'C One V phone records audio signals around
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Figure 6.2: The framework to detect social interactions.

the subject, detects the proximity of other people, and collects GPS coordinates, calendar events, and
phone call records. The phone also functions as a data aggregator for TEMPO nodes. The hardware

platform is shown in Figure 6.1(a). The mobile app user interface is shown in Figure 6.1(b).

6.3 Multi-Modal In-Person Interaction Monitoring System

To overcome the shortcomings of existing solutions, we employ a multi-modal system to detect
in-person interactions with detailed involvement information. The framework to detect in-person

interactions is shown in Figure 6.2. The techniques employed in the framework is detailed below.

6.3.1 Primitives

From data collected our system calculates seven kinds of primitives to detect in-person interactions.
These primitives are: 1) activities of subjects, including static postures (standing, sitting, and lying)
and dynamic movements; 2) the proximity information of nearby BSNs; 3) the presence of speech; 4)
speech volume analysis during clear speech; 5) location information from GPS coordinates; 6) phone

call records; 7) calendar events.

Activity

In activity detection, first we determine whether a person is dynamically moving or statically posturing

(dynamic vs. static) according to the variation of accelerations. If the person is staticcaly posturing,
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Table 6.1: The average value and standard deviation of § and a, for different postures.

Posture | mean(d) | std(0) | mean(a,) | std(a,)
Standing 7.28° 2.81 1.07g 0.01
Sitting 71.77° 3.64 1.01g 0.01
Lying 1358 | 1.78 | —0.07¢g | 0.10

we use accelerations from TEMPO nodes to determine specific static postures: standing, sitting, or
lying.

To distinguish specific static postures, we calculate the angle between the trunk and thigh, 6,
using Equation (6.1), where G and a are the acceleration readings from chest and thigh, respectively.

0= 180 arccos( Aoy + 8yay + a-0

T 42 142 g2 . 2 2 2
\/az—i-ay—i—az \/aw—i—ay—&—az

(6.1)

Table 6.1, which is obtained from three subjects performing static postures multiple times, shows
the value of 6 and G, (gravitational vector at chest) for different postures. Then we can distinguish
standing (6 < 45°, a, > 0.5g), sitting (6 > 45°, a,, > 0.5¢g), and lying (0 < 45°, &, < 0.5g).

To make our system more flexible, when TEMPO nodes are not present, our system automatically
uses the accelerometer on the smartphone to distinguish dynamic vs. static. The system is easier to
wear and deploy by excluding TEMPO nodes, but it also makes activity detection results unreliable
since people do not always keep their phones at the same position. In addition, without TEMPO
nodes our system does not distinguish specific static postures (standing, sitting, and lying), which
are critical to detect specific kinds of interactions, e.g. it is an important feature of meetings that

multiple people sit near to each other.

Proximity

Most radio devices provide Received Signal Strength Indicator (RSSI), which can be used to adequately
estimate the distance between nodes when they are within several meters of each other , hence we
use RSSI to detect proximity. In our system, we use the Bluetooth radio on the smartphone to detect
the presence and estimate the distance of other BSNs in the vicinity.

The relation between distance and RSSI is described in Equation (6.2)[124], in which d is the
transmitter-receiver distance, n is the attenuation constant, X, is a zero-mean Gaussian with standard

deviation o (multipath effects), and RSSI,.¢ is the RSSI value at reference distance dyey.

d
RSSI = RSSI,.; — 10nlogio <d> + X, (6.2)
ref
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Table 6.2: Pre-measured RSSI,.y and n for typical indoor and outdoor environments.

Environment | mean(RSSI,.r) | std(RSSI.cf) | n
Indoor —61.56 3.08 2.51
Outdoor —83.89 3.46 1.35

Usually n and o are obtained through curve fitting of empirical data, but commonly we can
assume X, to be 0 and distance can be obtained via Equation (6.3), in which RSSI,.s is measured
at drey = 1m.

d=10""itr (6.3)

According to Equation (6.3), we need to do measurements to determine RSSI,.; and n to extract
exact distance from RSSI. However, since we only need rough estimation of proximity when detecting
in-person interactions, using pre-measured RSSI,.y and n are sufficient. Table 6.2 shows RSSI,.y
and n we measured for typical indoor and outdoor environments for up to 3 meters.

By extracting proximity information from Bluetooth radio, our system not only discovers nearby
BSNs, but also roughly estimates their distance to the subject. Distance estimation is important
because to monitor an interaction, we need to determine whether a BSN is a participant or not. In

our system, we consider BSNs within 3 meters potential participants of an interaction.

Speech Detection

In our system, we classify audio signals recorded by a smartphone microphone into three categories:
clear speech, speech in noise, and other sounds. The classification is based on audio features mentioned
in [125].

We extract eight features divided to 3 groups from recorded audio signals. They are:

e Amplitude modulation features: width, ml, m2, m3. width characterizes the modulation
depth in the signal. m1, m2, m3 are the modulation depth for the modulation spectra of the

signal envelope in three modulation frequency ranges: 0-4Hz, 4-16Hz, and 16-64Hz.

e Spectral profile features: CGAV (spectral center of gravity), CGF'S (fluctuations of the spectral

center of gravity). CGAV and CGF'S describe static and dynamic spectral profile, respectively.

e Harmonicity features: tonality and pitchvar. tonality is the ratio of harmonic (pitch is present)

to inharmonic (pitch is absent) parts in the sound. pitchvar is the variance of pitch.
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Figure 6.3: Conversation volume analysis when three people are talking with each other.

In our system, all features above are extracted on the smartphone in real-time every second.
Using these features and bagged tree classifier, our system can detect 93.23% of clear speech and
85.85% of speech in noise. By accurately detecting both clear speech and speech in noise, our system
provides a much more comprehensive picture of verbal communication comparing to existing work

such as CenceMe[93, 94], which can only detect clear speech.

Speech Volume Analysis

For clear speech, we perform volume analysis to determine who is speaking. When one person is
speaking, all mobile phones on the subject and nearby persons record the speech. By comparing
their volume, we can figure out who is speaking, because the volume from the person speaking is
larger than that on all other persons. However, this may not be true when there are noises around,
therefore sound classification mentioned in the previous section is necessary to make sure that volume
analysis is only performed for clear speech.

Figure 6.3 illustrates the scenario when three people are talking with each other. When A speaks,
phones of A, B, and C all record the voice signal. Since the volume recorded by A is larger than that

recorded by B and C, we can detect that A is speaking.

GPS, Call Records, Calendar

The GPS data collected from mobile phones is very effective to detect some kinds of social interactions
such as dining out, going to sport events or movies. Phone call records contain information such as
the time, duration, caller (for incoming calls) or callee (for outgoing calls), and thus are used in our
system to monitor the subject’s interactions with others over their smartphones. A calendar entry

consists of the time, location, and name of an event.
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6.3.2 In-Person Interaction Detection

Each primitive discussed in the previous section provides basic components to analyze in-person
interactions. However, one single primitive can hardly give enough details. For example, through
GPS the subject can be located in an office building, but it is hard to know if the person is involved
in any kind of in-person interactions such as talking with others.

Therefore, we adopt a multi-modal approach to detail in-person interactions: in our system, every
in-person interaction is semantically defined using the vocabulary of primitives. Three in-person

interactions are listed below to demonstrate how they are defined using a combination of primitives:

e Meeting: speech detection (clear speech) + proximity (multiple people are nearby) + activity

(sitting posture) + volume analysis (how many times and how long the subject speaks).

e Dining out: GPS (in a restaurant) + proximity (there are people nearby) + speech detection

(speech in noise)
e Exercise: activity (dynamic) + GPS (in a gym) + proximity (there are people nearby)

These examples show how multi-modal sensing helps extract details of in-person interactions. For
example, instead of just detecting the “meeting” event, our system also evaluates the involvement
of the subject into the meeting by using volume analysis to detect times and length the subject
spoke. Similarly, by using the primitive of proximity, our system does not only detect “dining out”

or “exercise”, but also detects if the subject is doing these activities with others.

6.4 FEvaluation

We perform two types of tests to evaluate our system: component tests and integration tests.
Component tests are used to verify primitives, while integration tests are used to evaluate the

effectiveness of the whole system to detect in-person interactions.

6.4.1 Component Test
Activity Detection

Our system detects activities in two levels of granularity: use the accelerometer on the smartphone
to distinguish dynamic and static activities, or when TEMPO nodes are used, we detect specific

postures including standing, sitting, and lying. To evaluate the performance of our activity detection
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Dynamic | Static
Dynamic | 91.19% 8.81%
Static 2.53% 97.47%

Table 6.3: Confusion matrix for detecting static postures and dynamic movements using phone
accelerometers.

Recall | Precision
Lying 95.92% | 100%
Standing | 96.81% | 98.89%
Sitting 96.71% | 99.69%
Dynamic | 100% 87.19%

Table 6.4: Results of detecting dynamic movements and specific static postures including standing,
sitting, and lying using TEMPO nodes.
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Figure 6.4: Activity detection results using TEMPO nodes.
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d (m) | mean(d,,) (m) | std(d,,) (m)
1 1.06 0.14
Indoor 2 1.93 0.19
3 2.51 0.29
1 1.05 0.22
Outdoor 2 2.15 0.37
3 2.73 0.55

Table 6.5: Distance estimated using RSSI: d is real distance, d,,, is measured distance.

method, each of four subjects wear our system and performs various daily activities for 10 to 15
minutes. We use a camera to capture video of the subjects as the ground truth.

Table 6.3 shows the confusion matrix of using the accelerometer on a smartphone to distinguish
static postures from dynamic movements. During these experiments, the smartphone was put into
a trousers pocket, where people usually keep their phones, and the accuracy is higher than 90%.
However, when people make calls or hold their phones in the hand, the phone accelerometer can no
longer be used to detect activities.

Therefore, our system also utilizes on-body sensors. Using TEMPO nodes as described in
Section 6.2, our system correctly detects more than 95% of various static postures and dynamic
activities as shown in Table 6.4. Most of errors happen when subjects move their legs while standing,
sitting, or lying. In this case, our system detects dynamic activities instead of static postures, and
hence the precision for the dynamic case in Table 6.4 is relatively lower than others. Figure 6.4 shows
the activity detection results using two TEMPO nodes as the subject sits, walks, lies down, walks,
sits, stands, and then sits again. It also shows that the majority of misclassification is caused by

regarding static postures as dynamic activities.

Proximity Information

Proximity information of other BSNs is retrieved through Bluetooth discovery service. Each smart-
phone tries to discover all nearby neighbors every 5 seconds. The process provides two levels of
proximity information: 1) it detects the presence of a neighbor; 2) using the RSSI values collected,
our system can approximate the distance between a neighbor and the subject.

To test the accuracy of estimating distance using RSSI, two subjects stand 1m, 2m, and 3m away
from each other in both indoor (office and house) and outdoor environments. Table 6.5 shows the
results of estimating distance according to Equation (6.3). Though the channel condition changes
constantly, the average of measured distance d,, veritably corresponds to real distance d. The variance

of d,, caused by channel condition changes makes it hard to estimate d accurately when two BSNs
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Classifier Accuracy (%) Speech Speech in Noise Noise

Recall (%) | Precision (%) | Recall (%) | Precision (%) | Recall (%) | Precision (%)
Naive Bayes 88.08 92.05 95.13 73.08 67.71 89.78 88.73
Discriminant 88.98 93.13 91.73 73.96 72.27 91.14 94.93
Boosted Tree 87.27 87.55 94.85 78.84 58.18 90.75 92.64
Bagged Tree 92.37 93.23 95.74 85.85 78.08 94.62 95.62

Table 6.6: Classification resutls for the four classifiers. Simple classifiers such Naive Bayes and
Discriminant achieve about 88% accuracy, which can be improved to more than 92% using the more
complicated Bagged Tree classifier.

are only in the vicinity for a short period of time. However, since effective in-person interactions like
meetings usually last more than one minute, our system is still able to extract proximity information

reliably.

Speech Detection

To evaluate the our speech detection method, 6 subjects recorded 100 minutes of audio data to train
the classifiers: 50 minutes of clear speech, 20 minutes of speech in noise (the ambient noise is from
street and supermarket), and 30 minutes of ambient noise from a walking street and a supermarket.

Then seven of the eight features described in Section 6.3.1 are automatically selected to achieve
the best performance for each classifier. The features selected are: width, m1, m2, m3, CGAV,
CGFS, and tonality. The classifiers used include Naive Bayes, Discriminant, Boosted Tree, and
Bagged Tree.

Table 6.6 shows the classification results. Among all classifiers, Discriminant is the easiest to
implement and can achieve around 88% overall accuracy. Bagged Tree achieves best results in terms
of sensitivity (recall), precision, and overall accuracy of 92.37%. Speech in noise is most difficult to
correctly identify, because it is usually misclassified as clear speech when noise level is too low, or as

noise when speech volume is too low.

Volume Analysis

How often and how long one speaks indicate the involvement during interactions with others. However,
existing work fails to provide this information because it is difficult to identify the speaker only using
the microphone on one single BSN. By sending volume recorded by each BSN to the back end server
and detecting clear speech, our system is able to detect who is speaking.

Figure 6.5 shows the directional turn-takes of conversations between 3 subjects A, B, C, and the
speech time of each subject. During the experiment, three subjects talk with each for 13 minutes.

The conversation is recorded and manually labeled as ground truth. Our results show that A, B, and
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2845(2565) (124s(150s)

Figure 6.5: Directional turn-takes and length of speech during a meeting of 3 subjects A, B, and C.
Numbers in parentheses are the ground truth obtained from manually labeled data.

C each speak for 377s, 284s, and 124s, respectively, which are very close to the ground truth of 351s,
2568, and 150s. Also there are 55 times (against the ground truth of 45 times) that C starts talking
after A. These information provides details about the involvement during a conversations, and thus
indicates the quality of the interaction.

Most errors are caused by two reasons: 1) there are rare times two or more subjects speak at the
same time, and in this case, relative volume cannot correctly identify the speaker; 2) ambient noise
can also change relative volume levels, and thus invalidates the results. Therefore, as described in

Section 6.3.1, we only analyze the volume data of clear speech.

6.4.2 Integration Test

After evaluating each primitive, this section demonstrates how the multi-modal system provides more
details of in-person interactions. Three typical interactions are studied: meeting, dining out, and

exercising at a gym. More details about these activities can be detected by using different primitives:

e Meeting with colleagues: GPS (office building) + proximity (BSNs discovered) + activity

(sitting) + speech detection (clear speech)

e Meeting with and speaking to colleagues: GPS (office building) 4+ proximity (BSNs discovered)

+ activity (sitting) + speech detection (clear speech) + volume analysis (the subject is speaking)
e Dining out: GPS (restaurant)

e Dining out with friends: GPS (restaurant) + proximity (friends’ BSNs discovered)
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Activity Recall (%) | Precision (%)
Meeting with colleagues 92.32 94.31
Meeting with and talking to colleagues 85.64 88.14
Dining out 100 100
Dining out with friends 100 100
Dinning out and talking with friends 82.91 75.41
Exercising in a gym 100 100
Exercising in a gym with friends 88.62 100

Table 6.7: Results of using multi-modal sensing to detect more details about interactions.

e Dining out and talking with friends: GPS (restaurant) + proximity (friends’ BSNs discovered)

+ speech detection (speech in noise)
e Exercising in a gym: GPS (gym)
e Exercising in a gym with friends: GPS (gym) + proximity (friends’ BSNs discovered)

Table 6.7 shows the experiment results of integration tests. We collect data on two people meeting
and three people meeting for about half an hour. Four people dine out 3 times to collect dining
data. Exercising data is collected when two people played table tennis. Though the accuracy of
interaction detection becomes lower with requesting more details according to Table 6.7, our system

still achieves accuracy of more than 80%.

6.5 Discussion

In this chapter, we proposed a multi-modal way to detect in-person interactions using smartphone
and on-body sensors. Our system detects seven kinds of primitives including activities of subjects,
proximity information, presence of speech, speech volume analysis, GPS coordinates, phone call
records, and calendar events. This multi-modal way enables our system to extract more details about
in-person interactions.

Unlike most existing work only relying on data collected from one person, our system collects
primitives from all participants interacting with each other. In-person interactions intrinsically involve
multiple participants, therefore, by comparing data collected from multiple persons, our method
extracts interesting details such as who speaks more during an interaction, which is an important
indicator of the quality of an interaction.

The component tests and integration tests demonstrate the practicality and accuracy of detecting
individual primitives and complex interactions such as meeting, dining, and exercising using our

system.
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In the current system, in-person interactions are defined semantically by the combination of
primitives. In the future, by combing the calendar events and other primitives, our system can be
improved to automatically discover patterns of new kinds of in-person interactions in an unsupervised

way.



Chapter 7

Unification of BSN QoS and

Applications

7.1 Introduction

So far we have proposed a QoS framework for multi-body, multi-function BSNs in Chapter 4, and
implemented and evaluated the fall detection application in Chapter 5 and the in-person interaction
monitoring application in Chapter 6. In this Chapter, the QoS framework and BSN applications
discussed in previous chapters are unified into one complete BSN system.

Because TEMPO nodes use the Bluetooth radio, we need to use a Zigbee platform instead of
TEMPO nodes to retrieve acceleration data to integrate the two applications into our BSN QoS
framework. In our system, we choose the TelosB mote as the sensing platform, because it features an
embedded antenna and is thus less intrusive than other motes such as MICAz.

Though TelosB motes default to have various sensors such as the humidity sensor and temperature
sensor, there is no accelerometer on TelosB motes, so we connect the LSM303DLM 3D compass and
accelerometer sensor board from Pololu Robotics & Electronics to TelosB motes via I?C interface to
collect acceleration data.

As smartphones have become a necessity and evermore powerful over the last ten years, it is
natural to use them as aggregators because they can not only perform complex data processing, but
they themselves are also a feature-rich sensing platform. In addition, as 4G cellular network provides
cheaper and faster internet experience, smartphones can continue communicating with the base

station even when there is no WiFi around. Though there are no smartphones with built-in Zigbee

101
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Figure 7.1: LSM303DLM 3D compass and accelerometer carrier with voltage regulators: (a) bottom
view with dimensions; (b) labeled top view.

support, it is not difficult to connect a Zigbee motes to smartphones with a USB host interface. In
our system, to simplify the development process, we use a laptop connected with two TelosB motes as
the aggregator. The two TelosB motes operate on different channels and perform different functions:
one is to communicate with other aggregators over the control channel 15, the other is to collect
data from nodes of the same BSN.

Later in this chapter, we first introduce the details of the hardware platform, then profile both
the BSN platform and the two applications we discussed in Chapter 5 and Chapter 6. After this
we demonstrate the effectiveness of profiling and scheduling, power adaptation, and grouping in our
system. At last, we evaluate the whole system against multiple QoS metrics including packet loss,

bandwidth utilization, and application fidelity satisfaction.

7.2 BSN Hardware Platform

To implement a complete BSN system with the fall detection application and in-person interaction
monitoring application running on top of our QoS solution, we use TelosB motes with LSM303DLM
sensor board as the on-body sensor and a laptop connected with two TelosB motes as the aggregator.

The LSM303DLM is a system-in-package featuring a 3D digital linear acceleration sensor and a 3D
digital magnetic sensor. The 3D accelerometer has a linear acceleration full-scale of £2/+4/+8g along
each axis selectable by the user. The LSM303DLM includes an I12C serial bus interface that supports

standard mode (100KHz) and fast mode (400KHz). The system can be configured to generate an
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Figure 7.2: Connecting LSM303DLM sensor boards to TelosB motes: (a) extension pin of TelosB
motes; (b) TelosB mote with LSM303DLM connected.

interrupt signal by inertial wakeup or free-fall events according to a programmed acceleration event
along the enabled axes. Both wakeup and free-fall can be used simultaneously on two different
accelerometer interrupts. Thresholds and timing of interrupt generators are programmable by the end
user. The LSM303DLM features two data-ready signals which indicate when a new set of measured
acceleration data and magnetic data are available, therefore simplifying data synchronization in the
digital system that uses the device. Figure 7.1 shows the dimension and interface of LSM303DLM.

Figure 7.2(a) shows the extension connector of TelosB mote. By connecting VIN, GND, SCL,
and SDA shown in Figure 7.1(b) with DVCC, GND, 12C_SCL, and I2C_SDA in Figure 7.2(a), we are
able to use TelosB motes to collect acceleration data from LSM303DLM sensor board through I1?C
interface. Figure 7.2(b) shows a TelosB node used in our system with the LSM303DLM sensor board
connected.

To simplify the development process, we use laptops instead of smartphones connected with two
TelosB motes as the aggregators. One TelosB mote is used to transmit/receive control messages
including the RSSI measurement messages and the BSN transmission schedule updating messages.
The other TelosB mote is used to collect acceleration data from other TelosB motes with LSM303DLM
sensor boards connected: one is on the chest, the other is attached to the left thigh. The BSN

hardware platform is as shown in Figure 7.3.
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12C.

Figure 7.3: BSN hardware platform.

7.3 Profiling BSN and Applications

Based on the BSN hardware platform discussed in the previous section and the two BSN applications
discussed in Chapter 5 and Chapter 6, we profile the BSN and applications for system integration

and evaluation in later sections of this chapter.

7.3.1 BSN Profile

As shown in Figure 7.3, each BSN platform used in our system uses four TelosB motes: two are
connected to the laptop for communication, the other two are attached to the chest and left thigh to
collect acceleration data, respectively.

Listing 7.1 shows the profile of one BSN hardware platform used in your system. To keep the
profile concise, we only include the accelerometer in the sensor list of each node. Sensors not used in
our system such as the humidity sensor and the temperature sensor on TelosB motes are not included
in the profile.

The LSM303DLM sensor board can be configured to work under low power mode or normal
power mode. The output data rate under low power mode can be configured to 0.5, 1, 2, 5, or 10Hz.
The output data rate under normal power mode can be 50, 100, 400, or 1000Hz. In our experiments,
we use the normal power mode, and set the output data rate to 400Hz. The linear accelerometer on

LSM303DLM can be set to three sensing range: +2¢, £4¢, or £8¢. Since LSM303DLM uses a 12-bit
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212,

ADC, the resolution (sensitivity) in each range can be calculated by dividing the range with the

The accuracy of the accelerometer is only provided for the sensing range of +2¢ in the datasheet.

Listing 7.1: Profile of the BSN hardware platform.

{
"Id" : "24ab24c6-5c22-49ff-9c68-0fc88e3542el",
"Name" : "Profile of BSN with Two TelosB Connected with LSM303DLM",
"Priority" : 1,
"Nodes" : [
{
"Id" : "32748d31-a03c-4de3-9a76-9c2028babl5f",
"Name" : "Chest Node",
"Type" : "TelosB",
"Location" : "Chest",
"Sensors" : [
{
"Id" : "d3cd99de-£f351-4dc1-90ee-437789c280df",
"Name" : "Acceleration Sensor",
"Type" : "3D Accelerometer",
"Rate" : [0, 400],
"Modes" : [
{
"Id" : "9b7b3914-63ac-45a1-8413-785a5faf8ec4",
"Range" : [-8.0, 8.0],
"Resolution" : 0.0039,
"Unit" : "g",
"Bit" : 48
s
{
"Id" : "601b7ad8-5441-4b8d-98e9-b01dcOefd8£f3",
"Range" : [-4.0, 4.0],
"Resolution" : 0.002,
"Unit" : "g",
"Bit" : 48
s
{
"Id" : "OT7edca74-6d4b-42aa-bbce-2764483881fa",
"Range" : [-2.0, 2.0],
"Resolution" : 0.001,
"Accuracy" : 0.06,

"Unit" : "g"
. >
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nygn

"Name"

"Type"

"Location"

"Bit" : 48

"616ec3eb-8d4c-46e2-8add-b66868de646a",

"Left Thigh Node",

"TelosB",

"Sensors" : [

{

n Id n

"Name"
" Type n
n Rate n

"Modes"

{

"Left Thigh",

"096eelc0-6691-4f78-a277-d1cl16d7a06£f2",

"Acceleration Sensor",

"3D Accelerometer",

[0, 4007,
[
"Id" : "95bcc67c-bbc3-43a9-b2e4-6430d65£8329",
"Range" : [-8.0, 8.0],
"Resolution" : 0.0039,
"Unit" : "g",
"Bit" : 48
"Id" : "be3fee0d-79f4-4759-a094-af6ealOfbb5fac",
"Range" : [-4.0, 4.0],
"Resolution" : 0.002,
"Unit" : "g",
"Bit" : 48
"Id" : "Oa6ebc62-46bf-482d-ad11-06399d734570",
"Range" : [-2.0, 2.0],
"Resolution" : 0.001,
"Accuracy" : 0.06,
"Unit" : "g",
"Bit" : 48
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7.3.2 Profile of the Fall Detection Application

Listing 7.2 shows the profile for fall detection used in our system. The profile contains two possible
configurations. The first one is preferred with the preference level of 1. It requires 120Hz sample

rate. The second has a lower preference level and requires 50Hz sample rate.

Listing 7.2: Profile of the fall detection application.

{
"Id" : "dceO7cfb-8b37-4529-95c8-4da9eb558ccc4d",
"Name" : "Fall Detection",
"Priority" : 1,
"Configurations" : [
{
"Id" : "7206d248-a079-44cb-bafd-7768£9449c23",
"Preference" : 1,
"SensorRequirements" : [
{
"Location" : "Chest",
"Type" : "3D Accelerometer",
"Rate" : 120,
"Delay" : 1000,
"Range" : [-8.0, 8.0],
"Unit" : "g"
b
{
"Location" : "Left Thigh",
"Type" : "3D Accelerometer",
"Rate" : 120,
"Delay" : 1000,
"Range" : [-8.0, 8.0],
"Unit" : "g"
}
]
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{
"Id" : "9d3dfbef-1821-4eb6-9662-802e7c387eca",
"Preference" 2,
"SensorRequirements" : [
{
"Location" : "Chest",
"Type" "3D Accelerometer",
"Rate" 50,
"Delay" 1000,
"Range" [-8.0, 8.01,
"Unit" "g"
8
{
"Location" : "Left Thigh",
"Type" "3D Accelerometer",
"Rate" 50,
"Delay" 1000,
"Range" [-8.0, 8.01,
"Unit" "g"
}
]
}
]
}

108

7.3.3 Profile of the In-Person Interaction Monitoring Application

Listing 7.3 shows the profile for the in-person interaction monitoring application. It also requires two

accelerometers as the fall detection application, but it only needs to sample acceleration at 50Hz.

The priority is set to 2, which is lower than the fall detection, since social interactions are not so

critical as fall events.

Listing 7.3: Profile of the in-person interaction monitoring application.

"Id" : "fbde8aa6-a9e9-402d-946c-c2cd85ecb15d4",

"Name" : "Social Detection",

"Priority" : 2,
"Configurations" : [

{

"Id" : "0a061cf6-7423-482c-ab0a-539fd33b03a6",
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"Preference" : 1,
"SensorRequirements" : [
{
"Location" : "Chest",
"Type" : "3D Accelerometer",
"Rate" : 50,
"Delay" : 1000,
"Range" : [-8.0, 8.0],
"Unit" : "g"
s
{
"Location" : "Left Thigh",
"Type" : "3D Accelerometer",
"Rate" : 50,
"Delay" : 1000,
"Range" : [-8.0, 8.0],
"Unit" : "g"
}
]
}
]
}

After building up the hardware platform to host both the fall detection and social activity
monitoring in Section 7.2 and profiling the BSN platform and applications in Section 7.3, we can
evaluate our QoS framework proposed in Chapter 4.

In the following sections we will discuss how our profiling and scheduling algorithms work in
real systems in Section 7.4, demonstrate the correctness and effectiveness of power adaptation and
grouping in Section 7.5 and Section 7.6, respectively, and perform integration tests to evaluate the

performance of the whole system in Section 7.7.

7.4 Profiling and Scheduling Evaluation

There are three major pillars to support our QoS solution: profiling and scheduling, power adaptation,
and grouping. In this section, based on profiles of the BSN hardware platform and two BSN
applications defined in Section 7.3, we discuss how to apply our profiling and scheduling algorithms

in real systems.
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7.4.1 Compute BSN Settings

In our system, profiles are used as an innovative way to match BSN hardware specifications and
software requirements. We have Algorithm 3 to validate application profiles against BSN profiles
to produce BSN settings, and Algorithm 4 to combine two BSN settings so that it can satisfy the
requirements of multiple applications. By applying these algorithms to profiles defined in Sectionn 7.3,
we can get the combined BSN settings that can satisfy the requirements of both fall detection and

in-person interaction monitoring. The combined settings are shown in Listing 7.4.

Listing 7.4: Combined BSN settings for fall detection and in-person interaction monitoring.

{
"BSNIA" : "24ab24c6-5c22-49ff-9c68-0fc88e3542e1",
"Settings" : [
{
Id : "1390571d-f8db-4d19-a2bf-6a4397cabd37",
"Applications" : [
{
"ApplicationId" : "dceO7cfb-8b37-4529-95c8-4da9e558ccc4d",
"ConfigurationId" : "7206d248-a079-44cb-bafd-7768f9449c23"
ts
{
"ApplicationId" : "fbde8aa6-a9e9-402d-946c-c2cd85ecb15d",
"ConfigurationId" : "0a061cf6-7423-482c-ab0a-539fd33b03a6"
}
1,
"Sensors" : [
{
"NodeId" : "32748d31-a03c-4de3-9a76-9c2028bablbf",
"SensorId" : "d3cd99de-£f351-4dc1-90ee-437789c280d4df",
"ModeId" : "9b7b3914-63ac-45a1-8413-785ab5faf8ec4",
"Rate" : 120,
"Bit" : 48,
"Delay" : 1000
s
{
"NodeId" : "616ec3eb-8d4c-46e2-8add-b66868de646a",
"SensorId" : "096eelc0-6691-4£f78-a277-d1c16d7a06£f2",
"ModeId" : "95bcc67c-bbc3-43a9-b2e4-6430d65£8329",
"Rate" : 120,
"Bit" : 48,
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"Delay" : 1000
}
]
"Id" "bc36defe-7c00-4e4e-851c-77dc7d00705c",
"Applications" : [
{
"ApplicationId" : "dceO7cfb-8b37-4529-95c8-4da9e558ccc4",
"ConfigurationId" : "9d3dfbef-1821-4eb6-9662-802e7c387eca"
}s
{
"ApplicationId" : "fbde8aa6-a9e9-402d-946c-c2cd85ecb1bd",
"ConfigurationId" : "0a061cf6-7423-482c-ab0a-539fd33b03a6"
}
1,
"Sensors" : [
{
"NodeId" : "32748d31-a03c-4de3-9a76-9c2028babl15f",
"SensorId" : "d3cd99de-£f351-4dc1-90ee-437789c280d4df",
"ModeId" : "9b7b3914-63ac-45a1-8413-785ab5faf8ec4",
"Rate" : 50,
"Bit" : 48,
"Delay" : 1000
b
{
"NodeId" : "616ec3eb-8d4c-46e2-8add-b66868de646a",
"SensorId" : "096eelc0-6691-4£f78-a277-d1c16d7a06f2",
"ModeId" : "95bcc67c-bbc3-43a9-b2e4-6430d65£8329",
"Rate" : 50,
"Bit" : 48,
"Delay" : 1000
}
]

111
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7.4.2 Preference and Bandwidth of BSN Settings

In our QoS solution, when one channel cannot accommodate all BSNs assigned to it, the BSN
with lowest priority is adjusted first to reduce bandwidth requirement. Algorithm 5 is used to
calculate the preference of BSN settings. According to the algorithm, in Listing 7.4 the BSN setting
with the Id of 1390571d-f8db-4d19-a2bf-6a4397cabd37 is more preferable than BSN setting
bc36defe-7c00-4ede-851c-77dc7d00705¢c, because the fall detection application with the Id of
dce07cfb-8b37-4529-95c8-4da9e558cccd has higher priority (lower Priority value) than the in-
person interaction monitoring application, and the configuration with the Id of 7206d248-a079-44cb-
bafd-7768£9449c23 has a lower Preference value of 1.

Algorithm 6 is used to determine the bandwidth requirement of each BSN setting. The bandwidth

requirement of the BSN setting 1390571d-f8db-4d19-a2bf-6a4397cabd37 in Listing 7.4 is:

payloadBits = 2 x 120 x 48 = 11520

1 1152
minPacket = max( {1888-‘ , {2812-‘) =52

Bandwidth = 11520 + 52 x 8 x 18 = 19008bps

Similarly, the bandwidth requirement of the BSN setting bc36defe-7c00-4e4e-851c-77dc7d00705¢

in Listing 7.4 is:

payloadBits = 2 x 50 x 48 = 4800

1000 4800
inPacket = ] =22
minracrke maz([looo—‘ 5 ’728 » 8“)

Bandwidth = 4800 + 22 x 8 x 18 = 7968bps

7.4.3 Transmissions Scheduling

To schedule transmission, in Section 4.6.2 we first allocate BSNs in the same group to different channels
based on their bandwidth requirement and the channel bandwidth. The bandwidth requirement of a
BSN setting can be calculated using Algorithm 6 as demonstrated in the previous section. However,
we still need to figure out the effective bandwidth of a channel.

TEEE 802.15.4 protocol claims 250kbps data rate, but this is just a theoretical limit and usually
cannot be achieved in real systems. For example, in our system, according to Equation (4.2), there

are Tecas Thackor s, and Tgyseem besides the air time T, to transfer a packet.
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Payload (byte) | Packet (byte) | Thir (ms) | Tiran (m8S) | Tair/Tirans(%)
1 19 0.6080 2.0367 29.85
4 22 0.7040 2.2472 31.33
8 26 0.8320 2.5381 32.78
12 30 0.9600 2.8409 33.79
16 34 1.0880 3.1447 34.60
20 38 1.2160 3.4483 35.26
24 42 1.3440 3.7453 35.88
28 46 1.4720 4.0486 36.36

Table 7.1: T,;, and T}qn of packets of different sizes for TelosB.

Since the interference between motes are avoided by grouping and time sharing in our system,
we can disable CCA, which removes both T,c, and Tyaerors. To figure out the real time needed
to transfer a packet using TelosB motes, we use one TelosB mote to continuously send packets of
different sizes to another receiver TelosB mote. The receiver calculates the number of packets received
per second, which can be used to calculate the average time needed to transfer one packet. In the
experiment, the two motes use Channel 26 to avoid WiFi interference, and acknowledgment and
CCA are both disabled. Table 7.1 shows the values of the theoretical air time Ty;,., the measured
transmission time T4y, and the ratio Ty /Tiran under different packet sizes for TelosB motes.

The values of Ty and T34y are plotted in Figure 7.4. From Figure 7.4 we see a major difference
between T,;, and Ti.qn, which is caused by the processing time of the TelosB platform. The figure
also shows the linear change of T},.,, with the packet size, which shows the system overhead increases
with payload size linearly. Figure 7.5 shows the linear fit between the packet size and T};.4,,. Therefore,
we can calculate the transmission time of a packet in milliseconds with n bytes of payload on a

TelosB platform:

Tiran = 0.075 x (n + 18) + 0.6 (7.1)

Figure 7.6 shows the ratio between T,;. and Ty.., for TelosB motes. As expected, with the
payload size increasing, Tyi/Tirqn becomes larger. So to improve bandwidth utilization, larger
payload size is preferred. In our system, we always try to send 28 bytes of payload when possible,

then the time to transfer a packet becomes:

Tiran = 4.05ms (7.2)
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7.4 | Profiling and Scheduling Evaluation 115

3 ? T T T T T T

L] LN ]
o L]

JfTtran (%)
W )
L I

air

T
L
[

[N ]
—

30

20 25 30 35 40 45

2 9 1 1 1

Facket size [lyte)

Figure 7.6: The values of Ty, /Tiran of packets of different size for TelosB.

Based on this, we can also calculate the effective bandwidth per channel for TelosB motes when

payload size is 28 bytes:

Ef fectiveBandwidth = (1000/4.05) x 46 x 8 = 90864.20bps (7.3)

which is much smaller than the theoretical 250 kbps. Therefore, after calculating the bandwidth
requirement of a BSN setting as in the previous section, when allocating BSNs in the same group to
different channels in our system, we should use Equation (7.3) as the channel bandwidth, not 250
kbps.

Based on Equation (4.1) and Equation (7.1), we can calculate the transmission time needed for a

TelosB mote during time d:

payloadBits x minDelay
1000 x maxPayloadSize

c=n X Tiran = [ —‘ x (0.075 x (maxPayloadSize + 18) +0.6)  (7.4)

Based on the effective bandwidth shown in Equation (7.3) and ¢ shown in Equation (7.4), we can
perform both channel selection and delay-aware real-time scheduling proposed in Section 4.6.2 and

Section 4.6.3.
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7.5 Power Adaptation Evaluation

Power adaptation is a very important part in our system, it serves three objectives: to overcome
body shadowing, one major obstacle of guaranteeing PRR, adequate transmission power is needed;
then to make grouping more effective, we need to reduce the interference range of BSNs as much as
possible, so we need to use as less power for transmission as possible; thirdly, to prolong the lifetime
of BSNs, we need to lower transmission power and reduce energy consumption. These objectives are
obviously incompatible with each other. The reliable communication is of the most importance in
our system, because if data can not be transferred reliably (PRR) and in time (delay), the fidelity of
the applications cannot be guaranteed and all other dimensions of metrics do not matter any more.
However, we obviously cannot just use the maximum transmission power. The best compromise is to
use the “just enough” power to transfer data. And the power adaptation is the way to find the “just
enough” power.

In this section, we discuss how we select the key parameters RT}, and RTy to guarantee the

correctness of our power adaptation algorithm, and evaluate the effectiveness of power adaptation.

7.5.1 Correctness, Selection of RT;, and R1y

RTy, and RTy are the key parameters to guarantee the correctness of the power adaptation algorithm,
because they determine the link quality for node-to-aggregator traffic. If RTy is too large, the
system ends up wasting energy since the link quality is better than needed, and this will increase the
interference range of the BSN and make the grouping algorithm less efficient. If RH, is too low, the
link quality and PRR cannot be guaranteed, which will fail the main goal of our QoS framework.

It’s worth noting that these thresholds vary across platforms, because different mote platforms
may use different kinds of radio chips which have different sensitivities. For example, our system is
implemented using TelosB motes which use CC2420 operating at 2.4GHz, while in [123] Mica2Dot
motes which use CC1000 operating at 900MHz are used, therefore the RSSI thresholds proposed
in in [123], RT, = —88dBm and RTy = —82dBm, cannot be used directly in our system.

To figure out the relation between RSSI and PRR, we attach 5 TelosB motes to the chest, wrist,
thigh, ankle, and back as shown in Figure 3.2. Each mote sends packets to the aggregator located
at the waist at the rate of 50 packets per second for two seconds (100 packets sent per mote per
turn) one after another. No two motes send packets at the same time. Each turn transmission power
circulates in the list of 3, 7, 11, 15, 19, and 23, which correspond to -25dBm, -15dBm, -10dBm,
-7dBm, and -5dBm according to Table 3.1. Packet acknowledgment and CCA are disabled. Channel
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26 is used to avoid WiFi interference. PRR is calculated every 2 seconds according to the number of
packets received from each mote. During the experiment, the subject performs normal daily activities
such as sitting, standing, and walking for about an hour.

Figure 7.7 shows the relation between RSSI and PRR. Excluding a couple of outliers, we can see
that when RSSI is large enough, the PRR is always around 100%. Figure 7.8 shows the histogram of
RSSI values when PRR is lower than 99%. Ruling out the outliers that can be easily correlated to
Figure 7.7, we can see when RSSI is between —75dBm and —65dBm, PRR never drops below 99%.
Therefore, we choose RT, = —75dBm and RTy = —65dBm.

7.5.2 Effectiveness

With RTy, and RTy selected, we can evaluate the effectiveness of power adaptation. In our experiment,
TelosB motes are attached to the chest, thigh, wrist, and ankle of the subject, while the aggregator
is located at the waist. Nodes start to send packets using power level 11. Within every second, each
node sends one packet to the aggregator one after another. No two nodes transfer data at the same
time to avoid interference. As soon as the aggregator receives a packet, it sends a power adjustment
message to the sender if the RSSI value of the received packet is out of the range of RTL and RTy.
During the whole process, the subject freely performs normal daily activities such as sitting, standing,
walking, running, etc.

Figure 7.9 shows how the transmission power level is adjusted along time. Among nodes of the
four locations, the chest node keeps using the lowest power level, lower than 5 most of the time, since
it has the best line of sight with the aggregator. Similarly, for the node attached to the thigh, using
power level less than 10 is enough to achieve the target RSSI at the aggregator. However, the ankle
node needs to use power level as high as 25 to maintain satisfying RSSI. The wrist node uses lower
power than the ankle node, because it is closer the aggregator. But the power level of the wrist node
varies much more than the chest node and the thigh node due to its frequent movement. Figure 7.10
shows the RSSI values of these nodes at the aggregator during the same period. RSSI values of the
ankle node are most sensitive to posture changes and vary most.

Figure 7.9 and Figure 7.10 demonstrate the effectiveness of the power adaptation algorithm.
Figure 7.9 shows that to maintain the quality of a link in terms of RSSI, the power needed over time
can be of great difference. Without power adaption, it would be very difficult to balance between
saving energy when the link quality costs less power to maintain and maintaining good link quality

by increasing transmission power when needed. Figure 7.10 shows the variance of RSSI is centered
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around the target range between —75dBm and —65dBm we choose in the previous section, which

means the link quality and PRR can be guaranteed with power adaptation.

7.6 Grouping Evaluation

Grouping is the first algorithm proposed in Chapter 4, and it is also the foundation of the whole
QoS solution. We coordinate the transmission of nodes within the same group of BSNs based on the
assumption that there are no or very little interference between each group of BSNs. To support
this assumption, the performance of grouping in terms of responsiveness and correctness needs to be
evaluated. We also show the effectiveness of the grouping algorithm in common BSN locomotion

scenarios after discussing various parameters that affect the performance of the grouping algorithm.

7.6.1 Responsiveness, Selection of w and m

The responsiveness of grouping is about how fast we can detect the locomotion of BSNs and change

our grouping results accordingly. The responsiveness of grouping is crucial in the following scenarios:

e when one BSN comes to the vicinity of other BSNs or when BSNs come together, the faster the

grouping speed, the less chance of transmission collisions, and thus better BSN link qualities;

e when one BSN leaves a group of BSNs or when BSNs scatter away from each other, the
faster the grouping speed, the faster we can start to reschedule transmission to improve
bandwidth utilization as well as the fidelity of applications, since they can switch to higher

fidelity configurations.

The responsiveness of grouping in Algorithm 1 is controlled by the moving average window size
w and the beacon broadcast interval m. To evaluate various combinations of w and m, we performed
both simulation and real measurements of the two scenarios mentioned above. The reason to perform
both simulation and real measurements is that RSSI values are sensitive to the environment and
noisy in nature, so simulation can help reveal patterns buried by noisy measurements, while real
measurements are to make sure the simulation is not carried too far away from the reality.

To study BSNs getting towards each other, we consider one BSN approaches another BSN which
is 14 meters away in the normal walking speed of about 1.4m/s, so it takes about 10 seconds for
the two BSNs to meet. After they meet, the two BSNs stay together for another 10 seconds for the

moving average of RSSI values to converge.
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Figure 7.11: Simulation results when two BSNs approach each other: (a) RSSI values; (b) Moving
average changes with different w and m.
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Figure 7.12: Real measurements when two BSNs approach each other:

Grouping Evaluation

122

RSS|(dBm)

90

&
3

RSSI(dBm)
&
3

Time(s)

L 1 1 L L 1 1

1

3 0s,
, m=050s,

w=7.00s,
——Ww=7.00s,

4 6 B 10 12 14 16

Time(s)

(b)

average changes with different w and m.

20

(a) RSSI values; (b) Moving



7.6 | Grouping Evaluation 123

20 T T
a0 4
.

50—

=

&

=

2

2 e0—

70
80|~
0|
| L | | | | | | |
2 4 6 8 10 12 14 16 18 20
Time(s)
(a)
20
——w=100s,
——w=1.00s, .
——w=1.00s, m=0.505, d=0 655
w=2.00s,
——w=2.00s,
<30 w=2.00s,
——w=200s,
——w=3.00s,
——w=3.00s,
——w=3.00s,
w=300s,
40— ——Ww=300s,
S0 . m=200s,
. m=0.05s,
=  m=0.10s,

g . m=050s,

2 . m=100s,

& B0 . m=150s,

. m=2.00s,
. m=250s,
. m=0.05s,
. m=0.10s,
. m=050s,
701 . m=1.00s,
. m=150s,
m=2.005
m=250s,
=305
m=0.05s,
oo m=010s
m=0.50s,
m=1.00s
= m=1.50s,
= m=200s,
90| m=250s.
w=700s, m=3.00s,
——w=7.00s. m=3.505.
| | | | | | | | | ]
0 2 4 6 8 10 12 14 16 18 20

Figure 7.13: Simulation results when two BSNs leave from each other: (a) RSSI values; (b) Moving
average changes with different w and m.
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Figure 7.11 shows the simulation results of this process. Figure 7.11(a) shows the RSSI values
which are calculated based on the distance between the two BSNs using Equation (6.2). Figure 7.11(b)
shows how the different values of the moving average window size w and the beacon broadcast interval
m affect the time needed for the moving average of RSSI values to converge to a stable value. The
value d in the legends of Figure 7.11(b) is the additional time used to converge RSSI moving averages
after two BSNs meet. The value of d changes with w and m.

In general, we observe d increases with w, which makes sense since the larger the moving window,
the slower the changing of the moving average. However, it is interesting that with different values of
beacon interval m, the delay d can be smaller for a larger moving window w. For example, when
w = 7.00s, m = 2.50s, d = 4.55s, but when w = 6.00s, m = 1.50s, d = 5.10s.

Figure 7.12 shows the real measurements of the approaching process described above. Figure 7.12(a)
shows the RSSI values, while Figure 7.12(b) shows the relation between w, m, and d. The real
measurements shown in Figure 7.12 also shows the same pattern. For example, when w = 5.00s,
m = 2.50s, d = 2.55s, which is smaller then some values of d when w = 4.

Figure 7.13 and Figure 7.14 show the process when two BSNs are leaving from each other, which
is the opposite of the approaching process. In the experiment, two BSNs stay together for about
10 seconds, and then one BSN walks away in the normal walking speed of about 1.4m/s, and after
about 10 seconds, the two BSNs are 14 meters apart. Figure 7.13 shows the simulation results of
this process, while Figure 7.14 show the real measurements. Similar to the approaching process, the
value d is the time taken for RSSI moving averages to converge after two BSNs are apart. We also
observe the pattern that d can be smaller for larger w with various m.

Considering the normal walking speed of 1.4m/s, 4 seconds are the time needed to walk about 5.6
meters, and according to our study in Chapter 3, 6 meters are the distance when BSNs operating at
the normal power level of 11 don’t interference with each other. So to guarantee the responsiveness
of the grouping algorithm, we want to make sure RSSI moving averages can converge in around 3
seconds (less then 4 seconds to leave some safe space) after RSSI values become stable. Based on
our simulation and experiments, the moving window size w is the most important factor to affect
the convergence time, so w cannot be too large. However, to avoid the effect of radio uncertainty,
we need a relatively larger w/m to make the “average” meaningful. Meanwhile, to save our system
from flood of grouping messages, m should not be too small. Therefore, in our system, we choose
w = 4.00s and m = 1.00s. The simulation and measurements in this section also provide a guideline

if a more responsive or more stable grouping performance is ever needed.
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7.6.2 Correctness, Selection of RSSI Threshold and Distance Metrics

The correctness of the grouping is about whether our algorithm can actually guarantee there is no or
very little interference between BSN groups. This is related to the RSSI threshold we use to cluster
BSNs. If the RSSI threshold (which is actually for RSST % (—1), since RSSI values are negative) is
higher, more BSNs are considered to interfere with each other and thus are grouped together. This
means less chance of interference, but the bandwidth utilization becomes lower at the same time,
since nodes within one group cannot transmit packets at the same time. If the RSSI threshold is
lower, BSNs will be more prone to be assigned to different groups, and thus can transmit packets
all together. This can result in packet collisions if the interference is not in fact negligible between
BSNs of different groups.

In Section 3.4, we studied the interference pattern between two BSNs. When nodes of the two
BSNs both use a static transmission power level of 11, which have been shown earlier in Section 3.2 as
the power level enough to overcome body shadowing effects most of the time, inter-BSN interference
is negligible when these two BSNs are at least six meters away. In this scenario (transmission power
level equals to 11, two BSNs are 6 meters away), the mean value of RSSI from interference packets
at the aggregator of the subject BSN is —70.49d Bm, the standard deviation is 1.78. Therefore, we
can use 70.49 as the distance threshold when performing hierarchical clustering when all BSN nodes
are using the static transmission power of 11.

However, the transmission power level of 11 is not always necessary to achieve high PRR. For
example, the chest node can maintain PRR above 99% using lower power levels when communicating
with the aggregator on the waist. On the other hand, for nodes far away from or out of the sight
of the aggregator, power level 11 can be insufficient for reliable communication. So we proposed
dynamic power adaptation in Section 4.7. This presents new challenges to our grouping algorithm:
BSNs with nodes using larger power levels have much larger interference range, while nodes using
lower power levels can be more subjective to interference at the receiver due to the change of relative
signal strength.

Fortunately, power adaptation presents both challenges and the key to the solution. According
to Section 7.5.1, the power adaption mechanism keeps RSSI values at the aggregators between
RIy, = —75dBm and RTy = —65dBm. This means we don’t need to consider the transmission
power used by each node, because the signal strength at the aggregator always falls around the range
of RTy, and RTy. Therefore, we only need to find the interference signal strength that impacts the

receptions of signals within RT}, and RTy. This RSSI value will be our clustering threshold to group
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nearby BSNs.

To figure out the threshold, we attach 5 TelosB motes to the chest, thigh, wrist, ankle and back
to the subject BSN, and let these motes send packets to the aggregator attached to the waist at the
rate of 50 packets per second for two seconds (100 packets sent per mote per turn) one after another.
Power adaptation is enabled to make sure the RSSI at the aggregator is within RT, and RTy. No
two motes within the subject BSN send packets at the same to avoid intra-BSN interference. Packet
acknowledgment and CCA are disabled. Channel 26 is used to avoid WiFi interference. Then we
set up the interference BSN in the exact same way except that in the interference BSN instead of
using power adaptation each turn the power level used to send packets circulates among 3, 7, 11, 15,
19, 23, 27, and 31. Every two seconds we calculate the PRR of the subject BSN and the average of
interference RSSI values at the aggregator of the subject BSN.

The relation between the interference RSSI values and the PRR of the subject BSN is shown
in Figure 7.15. There are most dots with lower PRR values when the interference RSSI is around
—60dBm and —50dBm. Actually, PRR of the subject BSN is affected more when the interference
RSSI is larger, but it is not common for the interference RSSI to reach around —30dBm, so there
are fewer dots in that range.

Figure 7.16 shows the distribution of RSSI values when the PRR of the subject BSN is lower than
99%. Excluding some outliers, we can see that when the interference RSSI is smaller than —70dBm,
it doesn’t affect the PRR of the subject BSN much any more. So we choose —70dBm as the cluster
threshold for our grouping algorithm.

Besides the RSSI threshold, choosing different distance metrics to calculate the distance between
clusters in the hierarchical clustering process used in Algorithm 2 can produce different grouping
results. For example, when we arrange 5 BSNs in line and each one is 5 meters away from its
neighbors as shown in Figure 7.17(a). Using the same —70dBm as the clustering threshold but

different distance metrics, we can get following grouping results:

e {[1,2],[3,4,5]} when using the average distance between elements as the distance between

clusters (“average linkage”) as shown in Figure 7.17(b).

e {[1,2,3,4,5]} when using the nearest distance between elements as the distance between clusters

(“single linkage”) as shown in Figure 7.17(c).

e {[1,2],[3,4],[5])} when using the average distance between elements as the distance between

clusters (“complete linkage”) as shown in Figure 7.17(d).
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clusters: (a) 5 BSNs are aligned in a line, each is 5 meters away from its neighbors; (b) using average
linkage criteria; (c) using single linkage criteria; (d) using complete linkage criteria.

Obviously, every BSN interferes with its neighbors according to our RSSI threshold selected
earlier this section, so it seems we should use the single linkage so that all 5 BSNs can be grouped
together and transfer data at different time. However, every BSN actually only interfere with its
neighbors. If we use the single linkage criteria, 5 BSNs share one Zigbee channel, which dramatically
lowers the bandwidth utilization. On the other side, if we choose to use the complete linkage, 5 BSNs
are allocated to 3 groups, which can increase the bandwidth utilization but also the change of packet
collisions. Therefore, we choose to use the average linkage criteria which is a compromise between
the two extremes.

In Figure 7.17(b), BSN 2 and 3 are in different groups, but they are close enough to interfere
with each other if they transfer data at the same time. We call this scenario “boarder interference”

problem caused by using the average linkage criteria. A second level adjustment of the transmission

schedule can be used to solve the problem of boarder interference: after calculating the transmission
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Figure 7.18: Grouping results with 5 BSNs

schedule for each group, if the nearest distance between two groups are below the threshold, we can
adjust the transmission schedule of both groups to avoid BSNs with close distance transferring data
at the same time. However, considering staying in a line is not a common scenario, since most BSNs
or people tend to naturally gather in groups, our system chooses to use the average linkage criteria

without performing second level optimization.

7.6.3 Effectiveness

With the parameters of the grouping algorithm discussed in previous sections, we show the effectiveness
of the grouping algorithm in this section. In the experiment, 5 BSNs stay together in the beginning,

and then perform following movements:
1. BSN 1 walks away
2. BSN 2 walks away, and joins BSN 1
3. BSN 3 walks away, and joins BSN 1 and 2
4. BSN 4 walks away, but in a different direction, not joining BSN 1, 2, and 3

5. BSN 1 walks back to BSN 5
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6. BSN 2 walks back to BSN 1 and 5
7. BSN 3 walks back to BSN 1, 2, and 5
8. BSN 4 walks back to BSN 1, 2, 3, and 5

The time interval between each movement is about 10 seconds. Figure 7.18 shows the grouping
results during this period. The parameters used in the grouping algorithm is the same as we discussed
in previous sections: moving average window w = 4s, beacon interval m = 1s, RSSI clustering
threshold is —70dBm, and the linkage criteria used in hierarchical clustering is average. In the
experiment we observe grouping results correctly correlated to the locomotion of BSNs, and the
grouping results update mostly within two seconds after the movement starts. During the time
one BSN walks away from one group to another, it can be temporarily assigned to a new group,
for example, when BSN 2 left Group 1 to join Group 2, it was temporarily grouped into Group 3.
This also happened when BSN 1 moved from Group 2 back to Group 1, it was first grouped into a
separate Group 4. This shows there is a dramatic change of link conditions when people turn around

and start walking because these movements change the reflection and shadowing effects.

7.7 Integration Evaluation

In the previous sections, we have evaluated all three pillars of our QoS solution: profiling and
scheduling, power adaptation, and grouping. Based on profiles of the BSN hardware platform
and two BSN applications defined in Section 7.3 and key parameters determined for scheduling in
Section 7.4, power adaptation in Section 7.5, and grouping in Section 7.6, we focus on the integral
performance of the system. We show how our system performs comparing to the base line solution
of using CSMA /CA. The comparison metrics are packet loss, bandwidth utilization, and fidelity of

applications.

7.7.1 Experiment Setup

In this section, we discuss the setup of integration tests. We made a few decisions to make the
comparison between our solution and the baseline CSMA more reasonable.

First, we only compare the operation conditions on one channel, because BSNs on each channel
are scheduled using the same set of algorithms, the performance of our QoS solution is similar across
channels. The performance of CSMA network is also channel agnostic. Therefore, in our solution, all

BSNs running our QoS solutions are allocated to Channel 26.
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In the tests, we use up to 5 BSNs as described in Section 7.2. Based on the BSN platform and
application profiles defined in Section 7.3, we can get the BSN settings computed as in Section 7.4.1.
The reason to use no more than 5 BSNs is that according to the bandwidth requirement we calculate
in Section 7.4.2 and the effective channel bandwidth we measured in Section 7.4.3, when 5 BSNs are
in the same group, one channel can accommodate at most |90864.20/19008 | = 4 BSNs operating at
the high fidelity setting with 120Hz sampling rate. The fifth BSN can only operate under the low
fidelity setting with 50Hz sample rate. By using 5 BSNs, we should be able to see the change of BSN
settings as 5 BSNs gather and scatter.

Increasing the number of BSNs after 5 is not that interesting since the only difference it makes is
to make more BSNs operate at the low fidelity setting. For CSMA, more BSNs on the same channel
will make results worse when BSNs are nearby.

The transmission for our system is scheduled so that each node caches the data collected from
LSM303DLM sensor boards and sends these data continuously to the aggregator within the delay
requirement one after another. However, nodes using the default CSMA don’t have a transmission
schedule. In our comparison, to minimize the packet delay, nodes using CSMA sends packets with 24
bytes of payload which contains 4 samples of acceleration data form LSM303DLM as soon as the
data is ready, so the time interval to send a packet is about is 1/120 x 4 a2 34 milliseconds.

We performed both static and dynamic experiments to study the integral performance of the
system. In static experiments, BSNs don’t move around, but the number of BSNs in the vicinity varies
from 1 to 5. The static experiments are to show the how number of BSNs affects the performance of
our solution and CSMA.

In the dynamic results, 5 BSNs are in a living area of 10 square meters, BSNs can move around
freely. In the dynamic results we show how the profile switching works, and how the PRR and data
throughput changes over time for both our solution and CSMA. To synchronize the performance of
our solution and CSMA over time, each BSNs have two set of motes: one set runs our BSN QoS
solution on Channel 26 with control messages sent on Channel 15, the other set sends data using

default CSMA MAC provided by TinyOS on Channel 25.

7.7.2 Static Results

In the static experiments we vary the number of BSNs within 2 square meters from 1 to 5. The
close distance between BSNs are to guarantee they are clustered into the same group in our solution,

which helps avoid the interference of rescheduling and transmission schedule updates. When in the



7.7 | Integration Evaluation 133

3 4 4]

Mumber of ESNS

o o o o
o =~ oo O =

Cwverall PFRRE (%)
Q [an]
N [y

=
o8]

= o
= b3

L]

EESH QoS
[ [eiSNE
1 .

Figure 7.19: Overall PRR of BSN QoS and CSMA with different number of BSNs.

10"

HECSH QoS
St CSA

7L
6L
5L
al
3L
Sk
1h
g 1 2 3 4 ]

MNumber of BSMs

9

Owerall Throughput (bps)

Figure 7.20: Overall throughput of BSN QoS and CSMA with different number of BSNs.



7.7 | Integration Evaluation 134

same group, BSNs are scheduled to send packets one by one within the delay requirement of 1 second.

The data sending time for each node is

_[120><6><8><1000

1000 < 28 x 8 W x (0.075 x (28 +18) + 0.6) ~ 106ms

when the BSN uses the high fidelity setting with 120Hz sampling rate, or

o 50 x 6 x 8 x 1000
| 1000 x 28 x 8

w x (0.075 x (28 4 18) + 0.6) ~ 45m.s

when the BSN uses the low fidelity setting with 50Hz sampling rate according to Equation (7.4).

The traffic pattern for CSMA is that each node sends four samples as soon as data is ready, so
the time interval to send a packet is 1/120 x 4 =~ 34ms

Figure 7.19 shows the overall PRR of our system and CSMA when the number of BSNs changes
from 1 to 5. Our solution performs better than the CSMA across the board with near 100% PRR,
while CSMA performs much worse due to the interference between nodes. When there are 5 BSNs,
the overall PRR for CSMA nodes is about 0.39, and the lowest PPR can be as low as 0.22. Either
way, considering 120 x 0.39 = 46.80 and 120 x 0.22 = 26.40, with PRR as lows as these the fidelity of
the two applications cannot be guaranteed since even the lowest amount of data needed which is 50
samples of acceleration data per second cannot be transferred.

Figure 7.20 shows the overall throughput of our system and CSMA when different number of
BSNs are close to each other. With near to 100% PRR, the data throughput per channel increases
with the number of BSNs linearly using our solution. When BSN 5 is added to the group the data
throughput increases less since it is forced to use the low fidelity setting with 50Hz sampling rate.
However, for CSMA,when the number of BSNs increases after 3, the data throughput becomes even
lower due to the interference between nodes. When 5 BSNs are around, the overall data throughput

of our solution is more than twice that of CSMA.

7.7.3 Dynamic Results

Dynamic experiments are used to demonstrate how our system compares to the CSMA over time.
To correlate the performance of our system and that of the CSMA, we use two set of nodes in each
BSN: one set transmits data using our QoS solution, the other set uses CSMA. The two set of nodes

transfer at different channels so that there is no interference between them.
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Figure 7.21 shows the grouping results of our algorithm over a period of 5 minutes. Though not
very accurate, the grouping results generally correlate to the relative locations of BSNs. Therefore,

the moving sequences shown in Figure 7.21 is
1. BSN 3 moves to BSN 1, 4, and 5
2. BSN 5 leaves BSN 1, 3, and 4, then joins BSN 2
3. BSN 2 and 5 move to BSN 1 and 4, while BSN 3 moves away from BSN 1 and 4
4. BSN 3 joins BSN 1, 2, 4, and 5

Figure 7.22 shows the BSN setting selected for each BSN over time. Before all BSNs are in the
same vicinity, all BSNs use Setting 1 which is the high fidelity setting. When all 5 BSNs are together,
BSN 5 switched to Setting 2 which samples data at 50Hz instead of 120Hz.

Figure 7.23 shows the overall PRR of our QoS solution and CSMA over the moving sequence we
concluded form Figure 7.21. We can see some impacts to the PRR of our system when BSNs regroup.
This is because when BSNs move towards each other, there can be interference between them in a
short period when they are not grouped together. However, our system reaches PRR above 97% all
the time. Though there are lots of fluctuations for the PRR of CSMA, we can still see the general
pattern that the more BSNs are around, the lower the PRR.

Figure 7.24 show the overall data throughput of our QoS solution and CSMA. As shown in the
figure, our solution achieves higher throughput all the time, and the difference between our solution

and CSMA becomes larger when more BSNs are close to each other.

7.8 Discussion

In this chapter we unified two BSN applications including fall detection and in-person interaction
monitoring with our BSN hardware platform which uses TelosB motes with LSM303DLM sensor
boards to collect acceleration data.

In Section 7.2 we described our hardware platform in detail, which helps us to profile the platform
in Section 7.3.1. The profiling of the two BSN applications in Section 7.3.2 and Section 7.3.3 are
based on our work in Chapter 5 and Chapter 6. This profiling work not only shows how we can
separate the hardware details from the application requirements, but they are also the important
input to our BSN system to schedule transmissions using the algorithms proposed in Section 4.5 and

Section 4.6.
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Then in Section 7.4, Section 7.5, and Section 7.6 we discussed how to choose key parameters for
our QoS system. The effective bandwidth and the transmission time needed for TelosB motes to
transfer data is calculated based on our measurement to make sure the feasibility of our scheduling
algorithm. The power adaptation threshold RT7 and RT} are selected based on the relation between
RSSI and PRR. The moving average window size w and the beacon interval m are selected based on
both simulation and real measurements to guarantee the responsiveness of the grouping algorithm.
Based on RT}, and RTy we discussed how to select the RSSI threshold in hierarchical clustering to
group BSNs. The threshold is selected based on the relation between interference RSSI and the PRR
of the subject BSN. We also discussed the boarder interference problem and the selection of distance
metrics in clustering.

At last in Section 7.7, we compared our system to a baseline solution using CSMA /CA under
both static and dynamic situations. The integration test results show that when multiple BSNs are
near to each other, our QoS solution achieves higher PRR, more effective bandwidth utilization, and

better application fidelity.



Chapter 8

Conclusions

8.1 Summary of Dissertation

Most of current work on BSNs focus on problems within one BSN. However, BSN systems have
become more and more popular as they provide a cheaper way to perform both accident detection
and health monitoring. How to coordinate BSN systems to achieve reliable communication and how
to guarantee the fidelity of data used by BSN applications have become urgent problems. In this
dissertation, we proposed a QoS framework to build reliable multi-body, multi-function BSN systems.

First in Chapter 3, we performed an empirical study to investigate the characteristics of on-body
BSN links. We studied how the body shadowing effect, the interference within on BSN, and the
interference between BSNs affect the link qualities of BSN systems. This study provides us with
insights on both the problems and solutions. As shown in Section 3.2, body shadowing severely
impacts BSN link qualities, but it can be overcome with higher transmission power. We also
show how intra- and inter-BSN interference can cause packet loss. Coordinating the transmission
schedules from nodes to the aggregator can help avoid interference. The study also demonstrates the
most distinguishing character of BSNs: the highly dynamic body movement and locomotion, which
constantly changes the body shadowing and environments where BSN operates. Therefore, a solution
to guarantee the reliability of BSNs must deal with and utilize this constancy of variability.

We proposed our BSN QoS solution in Chapter 4. In the solution, we use power adaptation
to dynamically adjust the transmission power of BSN nodes to use the minimum power needed
to overcome the body shadowing effect and maintain the link quality of node-to-aggregator traffic.

Power adaptation also saves energy and reduces the interference range of BSNs at the same time.
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To deal with inter-BSN interference as well as utilize the frequent locomotion of BSNs, our
solution dynamically groups BSNs into separate groups according to their impacts on other BSNs
which are measured by RSSI. In this way, we narrow down the problem of transmission scheduling to
one group of nearby BSNs, which make our solution scalable to coordinate large amount of BSNs.

Since the ultimate goal for reliable BSN communication is for developing reliable BSN applications,
we propose a profiling approach to integrate the requirements of multiple BSN applications into the
transmission scheduling of BSNs in the same group. Profiles are not only input to the scheduling
algorithm, they also provide a way to separate BSN hardware platforms and application requirements,
which is a good start for application independent BSN platforms and platform independent BSN
applications.

We also proposed algorithms to validate application profiles against BSN profiles to produce
possible BSN settings, to combine BSN settings to produce settings that can satisfy the requirements
of multiple applications, to compute the preference of possible BSN settings, and to calculate the
bandwidth requirement of a BSN setting. Based on the BSN settings of multiple BSNs, we use
rate monotonic scheduling algorithm which has been widely used in real-time operating systems to
schedule the transmission of multiple BSNs in the same group. Application requirements such the
sampling rate and the delay limit are integrated into the process of transmission scheduling so that
the fidelity of applications can be guaranteed.

Then we designed and implemented two BSN applications: fall detection in Chapter 5 and
in-person interaction monitoring in Chapter 6. These two applications represent two common types of
BSN applications: event detection and health monitoring, respectively. Our fall detection algorithm
uses a context-free grammar to define various falls as sequences of sensor events, which enables the
system to be easily tuned and extended to detect new types of falls. The use of clustering and
learning techniques to recognize activity levels and postures makes our method specific to the subject
and improves the recognition accuracy. Our method can also detect slow falls by using high level
features such as postures and location information. Our in-person interaction monitoring application
uses a multi-modal approach to detect social interactions from multiple primitives including activities
identified by acceleration data, proximity of other people deduced from RSSI, and the presence of
human speech from microphones. Speech volume analysis across multiple BSNs provides more details
about the quality of interactions such as how much the subject speaks. The evaluation results of the
fall detection and in-person interaction monitoring show both of them achieve high accuracy.

The approaches used to develop these two applications can be combined to simplify the process of

BSN application development. By defining a list of primitives and then using context-free grammar to
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define various activities with these primitives, the development of an event detection BSN application
can be as easy as an if statement. (Or maybe a switch statement, if you want to detect multiple
events and make your program look more elegant.)

In Chapter 7 we unified the proposed QoS solution and two BSN applications by building a BSN
platform with TelosB motes and LSM303DLM sensor boards. During the process, the three pillars
of our QoS solutions including profiling and scheduling, power adaptation, and grouping are all
separately evaluated. Based on the profiles of the BSN platform and two applications, we carefully
calculated the effective bandwidth of a Zigbee channel in our system and the time needed to transfer
data for each node under different BSN settings. We also discussed the selection key parameters
for power adaptation and grouping to guarantee their correctness and effectiveness. With profiles
of BSN and applications defined and all parameters of the QoS solution determined, we performed
integration testing to demonstrate our system achieves higher PRR, utilizes bandwidth utilization
more effectively, and better satisfies application fidelity requirements in both static and dynamic
situations.

All in all, in this dissertation, we studied the BSN system in a holistic way from lower level
transmission scheduling, to profiles that separate the details of BSN platforms and the requirements of
applications, to the development of two representative BSN applications, and finally to the unification
of our QoS solution and BSN applications. Combining all these work, we can build reliable multi-body,

multi-function BSN systems.

8.2 Discussion and Future Work

In this section we propose potential extensions in the future as below:

e Potential work to solve the boarder interference problem caused by using the average linkage
criteria when grouping nearby BSNs. To balance the need to maximize bandwidth utilization
and to reduce transmission collisions, we choose to use the average distance between elements
of two clusters as the distance between clusters. In this case, Section 7.6.2 shows BSNs belong
to different groups can interfere with each other when they are close. The potential solution is
to adjust the transmission schedule based on the values in the similarity matrix. If there is
strong interference between two BSNs of different groups, we can switch the slots so that BSNs
of different groups but within interference range of each other don’t transfer data at the same

time.
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e Potential work to extend the contents of profiling. Our current effort to profile BSN platforms
mainly focuses on the profiling of the sensors. However, a more complete BSN profile including
more information, such as different power levels of CPU, RAM, and radio chips, is needed for

our system to switch settings to guarantee the lifetime of BSN systems.

e Potential work to port our QoS solution to smartphones. Currently our system uses laptops
connected with TelosB motes as aggregators. The ideal platform would be smartphones. Porting
the QoS solution to smartphones can make our system much more convenient to use. Using
smartphones also adds a set of sensors, such as accelerometers, microphones, light sensors, and
GPS, to the standard sensor list of our system. In this case, features requiring these sensors
can be added such as using binary search to faster find the next appropriate power level when

the subject is performing activities of high dynamical levels.

e Potential work to find clear channels using noise flooring sensing. In our system, we make
all WiFi networks operate on Channel 1 to avoid interference from WiFi. Potential work can
be done to use noise floor sensing to find which channels are free of interference, so that the
channels to be allocated to BSNs can be dynamically selected. If the channel condition changes,

we can migrate BSNs to channels with less noise.

e Potential work to improve the fall detection application. The use of context-free grammar in
our fall detection algorithm enables our solution to be easily extended and tuned. Extending
the rule set to define more types of slow and fast falls can dramatically improve the practicality
of our method. In addition, integrating physiological data to the fall detection framework can
also increase fall detection accuracy. For example, low blood pressure is a good indicator of

dizziness and thus falls.

e Potential work to improve the in-person interaction monitoring application. Our solution uses
a multi-modal approach to monitor in-person interactions. Increasing types of primitives such
as using social networks can enable our system to detect more types of social activities and
achieve better accuracy. Another possible improvement is to automatically define new types of

social activities based on the calendar events and according values of primitives.

e Potential work to build a platform for developing BSN applications. By combing the use of
context-free grammar and the definition of primitives used in our fall detection and in-person
interaction monitoring, potentially we can build a framework to simplify BSN programming in

which the end user only needs to specify an event using a sequence of primitive values.
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