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Impact of Anonymity and Partial Anonymity on Social Interaction
There are many potential benefits of allowing for complete anonymity in the
facilitation of conversations or debates. Without fear of judgment, people are more
willing to express their honest opinions. It also allows users to engage in self-discovery
by asking the questions they wouldn't normally be comfortable saying aloud. On the
contrary, it enables the spread of misinformation without fear of consequences and
enables online trolling. Developers in modern times must determine to what extent a
user’s online identity will be made available to others on the platform.
Using Sociotechnical System’s Politics of Design, we can analyze the design
decision of anonymity, and its influence on people's behavior. Social media is unique in
that the users take an active role in the production of the media, therefore directly
impacting other users’ online experience. To effectively guide users into healthy
interactions within a platform, we must examine how app design affects platform culture,
which ultimately dictates user behavior and interaction. One way of utilizing the politics
of design is to study examples of similar productions, and understand the tradeoffs
made by their design decisions (Gordon Baxter et al., 2010 p.7). There are many case
studies of anonymity and the promotion of free speech, and how it can inadvertently
enable cyberbullying. By considering design decisions, we can look at design decisions
across different social media platforms, and their impact on toxicity and general app
culture. I then locate developers as part of the app culture sphere to better understand
their influence.

A great point of analysis is on the commonly used anonymous message app
YikYak, which was developed in 2013 and allowed for the posting of anonymous
messages where those in a similar location to the poster could see the message.
Whisper is another anonymous social media, which pitches itself as a safe place to
make confessions and tell secrets. A more extreme anonymous social media, in which
we can see the results of a lack of community guidelines in the design, is 4chan. By
analyzing these platforms, we can better understand the effects that design decisions
have on the way in which applications are used.
Background
When looking at the relationship between humans and anonymity, the concept of
anonymity in online environments is best understood as a spectrum, divided into the
categories of anonymity, pseudonymity, and real name (Nicole B. Ellison et al., 2016
p.1). Anonymity causes people to address a wider range of topics than in face-to-face
settings, encompassing subjects that people feel would be awkward, embarrassing, or
inappropriate to express through other channels (Nicole B. Ellison et al., 2016 p.7). This
allows adolescents and teens to undergo important identity experimentation and social
development (Teo Keipe et al., 2014 p.2). Unfortunately, this comes at the expense of
enabling aggressive behaviors such as harassment and bullying within the anonymous
online platforms (Kimberly Christopherson, 2006 p.4). Especially relevant in today's
culture, true anonymity also enables the spread of misinformation.
In order to discourage the potential negatives associated with anonymity,
software designers should utilize the Sociotechnical Systems Framework.

Socio-technical systems design methods are an approach to design that consider
human, social and organizational factors, as well as technical factors in the design of
organizational systems (Gordon Baxter et al., 2010 p.1). Gordon emphasizes the
importance of a “human-centered design,” to best actualize a technology’s intended
purpose. This calls for user participation in the development process to garner an
explicit understanding of users, their tasks, and the environments in which they work
(Gordon Baxter et al., 2010 p.4). Research into similar productions can provide a
deeper understanding of problems, and the basis for potential solutions (Gordon Baxter
et al., 2010 p.7). It is important to note that Baxter employs this line of thinking to try and
maximize profit, however the same principles of analysis can be applied to maximize
other goals of an application. Schaupp emphasizes the use of ethnographic analysis on
technological structures to better understand resulting cultures (Simon Schaupp, 2021).
Ethnography is the study of people and their interactions with cultural systems. Schaupp
conducted research to better understand how customers interact with the differently
designed retail websites (Simon Schaupp, 2021). He strongly emphasizes the impact of
design on human interaction. By employing similar analysis tools to social media
platforms, we find design decisions have a clear influence on the type of community
culture the platform fosters.
Analysis of YikYak
There are many case studies of how past anonymous mobile applications have
handled their disciplinary philosophies, and the effect this has had on the user base.
One very popular example is the app YikYak. As Gordon Baxter suggested, to
understand the politics of design we must first analyze the user base. YikYak was

designed to allow college students to connect and freely interact with their campus
community, thus it was designed for young adults. (Vaterlaus, Mitchell J, 2017 p.2).
YikYak experienced its initial growth in college towns (Erik W. Black et al., 2015 p.18).
The task provided by YikYak is a fully anonymous message board that allows users to
comment on, upvote, and downvote messages. This allows for informal research to be
conducted by the user base as they see what gains the most likes, and what gets
disliked. Caitlin Byrne concludes that anonymous social medias offer a new and
unstudied source of data on critical issues like sex, class, and race (Caitlin Byrne, 2017
p.805). These topics have been extensively studied in public settings, but anonymous
settings tend to allow people to respond more candidly (Caitlin Byrne, 2017 p.805). The
data clearly demonstrates users' increased willingness to speak about personal topics
when under the sense of anonymity. (John Bargh et al., 2002 p.46) Users posting
questions anonymously are informally conducting personal research into what their local
area thinks on a topic. That being said, the types of topics that get brought up and
discussed vary largely from anonymous platform to platform, largely due to differences
in behavior policies and enforcement. Analysis of YikYaks from large sample sizes
offers us interesting information regarding anonymity and human behavior.
Despite its initial popularity, the app received backlash due to the large amount of
cyberbullying occurring on the app. Erik W. Black and his colleagues speak to the rule
changes that YikYak underwent in 2016 to increase accountability of accounts. First,
YikYak began requiring cell phone number authentication to sign into YikYak and used
these phone numbers as an account tracking mechanism (Erik W. Black et al. 2021).
This gave them a means of tracking how many reported posts each account

accumulated over time, and to effectively blacklist users who had too many strikes
(unless that person gets a new cell phone number, they would no longer have access to
YikYak). YikYak employs a self-governing policy, allowing users to report posts, and
removing posts and users who receive a reasonable number of reports. By doing a
meta analysis of 4,001 YikYak posts, Black and his colleagues found that YikYak in
general is not a venue for widespread anti-social behavior (Erik W. Black et al. 2021) .
In terms of targeting specific people, they found that postings mentioning an individual's
first or last name represented only 0.3% of the analyzed postings (Erik W. Black et al.,
2015 p.20). While this could be for a variety of reasons, YikYak’s banning policy was
overall a functional and efficient method for community enforcement (Erik W. Black et
al., 2015 p.21). By looking at the research that has already been completed in the world
of anonymous social media, it is clear that the handling of disciplinary demerits in a
quick and permanent manner would greatly discourage the improper use of the app,
while still maintaining the benefits of anonymity. The change in YikYak’s design from
2016 to the relaunch in 2021 lead to a much less toxic culture. This supports the
concept that an effective enforcement policy of a thoughtful user guideline can have
very tangible effects on the way users interact with one another.
Analysis of Whisper
Whisper is an anonymous social media app developed in 2012 and marketed as
a safeplace to make confessions, share secrets, and post anonymously on different
topics. After using the web application and making a few posts, I’ve learned that making
a post first involves selection of a picture (you can use your own image or one of
whisper’s provided images). You then write text to overlay on the picture, select the font

type and the general topic of the post. Whisper has topics (similar in operation to reddit),
and users are given randomly generated usernames to protect their identity. Unlike
YikYak, Whisper gives users the ability to directly message the creator of a post,
creating a personal message board between the two similar to Instagram’s DM
mechanism. The New York Times describes the target audience of Whisper as Gen Z
(Alex Williams, 2015). Similar to YikYak, Whisper targets the teenage to young adult
demographic. About 70% of the userbase is female, according to Whisper (J. V. Grove,
2014).
In addition to a crowdsourcing-based user reporting mechanism (similar to that
of YikYak), Whisper also has dedicated employees to moderate whispers looking for
obscenities (J. V. Grove, 2014). Wang and his colleagues compiled a complete 3-month
trace of the Whisper network covering 24 million whispers written by more than 1 million
unique users to better understand how anonymity and the lack of social links affect user
behavior (Gang Wang et al. 2015). The first datapoint to note was that a surprising 18%
of the whispers made during these three months were deleted, either by the user who
posted it or by moderators (Gang Wang et al. 2015). Wang believes that the majority of
deleted posts were done so by moderators, as the posts were often deleted past the
common threshold of time for interaction. “Sexting” was the most common topic of these
deleted whispers. About 25.4% of the users who posted at some point in the three
months had a Whisper deleted, with about half of those users only having one whisper
deleted (Gang Wang et al. 2015). A large portion of the whispers in the deleted dataset
are repeats, leading Wang and his colleagues to believe that a user whose post got
deleted would frequently regenerate a new random nickname and then repost the same

whisper (Gang Wang et al. 2015). This loophole helps to prevent the system from being
able to flag their account with multiple strikes and banning them. This points to the
greatest flaw in the Whisper enforcement policy; blacklisting of accounts is tracked by
user nicknames, which can be easily regenerated.
A platform in which about 18% of the posts are deemed to be outside of the
desired culture of the app is not effective. As mentioned prior to this, YikYak uses cell
phone numbers to prevent reentry of a banned user into the YikYak system. By
effectively removing banned users, YikYak has more control over the general behavioral
culture of their platform. Also, the lack of a one on one direct message feature in YikYak
helps limit the potential to abuse the app. Whisper’s design decision to include a DM
feature has led to some users soliciting hookups and showing pervertish tendencies (J.
V. Grove, 2014). These are some examples of how design implementation, and choice
of available features, directly impact the culture and usage of a platform.
Analysis of 4Chan
4chan is a fully anonymous message board that uses no usernames, has no DM
feature, and operates using threads posted to topic boards, similar to reddit. Most
interestingly, threads expire and delete themselves if no new messages are added for a
certain period of time (Caitlin Dewey, 2014). The sense of impermanence within the
threads further encourages anonymous users to say whatever is on their mind. The
site's target audience isn’t necessarily by design, but 4chan’s own statistics suggest the
“vast majority of its users are young, college-educated men with an interest in Japanese
culture, video games, comics and technology” (Caitlin Dewey, 2014). It is important to

note that due to the level of anonymity offered by the platform, these statistics are by
self reported (non-scientifically sound) surveys, although they still offer insight.
Policies vary for different discussion boards. Across all boards, users are banned
for violating U.S. law, from posting other people’s personal information, and
impersonating site administrators (Caitlin Dewey, 2014). Beyond this, 4chan operates
on two sets of rules, an extremely lenient rule set for the “random” board /b/, which
allows nudity, racism, and other grotesque posts; and another rule set for the rest of
4chan’s boards that do not allow for obscenities. The /b/ thread deletes threads very
quickly, such that a website refresh every few minutes presents completely different
results. This offers an extreme case study of complete anonymity within a platform with
little to no rules or consequences. In terms of rule enforcement, 4chan has teams of
referees it calls “moderators” and “janitors,” who can delete posts and ban users (Caitlin
Dewey, 2014). Users can also report posts, which flags it to moderators.
In order to understand the resulting app culture from an application with little to
no rules, Bernstein and his colleagues completed an analysis of 5,576,096 posts in
482,559 threads of the /b/ board. They found that the median lifespan of a thread before
it self-destructed was just 3.9 minutes, with the longest lasting 6.2 hours (Michael S.
Bernstein et al. 2021). They found that not only does anonymity invoke disinhibition on
/b/, but styling the collective as “Anonymous” also suggests de-individuation and mob
behavior (Michael S. Bernstein et al. 2021). In other words, the design decision to list
each user as “anonymous” (as opposed to giving them a randomly generated username
like YikYak and Whisper do) increases the mob mentality and directly impacts the
culture on the website. The content on the fully anonymous and ephemeral board /b/ is

vulgar to say the least. The design decision of the platform to have expiring threads
“create a powerful selection mechanic by requiring content the community wants to see
be repeatedly reposted, and potentially remixed” (Michael S. Bernstein et al. 2021). It
encourages users to quickly reply to threads they’re interested, with less thought in their
comments. Ephermity of posts lead to a culture of less intelligent conversation, and an
emphasis on hyperbole and quick memes. The extremity of 4chan’s /b board further
shows evidence that platform design decisions can greatly impact the behavior and
content produced by the users. It is clear that less regulations leads to a more toxic
environment, and (for the most part) fails to produce fruitful communications and
discussions of ideas.
Discussion
After analyzing these three anonymous social media platforms, it is clear there
are noticeable differences in the cultures and way that users interact with one another.
These behavioral differences are the result of different design decisions. By using
Baxter’s and Schaupp’s analysis techniques we carried out an ethnographic analysis on
different social media platforms to better understand the resulting user base’s cultures
and interactions.
In 4chan’s case, we see the design decisions of user anonymity, ephemerality of
threads, and light policy enforcement enabling a toxic environment within the platform.
The lack of pseudo anonymous usernames contributes to further disrespect and misuse
of the platform. Racism, extremism and pornography are extremely common in 4chan’s

/b/ board due to its design. In one of the few places on the internet where anything
goes, users will take advantage of it and post heinously.
Whisper offers a unique perspective from a middle ground platform, where
pseudo random usernames are assigned, and a user behavior policy is enforced. What
Whisper lacks in its design is a permanence of discipline for violating the desired culture
of the platform. This leads to repeat violators, as can be seen by the 18% of new posts
being deleted. To fix this issue would sacrifice some level of anonymity, as historical
user data would need to be stored to effectively ban specific users. YikYak does this
through its login method, which only requires a cell phone number (which is verified at
login by text). No further data is requested from the user (no name, age, etc.), however
the cell phone number is used as a unique identifier of the account to give permanent
punishments when needed. YikYak uses randomly generated usernames to avoid a
mob mentality, and the developers chose not to include a DM feature to limit predatory
capabilities. These all contribute to the revised YikYak culture we see since the
relaunch.
Profanity can be used as one measurement of an ill-natured culture within a
platform. When compared to a non-anonymous app, such as Twitter, YikYak has a
similar level of profanity used. In an observational study, Martin Saveski and his
colleagues found that 6.29% of all yaks (posts and replies), and 5.38% of all tweets,
contain vulgar words (Martin Saveski et al. 2016). They also found that posts containing
offensive language are more likely to be downvoted than not in YikYak, suggesting
community-led censorship is a viable solution, even with anonymity (Martin Saveski et
al. 2016). They point out that each user’s “Yakarama” score helps to encourage positive

posting. Yakarama is a user's net total upvotes and downvotes that they’ve received on
their posts (Martin Saveski et al. 2016). YikYak users enjoy boasting their Yakarma
scores to their friends, and want to avoid making posts that would receive downvotes.
This is yet another example of a design decision within the platform having a positive
effect on upholding the desired culture.
Future Research
YikYak is local and anonymous, whereas Whisper and 4chan are global and
anonymous. The lack of commonly used local anonymous social media to compare to
YikYak is a shortcoming of this analysis, and would deserve further attention in future
research. Apps such as leak, truth, secret3.0, and so on would be viable comparisons if
they were to grow more popular, thus providing larger datasets to pull from. At this time,
however, YikYak’s popularity as a locally anonymous designed app is rather unique. On
top of this, a meta-analysis of the differences in specific topic areas that tend to be
brought up within each platform could offer further insight into the general culture of
each platform. This could be used to confirm/disprove the advantage of offering
anonymity in social media to facilitate discussion. From the research I’ve conducted,
YikYak’s policy revision was very effective in building a new behavioral culture within the
platform, while still maintaining their initial vision, an anonymous communicative
platform to connect local communities.
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