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Abstract

Online Learning to Rank (OL2R) methods have been popularly studied in Information
Retrieval (IR). The key idea is to estimate a ranker directly based on the interaction
with users. Dueling Bandit Gradient Descent (DBGD) [1] is one of the most popu-
larly studied OL2R methods, which is deeply rooted in online convex optimization [2].
However, little is known about the robustness of such algorithms in scenarios where
a malicious attacker tries to change the user’s feedback in such a way that the final
learned ranker deviates away from what the user intended it to be. This work de-
scribes the real-world setting(s) on how a malicious attacker can use the characteristics
of DBGD-based algorithm to attack it. We have also described in detail the threat
model that we have used. We then propose two novel attacking strategies, namely,
Naive intersection attack and Frequency attack, that the attacker can use on DBGD
to divert the ranker towards the attacker’s goal. The attacks and the corresponding
deviation have been subsequently analyzed to show the robustness of DBGD based
methods. The results show that DBGD is not robust against the proposed attacks. To
the best of our knowledge, we are the first to propose poisoning attacks on an OL2R

algorithm, show empirical results and analyze them.
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1 Introduction

Ranking is one of the cornerstones of information retrieval (IR) to satisfy users’ infor-
mation needs. Today the web contains more than 5 billion web pages . We are overwhelmed
by this flood of information from social media, news, and video websites. There is a need
for a platform that can satisfy as much of our information need as possible in our limited
time. Learning to Rank (LETOR) is an application of Machine Learning (ML) to create
such platforms for IR. Given a list of documents, LETOR tries to find the appropriate
ranking concerning a given query. Typically supervised learning approaches [3] are used
for this purpose. In particular, for every query-document pair, there is a specified label
attached, which suggests the relevance of the document for that particular query. These
query-document pairs are usually represented as feature vectors. Thus, the goal of LETOR
is to find the function that maps these features to the relevance labels. The features can
be query-specific (Number of words in query), document specific (Page Rank, Document

length), or can depend on both query and document (TF-IDF, BM25).

Traditionally, LETOR was done using annotated data in an offline fashion. Ranking a
list of items was based on the implicit notation of relevance in each item. However, such
notation was generally hard-coded by IR practitioners to create the annotated data. Machine
Learning techniques were then used to find the mapping function. Although helpful, this
method had various limitations. Firstly, the training data was limited as it was expensive
to hire Professionals to annotate the data manually. Secondly, since there were multiple
annotators, there was a chance that an annotator’s preference might not align with other
annotators; in such a case, it was challenging to select which annotation to use. Thirdly,
there is a gap in what the annotator annotates and what the user wants [4]. Fourthly,
when the dataset contain some personal information it can have some privacy concerns [5].
Moreover, once annotated, the data was fixed and cannot handle dynamic changes in the

relevance labels [6].

https://www.worldwidewebsize.com/: Accessed on April 1, 2021



To mitigate these issues, OL2R methods are proposed [1, 7, 8]. The key idea is to esti-
mate the mapping function directly based on the interaction with users. The interaction here
refers to the feedback (i.e., clicks) that the users produce when presented with a document
list. Hence, the ranker learns on the fly while interacting with the users. This solved some of
the major drawbacks of the offline learning method. Firstly, data of users interacting with a
search engine are often readily available [7]. Secondly, no annotators are required, and the
ranker can also learn the changing relevance of the users directly from the feedback. Thirdly,

there is no need to store sensitive data offline which alleviates many security issues.

Among many common approaches to OL2R, DBGD and its successor Multileave Gra-
dient Descent (MGD) based algorithms have been vastly studied in the research community.
Under DBGD based algorithms, an exploratory direction is proposed, which acts as a ten-
tative model update direction. The ranking utility is then measured between the current
direction and the exploratory direction. If the exploratory direction provides a better utility
than the current direction, then the model is updated in that direction. The utility here is
inferred from the feedback that the users give when presented with the interleaved list of
documents from each ranker [9, 10]. In general, all the OL2R based methods depend on the
user feedback (clicks), which helps model learning. The most common use of such approaches
is in Search Engine Optimisation (SEO), where these methods are used to produce a ranking
of documents. Recommendation systems can also use such a framework to learn implicitly

from the user feedback [11].

The variety of benefits provided by OL2R approaches gives incentives to the attackers to
influence their learning. For example, an attacker can promote a low-quality or untrustworthy
document or promote its malicious website by influencing a particular algorithm. As the
above approaches are not designed to work in adversarial environments, an attacker can
compromise the learning system’s confidentiality or integrity. In confidentiality attacks, the
attacker tries to obtain information about the model being trained. In integrity attacks,
the attacker’s goal is to disrupt the algorithm’s learning by modifying or inserting malicious
data in the model training process. As such, integrity attacks provide more benefits to the

attacker than confidential attacks [12].



The poisoning attacks are among the most common ways to make integrity attacks [13].
Here an adversary can inject malicious data into the training process such that the resulting
system malfunctions as desired by the attacker [14]. The attack, as mentioned earlier, can be
either a targeted attack, in which the attacker tries to make the system behave in a particular
way or, it can be an indiscriminate attack where the attacker just wants to hamper the
models’ learning process. Based on the use cases of OL2R approaches, targeted attack gives
more value to the attacker than the indiscriminate attacks. As explained previously, DBGD
and MGD based algorithms depend on the users’ clicks. However, there is no attempt to
determine if the click received comes from the user or not. The adversary (aka. attacker)
can use such a flaw to inject malicious clicks instead of regular user clicks to make the model

deviate from what the user intended it to be.

The flaw mentioned above motivated our research to analyze DBGD and MGD based
algorithms’ robustness in the presence of an adversary. This work explains how the at-
tacker can leverage the shortcomings of the algorithm to make targeted poisoning attacks.
We also propose two novel targeted-poisoning attacks, namely, Naive intersection attack
and Frequency attack and show the empirical results demonstrating the effectiveness of our
proposed attacks. A thorough analysis of the performance of the attacks under different
conditions is also presented. Our result suggests that DBGD and MGD based algorithms
are not robust under the proposed attacks. While there has been promising research in
adversarial attacks on ML [15, 16, 17] and supervised learning [18, 19, 20], little is known
about adversarial attacks in OL2R methods. Hence, this work introduces a new paradigm

of research in the Information Retrieval domain.



2 Related Work

ML algorithms are known to be vulnerable under adversarial examples [15]. An ad-
versary can target the algorithm either by tampering with the training data or tampering
with the model’s inputs. Goodfellow et al. [16] have shown that the vulnerability of Neural
Networks to adversarial attacks is in their linear nature. Following their work, Huang et
al. [15] have proposed that the adversarial attacks effectively target Neural Network poli-
cies in reinforcement learning. They have proved this by showing how the existing crafting
techniques for adversarial examples can also degrade the performance of trained policies.
Lin et al. [17] have proposed methods to craft the adversarial examples and apply them
in situations when Deep Neural Networks are training reinforcement learning agents. Two
tactics are proposed in work, namely, strategically timed attack and enchanting attack. In
the strategically timed attack, the authors made sure that the agent is getting attacked only
in a small subset of time, which helps prevent detection. In the enchanting attack, the agent
is lured to perform some sequence of actions. The closest research to our work has been with
the Deep Ranking, in which the data samples are embedded into common embedding space,
and then a distance metric is used to compute the ranking. Several works have used this
workflow, including Deep-Image-Ranking [21] where the authors have created a multi-scale
Neural Network to perform Image search, and [22] have used the workflow in cross-modal
retrieval. However, only a little research is done in adversarial attacks on Deep Ranking.
Li et al. [23] were the first to propose adversarial attacks using universal perturbation on
image retrieval systems such that irrelevant results are returned to the user, while Liu et al.

[24] have done the same by proposing adversarial queries.

Poisoning attacks, in particular, have also been studied extensively in the Supervised
Learning domain. Biggio et al. [18] have proposed a poisoning attack on Support Vector
Machines (SVM) using gradient ascent strategy. The motivation behind their work was the
fact that many of the learning algorithms assume that the data being fed to them is well-
behaved and natural. However, such a case is not always valid, and they have shown how

an intelligent adversary can use malicious data to attack the algorithm. Mei et al. [20] have

10



proposed an optimal training set attack and have shown that such attack can be formulated
as a bilevel optimization problem. Further, they show that learners with certain Karush-
Kuhn-Tucker conditions can efficiently solve such problem using gradient methods. Using
the strategy, an attacker can contaminate the training set such that the trained model is
beneficial for the attacker, and the authors have demonstrated these attacks on SVM, Logistic
Regression, and Linear Regression. Xiao et al. [19] have investigated the robustness of feature
selection methods and have shown that these methods can be significantly compromised
under malware detection during adversarial attacks. The authors have analyzed a real-world
security application using PDF malware detection. They have shown how an adversary can
control the methods by injecting only a tiny fraction of poisoned points. Liu et al. [25] have
proposed a general framework for data poisoning attacks on the graph-based Semi-supervised
learning approaches. Zhang et al. [26] have studied poisoning attacks on the online setting
where the adversary can contaminate the data stream. Here, the authors have framed the
online poisoning attacks as a stochastic optimal control problem and have proposed two
attacking strategies. Both the strategies are shown to perform near-optimal attacks on both

supervised and unsupervised learning tasks.
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3 Background

3.1 Dueling Bandit Gradient Descent and Multileave Gradient

Descent

DBGD is one of the most commonly used approaches for OL2R problems based on
vector space model [27]. As mentioned before, the query-document pairs are represented
as feature vectors, and the goal of a L.2R algorithm is to learn a function that maps these
features to relevance labels. In a vector space model, the function to learn is represented
by a weight vector in an n-dimensional space (n being the dimension of the feature vector).
Given an initial weight vector (wy), the algorithm tries to find the optimal weight vector
(w*), which signifies each feature’s importance to the ranking problem. In every iteration
of DBGD, the algorithm proposes a new exploratory vector (w;) by perturbing the current
weight vector (w;) by a random unit vector (u;). The two vectors propose two different
rankings of documents, and then an interleaved ranking is presented to the user. Based on
the users’ feedback, the two vectors are then compared, and if the exploratory vector wins,
the current weight vector is updated. The equations to propose an exploratory vector (Eq.
1) and perform updates (Eq. 2) are represented. Here 0 and 7 are constants representing
exploration and exploitation step-sizes, respectively. Figure 1 shows the overview of the

DBGD algorithm.

1. w, = Py (w; + 0uy) ; // projected back into W

2. w1 = Pw(w + yuy) 5 // also projected

MGD is a generalized version of DBGD, where the algorithm can have multiple ex-
ploratory rankers as opposed to a single exploratory ranker used in DBGD. The working
remains the same. At every iteration, the algorithm proposes multiple exploratory vectors
by perturbing the current weight vector (w;). A multileaved ranking of all the vectors is

then presented to the user. Based on the feedback, the ranker gets updated either based

12
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Figure 1: Overview of DBGD algorithm

on the mean of all rankers who won (MGD - mean winner) or only one of them (MGD -
winner takes all). Doing this variation allows MGD to better select candidates and, hence,
learn faster than DBGD [7]. The critical insight in DBGD and MGD based algorithms is to
estimate gradients in an unbiased way using random sampling. Since the gradients are cho-
sen from the user feedback, there is an opportunity for the attacker to inject some negative
feedback such that the gradients are sent in a different direction. Putting this in the above
context, the attacker can have its weight vector (w,), which is different from the optimal
weight vector that the user is trying to converge to (w*). The goal of the attacker is to
make the model converge to the attackers’ specified direction. Figure 2 shows the overview

of DBGD when the attacker is present.

3.2 Interleaving and Multileaving

Interleaving is an evaluation technique used to compare rankers by combining their
ranked lists into a single list and then tracking the user clicks. Based on these clicks, the

winner is determined. Several variations exist on creating an interleaved list and assigning
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Figure 2: Overview of DBGD in the presence of an attacker

scores for each of the clicked documents. Team Draft Interleaving (TDI) [10] is one of the
most common ways for creating an interleaved list. This technique simulates a process of
two captains picking their team members. Say we have R1 and R2 to be the preference lists
of two captains. At every turn, a coin is tossed to determine which of the captains will pick
first. While picking, the captains select their preferred team member from their preference
list (R1/R2) who has not been picked up yet. This process continues until all the members
are picked. Additionally, the information about which captain picked the team member
is stored to assign credits after winning. Figure 3 shows an overview of the Team Draft
Interleaving. When more than one rankers are compared, Team Draft Multileaving (TDM)
[28] method is used. TDM uses the same methodology, however; now, multiple captains take

a turn while selecting members.

3.3 Learning Rate

Learning Rate is the most crucial hyper-parameter in ML algorithms [29]. It determines
the step size at each iteration while moving toward a minimum of a loss function [30].

While fixing a learning rate for an algorithm, there is always a trade-off between the rate of
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convergence and overshooting. If the learning rate is set to a high value, this results in the
loss function’s divergent behavior(oscillation). However, if it is set to a low value, then the
model is prolonged to converge. Figure 4 shows the two scenarios. As such, it is tricky to
set up a fixed learning rate for the entire training process. To deal with this issue, Learning
Rate decay (IrDecay) is used as a de facto technique for training modern ML algorithms.
Here initially, a high learning rate is set, which suppresses the memorization of noisy data,
and later the learning rate is decayed to make sure that the model learns complex patterns
[31]. In this work, we show the effects of Learning rate and IrDecay on the learning process
of DBGD and MGD based algorithms. We further describe how the attacker can use the

learning rate information to perform data poisoning attacks.

fiw) Jiw)
w" W w* w
Too small: converge Too big: overshoot and
very slowly even diverge

Figure 4: Effect of Learning Rate

CS-6501 Information Retrieval, UVA
https://www.upgrad.com/blog/gradient-descent-algorithm
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4 Methodology

This section firstly presents our Threat model in which we have worked. Then we
describe the two different types of attack we propose and the real-world scenario on how
these attacks can be performed. A user is a person with basic network access via web
browser. An IR system is a web server offering services using a database of documents. The
general workflow of user interaction with an IR system is shown in Figure 5. It works in five
stages. Firstly, the user has some information need for which he queries the IR system. The
IR system generates a ranked list of documents for the query and then returns it to the user.
The user provides the feedback/clicks to the IR system, based on which the ranking model’s
learning happens. As discussed, feedback is essential for the learning process. If the attacker

somehow alters this feedback, then the ranker should not learn what the user wants.

User IR System
i i
i i
i i
] 1. Query IrJI-
2. Generate
3. Document List Ranked List of
Cocumernts
il
4. Clicks/Feedback
>
I 5. Leamning
rom Feedback

i
i
i
1
i
i —
i i
i i
i i
i i
1 1

Figure 5: Normal workflow of User Interaction
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4.1 Threat Model

4.1.1 Attacker’s Goal

We consider that the attacker wants to promote a particular set of documents which
are governed by attacker’s weight vector (w,). Specifically, if the IR system returns a ranked
list of documents to the user, the attacker wants its documents to be present in the returned
list. Sometimes, the attacker just wants to mislead the learner, in such cases it can choose a
random weight vector (w,) and then produce its feedback. Moreover, if the attacker wants

to demote some documents, it can do so by promoting other documents [32].

4.1.2 Attacker’s Capabilities

While designing the attack, the first challenge was to decide on the type of attack that
is feasible in the above scenario. The attacker’s final goal is to change the feedback given
to the IR system while making sure that the system assumes that the feedback is coming
from the user. Based on the requirements, we propose that the attack should be similar
to the man-in-the-middle attack. In this type of attack, the attacker takes control of the
ongoing network communication between the two parties (user and IR system) [33]. This
makes it possible for the attacker to eavesdrop and even change the communication between
the user and the IR system. If done precisely, neither of the end systems is aware that the
communication is compromised, and they continue to share information. In this work, we
have specifically assumed that the attacker can change the information being sent from the
user to the IR system. Additionally, the attacker can eavesdrop on the data being sent in

both directions.

4.1.3 Attacker’s Background Knowledge

Our second challenge was to decide on the data available to the attacker. This is crucial

because if the attacker has to change the feedback, it needs to know how to do so. In other

17



words, the attacker needs to produce its feedback by looking at the list of documents. It
should be able to make a decision on which documents to click and which ones not to.
After careful consideration, in this work, we have assumed that the attacker knows about
the feature vectors being used by the model. If the attacker knows which feature vectors
are being used (ex. BM25, TF-IDF), then it can compute those features for the documents
returned by the IR system based on the query the user proposed. If the attacker has such
critical information about the model, it can construct its weight vector (w,). The attacker
can then later use (w,) in an offline manner to find its preference list for every query that
the user asks. If the attack is successfully completed, then after learning, the document list
returned by the IR system should be similar to the attackers’ preference list. This notion of

similarity is captured by the evaluation metric we have used in the experiment section.

4.1.4 Attacker’s Limitations

In a real world scenario, it would be hard for the attacker to change every feedback of
the user. The attacker also will not want to take a risk to being detected if it tries to attack
every interaction of the user. Keeping this in mind, we have assumed that the attacker is
limited by the number of queries/interactions it can attack. The attacker’s goal now becomes

to maximize it’s effect under these limitations.

4.2 Real-World Scenario

In the real world, any SEO person can become an attacker. The typical working of
SEO makes sure that the relevant results are being returned to the user, and thus it tries
to promote specific documents to the user. If the Search Engine itself wants to promote a
particular agenda, then it will make sure that the returned results also reflect that agenda.
If the Search Engine is benevolent, an external browser application or extension can work
as an attacker. Sometimes the browser might get jeopardized; in such case, the attacker can

control the direct communication of the browser with the server. In some other cases, an
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Figure 6: Malicious workflow of User Interaction

external browser extension can also act maliciously in the background. Since the internal
working of the extensions such as Ad-blockers is unknown, it might sometimes happen that
the blocker can even block some of the relevant data for the user. Other times the extension
can also generate its feedback on top of the user’s feedback. Figure 6 explains such a real-
world scenario on how an attacker/application can intercept the user query and feedback to

inject erroneous data in the learning process.

As before, the user has some information need, and it queries the IR system. The
attacker can intercept the query to know the details and forward it to the IR system. The
IR system then sends the document list back, which is again intercepted by the attacker and
then forwarded to the user. The user provides the feedback, which the attacker rejects and
sends its malicious feedback to the IR system. Since the model has no discrimination for the
feedback, it will learn from whatever feedback it receives. Using the mentioned technique,
the attacker can perform a data poisoning attack on the IR system. In this work, we have
presented two novel attacking strategies that the attacker can use to send malicious feedback

to the IR system. The following section explains these strategies.
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4.3 Naive intersection attack

We have assumed that the attacker can intercept the communication between the user
and the IR system. As such, the attacker knows about the query being asked by the user
and also the document list being returned by the IR system (Step 1 and 4 in Fig. 6). Based
on the data available with the attacker, it can have a mapping function (w,), using which
the attacker can find out its own ranking of the documents which are present in the returned
document list. Let us call this ranking an Attacker Ranking (AR). The final goal of the
attacker is to make the ranker learn its mapping function. The ranker also has its mapping
function (w;) that it has learned based on previous interactions with the user. Ranker will
also produce a ranking of documents based on its function. Let us call this ranking a Train

Ranking (TR) as the ranker is still in the learning phase.

Given TR and AR, the attacker can then stop the regular user clicks from going through
and generate its clicks based on the two rankings’ intersection. Algorithm 1 describes the
way the attacker can change the user feedback. Here we have two hyper-parameters, start,
and end, which specifies the positions that the attacker is most interested in. For a specific
position, say the first position in the AR, the attacker can set start = 0 and end = 0 to
ensure that the top-most document in the AR is clicked in the TR. If the end is set to 2,
then the attacker will make sure that its top 3 documents are clicked in the TR. This attack
is termed as intersection attack because the attacker tries to find a sub-list governed by start
and end, and then intersect it with the TR. Figure x shows an example where start and end

are set to 0 and 2 respectively.

20
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Figure 7: Naive Intersection attack example

Algorithm 1: Naive intersection attack

Result: Malicious clicks

Input: TR, AR, start, end

clicks < [ ];

for i <— 0 to length(T'R) do

if TR[i] in AR[start:end] then
‘ clicks < clicks + True;

else
‘ clicks « clicks + False;

end

end

21



4.4 Frequency attack

Previous attacking strategy is termed as Naive because the attacker assumes the TR to
be a proxy of the actual model’s ranking. As such no further attempts are made to check
if the clicks are meaningful. One of the notable characteristics of DBGD based algorithms
is the use of an exploratory ranker while creating the TR. As explained previously, the
TR is not the model’s actual ranking; instead, it is the interleaved ranking that the model
proposed. Hence, TR should not be considered as the ground truth for the model’s current
state. Instead, the attacker needs to find out which TR documents come from the current
ranker and which documents come from the exploratory ranker. As we have discussed,
knowing such information is important because the model updates can only happen if the
exploratory direction wins; hence, while generating clicks, the attacker also needs to make

sure that it is clicking the document which is proposed by the exploratory ranker.

Our next challenge was finding a way to provide the attacker with such information
without giving it an unfair advantage. For doing this, we visit the DBGD algorithm once
again. The algorithm looks pretty intuitive; however, there is a minor flaw in the algorithm.
What happens when the user does not provide any feedback? Going through the update
mechanism, the model will not update in that scenario and remains the same. In technical
terms, the weight vector (w,;) remains at the fixed location. This is important because we
do not want updates to happen in the wrong direction when the user does not provide any
feedback. The attacker can use this property of the DBGD algorithm to know the required

information about the documents.

In particular, let us assume that the attacker can also query the IR system on the user’s
behalf. This assumption also depends on the nature of the man-in-the-middle attack. If
the communication is highly compromised, it is easy for the attacker to send in queries on
behalf of the user. In such conditions, the attacker can then repeatedly ask the same query
to the system. Every time the system will produce a different interleaved ranking as the
exploratory direction (w,) will be different. However, the ranking produced by the current

rankers’ direction (w;) will be consistent. The attacker can create a frequency table (freq)
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Figure 8: Frequency attack example

of the documents being presented every time. The key idea here is that the frequency of
the documents which are given by the current ranker will be higher, as compared to the
documents given by the exploratory directions. This is because since the ranker is fixed, it

will always promote a specific ranking, while the exploratory ranker will not.

Algorithm 2 describes how the attacker can generate clicks using this technique. Here
we have three hyper-parameters, two of which are the same as the previous attack (start,
end). The third one (mf) represents the number of most frequent documents the attacker
believes are from the ranker. From this mf, the attacker will create a top-k list, which acts
as a proxy of the current ranker’s ranking. While doing the intersection, attacker will make
sure that none of the documents from this top-k list are clicked. Figure x gives an example

where start, end and mf are set to 0, 2 and 5 respectively.

4.4.1 Deciding a Stopping Criterion for Frequency Attack

For defining the stopping criterion, either of the two things can be done:

1. Fix a particular number to denote how many times the attacker should repeat the

same query.
2. Make a dynamic decision based on the distribution of the frequency table.
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Algorithm 2: Frequency attack
Result: Malicious clicks

Input: TR, AR, freq, mf, start, end
clicks <— [ ], topk < [ ], 1 < 0;

sorted_freqs = sort(freq, desc) ; // Sorting freq in descending order
while i < length(sorted_freqs) and i < mf do

top_k < top_k + sorted_fregs[i];

1+ 1+1

end
for i < 0 to length(TR) do
if TR[i] not in top_k and TR[i] in AR[start:end] then

‘ clicks < clicks + True;
else

‘ clicks < clicks + False;

end

end

Fixing a number is easy, and it does provide the required benefits. However, sometimes
the attacker might require more repeats to get enough information, while at the other times,
a small number of repeats might do the trick. As such a dynamic stopping criteria for the
attacker is beneficial. Our next challenge was defining such a criterion based on the infor-
mation the attacker already has. For this purpose, we looked at the frequency distribution
of the documents in the frequency table. We ran an experiment for the frequency attack
by fixing the number of repeats to be nine on the MQ2007 dataset (explained in the later
section). Table 1 shows the distribution that we see initially, at the 500th iteration and then
after the 1000th iteration. These iterations are chosen to see how the distribution changes

with time.

By looking at the Table 1, we came up with an understanding of the distribution. Firstly,
at the Oth iteration, since all the model weights are initialized to a 0 value, it cannot present
any preferred ranking. For this reason, we can see a near to flat distribution even in the later
repeats of the Oth iteration. However, as we move towards the later iterations, the model

weights have become non-zero, so it can now propose a separate ranking list. As can be
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seen from the table, the distribution is not flat in the later repeats of the 500th and 1000th
iteration. Secondly, we also noticed from the above table that as the standard deviation (sd)
reaches a value greater than 1, the frequency of some of the top results always increases with
the repeats. For example, let us look at the 4th repeat for the 500th iteration. The first
five documents have a frequency of 4, and with the later repeats, this frequency increases
by one every time. This means that these documents are being presented in every repeat of
the same query. As we know from the discussion, that only the current ranker with a fixed
weight vector w, can be consistent with the ranking. Hence we can assume these documents

to come from the current ranker and not from the exploratory ranker.

Table 1: Distribution of the frequency table

Repeat 0" iteration: sd 500" iteration: sd 1000t" iteration: sd

1 [1,1,1,1,1,1,1,1,1,1]: 0.0  [1,1,1,1,1,1,1,1,1,1: 0.0  [1,1,1,1,1,1,1,1,1,1]: 0.0

2 2,2,1,1,1,1,1,1,1,1]: 0.4 [2,2,22,22.21,1,1]: 045 [2,2,2,2.2,1,1,1,1,1]: 0.5
3 2,2,2.2,22,1,1,1,1]: 0.49 [3,3,3,3,3,3,2.2,1,1]: 0.8 [3,3,3,3,3,2,2,1,1,1]: 0.87
4 3,3,2,2,2,22,2.22]: 0.39 [4,4,4,4,4,4,22.1,1]: 1.26 [4,4,4,4,4,3.2,2,2.1]: 1.09
5

3,3,3,3,2,2,2.2,2.2]: 049 [5,5,5,5,5,4,3,2,2,2]: 1.32 [5,5,5,5,5,3,3,2,2,2]: 1.34

6 [4,4,3,3,3,3,2.2,2,2]: 0.75 [6,6,6,6,6,4,4,2,2,2]: 1.74 [6,6,6,6,6,3,3,3,2,2]: 1.73
7 5,4,3,3,3,3,3,3,3,3: 0.64 [7,7,7,7,7,5,5,2,2,2]: 2.16 [7,7,7,7,7,4,3,3,3,3]: 1.92
8 5,54,4,3,3,3,3,3,3: 0.8 [8,88,838,6,5,33,2: 234 [88%,884,4,4,3,3]: 2.23
9 [5,5,5,4,4,3,3,3,3,3]: 0.87 [9,9,9,9,9,7,5,3,3,3]: 2.65 [9,9,9,9,9,5,4,4,3,3]: 2.65

This can help define a stopping condition. The next challenge then arises on how the
attacker can determine the documents that come from the current ranker. For this issue,
we introduced a new hyper-parameter sd_constant. The attacker’s goal now becomes
to look for a position in the above distribution which is at least sd_constant standard
deviations away from the next position. This is done to check if there are any abrupt
changes in the frequency. This position can later be used to override the value of mf in

the Frequency attack. Thus the sd_constant controls this abrupt change. Tuning this
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6 1 1

2 1 1

9 1 1

Figure 9: Finding a stopping position

hyper-parameter can be a bit tricky; however, we can use some of its characteristics. If the
value of sd_constant is set too large (say, 3.5 or 4.5), then a lot more repeats will be
required to find the position. If it is set too low (say close to 1), then the repeats will stop
very quickly, but the attacker will not get enough information about the current ranker. As
this research aimed to discuss the possibility of attacks, we have not carefully fine-tuned
this hyper-parameter and have fixed the value of sd_constant to be 2.0 to tackle both
the extremes. Moreover, if we assume the frequency to follow a normal distribution, then
almost 95% of the data will lie within the 2.0 standard deviations. While implementing
the algorithm we made use of both the stopping criterion. Atmost 9 repeats to the same
query will be there. If before 9 repeats we found the position of the abrupt change, then
the attacker can stop further repeats of the same query. Figure x shows such a scenario
where the attacker can stop going for further repeats. The position can be used to create a
proxy of the current ranker’s ranking, which can be given to the Frequency attack algorithm.
Algorithm 3 describes how the attacker can make such a dynamic decision by looking at the

frequency distribution.
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Algorithm 3: Dynamic Stopping criteria for Frequency attack

Result: Frequency table, index
Input: query_id, ranker, sd_const
freq < { }, index <— 0, repeats < 0;
while repeats < 10 do

for r<+ TR do
if 7 in freq then
‘ freq[r] « freq[r] + 1;

while i < length(sorted_freqs) and i < mf do
top_k «+ top_k + sorted_fregs[i];
1+ 1+1

end

if sd > 1 then

found < False;

for ind < 0 to length(top_k) — 1 do

if sd_const*sd < top_kfind] - top_kfind+1] then
found < True ;
index < ind;
break;

end

end
if found then

end

end

repeats <— repeats + 1
end

TR = ranker.get_ranking(query_id) ; // Getting the interleaved ranking

else

‘ freq[r] < 1;

end
end
sorted_freqs = sort(freq, desc) ; // Sorting freq in descending order
i+ 0;

sd <+ standard_deviation(top k) ; // Get the standard deviation of top._k

// Index found

‘ break ; // Breaking from the while loop
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4.5 Picking an Attacking Strategy

Both of the algorithms have their pros and cons. Depending on them, an attacker may
decide to launch one type of attack instead of the other. A naive intersection attack is
preferred when the attacker wants to attack quickly. This type of attack is also relatively
easy to implement and can be used in a real-world scenario pretty effortlessly. One of the
drawbacks of the naive attack is that there are too many clicks that the attacker has to
generate. This is not possible every time as the attacker might be bound by the number
of clicks it can produce. In such cases, frequency attack shines, as while doing this type of
attack, fewer and meaningful clicks are generated. However, it becomes tricky to implement,
and it has more hyper-parameters to tune. Additionally, it requires that the attacker can
query the IR system on behalf of the user. If we consider the number of queries that an
attacker can attack as its budget, then a naive intersection attack can perform better than
the frequency attack. However, if the attacker has a budget on the number of clicks it can

generate, then a frequency attack would provide better updates than the naive attack.
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5 Experiment Settings

5.1 Datasets

We have used 4 LETOR datasets [34] to show that our proposed attacks are feasible.
These include MQ2007 [35], MSLR-WEB10K [35], Yahoo! Learning to Rank Challenge [36]
and TD2003 dataset. In each of these, the query-document pair is encoded as a feature
vector. Some of the features include PageRank, BM25, TF-IDF URL length, and many
more depending on the dataset. Out of the three, TD2003 is the smallest dataset containing
less than 150 queries, but with 1000 assessments in each one of them. Documents in this
dataset are collected from the .GOV collection, which is crawled from the .gov domain,
and binary relevance labels are used here. MQ2007 dataset contains 1700 queries, including
informational and navigational queries. The feature vector is of 46 dimensions, and the
relevance label is divided into three categories: 0 (non-relevant), 1 (relevant), and 2 (most
relevant). The MSLR-WEB10K dataset was released by Microsoft also in 2010. It consists of
10,000 queries and 136-dimensional feature vectors. The relevance labels again range from
0 (not relevant) to 4 (most relevant). The Yahoo! Learning to Rank Challenge dataset
was released in 2010 by Yahoo! to promote research in the learning to rank algorithms.
This dataset contains around 36,000 queries, 883,000 assessed documents, and 700 ranking

features. The relevance labels also range from 0 (not relevant) to 4 (most relevant).

5.2 Modelling User Behaviour

We have used a standard setup for this project provided here [37]. Cascade click model
[38] is used for simulating the user clicks under this setup. This model assumes that the user
scans the documents linearly in a top-down fashion and clicking the relevant document(s).
The probability of clicking a document is conditioned on the relevance label of the document.
Also, since the user moves in a top-down fashion, documents at the top might already fulfill

the user’s information need. So, after evaluating each document, the user decides to continue
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examining the list further or stop. The probability distribution from this behavior is again
conditioned on the relevance of the examined document. We can change these probabilities
to simulate different user interactions. For this project, we have used expert probability
configuration (exper_1) for simulating regular user clicks. Under this configuration, the user
will click at-max one document which is the most relevant. This is done to give both the

attacker and the user a similar advantage which will be clear in the later section.

5.3 Evaluation Metrics

OL2R algorithms’ performance is generally measured in Normalized Discount Cumu-
lative Gain (NDCG) [4]. NDCG is a metric for measuring the ranking quality based on
the relevance labels. It can also be interpreted as the extent to which a given ranking of
documents is in agreement with the ideal ranking of relevance labels. This ideal ranking can
be computed by sorting the documents based on the relevance label scores. The primary
advantage of NDCG is that it can use the graded relevance labels present in the dataset.
Moreover, NDCG promotes rankers based on the position of the relevant documents. If one
ranker puts relevant documents in a higher position than the other ranker, then its NDCG
score will be higher than the latter. In summary, NDCG is consistent with the Cascade
Click model’s assumption, where the user scans the documents from top-to-bottom. The
standard setup already provides the implementation of NDCG; however, we have created
the relevance labels for the attacker. While doing so, we made use of binary relevance la-
bels: 0 (not relevant), 1 (relevant). If the document is among the top-5 documents in the
attackers’ list, then it is relevant; otherwise, not. Two NDCG scores are presented in the
performance graphs. NDCG attacker refers to the performance score when the attacker’s
labels are considered while generating the score. This means that NDCG attacker represents
the agreement of the current model ranking with the attacker’s ranking. NDCG label refers
to the performance score when the ground truth labels (already present in the dataset) are
considered while generating the score. NDCG label represents the agreement of the current

model ranking with the ground-truth ranking. Thus, the attacker aims to make sure that
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the NDCG label stays the same or decreases while its NDCG attacker increases. Since the
weight vectors of the ground truth model (w*) and that of the attacker (w,) are different,
the relevance labels concerning a query-document pair will also be different for them. We

also show the learning rate curves for the models, which will help in explaining the results.

6 Results and Discussion

6.1 Attacks on DBGD

Firstly, we show the NDCG performance graphs for all the datasets, implying that our
attacks are working (Fig. 10). We run our experiment for 10000 iterations. Each experiment
is run ten times on each fold in the MQ2007, TD2003 and Yahoo dataset, while it was run
five times for the MSLR dataset because of size and time limitation. Hence the numbers in
the graph show the averaged performance results. The number of results being presented
to the user is set to 10. For the naive intersection attack, start and end are set to 0 and
1 respectively. This is done to showcase the strength of the naive attack even when the
attacker is only allowed to click one document per query. For the frequency attack, mf
is set to 5, sd_const is set to 2.0, start and end are set to 0 and 5 respectively. This is
a conservative approach where the attacker believes that top-5 frequent documents would
have come from the current ranker. In all the three datasets, the NDCG with respect to the
attacker increases until it saturates, and the NDCG concerning the ground truth labels also
saturate but at a lower value. This means that the ranker can go in the direction as the

attacker planned, which shows the attacking strategies’ success.

Looking at the results, we can also see that the Naive intersection attack is much faster
than the Frequency attack. This was expected as frequency attack only works once for
several queries while the naive attack works for every query. Although frequency attack is
slow, we can see that it can indeed reach a similar performance as the naive attack in the

later iterations. Another concerning problem in the above attacks was that the attacker had

31



0.6 o —— NDCG attacker
—— NDCG ground truth

NDCG@10

o 2000 4000 6000 8000
Iteration

(a) Naive Intersection Attack MQ2007

10000

0.8 4

0.6 4
s
]
® —— NDCG attacker
g —— NDCG ground truth
g 0.4
E

0.2

0.0 4

o 2000 4000 6000 8000 10000
Iteration

(c) Naive Intersection Attack TD2003

—— NDCG attacker
—— NDCG ground truth

0.80

o = e
o 3 ~
G S e

L L L

NDCG@10

0.60 1

0.55

0.50

o 2000 4000 6000 8000 10000

Iteration

(e) Naive Intersection Attack Yahoo

079 — NDCG attacker
—— NDCG ground truth

0.6 4

o o
iS o
L L

NDCG@10

o
W
L

0.2 4

0.1

T T T T T
2000 4000 6000 8000 10000

teration

(g) Naive Intersection Attack MSLR

o4

NDCG@10

0.8 4

NDCG@10

0.0 4

0.65

NDCG@10
°
o
°

NDCG@10

—— NDCG attacker
—— NDCG ground truth

0 2000 4000 6000 8000
Iteration

(b) Frequency attack MQ2007

10000

—— NDCG attacker
—— NDCG ground truth

4] 2000 4000 6000 8000 10000

Iteration

(d) Frequency attack TD2003

1 — NDCG ground truth

—— NDCG attacker

o 2000 4000 6000 8000 10000

Iteration

(f) Frequency attack Yahoo

1 — wbce ground truth

—— NDCG attacker

o 2000 4000 6000 8000 10000

Iteration

(h) Frequency attack MSLR

Figure 10: Effectiveness of attacks on DBGD
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complete control over the users’ clicks, which cannot be possible every time. The attacker
generally has a budget for either the number of iterations (queries) that it can attack a user
or the number of clicks it can generate, and many others. We wanted to see how the attacks
would perform if the attacker were constrained just like in real world scenario. Considering
this in mind, we gave the attacker a limited budget of 2000 iterations that it can attack out of
10000 iterations, which depicts a real-world scenario. We also focus our successive results on
the Naive-intersection attack as it is fast, and the attacker can attack many more queries in
this attack than the Frequency attack. Since the attacker only clicks at most one document,
experl click model is used for generating normal user clicks. This is done to ensure that
the clicking behavior is similar in both the attacker and the regular user. Doing so also
enables us to make apple-to-apple comparisons. Figure 11 shows the performance of the
Naive intersection attack when the attacker has a limited budget. In the above results, the
attacker attacks the starting 2000 iterations and the rest of the iterations the user is regularly
clicking. From the performance figure, it can be seen that the NDCG score concerning the
attacker increases for the first 2000 iterations in all the datasets, after which it quickly comes
down. However, performance with respect to the ground truth was almost constant for the
starting 2000 iterations, after which it rises to a saturation point. We concluded from the
above results that DBGD under the default parameter settings could not hold the NDCG

performance.

While analyzing the results, we noticed that the learning rate of the DBGD algorithm
(Right side images on Fig. 11) had not decreased significantly from the initial settings when
the attack finishes. We hypothesize that the non-changing learning rate might be why the
DBGD is unable to hold the NDCG performance. If we can quickly reduce the learning rate
while the attacks are happening, it might be possible for DBGD to hold the NDCG score
after the attacks are finished. To quickly decrease the learning rate, we looked at the default
implementation of the DBGD algorithm. We noticed that the learning rate decay by default
was set to a value much closer to 1 (0.9999977) when going through the details. This means
that the learning rate is almost constant as it changes very slowly with the updates. For

proving our hypothesis, we decreased the learning rate decay to 0.99, and results for the
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same are shown in Figure 12. Concurrent with our hypothesis, for the MQ2007, Yahoo and
MSLR datasets, the algorithm can hold the NDCG performance after the attack finishes.
Additionally, we also show the learning rate graphs, and as can be seen, it quickly reaches
a near to 0 value at the end of 2000 iterations for the two datasets. In the TD2003 dataset,
the learning rate has not decreased that much drastically as compared to the other datasets.
This is the reason why the performance in TD2003 decreases after 2000 iterations. However,
after 4000 iterations, we can see that the learning rate for TD2003 has also decreased to a
value closer to 0. After this point it is able to hold the NDCG performance. For all the three
datasets, as the learning rate has reduced significantly, no successive clicks can change the

NDCG performance, as shown in the graphs.

For further testing our hypothesis, we made the attacker attack in the later iterations.
Figure 13 shows the results when the attack happens between 2000 and 4000 iterations.
Figure 14 shows the results when the attack happens in 8000 to 10000 impressions. The
results again follow the hypothesis; In Figure 13, we can see that the learning rate has
already decreased from the initial setting. However, the learning rate has not decreased to
a 0 value for MQ2007 and TD2003 datasets; attacking from here on-wards still improves
the NDCG performance, although not as much as before. For MSLR and Yahoo dataset,
the learning rate has already decreased to a very small value hence, the attack won’t be
able to improve any performance. A slightly different trend appears in figure 14, where the
learning rate has already decreased to 0 for all the datasets. This means that even if the
attacker tries to attack here, no further NDCG improvements will be there. Based on the
above analysis, we can conclude that the attacker can attack the DBGD algorithm if it has
a sensitive learning rate. Moreover, it is beneficial for the attacker to issue attacks as early
as possible to ensure that the learning rate has not decreased significantly. On the other
hand, if the learning rate is not sensitive, then the attacker has to keep attacking for a large
number of iterations until the learning rate decreases to a small value, which is generally not

feasible.
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Figure 12: Reducing the learning rate decay
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Figure 13: Attacking 2000 to 4000 impressions
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Figure 14: Attacking 8000 to 10000 impressions
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6.2 Attacks on MGD

As explained previously, MGD is just a variation of DBGD where the algorithm can have
multiple candidate rankers. Here we show the results on varying the number of candidates.
Figure 15 shows the results when we have five candidate rankers, and Figure 16 shows the
results with nine candidate rankers. In both cases, learning rate decay is 0.99, and only
the first 2000 iterations are getting attacked. Since the MGD algorithm works faster than
DBGD, we hypothesize that increasing the number of candidate rankers should quickly
decrease the learning rate to 0. This happens because now there are multiple directions,
and hence, there is a higher probability that whenever the attacker generates a click, the
corresponding document comes from the exploratory ranker. Coherent with our hypothesis,
it is shown that the learning rate decreases to a value of 0 at a much faster rate with 9
candidates, as compared to 5 candidates in all the datasets. Additionally, consistent with
our previous hypothesis, the MGD can also hold the NDCG performance as the learning rate
has decreased considerably after the attack. Following the above results we also show the
effectiveness of frequency attack in the MGD based algorithms (Fig. 17). Again comparing
with the frequency attack on DBGD based algorithms, a faster learning rate decrement is

seen, hence showing that MGD based algorithms are more prone to the proposed attacks.
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Figure 15: MGD with 5 candidates
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Figure 16: MGD with 9 candidates
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Figure 17: Effectiveness of Frequency attack on MGD
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7 Conclusion and Future Work

In this thesis, we have explained the learning to rank problem, the traditional way to
solve this problem, how it is being solved in modern times using OL2R, and why it has
received more attention. The basics of DBGD and MGD are explained, and their problems
are stated. This thesis aimed to present the flaws in DBGD and MGD based algorithms and
show how an attacker can exploit these flaws to do poisoning attacks on the algorithms. Two
different types of attacking strategies are presented, and the effectiveness of the attacks is
shown for both DBGD and MGD. The results are further scrutinized, and in-depth analysis
shows the effect of the learning rate behind it. We show that if the learning rate is sensitive,
the model converges faster and becomes prone to attack. Moreover, increasing the number
of exploratory rankers in MGD also affects the performance. We further conclude that if the
attacker wants to succeed, it should attack the algorithms as early as possible with all the

budget.

This research is still in very early phases. Despite showing the feasibility of the at-
tacks, there are many limitations in our proposed framework. Firstly, we have assumed that
the attacker has access to the training data, which might not be possible in many cases.
In such scenario, the attacker cannot do targeted poisoning attacks but can still perform
indiscriminate attacks. Secondly, the frequency attack also assumes that the attacker can
query the IR system on the user’s behalf, which is a rigid assumption and can only happen
when the communication is severely exposed. Moreover, the hyper-parameters’ fine-tuning
was not done during this research as our main aim was to show the possibility of attacks
and not the performance comparison between the attacks. Finally, the results we show are
empirical results suggesting that the learning rate can heavily affect the attacks. A lot more
in-depth theoretical research needs to be done in order to support this claim. Most of the
emphasis of this thesis was to explain the robustness of DBGD and MGD based algorithms.
We hope that this research might become a starting point for new researchers in the domain

to re-think the possibility of attacks in such algorithms.
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