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The Internet has come a very long way since its inception in the late 20" century. Many
would likely agree that overall, the Internet has been a boon to society in many ways. To name
just a few, the Internet allows us to experience generally increased ease of living, increased and
speedier access to information, and even increased social connection over distances and with
people we might not otherwise interact. This makes the Internet one of the most important
technological innovations in the last century. As predicted by Stansberry, Anderson, and Raine in
their 2020 article The Internet will continue to make life better, the Internet’s relevance will only
increase as time goes on (Stansberry et al., 2020, para. 3).

However, just as the Internet continues to expand, so too do the concerns that arise
around it. For example, cybercriminals and cyberattacks have become a big concern for both
individual users of the Internet and large companies, as they often threaten to steal important
information. As a society, we’ve seen an increase in large-scale data breaches in recent years,
which demonstrates the importance of the cybersecurity field and the necessity of thorough
practices within cybersecurity.

This risk of data breaches, in addition to general concern of personal data misuse by
companies, the government, etc., also give rise to another important issue: the risk makes it
important for people in our society to understand what responsibilities exist between users,
companies, the government, cybercriminals, etc., when an incident regarding user personal data
does occur. However, as it is now, there is a distinct lack of understanding of these
responsibilities and how they may impact consequences of a data breach or similar incident. This
is especially true in the United States, as legislation regarding these areas is somewhat unclear.
One state in particular, California, is the exception to this statement, as their legislation has been

made much clearer over time.



The focus of this thesis portfolio, including both a technical report and an STS research
project, will be on these concerns regarding cybersecurity attacks and data privacy. In particular,
the technical report will blend relevant learnings from the University of Virginia’s Algorithms
class with learnings from the University’s Introduction to Cybersecurity and Defense against the
Dark Arts classes in order to detail how specific algorithms can aid in defending a network
against specific cyberattacks. The STS research paper will instead focus on exploring how to go
about determining what responsibilities should exist regarding data privacy and how to make
these responsibilities clearer to the public. In particular, it will do this by making the case that
exploring the history of California’s data privacy legislation can help to provide an answer to
these concerns. The entirety of the work will be carried out during the Fall 2022 and Spring 2023

semesters, as depicted in the Gantt Chart shown in Figure 1.
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Figure 1: Gantt chart UVA CS Thesis Portfolio. This figure visualizes the expected
timeline for the most important milestones of the portfolio
THE USE OF DECISION TREES TO DEFEND AGAINST SPECIFIC
CYBERATTACKS
As detailed in the introduction, modern cybersecurity has become a mainstream concern
for users of the Internet everywhere. Corporations and even governments are faced with the
possibility of data breaches, theft of classified information, or loss of internal system control.
Individual users are faced with similar concerns, with the most prevalent generally being the

theft of personal data and loss of system control. In order to dissuade these concerns and prevent



cyberattacks, cybersecurity has become a very relevant discipline, with companies showing
increased interest in having able cybersecurity personnel in place and a surge in cybersecurity
studies in recent years. We’ve even seen the rise of mainstream public antivirus and security
software such as Norton, which aims to provide the availability of automated cybersecurity
practices to the general public, even including individual users who may not have a proper
understanding of cybersecurity concepts.

To respond to this issue, the technical project of the portfolio will be a State-of-the-Art
Technical Report which will focus on how learnings from the University of Virginia’s
Algorithms class can be blended with learning from the University’s Introduction to
Cybersecurity and Defense Against the Dark Arts classes in order to defend a network against
specific cyberattacks. In particular, the technical project will focus on the use of decision trees as
a way to respond to cyberattacks. Trees are one of the most important concepts taught in the
University’s Algorithms class, and their many different varieties are used in a number of specific
algorithms for various purposes. 2U, Inc defines a decision tree as “a type of supervised machine
learning used to categorize or make predictions based on how a previous set of questions were
answered” (2U, Inc, 2022, para. 1). In other words, a decision tree is a specific type of tree that
uses some kind of algorithm in order to decide on a specific outcome or response to a situation.
In cybersecurity, decision trees have many uses. In particular, cybersecurity professionals note
that some form of decision trees are commonly used in the detection of cybersecurity attacks. For
example, Kaur, Vashisht, and Saurabh note that decision trees are an essential part of their
adaptive cybercrime detection algorithm (Kaur et al., 2012, p. 2). Attackers use algorithms and
machine learning themselves in order to determine how to attack a target, so identifying these

types of attacks through a decision tree algorithm makes the next steps of responding to an attack



easier. Because of this, it is worthwhile for the technical report to give information on how these
decision trees can be used to accomplish this in detail.

The technical report will begin by giving background information on decision trees
themselves. Next, it will give context to the most common types of attacks which a decision tree
can be used to defend against. For each of these attacks, the report will detail exactly how the use
of the decision tree increases the security of the network and appropriate responses to said attack.
Finally, it will conclude by offering a conclusion which summarizes the most important points of
the report. Hopefully, the completion of this technical report will increase the reader’s
understanding of decision trees and aid the general state of cybersecurity by drawing attention to
the issue.

It should also be noted that as a State-of-the-Art report, the project should not require the
use of any physical resources such as labs, large equipment, etc., and neither should it require
any amount of funding by the University. All research should be able to be carried out through
the use of online resources and physical resources found in the University library alone. The
paper will be written in the form of a scholarly article, with the goal of being able to be decently
understood by anyone with a general education, but with an intended audience of college-level
students or those studying cybersecurity or algorithms.

HOW UNDERSTANDING LEGISLATION IN CALIFORNIA CAN CLARIFY
DATA PRIVACY RESPONSIBILITIES

As important as cybersecurity is, it is inevitable that sometimes it does fail. When this
happens, it can sometimes be a struggle to determine who exactly should face the consequences
for the repercussions that may occur as a result of the incident. As stated in the introduction, a

growing concern among members of society in the 21% century has been determining the



responsibilities that exist between different entities with regards to data privacy concerns. While
this is less of an issue in certain countries like the European Union, particularly in the United
States, there is lack of true clarity in legislation and precedent regarding who holds what
responsibilities in data privacy incidents. This lack of understanding has been evident in a
number of recent incidents, for example the 2019 trials involving Facebook CEO Mark
Zuckerberg after a largescale data breach on the platform. The graph in Figure 2 depicts the
results of a Cisco Consumer Privacy Survey conducted in 2019, showing the disparity between

different ideas of responsibilities for data privacy.
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Figure 2: Differing public ideas of data privacy responsibilities (Cisco Consumer Privacy
Survey, 2019).

However, California is the exception to this. Some regard California as having the
clearest and most well-developed legislation regarding data privacy in the world. This is because
California’s legislation has gone through several iterations over time and puts focus on making
sure that the law is understandable for people with minimal technical knowledge, and also likely
because California’s technology industry is so large. The STS Research paper will make the case

that studying and understanding this legislation can make it easier to determine and clarify the



responsibilities that should exist between different entities with regards to data privacy. It will
accomplish this through the use of Actor Network Theory.

In her online article on the subject, Charlotte Nickerson loosely defines Actor Network
Theory as an “approach to understanding humans and their interactions with inanimate objects”
(Nickerson, 2022, para. 5). In Actor Network Theory, a particular system is analyzed as a
network, focusing on the relationships between different entities in the network and how they
interact. Individual entities or points in this network, both human and nonhuman, are referred to
as actors or actants (Nickerson, 2022, para. 14). In the case of data privacy legislation, actors
might include human components like companies and nonhuman components like online
agreements. By employing the use of Actor Network Theory, the STS research paper will
examine each of the important actors that exist in the history of California’s data privacy
legislation, including but not limited to the government, individuals, cybercriminals, and
malware, in addition to the aforementioned actors. By exploring the relationships between these
actors, the research paper will detail how these relationships and actors within the network
helped to get legislation in California to where it is now and how this could be reflected
elsewhere. Hopefully, after the paper is complete, it will give readers a better understanding of
how the relevant responsibilities might be assigned elsewhere across the United States based on
how California’s has handled data privacy policies. This paper will also take the form of a
scholarly article, presenting information on modern interpretations of data privacy with graphics,
as well as presenting information on and analyzing data privacy policies in California.

THE IMPORTANCE OF DATA PRIVACY
As a whole, the portfolio is intended to shed light on some of today’s most relevant

concerns regarding data privacy. It will do this mainly from the perspective of companies in the



technical report by examining cybersecurity practices with decision trees. It will also take an
issue more relevant to individual users with the STS research paper by examining data privacy

responsibilities, a subject relevant to all users of the Internet.
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