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Abstract

Cyber physical systems (CPS) have become an integral part of our daily lives, from self-driving cars and
autonomous delivery drones to industrial control systems. However, the safety of these systems remains
a significant challenge due to the presence of cyber and system level vulnerabilities, unreliable wireless
connectivity, and data-driven controllers. This dissertation proposes novel approaches as well as leverages
existing ones in order to address the safety problem under three aspects.

The first aspect we address is the safety of vulnerable autonomous systems. Cyber security researchers
have invented a myriad of techniques to protect against cyber attacks. With few exceptions, these techniques
add runtime overhead to the system, which not only increases the time to complete any given task but more
importantly might also put the systems under unsafe conditions when deployed to dynamical autonomous
systems. We propose an adaptive algorithm that relies on model predictive control (MPC) to keep the system
safe without taking unnecessarily conservative actions. We also consider system level attacks, i.e, a drone
hijacking scenario where an attacker spoofs one or more of the onboard sensors of a drone to hijack it to an
unsafe region. We propose an inverse reinforcement learning (IRL) based approach that predicts the intention
of the attacker, determines the compromised sensor(s) and mitigates the attack.

The second aspect focuses on the safety of wirelessly connected autonomous systems. Connectivity between
autonomous systems has multiple advantages in terms of performance and efficiency. However, for dynamical
systems especially those operating in outdoor and urban environments, changes in the environmental context
produce non-stationary effects on the wireless channel used for communication which might compromise the
system safety. Our approach relies on a Baysian deep learning (BDL) model to predict the quality of the
dynamical wireless channel in real time as well as the uncertainty of the model predictions. These predictions
are key information needed by the control algorithms in order to take safe control actions that guarantee
safety of the whole wirelessly connected system.

The third aspect of the dissertation addresses the safety of Al-controlled autonomous systems. We



present a provably safe neural network (NN) filter that filters any unsafe actions produced by a data-driven
Reinforcement Learning (RL) controller and guarantees that the system state will always remain inside a safe
set. The approach comprises designing, verifying and synthesizing a control barrier function (CBF) based on
a kinematics model of the system. The merit of the proposed approach is that it allows us to decouple the
handling of CBF constraints from the control optimization task while having a computationally efficient yet
provably safe control action filter.

The presented approaches are validated through case studies, simulations and experiments, demonstrating
their effectiveness in ensuring safety of CPS under various scenarios. The research contributes to the field of
CPS by providing comprehensive techniques to solve safety problems, which can be applied to various types
of autonomous systems.

Keywords: Reinforcement Learning (RL); Inverse Reinforcement Learning (IRL); Control Barrier Function
(CBF); cyber-physical systems security; autonomous driving safety; Model Predictive Control (MPC); neural

networks verification; Bayesian Deep Learning (BDL).



Chapter 1

Introduction

Nowadays, modern vehicles are becoming autonomous primarily thanks to the recent breakthroughs in
machine learning coupled with the large use of high performing embedded computers and sensors. This
increased use of automation has however opened the door to multiple cyber-security attacks. In fact, any
computing system that accepts inputs that can potentially be manipulated by a malicious adversary is
potentially vulnerable to cyber attack. For example, autonomous vehicles can be subject to wireless attacks
in which an adversary uses a wireless communication channel to send malicious inputs (e.g., control inputs,
map updates, mission updates, etc.) to hijack the system and exploit vulnerabilities in the system [2].
Recent advancements in cybersecurity have introduced sophisticated techniques aimed at safeguarding
systems and data from cyber threats. However, these techniques often come with a runtime overhead that
can potentially compromise the performance and safety of cyber-physical systems (CPS). Machine learning
algorithms, for instance, have been increasingly employed in cybersecurity for anomaly detection and threat
identification [3]. While effective, the computational complexity of these algorithms can lead to significant
runtime overhead, particularly in real-time CPS applications where timely responses are critical. Behavioral
analysis is another cybersecurity technique that relies on monitoring system behavior to detect abnormal
activities indicative of a security breach [1]. While proven effective, the continuous monitoring required
for behavioral analysis can introduce substantial runtime overhead, impacting the responsiveness of CPS.
Additionally, encryption and cryptographic techniques, vital for securing sensitive information, often incur
computational overhead during encryption and decryption processes [5]. In CPS, where resource-constrained
devices are prevalent, excessive computational overhead from encryption can hinder real-time operations

and compromise system safety. The adoption of Zero Trust Architecture (ZTA) in CPS environments



introduces runtime overhead associated with continuous authentication and access validation mechanisms [6].
While ZTA enhances security by assuming no trust, the additional processing required for authentication
can delay critical operations in CPS, potentially endangering system safety. Similarly, containerization and
microservices, which offer scalability and agility benefits in software development, introduce security challenges
and runtime overhead in CPS environments [7]. The dynamic nature of containerized environments requires
constant monitoring and enforcement of security policies, adding computational burden and latency to CPS
operations. Secure Multi-Party Computation (SMPC), although promising for facilitating secure collaborative
computations, imposes computational overhead due to cryptographic operations [8]. In CPS, where real-time
coordination among distributed components is crucial, excessive computational overhead from SMPC can
disrupt system responsiveness and compromise safety-critical tasks. Hardware-based security mechanisms
like Trusted Platform Modules (TPMs) and Hardware Security Modules (HSMs) provide secure execution
environments but add overhead in key management and secure bootstrapping processes. In CPS, where
timing constraints are stringent, the additional overhead from hardware-based security can lead to missed
deadlines and system failures. When such techniques are deployed on autonomous dynamical systems that
interact with their environments (e.g., drones, cars, robots), it is necessary to adapt the control performance
to avoid unsafe conditions due to the delays introduced by the security mechanisms. For example, controllers
are built to run at a given rate. During normal execution, inputs are applied for a certain duration. A delay
may result in an erroneous application of the same input for longer times which can create unsafe conditions.
For example, a vehicle may speed up or collide with other obstacles or vehicles.

Moreover, the majority of modern cyber-physical systems (CPSs) are not built with cybersecurity in
mind. The tight coupling between information technology and the physical world have introduced security
vulnerabilities in the form of physical and cyber-attacks (e.g., sensor, actuator, controller, communication
and environment attacks).

Multiple incidents that have occurred recently indicate the ability of a malicious attacker to compromise
modern cyber-physical systems using different techniques like the the well-known StuxNet cyber-attack on an
Iranian nuclear reactor [9] and multiple cyber-attack demonstrations on modern automobiles [10].

For example, it is believed that GPS spoofing led to the capturing of a sentinel drone in Iran in 2011 [11].
More recently, researchers in [12] have also demonstrated a GPS spoofing attack on a vessel, making it deviate
from its desired course.

The key insight of the first part of this research is that many cyber security techniques can be used to

enhance autonomous vehicle (AV) security, if the vehicle is capable of dealing with the overhead implications.



To realize this possibility, we address the implications of applying security techniques on autonomous vehicle
control systems by adapting low-level controllers to maintain the required system safety properties. Secondly,
we focus on handling safety issues that come as a byproduct of system-level attacks, specifically sensor
spoofing attacks in which a malicious program masquerades as another sensor by falsifying data while staying
stealthy within the error noise of the sensor measurement and the uncertainties of the system. GPS spoofing
in particular has been demonstrated in several works [11-13]. A malicious attacker can use a hand-held device
to deceive a GPS receiver by broadcasting signals synchronized with the genuine signals observed by the
target receiver. The power of the counterfeit signals is then gradually increased and drawn away from the
genuine signals [13]. Such an attack has been demonstrated on different vehicles compromising their safety
and/or hijacking them to undesired states. Particularly, we consider the case where an autonomous vehicle,
equipped with multiple sensors, is tasked to perform a go-to-goal navigation. A malicious attacker performs a
coordinated attack by spoofing one or more of the sensors on the vehicle. The goal of the attacker is to hijack
the vehicle to an undesired goal (not known beforehand) while hiding within the sensor and actuator noise
profile and disturbance model of the system. Our goal is to develop a technique to infer the intention of the
attacker and recover the system before reaching the undesired state.

In other words, the first part of this thesis tries to answer the following research questions:

e How to design a controller that guarantees safety of an autonomous system equipped with cyber-security

tools that incur runtime overheads while also maintaining the desired system performance?

e Considering the drone hijacking scenario described above, how can we i) predict the intention of the
attacker ii) determine the set of compromised sensors and iii) recover the uncompromised state of the

drone and drive it back to its desired objective?

The second part of this thesis focuses on safety aspects of wirelessly connected autonomous systems.
Wireless connectivity between cooperating autonomous systems can greatly enhance their performance and
capabilities. For example, vehicle platoons increase both highway throughput and fuel efficiency by traveling
nearly bumper-to-bumper, using a wireless coupling to brake and accelerate simultaneously [14]. Vehicles or
drones can move around blind corners at high speed by leveraging the sensing capabilities of the agents ahead
of them [15]. Figure 1.1 illustrates an aspirational example of the above two notions—increasing capacity and
performance while leveraging (uncertain and changing) communication.

Wireless coordination could enable mobile systems to reach high performance states that would not
otherwise be safe (closer distances, higher speeds, etc). However, there is currently no methodology for

providing provable safety guarantees for such states. The main challenge is to capture the interdependence



Figure 1.1: Motivating Example. Our approach develops techniques where turning at a faster speed can
actually be safer by maintaining wireless communication with the agent ahead.

between mobility, wireless, and safety: an agent’s motion has a profound effect on the wireless channel, which
in turn affects the ability to maintain physical safety.

Wireless signals are transmitted through unguided media such as air or water and are therefore greatly
affected by the surrounding environment. As mobile agents move through a physical environment, especially
complex indoor environments but also outdoor and urban environments, changes in the environmental context
produce non-stationary effects on the channel: future channel properties are not well predicted by those
of the past. Despite this, formal methods currently model networked systems by assuming a stationary
communication channel. This stationarity assumption first took root in the analysis of wired communication
systems [16]. As these methods were generalized to wireless systems, the assumption has continued to hold
true for slow control loops that tolerate long network latencies (e.g. minutes), including many aerospace [17]
and vehicle applications [18]. This is because the long-term average properties of a wireless channel are likely
to be fairly stable. However, as wireless becomes part of faster control loops with shorter time constants,
such as wirelessly coordinated multi-agent mobility, this assumption no longer holds.

There have been many recent developments for the synthesis and formal analysis of control and com-
munication schemes for networked, multi-agent mobile systems, but these techniques currently assume a
stationary communication channel. Given fixed communication requirements (e.g. packet delivery rate), any
stationary channel model translates to a bound on the maximum separation D between agents: there is no
guarantee of communication beyond distance D, and there is no benefit to moving agents closer than D.
Therefore, these methods can only currently reason about communication requirements as distance-based
connectivity requirements. Prior work has also demonstrated the ability to produce connectivity guarantees
by synthesizing control strategies from formal specifications [19]. However, many of these assumptions ignore

the effect of mobility and dynamic environments on the wireless channel; therefore, the controller cannot
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Figure 1.2: Overview of the proposed approach and connections between three problems.

choose a motion plan that simultaneously assures safety and improves performance, which is supposed to be
one of the promises wireless communication.

Therefore, three broad requirements motivate the design of safety-critical wireless mobile systems:
1) Non-stationary channel: In a dynamic environment with dynamic agents, the system(s) must be able
predict properties of a non-stationary channel with only partial models of the physical world. Furthermore,
in safety-critical applications, the system must be able to assess the certainty of these predictions.
2) Worst-case performance bounds: Many approaches to wireless communication modeling and prediction
attempt to provide average-case performance predictions. To achieve a vision of safety-critical wireless, it is
crucial to efficiently compute wireless performance bounds at runtime using predictions of requirement 1.
3) Safety guarantees with performance improvements: Given the potential benefits of wireless
connectivity, the system must determine what information needs to be communicated in order to simultaneously
assure safety and significantly improve other mission objectives. It must then use this information in a
scalable, computationally efficient way to generate optimal, safe trajectories in a multi-agent setting.

Our contributions achieve these requirements by trying to answer the following questions:

e How can we estimate characteristics of non-stationary wireless channels with only partial models of the

physical world and predicted motion paths of mobile vehicles?

e How to incorporate these estimations into the formal analysis of wireless protocols to compute the
worst-case (or best) wireless performance bounds at the runtime? rather than just average-case

performance.



e How to use these bounded latency predictions to plan and execute trajectories for mobile vehicles that
provide probabilistic guarantees on safety while still improving the overall performance of a multiple

mobile agents?

The third part of this thesis focuses on safety assurance of NN controlled autonomous systems. Deep Neural
Networks (DNNs) are increasingly popular in robotics control tasks, especially as a means of parameterizing
the optimal policy in Deep Reinforcement Learning (DRL). However, the ability to obtain provably safe data-
trained NN controllers has not kept pace with their increasing deployment in safety-critical applications such
as autonomous vehicles. In this paper, we thus introduce a new approach to the design of safe data-trained
feedback controllers! for such autonomous (four-wheeled) vehicles.

In particular, we propose ShieldNN, an algorithm to design Rectified Linear Unit (ReLU) networks with
provable obstacle avoidance properties for the Kinematic Bicycle Model, which is a good approximation
for four-wheeled vehicles [20]. Moreover, this safety is obtained by means of a unique architecture and
deployment: a ShieldNN network composed in series with any memoryless feedback controller! ensures that
the composition of the two controllers has provable obstacle avoidance properties. This structure distinguishes
ShieldNN from most other work on safe data-trained controllers: instead of designing a single safe controller,
ShieldNN uses the KBM dynamics to design a controller-agnostic NN that corrects — in real-time — unsafe
control actions generated by any controller. That is ShieldNN designs a “safety-filter” NN which takes as input
the instantaneous control action generated by a controller (along with the state of the system) and outputs a
safe control action for the KBM dynamics; this safety-filter NN thus replaces unsafe controls generated by
the original controller with safe controls, whereas safe controls generated by the original controller are passed
through unaltered — i.e., unsafe controls are “filtered” out. A block diagram illustrating the use of a Shield NN
filter is illustrated in 1.3. The benefits of this approach are manifest, especially for data-trained controllers.
On the one hand, existing controllers that have been designed without safety in mind can be made safe by
merely incorporating the safety filter in the control loop. In this scenario, the safety filter can also be seen as
a countervailing factor to controllers trained to mimic experts: the expert learning can be seen as a design
for “performance”, and the safety filter is added to correct unanticipated unsafe control behavior as needed.
On the other hand, the controller-agnostic nature of our proposed filter means that ShieldNN itself may be
incorporated into training. In this way, the safety filter can be seen to function as a kind of “safety expert”
during training, and this can potentially improve sample efficiency by eliminating training runs that end in

unsafe states. We can summarize the research questions this part of the thesis tries to answer as follows:

1R L-trained feed-forward neural networks, for example.
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Figure 1.3: Block diagram of ShieldNN in the control loop for a four-wheeled autonomous vehicle.

e Can we design a candidate barrier function for a four wheeled ground vehicle?

e How to verify the existence of safe control given the candidate barrier function?

e How to design and synthesise a control filter based on the candidate barrier function?



Chapter 2

Related work

2.0.1 CPS Security

In recent years there has been a growing interest by the research community in the security of AVs. Kim
et al. discuss the security vulnerabilities of AVs [2]. Specifically, they note that wireless communication
channels provide one means for attack, including gaining full control of the AV by exploiting buffer overflow
vulnerabilities [21]. Javaid et al. develop a cyber security threat model for AVs [22]. They discuss integrity
attacks that include the use of malicious code or exploiting existing subroutines. In discussing the technical
challenges of securing AVs, Wyglinski et al. [23] discuss remote access vulnerabilities which includes, for
example, introducing malicious code into a system through an update.

To counter attacks against systems, security researchers have developed numerous techniques to prevent

attacks. Abadi et al. discuss control-flow integrity, a powerful technique to prevent control hijacking

attacks [24]. The use of various randomization techniques to introduce artificial diversity has become a
standard and widely deployed cyber defense [25,26]. The use of intrusion detection systems [27,28] and
anti-virus systems [29,30] are also widely used to prevent various types of intrusions and attacks.

From a control perspective, recent research on cyber-physical systems (CPS) has tackled security problems
on modern vehicles and autonomous robotic systems considering sensor, actuator, communication, controller,
and physical attacks. Recent incidents that illustrate the susceptibility of CPS to attack include the StuxNet
attack on an industrial SCADA system [31] and attacks on automobiles [32], vessels [33], and military
drones [34] in which systems may be tampered with, yielding unexpected behavior.

Hence, there is a need to design and develop systems that can tolerate, prevent, and detect attacks and

recover and reconfigure to guarantee safety, and in recent years we have witnessed an increased academic

10



effort to address such cybersecurity issues. Most of the literature and current research, however, focuses on
how to detect and estimate malicious attacks considering partial or full observability of the internal state of a
system [35-37] and does not deal with the problem of adapting the controller, which is the subject of this
work.

Consequently, significant research effort has been applied to develop control-level techniques that exploit
knowledge of system dynamics to address the problem of attack-resilient state estimation, as well as intrusion
detection under different types of attacks on sensors, actuators and communication networks while considering
robust controllers like PID regulators [36,38-40]. Another example is the on-going DARPA High-Assurance
Cyber Military Systems (HACMS) program [41], devoted to the design of secure control systems for autonomous
vehicles. In HACMS, Bezzo and his colleagues developed techniques for resilient state estimation and resilient
sensor fusion that can tolerate various kinds of sensor attacks.

The literature on CPS system level cybersecurity has been growing substantially in the last few years.
Among the earliest work on this domain we find [38,42-44] in which resilient state estimators (RSEs) were
developed to leverage redundancy in sensor data and knowledge about the CPS dynamics. One of the most
significant results obtained in [42,44] shows that by means of such RSEs it is possible to correctly reconstruct
the state of the system if the number of attacked sensors is bounded. Continuing from a control point of view,
in [15] a convex optimization algorithm was proposed to minimize estimation error and control an electric
vehicle in which communication was not reliable due to a malicious cyber-attack. In [16] a satisfiability
modulo theory-based approach was presented to detect and estimate the state of an unmanned aerial vehicle
(UAV) under sensor attack. Remaining on UAV applications, authors in [17] presented a software architecture
that allows a UAV to operate with compromised system components by virtualizing sensor, actuators, and
communication channels and switching to a safe behavior once an attack is detected.

Following a machine learning approach, in [18] the authors researched the problem of attack detection
and reconfiguration on industrial control systems by proposing a data-driven machine learning approach to
detect anomalies in sensor readings. In our previous work [19] we introduced a Redundant Observable Markov
Decision Process (ROMDP) approach to deal with sensor attacks in a stochastic environment. ROMDP
selects the optimal policy to use in order to minimize the probability of reaching undesired states in the
environment. All of the aforementioned works are concerned with detecting an attack, estimating the state of
the system, and recovering the system. Instead, in this work, we are concerned with the problem of inferring
the intention of an attack, a problem that to the best of our knowledge has not been investigated in the

current CPS-security literature. To this end, we leverage Inverse Reinforcement Learning (IRL) techniques to

11



predict the intended goal of an attacker that is spoofing one or more sensors to hijack a UAV from its desired
route. Inverse Reinforcement Learning technique was first introduced in [50]. Authors in [51] introduced the
Bayesian Inverse Reinforcement Learning (BIRL) algorithm for reward and policy learning. This work on
BIRL was extended in [52] to deal with continuous state and action spaces leveraging the Monte Carlo Markov
Chain (MCMC) policy algorithm. In [53], the authors used Bayesian Inference to predict the intention of an
agent navigating in a partially occluded environment. Intention is represented by the end-point goal that the
agent is trying to reach and is assumed that the agent will most likely take the shortest path to the goal,

with some uncertainty in its transition model.

2.0.2 Safety Critical Wireless Networks

Channel quality prediction is a well-studied area in Wireless Networks such as Wireless Sensor Networks
(WSN), or mobile/vehicular ad-hoc networks due to the lossy and dynamic behavior of the wireless links.
A large group of research works that study the empirical characterization of wireless networks show that
radio links are often fluctuating over time [54,55] or space [56,57] mainly due to environment and multipath
propagation, or the interference which results from concurrent transmissions in a wireless network.

To estimate the link quality, many works combine multiple variables extracted from the network physical
and link layers to form a more comprehensive and robust metric to quantify the link quality [58,59]. For
example, a basic idea is to observe the packet reception during a certain period of time, then predict the
expected packet delivery rate (PDR) in the future from the past observation. Baccour et al. [60] classifies the
link quality metrics into hardware and software based indicators. The hardware metrics are the physical (PHY)
layer parameters of the signal such as the reception signal strengh intensity (RSSI) [61], the signal to noise
ratio (SNR) , and the 802.11n channel state information (CSI) [62]. On the other hand, the software metrics
are computed from higher level network information such as the expected count transmission (ETX) [63], or
packet reception rate [64]. Our proposed method leverages the benefit of both groups of metrics by modeling
the correlation between hardware (CSI) and software (PDR) metrics and combine them with the physical
environment characteristics.

The majority of metric-based methods combine the recent and old measurement of the signal parameters
(ed. packet delivery rate) by calculating the Exponentially Weighted Moving Average (EWMA) [65] or
Window Mean Exponential Weighted Moving Average (WMEWMA) [66]. However, due to dynamic nature of
the wireless communication, the simple observation of a metric is not enough for link quality estimation [60].

Another group of works use pattern matching to predict the future behavior of a link. For example, Farkas et
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al. [67] records a time series of the SNR and find the best match in the historical data to estimate future
behavior of the SNR. However, link Quality prediction is even more challenging in connected vehicle use
case due to fast channel fluctuations. So, our proposed method leverages past and current measurements of
the channel and physical information, and combines them with future trajectory in a deep learning model.
Therefore, it extracts temporal and spatial characteristics of the channel from short-term and long-term
historical data, thus achieving a higher accuracy.

The historical data used for link quality prediction can be monitored actively or passively. In active mode,
a node monitors the link quality by sending probe packets such as broadcasting beacon messages [63,68,69].
However, this approach is considered as costly due to the communication overhead. Unlike active link
monitoring, passive mode exploits existing traffic without adding any communication overhead [54, 70, 71].
However, it may lead to the lack of up-to-date link measurements for lower data rates. Our proposed
prediction method can be used with active or passive modeling based on the use case and trade-offs of the
system.

Despite rate adaption or hand-off applications in wireless communication in which packet delivery rate
can be directly applied, in the use case of connected vehicle communication, the vehicle controller cannot use
PDR because it is an averaged value and can result in random communication delay in practice. Therefore,
safety cannot be guaranteed. To fill this gap, we leverage probabilistic model checking. Through checking all
possible system executions, probabilistic model checking can provide best/worst-case performance bounds for
a wireless protocol. PRISM [72] is a probabilistic model checker which has been widely used in probabilistic
model checking for wireless protocols, and Kwiatkowska et al. [73] gave an overview about different types
of probabilistic temporal-logic properties of wireless network protocols that can be analyzed using this
probabilistic model checker.

There have been many recent developments for the synthesis and formal analysis of control and com-
munication schemes for networked, multi-agent mobile systems. For example, one approach is to plan the
agent mobility and timing of transmissions for multiple coordinating agents to guarantee maintenance of
a connected communication graph [74,75], with mechanisms to recover from loss of connectivity [74]. To
improve scalability, other approaches define “barrier certificates" (criteria) to certify that a single agent will
satisfy certain safety or communication requirements [76,77], and these barriers can be composed into a
single, valid certificate for the entire multi-agent system. Prior work has also demonstrated the ability to
produce connectivity guarantees by synthesizing control strategies from formal specifications [19] or using

correct-by-construction control approaches [17,18,78,79].
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However, these techniques tend to assume a stationary communication channel and/or reason about
communication requirements as distance-based connectivity requirements. Our work enhances these control
synthesis and formal analysis methods by providing techniques that allow agents to reason about wireless
communication not just as a function of distance, but as a function of the agents’ context in a complex,
dynamic physical environment.

In addition, there is a vast literature on vehicle platooning and collaborative control [30-84]. These works
generally consider the longitudinal control of multiple vehicles under uncertain communication. The main
differences with our work are two-fold: the use of both trajectory prediction and communication prediction in
concert. To our knowledge, the use of nonlinear model-predictive control to explicitly reduce communication

latency—while simultaneously assuring safety and improving traditional performance metrics—is novel.

2.0.3 RL Safety

Since Deep RL lacks inherent safety guarantees, a considerable amount of recent work has focused on designing
new RL algorithms that expressly incorporate safety considerations. The literature on safe RL can be classified
according to three broad approaches. The first approach focuses on modifying the training algorithm to
take into account safety constraints. Representative examples of this approach include reward-shaping [35],
Bayesian and robust regression [86—88], and policy optimization with constraints [89-92]. Unfortunately, this
approach does not provide provable guarantees on the safety of the trained controller. The second approach
focuses on using ideas from control theory to augment the RL agent and thereby provide safety guarantees.
Examples of this approach include the use of Lyapunov methods [93-95], safe model predictive control [96],
reachability analysis [97-99], barrier certificates [100, 100-106], and online learning of uncertainties [107].
Unfortunately, methods of this type suffer from being computationally expensive, specific to certain controller
structures or else employ training algorithms that require certain assumptions on the system model. Finally,
the third approach focuses on applying formal verification techniques (e.g., model checking) to verify the
formal safety properties of pretrained RL agents. Representative examples of this approach are the use of
SMT-like solvers [108-110] and hybrid-system verification [111-113]. However, these techniques only assess

the safety of a given RL agent rather than design or train a safe agent.
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Chapter 3

Vulnerable Autonomous Systems Safety

3.1 Online Controller Adaptation for Secure Autonomous Vehicles

In this section, we are interested in finding a policy to adapt online the low-level control law of an autonomous
vehicle subject to time varying delays to guarantee safety constraints (e.g., avoid collisions with obstacles,

entering undesired regions in the environment).

3.1.1 Problem Formulation

We assume that the robot dynamics can be represented as a continuous linear time invariant (LTI) system of

the following form:

Xx(t) = Ax(t) + Bu(t)
(3.1)

y(t) = Cx(t)

where x(¢), u(t), and y(t) are the state vector, control vector, and sensor measurements vector at time ¢
respectively. A, B, and C are the system matrix, the input matrix, and the output matrix respectively.

A typical autonomous driving control algorithm consists of a high-level and a low-level controller as
depicted in Fig.??. The high-level (HL) controller is typically used for path planning to generate collision-free
trajectories to goal locations while the low-level (LL) controller is used to track the set of points along
the path computed by the HL controller. The low-level controller is usually implemented as a computer

application which runs in a discrete fashion, and thus it needs to be described with a discrete time model as
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follows:

x(k+1) = Agx(k) + Bqu(k)

y(k) = Cx(k)

where Ay = et By = fgs e Bd), and t, is the sampling time used to discretize the system.

Protecting the controller application by applying cyber-security techniques (discussed in more depth in
the next section) imposes performance overhead on the controller. This performance overhead can be time
varying, depending on the implementation and the complexity of the controller code.

From a controller point of view, adding a delay §(k) at each iteration in a control loop that is running
with sampling time ¢, is equivalent to a control loop that runs at ts + d(k) rate. Therefore, the discrete

model of the system, considering time varying delays becomes:

x(k +1) = Al(k)x(k) + B, (k)u(k)

y(k) = Cx(k)
where

A:i(k) = Alts (k)
tot6(k) (3.4)
B(k) = / e Bd\
0

Designing a robust controller may take care of these delays, however if the overhead is large, this issue
can create instabilities and possible performance degradation and unsafe behavior since the input may be
applied for longer sampling intervals than the designed rate, driving the system to unexpected and unsafe
states (i.e., the AV may run into an obstacle or enter a safety critical region). In this work we address this
issue by computing a control policy that guarantees that at any time the AV is running safely. For the sake
of simplicity, we consider obstacle avoidance case studies, however the proposed framework can be applied to
other types of operations involving in general cyber-physical systems.

Formally, in this work we are interested in solving the following problem:

Problem 1 Online control adaptation for secure and safe AV operations under delayed control:
An autonomous vehicle (AV) is tasked to complete a mission over an obstacle populated environment W = FUQO
in which F represents the obstacle-free region of the environment and vice versa O is the region occupied by

obstacles. The AV is modeled by (3.3) in which delays, ¢, are due to security mechanisms running on the
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controller to protect the system against malicious cyber attacks. Given these constraints, the current state
of the system x, the desired input u with no delay, and the mazximum delay that we can expect 0™**, the

objective is to find a control policy 4 = f(x,u,™** t) such that z(t) ¢ O,Vt >0

In other words we are interested in finding a policy to guarantee that a secured AV is safely performing its

objective.

3.1.2 Approach

The framework that we propose consists in a series of steps in which we first predict the future inputs and
states of the system, and then replan these inputs to avoid the possibility to reach unsafe states. To achieve
this behavior we consider both an estimate of the current delay 6¢ and an upper bound on the maximum
possible delay §™**. Because §(k) is not known a priori, a conservative approach would be to compute u
based on §™*. The generated input will drive the AV always to a safe state, however the performance of
the system will be greatly reduced because the system will run unnecessarily slow. To maintain system’s
performance we propose the following adaptive procedure in which the input is selected considering the
current state of the system in relation to the unsafe states to avoid.

The first step in our approach uses the Model Predictive Control (MPC) [114], to predict the evolution of

the AV states over a finite horizon h.

h—1
Jx(k) u(k)) =min > ez (k)Qea (k) + eyl (k) Reu (k) .
k=0 .

subject to x(k +1) = Al(k)x(k) + B, (k)u(k)

The result of (3.5) is a series of inputs [u(1),u(2),...,u(k),...u(h)] from the current time to the h time
horizon. e, (k) and e, (k) are the errors between the current state z. and the desired state x4 and the error
between consecutive inputs, respectively. ) and R are the weight matrices and A/, and B/, are calculated
according to (3.3). To determine the correct input to apply to our system, one approach is to solve the MPC
optimization problem at each time step k by changing A/, and B/, according to the measured delay §(k — 1).
However, this approach cannot be realized because the runtime overhead introduced by the cyber-security
techniques is time varying and not known a priori before implementing the control law. Instead in this work,

we consider an exponential weighted moving average algorithm (EWMA) that compute an estimated value of
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the delay at time k based on the previous estimation and the previous measured delay as follows:
0°lk)=(1—-a)é°(k—1)+ad(k—1) (3.6)

where 0¢(k) is the estimated delay at time step k, 6(k — 1) is the measured delay at time step k — 1, and « is
a weighting parameter. We can set an operating envelope to determine the maximum delay §”*%* which can
occur at any time step. This operating envelope can be obtained using a variety of worst-case execution time
(WCET) and profiling techniques as outlined in [115].

Once we have an estimate of the delay §¢, we solve the following MPC optimization problem at each time

step k.

A/d(k) _ eA(ts+56(k))
to+8° (k) (3.7)
Bl (k) = / A Bdx
0

The control input u¢(k) that we obtain by solving (3.7) is then used to predict the state z¢(k 4 1) covered

by the AV in one time step. By applying u.(k), one of the following three cases can occur:

1. 0 < (k) < d%(k): The actual delay is less than the expected delay, so the system will move to the next

state but with sub-optimal performance than the one computed by the MPC.

2. §(k) = é°(k): The actual delay equals the estimated delay, so the system will move to the next state

with the optimal performance computed by the MPC.

3. 0°(k) < d(k) < 0™**: The actual delay is greater than the estimated delay, which means that the

system states may evolve to undesired and unsafe states.

Thus, we propose an algorithm that adapts the control input to guarantee the safety of the AV and at the
same time minimize the degradation in its performance.
Given the shape, kinematics of the AV, and §"%* we can inflate the unsafe regions or obstacles to construct

an inflated obstacle set S that satisfies the following condition:
vx(k) C §,3u’ € U such that x(k+1) ¢ S (3.8)

where x(k + 1) = A"**x(k) + B u®, U = {t|tmin < U < Umag }, With Uiy, and tye, the minimum and

maximum controller inputs, respectively.
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Figure 3.1: Obstacles inflation. (a) Configuration space after inflating obstacles, (b)The red regions are
constructed according to AV’s shape and turning radius

Fig. 3.1(a) shows an example of inflated obstacles. The figure shows a 2-D view of the configuration space
of an AV. The yellow shaded regions indicate the points inside the set S. The width D of the yellow region is
calculated as D = v™**(T's + §™**), where v is the maximum speed of the AV. Therefore, an AV that
lies inside a safe region cannot cross this region in one single controller time step even if maximum delay
occurs. The width of the red shaded regions is calculated based on the shape and the turning radius of the
AV to guarantee that it is able to apply a steering input that drives it outside the unsafe region without
hitting an obstacle, Fig. 3.1(b).

By constructing the set S, we can develop an adaptation algorithm that outputs a control input u€ only if
the AV is inside the inflated obstacles set S. To compute u°, we add x(k + 1) ¢ S as a constraint in the
MPC optimization problem. This is captured by M PCcopns(6™**) inside the algorithm to denote the MPC

controller having this extra constraint.

3.1.3 Simulations & Experiments

In this section, we present simulations and experimental results to evaluate the proposed online controller

adaptation algorithm.
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UGV Model

In this work we consider that the dynamics of the AV can be described by the following non-holonomic

differential drive skid steering model that reflects the dynamics of our ground robot used during experiments:

T = 5(% + ;) cos 6
j= 5o +u)sing (3.9)

. R
0= 5(%—1};)

where & and ¢ are the x — y velocity components of the vehicle. v, and v; are the linear velocity of the right
and left side wheels of the robot, respectively, and R is the radius of the wheel. 6 is the angle of the vehicle

with respect to a global frame and g is its angular velocity.

Simulations

In order to show the effect of variable overhead delays applied to a low-level controller of an AV, we consider
a scenario in which an unmanned ground vehicle (UGV) navigates in a cluttered environment toward a
desired goal. The task of the UGV is to go from a starting position of coordinate (2,1)m to a goal located at
(12,2)m. We use a Probabilistic Roadmayp algorithm (RPM) implemented inside the Matlab Robotics toolbox
to generate a collision-free path from the start to the end points. This path consists of tuples of waypoints.
The task of the low-level controller is to visit all the waypoints along the path until it reaches the goal. The
controller outputs the acceleration of the vehicle in  and y directions. The controller is designed to run with
a sampling time t; = 0.01s.

Fig. 3.2(a) shows the scenario in which the vehicle completes the task successfully in 6.3s without
incorporating any delays in the controller. The effect of cyber security protection techniques is simulated in
Fig. 3.2(b-d) by imposing a cyclic overhead delay that varies between 0 and 10x overhead delay. We use this
specific overhead function because it has a similar behavior of the CPU utilization for virus scanning described
in section ??. Without adapting the controller, the vehicle starts to drift away from the collision-free path
and runs into obstacles as shown in Fig. 3.2(b). In Fig. 3.2(c) we show the case in which a conservative
controller is used assuming always maximum delay. The vehicle remains inside the safe regions at all times
however the simulation ends up running slower taking 43.4s. Finally, in Fig. 3.2(d) we show the case in

which the online adaptation algorithm is operating considering o = 0.7. The vehicle is able to reach the goal
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without hitting obstacles in 24.7s. Table 3.1 summarizes and compare the different execution times obtained

in this simulation scenarios.

Y [meters]
Y [meters)
Y [meters]
¥ [meters]

10 12 0 2 a 6 8 10 12 0 2 4 6 8 0 12

[ 2 4 6 8 10 12 6 8
X [meters] X [meters] X [meters] X [meters]

(a) (b) (c) (d)

Figure 3.2: Simulation Results. (a) No Overhead Delay (b) No adaptation (c) Conservative navigation (d)
Adaptive navigation

Table 3.1: Comparison between navigation task execution times in different scenarios.

Scenario Task Execution Time(s)
No overhead 6.3
Overhead + conservative controller 43.4
Overhead + online adaptation 18.1
Experiments
The experiments were run on a Clearpath Jackal UGV [116] equipped with a core-i7 CPU, lidar, camera, GPS,

IMU, and wheels encoders. Experiments were performed inside our Vicon Motion Capture arena that allows
precise tracking of the position and the orientation of the UGV. Our motion planning control algorithms were
developed under the Robot Operating System (ROS) framework which consists of x86 applications running

on top of a Linux operating system.

Integrating software level cyber security techniques on a real autonomous vehicle

The first experimental result that we present is the implementation of a N-variant system, called Double
Helixz [1]. Double Helix is used to protect our ROS nodes for mapping and navigation. The goal of this
experiment is to provide an example of how we can protect a controller software implemented on a real robot
and evaluate its performance in terms of overhead. Fig. 3.3 summarizes the process that we followed to
implement Double Helix on our robot. The robot is tasked to go from an initial position to a goal while
avoiding an obstacle along its path. Double Helix generates different variants of the ROS source nodes, and

finally, each variant is deployed on the Jackal. Each variant is protected with different techniques picked from
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Table 3.2: Average runtime overheads for two ROS nodes protected by Double Helix [1]

Type of Overhead slam_gmapping | move_base
Overhead in CPU load 17.8% 12.5%
Overhead in Memory consumption | 3.0% 2.56%

the Diversity Transformation Library in Double Helix. In each run (i.e., for every variant) we recorded the
performance overhead imposed by the protected controllers nodes (slam_ gmapping and move _base nodes)
measuring delays up to 30%. Table 3.2 shows the average performance overhead imposed by the security

techniques on the two nodes used for navigation operations.

-
Unprotected node
o

B a Deploy variants — Protected variants
D B —— — i ————— .t
S TENSSEELIEVR)
-,

Double Helix Server

Figure 3.3: Generating and deploying Double Helix variants into our ROS based UGV

Online Adaptation Control with Unknown Overhead

In this section we show the results obtained by running our online adaptation algorithm when large random
delays are applied to our controller nodes. Note that here we introduce large artificial delays into the
controllers, instead of implementing directly the techniques introduced in the previous section, because
the overall overhead effects are more visible by inflating the delays to 10x, typical of other cyber security
techniques. Specifically here we study the effects of these delays on our platform by running several trials
with increasingly higher delays until the system starts to misbehave (i.e., it hits the obstacle).

Without any delay, the UGV accomplishes its task in 34s. When we increase the overhead delay above
10x the UGV hits the obstacle, as shown in Fig. 3.4(a).

When we apply the conservative controller designed for ¢4, The UGV completes its task in 50s. Finally,
in Fig. 3.4(b) we show a snapshot of the same operation running the online adaptation algorithm with a
square wave cyclic runtime overhead pattern with a maximum delay of 10x. The UGV was able to navigate

safely avoiding the obstacle in 42s.
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(a)

Figure 3.4: Experimental Results. A sequence of snapshots for (a) a UGV hitting obstacles due to improper
input with large delay, (b) a UGV avoiding obstacles while applying the online adaptation algorithm presented
in this work.

Figure 3.5: Pictorial representation of the situation envisioned in this work in which a malicious attacker
spoofs a sensor like a GPS on a UAV to hijack it to an undesired destination (red goal) from the desired
route (green trajectory)

3.2 Drone Hijack Attacker Intention Prediction

In this work, we are interested in addressing the problem illustrated in Fig. 3.5. We consider the case where
an autonomous vehicle, equipped with multiple sensors, is tasked to perform a go-to-goal navigation. A
malicious attacker performs a coordinated attack by spoofing one or more of the sensors on the vehicle. The
goal of the attacker is to hijack the vehicle to an undesired goal (not known beforehand) while hiding within
the sensor and actuator noise profile and disturbance model of the system. Our goal is to develop a technique
to infer the intention of the attacker and recover the system before reaching the undesired state. To this end,
we leverage sensor redundancy and the theory of Inverse Reinforcement Learning to: i) predict the intention
of the attacker ii) determine the set of compromised sensors and iii) recover the uncompromised state of the

vehicle to continue its desired objective.
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3.2.1 Problem Formulation

We consider an autonomous vehicle that performs a navigation task to a desired goal g* € G in a stochastic
environment. The vehicle is equipped with NV sensors. Sensor readings are fused together to estimate the state
of the vehicle. We also consider a malicious attacker that can spoof a subset of sensors S* C §. The goal of
the attacker is to drive the vehicle towards a different undesired location g® # ¢* while hiding its attack vector
within the noise profile of the spoofed sensors and the disturbance model of the stochastic environment. Fig.
3.6 summarizes the situation in which a sensor spoofing attack stealthily begins at t,. The attack remains
stealthy until ¢4, when the noise margins of the spoofed sensors don’t overlap anymore with the noise margins
of the uncompromised sensor. At t4, an attack can be detected due to the differences between sensor readings.
However, at that point, it is not obvious how to distinguish between the compromised and uncompromoised
sensors, since all sensor readings comply with the uncertainty and disturbance model of the vehicle dynamics
and the environment. Hence, here we are interested in solving the problem of inferring the intention of an
attack by observing and comparing measurements data and control inputs, recognizing which sensors are

compromised and finally recover the system.

3.2.2 Approach

Sensor 1 ——
§§ % Sensor2 ——

®

#X

® ® % & 2

Figure 3.6: An attack on sensor 1 (blue) starts at ¢, while sensor 2 (orange) remains uncompromised. The
attack can be detected at t4 since the two sensor readings don’t overlap anymore.

Specifically, we consider that the autonomous vehicle follows an optimal mission policy 7* to perform its

navigation task to the desired goal.
7*(s) = argmax Q" (s, a, R) (3.10)
a€A
An attack is launched at a previously unknown time ¢, acting according to a policy m® described as follows:
7%(s) = argmax Q™ (s, a, R) (3.11)
a€A

where R has the following form for both mission and attack policy:

24



C s=g* Vs=g*
RO)={ — stg £g° (312
-C s#g"

with C € NT and € << C € NT. The term ¢ represents the cost to take any action.

To summarize, the vehicle uses fused data from all sensors and navigates to g* according to an optimal
policy 7*. An attacker spoofs sensors data such that the fused sensor information indicates that the vehicle
is in a different state making the vehicle take an action that follows the attack optimal policy % leading it
towards g®. The attacker is assumed to know both the optimal mission policy 7* and the MDP parameters
of the system.

For the sake of simplicity, we consider that the sensors on board of the vehicles are providing an accurate
state of the vehicle. For the specific case studies investigated in this work we consider position states.

We, formally, describe the problem as follows: Consider a robot equipped with N sensors, tasked to go to
a goal g* € G following an optimal policy 7* obtained by solving an MDP. Assume that at an unknown time
tq, one or more sensors, up to N — 1 are compromised by an attack whose intention is to steer the robot
toward a goal g% € G with g* # g*. Given a super-set of observations O1.n ar = {O1,a¢, O2.A¢ -, On, AL}
where O; ar = {(Si.ty:ty)s (Sityt1, Gtyt1)s s (Sity+ns Gty+n)} is the finite set of measurement-action pairs
for each sensor ¢ = 1... N recorded over the period At = [t4,tq + n] with n € N where the current time
t = tq + n, find a policy to predict the goal g® of the attacker, determine the set of compromised sensors
S® and recover the vehicle by implementing the optimal policy 7* on the set of uncompromised sensors
St =8\ 8

we leverage the BIRL approach proposed in [51] where the inference of the reward function posterior
Pr(R|0O) is a function of the reward function prior Pr(R) and the likelihood of the observations Pr(O|R) as

follows:
Pr(O|R)Pr(R)

Pr(RIO) = =5

(3.13)

where, Pr(Q) is the probability distribution of O over the entire space of reward function R. The normalization
constant Pr(Q) is usually hard to compute as it requires performing multiple integral calculations which are
usually not feasible to compute analytically.

Instead, we leverage the MCMC sampling algorithm presented in [117] to approximate the distribution of

the posterior Pr(R|©) without the need to calculate Pr(0).
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In order to approximate the posterior Pr(R|O) using an MCMC algorithm, we need to compute two terms
at each iteration: i) the prior Pr(R) and ii) the likelihood of the observations Pr(O|R). For our problem, we
apply the following MCMC iterative algorithm for each sensor i to calculate the mean of the attacker’s goal
posterior estimate and determine the subset of the compromised sensors. First, we draw a sample g; from
the prior distribution of the undesired goals set G \ {g*}. Then, we compute the likelihood of observing the
set of sensor readings and actions taken during a period ¢4 : ¢ following an optimal policy of the agent to go

to a potential goal g;, Vg; € G as follows:

66 E:kztd Pr(a,[si,t;,.95)

Pr(Oit:ilg = 95) = (3.14)

B4 i Pr(blsi i, ,95)
EbeAe kThd

where, 3 is a factor that indicates how confident we are that the agent is acting optimally. To calculate
Pr(at|s;t,g;), we need to calculate the likelihood of taking the action a; at state s; ; to go to goal g; which

is equivalent to calculating the action-value function (Q-function) of this action as follows:
Pr(alsiz, gj) = Q" (i, ar, R;) (3.15)

To obtain Q*, we need to solve a standard MDP problem. Finally, we compute the posterior probability for

each goal g; (i.e., the probability that the goal is g;) given the set of observations O; ;,.; as follows:
Pr(g;lOita:t) < Pr(Oi:19;)Pr(g;]Oi e g:6-1) (3.16)

The first term on the right-hand side (rhs) of the equation represents the likelihood of the observations
given that the goal is g;, which is computed using (3.14). The second term on the rhs represents the prior
which is updated from the posterior calculated at the previous time ¢t — 1. After the MCMC iterations are
completed, we evaluate the level of confidence that g = g; by calculating the mean of the posterior. The
higher the value of the posterior mean p;, the higher the confidence we have in the estimation. Algorithm 1
summarizes the steps taken to perform the attacker’s intention inference.

A recovery procedure is triggered if there exists a set of sensors that returns a state s; such that the
variance of the posterior probability v; < 7 where 7 is a user-selected threshold. The higher the threshold
the sooner a recovery will be initiated but a less precise inference will be computed. On the other hand, a
small threshold may cause a delayed recovery. The sensors associated with such posterior probabilities are

the compromised ones and thus are removed from considerations during recovery.
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Once the set of the uncompromised sensors S is removed, the vehicle navigates back to the desired goal

automatically according to 7*.

Algorithm 1: Attacker Intention Prediction

1 foreach sensori e S do
2 while iteration e < €,,4, do
3 Sample a goal g; € G\ {¢"};
4 Pr(ai|sit, gj) < Q" (sit, ar, Rj);
5 Pr(O; 1,419 = g;) + from (3.14);
6 Pr(g = g;|Oi,t,:t) « from (3.16);
7 end
8 | i mean(Pr(g= gj|Oit,:t));
o | v« var(Pr(g=g;j|0iz.:));
10 if v; < 7 then
11 Ga < Hi;
12 ieSY
13 end
14 end

Active Exploration Inference

The time that the inference algorithm takes to converge depends on the states that the vehicle visits. If the
majority of the visited states are associated with mission policy’s actions that are similar to the attacker
policy’s actions, the inferred posterior may not reach the desired threshold value. In this case, we consider
these states as insensitive states. On the other hand, the set of observations that contains states in which
there is a discrepancy between the mission policy actions and the attacker policy actions, will lead to a faster
convergence. In that case, we name these states as sensitive states. It is desired to visit sensitive states as
soon as an attack is detected.

To solve this problem, we propose an active exploration policy in which the vehicle perturbs its motion
from the optimal policy to visit more sensitive states. This idea is reminiscent of reinforcement learning in
which the environment is explored to learn the optimal policy. The idea is to perform a local search in the
neighbor states at each time step to choose the action that will maximize the discrepancy in mission policy
and all the weighted estimates of attacker’s polices. Active Exploration works as follows. At each time step t,
next action a* is chosen by looking into each possible combination between the current sensor reading s;, and
next reachable states s;. The current action is selected by maximizing the probability of obtaining an action

different from the optimal action in the next step. A discrepancy factor Wy, for each {action, next state, goal}
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tuple is calculated based on the transition probability T to reach next state s} from s; as follows:
Wy Wy + 1T (si,a,s}) (3.17)

We only update W, if ©#i(s;) # n*(s}), where 7# is the policy used to reach the estimated attacker’s goal
at the current time step. The posterior estimate yu;, and the variance v; are calculated as in Algorithm 1.

Finally, we pick the action to apply, a*, according to:

= 1
a argrgleaj(W (3.18)

where, W = {W1, Ws, ..., W4} is the set of weights for all the possible actions. We apply a* at each time
step with a probability 4,0 < § < 1 that decreases over time. As before, also this procedure will terminate

once v; < 7; and a recovery process will start at that time.

Pr(a; ¢]8:.+,95) e Pllar—acl (3.19)

3.2.3 Simulation Results

In this section, we present simulation results for a UAV navigation case study in a stochastic environment.

The goal of these simulations is to show the following behaviors:

e An attacker can hijack the vehicle to an undesired destination by spoofing its sensors while hiding the

attack vectors within the noise profiles of the sensors and the UAV model uncertainties.

e Our technique for intent inference can infer the intention of the attacker and the set of compromised

Sensors.

e The Active Exploration approach can improve the intention prediction.

Simulation Setup

In the simulations that follow, we consider a 10 x 10 square cells environment with each cell having 1m side
length. R(s) = 100 for the desired goal, R(s) = —100 on undesired goals located on the perimeter of the
environment and R(s) = —3 on the remaining cells. In normal operation conditions (i.e., with no attack), the
UAV takes an action at each cell according to its mission optimal policy 7* in (3.10). The set of actions A

that the UAV can take at any cell is defined as follows: A = {move forwards {F}, move backwards {B}, move
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right {R}, move left {L}}. The UAV has two noisy sensors measuring the position state. State estimation is
performed using a Kalman filter. Noise and uncertainties associated with the motion of the UAV are captured
through transition probabilities as follows: for any possible action, there is a 0.8 probability to reach the
desired state and 0.1 probability to reach each of the adjacent cells in the environment. Fig. 3.7 illustrates

the situation.

"
G

R=-3|R=-3 |R=-

Figure 3.7: The discretized environment used during simulations with the reward and transition probability
models.

Sensor Spoofing Attack

In this section, we demonstrate the case in which an attacker is spoofing one of the two sensors on the UAV

an no protection mechanisms are deployed. We assume that the attacker has full knowledge of the system
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Figure 3.8: (a) Optimal mission policy. (b) Optimal attacker’s policy.
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Figure 3.9: Simulation of a UAV navigation case study under attack with no resiliency mechanisms. Red
colored cells represent the readings from the compromised sensor, green cells show the uncompromised sensor
readings while yellow cells represent the estimated states fusing both sensors. In (a) the UAV is not under
attack. In (b-f) the attack is applied hiding within the system uncertainty. The UAV eventually reaches the
undesired destination in (f).
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Figure 3.10: Simulation of intent inference with the same attack depicted in Fig .3.9. The gradient color
map in (a~-d) shows the likelihood of each possible goal on the perimeter of the environment with blue=low
probability and yellow=high probability. In (d) the inference confidence level exceeds a given threshold, the
compromised sensor is discarded, and the UAV is recovered from the attack in (e-f).

(a) (b) (©) (d) (e) ()

Figure 3.11: Simulation of intent inference with active exploration. In (b) active exploration is activated
driving the system sub-optimally to infer more the attack intention and before reaching regions in the
environment too close to the undesired state. Differently from the previous simulation the intention is
estimated farther away from the undesired goal and as before in (e-f) we show the recovery operation while
discarding the compromised sensor readings.

and exploits the uncertainty in the system model to hide the attack vectors. The goal of the attack is to

hijack the UAV towards a different goal from the desired one. In other words, the attacker wants the UAV to
follow a different policy 7% as depicted in Fig. 3.8 where the arrows on each cell represent the optimal actions
associated with each policy.

In Fig. 3.9, we show a sequence of snapshots in which an attacker spoofs one of the two sensors. Based on
the state estimate obtained by fusing the compromised measurement with the uncompromised measurement,

the attacker is able to hijack the UAV to the undesired state.
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Attacker Intention Inference

In the simulation shown in Fig. 3.10, we deploy our intent inference approach. Here, we apply the same
attack illustrated in the previous section. The border cells of the grid (with exception of the desired goal)
represent possible attacker’s goal locations. We assume that the UAV doesn’t have any prior knowledge
about the attacker’s intention and thus the prior of the attacker’s goal is drawn initially from a uniform
distribution. The color gradient on the sequence of snapshots in Fig. 3.10 shows the convergence of the
posterior estimate toward the region where the attacker’s goal is located. In Fig. 3.10(d) the variance of
the estimated mean of the posterior of the attacker’s goal goes below a threshold value. At that point, the
compromised sensor is identified and discarded from the state estimation and the system is driven back

toward the desired goal 3.10(e-f).

Active Exploration

In the simulation depicted in Fig. 3.11, we show the benefit that we gain by applying the active exploration
technique. Differently from Fig. 3.10, in Fig. 3.11, the UAV doesn’t take always the optimal action from
7*. Instead, it computes the controller action using (3.18). The UAV explores more sensitive states in the
environment before getting too close to the attacker’s goal. Although the UAV ends up taking a longer path,
this approach prevent reaching states too close to the undesired regions. Before switching to recovery, the
estimated posterior mean value for the undesired goal for the active exploration case was recorded p = 0.0319
against p = 0.0239 calculated in the same state by using inference without exploration, hence, showing that

the active exploration was also able to increase the level of confidence about the inference.
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Chapter 4

Wirelessly Connected Autonomous

Systems Safety

In this chapter, we consider a system of vehicles in a platoon in which there is a leading vehicle and several
following vehicles, and each vehicle should keep a safe distance with its preceding vehicle. We assume that
all of the vehicles move in a single lane and the platoon system is decentralized. The decentralized platoon
system means that each vehicle generates its own motion policy based on the data received from the preceding
vehicle through an established communication channel. Imagine that there are n 4 1 vehicles in the platoon
and their states are represented by x;(t) = [z;(t), y: (t), ¥i(¢),v;(¥)), Vi = {0, ...,n}, in which the zero index
refers to the leading vehicle and z;(t) and w;(t) show the location of central point of the i* vehicle at time
t. Also, ¥;(t) and v;(t) are heading angle and velocity of the vehicle. The euclidean distance between the
(i — 1)*" and " vehicles at time ¢ is given as d;(t),Vi = {1,...,n}. To guarantee the safety and provide a
collision-free trajectory for each vehicles we take into account a Time To Collision factor which is denoted by
~i(t),Vi = {1,...,n} and is defined as the time required for two vehicles to collide if they continue at their

current speed and on the same path:

00 vi—1(t) Z v(t
%i(t) = = (1)

d;
W’l()i)—l(t) Uifl(t) < Ul(t)

The control input vector consists of a;(t) and d;(t), which are acceleration and steering angle respectively,

and is denoted by u;(t) = [a;(t),0;(t)]. We assume that all of the vehicles in the platoon have a similar
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dynamical system described by nonlinear continuous time equations [118] as follows

_UiCOS(il)z’ + 52')_
fi(xi,u;) = vttt ) (4.3)
%Sm(ﬂz)
L a’Z -

where f; is the angle of velocity vector respect to the longitudinal axis of the car

Bi = tan_l( tcm(éi)) (4.4)

lr+lf

and [, and Iy denote the distance of the center of mass from the rear and front of vehicle.

To model the wireless channel, we consider Channel State Information (CSI) as a physical-layer metric to
predict Packet Delivery Rate (PDR) as a link-layer metric. In a wireless link, the radio wave is transmitted
from an antenna that propagates through the wireless channel, i.e. the environment. The dominant source
of attenuation in a wireless medium is the diffusion of energy through the environment known as path loss,

which is captured by the Friss transmission equation

by

P o (4.5)

where d is the distance between transmitter and receiver, p,. is receive signal power, p; is transmit signal
power, and n is the path loss exponent. The path loss exponent varies in different environments, which can
be explained as the total of many complex effects caused by the reflection of radio waves from objects in the
environment (known as shadowing effect). Besides path loss, multipath propagation is the most important
effect on a wireless channel. In indoor and urban environments, RF signals bounce off objects such as metal
and glass surfaces, which results in many copies of the signal arriving at the receiver along multiple paths.
Therefore, the received signal is the superposition of all these paths, which could result in constructive or
destructive summation.

CST essentially models the channel gain coefficient (amplitude and phase) for each frequency channel, so
it is a collection of P x @ matrices, which describes the RF paths between all pairs of P transmit and Q)

receive antennas for one frequency channel. For wireless channels with multiple paths, the CSI value from
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the ith transmit antenna to the jth receive antenna at the kth frequency channel is

N
Hij, = Z Qe I2mdine/ (4.6)

n=1
where a, is the attenuation along the n'" path, d,j, is the distance between the i* transmit and the ;" receive
antenna along the nth path, f, is the frequency of the k** subchannel, N is the number of paths, and c is the
speed of light. Signal to Noise Ratio (SNR) relates with amplitude «,, as follows: SNR = 10log 10(c, /N),
where A denotes the average power of white noise. As can be seen in the equation 4.6, the phase component
of CSI varies over both frequency and space; therefore, the wireless channel quality may alter from good to
bad with a small change in path lengths or frequency of the signals. CSI is a fine-grained measurement of
this effect and can capture the corresponding frequency selective fading and the effect of independent spatial
paths. Deep fading in the channel response exhibits destructive interference of paths (i.e. paths cancel each
other) and result in loss of information and accordingly loss of packets in the link-layer. Therefore, there is a
direct relationship between physical-layer channel response and packet delivery rate (PDR) in the link-layer

defined as
# of received packets

PDR = (4.7)

# of transmitted packets’

4.1 Problem Formulation

We make the following assumptions and addresses three core problems:

Problem 2 Wireless Channel Prediction: Given the scenario described above, assume that the vehicles are
the only moving objects in the environment. Assume that at each time t = tg, each vehicle i has accurate
estimates of its current state and the prediction of its future states over a time horizon x;(t),Vt € [to,to + T).
Assume that every leading vehicle i — 1 sends its current and future state estimates periodically to the following
vehicle i with a transmission frequency f:. The objective is, at any time t, predict the packet delivery rate

PDR;(t) at each follower vehicle estimated over a future time horizon T .

Problem 3 Formal Analysis of Wireless Protocol: Given the assumptions in Problem 2, and given the
wireless channel properties (e.g. packet delivery rate, clear channel assessment) at each follower vehicle, the
objective is to compute the upper and lower latency bounds of the wireless transmission. The analysis shall be

flexible enough to provide different levels of guarantees, for example that a packet with arrive in T seconds
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with likelihood P > Pp, where Pp can be any value € [0,1]. Practically, Pg can take on values such as 0.9,

0.99, or even greater reliability.

Problem 4 Motion Planning and Control: Given the trajectory of the preceding vehicle x;_1(t),Vt €
[to,to + T, find a control policy for the i'" vehicle u;_(t),¥t € [to,to + T that optimizes its performances
in terms of amount of fuel consumption and traffic throughput while assuring safety. Because maintaining
the predicted wireless channel at an acceptable level plays an important role in guaranteeing the safety and
optimality of the trajectory, the proposed methodology should result in the least possible latency bound for the
given time horizon T. Note that, although latency bound changes by varying ~v; (see eq. 4.1), the effects of the
surrounding environment on latency bounds may be larger and are highly nonlinear. Therefore, we assume

there is no close-formed function of latency bound in the parameters of the control problem.

4.2 Approach

The approach follows the general flow depicted in Figure 1.2. The following subsections describe the respective

techniques as well as their linkages and dependencies.

Wireless Channel Prediction
Model Architecture

We propose to use a machine learning-based approach that comprises a Long Short-Term Memory (LSTM)
Network to solve Problem 2. As shown in Figure 4.1, the input to the LSTM network is a sequence of of the

following data recorded at each LSTM time step:
e The current position, orientation, the linear and angular velocity of the i*" vehicle (x;,y;, s, v, 7,/}1)
e The current position, orientation and velocity of the leading vehicle (z;—1,vi—1,%:,,Vi—1, wi'_l).
e the predicted future states of both vehicles over a time horizon T.
e The current measurements of the wireless channel (CSI) collected at the i*" vehicle.

The model architecture is a traditional LSTM network that consists of a number of LSTM layers, where each
layer consists of LSTM cells connected to each other. The last LSTM layer connects to a fully connected
layer with an activation function that generates the final output. The output of the model is the predicted

packet delivery rate PDR; estimated over the time horizon T. We choose to use an LSTM network due
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to the promise that has been shown in applying it in several sequence-to-sequence learning tasks [119] like
speech recognition and machine translation.

The intuition behind this approach is that the on-board sensors of autonomous vehicles are already being
used to capture the static and dynamic features of the physical world, including the dynamic motion related
to the vehicles themselves which have a great affect on the dynamics of the wireless channel. Our approach
leverages these sensor data, the predicted motion paths of the vehicles, and the current state of the wireless

channel H to come up with a prediction of the future packet delivery rate of the wireless channel.

Dataset Generation

In order to generate a dataset for training and validating our model, we use an indoor test-bed as shown
in Figure 4.2. The test-bed is a 5mX4m arena covered by a millimeter accurate motion capture system
(OptiTrack 1) and includes racing tracks for small sized robots/miniature vehicles. We use two turtlebots, each
equipped with an Intel NUC device that contains a commodity 5300 Wifi adapter used for communication
between the two robots. We use the modified firmware [62] of the Wifi adapters in order to capture the
Channel State Information (CSI) at the follower turtlebot. The OptiTrack system provides position and
orientation information of the two turtlebots. We use the on-board wheel encoders on each turtlebot to provide
linear and angular velocity information. All the data is synchronized and collected at a single computing
device at the receiver. We develop a data acquisition node under the Robotic Operating System (ROS)
framework to collect the data and generate datasets to be used for training and validating the proposed LSTM
model. This method of dataset generation can be generalized for platoons of autonomous cars applications
by using crowd sourcing techniques, pulling features extracted from each car’s sensors and wireless adapters

and uploading them to the cloud.

Formal Analysis of Wireless Protocol

Given the predicted PDR in the last section, we use probabilistic model checking to convert this probability
into packet delivery latency and estimate the best/worst-case performance bounds for the decision making in
the motion planning and control. We use PRISM [72], a common model checking tool for wireless protocols.
We define the wireless communication protocol between vehicles based on CSMA /CA, in which a transmitter

tries to avoid collision by sensing the channel. We define p; as the probability of channel being idle. In

Thttps://optitrack.com/products/prime-17w/
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Figure 4.2: Data collection framework for LSTM model training and testing
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addition, in the case of collision or packet loss, the packet will be retransmitted up to the maximum number

Figure 4.3: Probabilistic model of wireless protocol

of attempts, we define p; as the packet delivery probability (or PDR).

Figure 4.3 shows the probabilistic model of the wireless communication protocol we defined. The probability

of each transition in this model is assumed to be 1 unless indicated specifically. The initial state is indicated
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by the arrow. The leader begins with a data packet to send, and senses the channel. With a probability pq,
which is the Clear Channel Assessment (CCA) probability, the channel is free, then the leader would enter
into the WAIT FOR_ DIFS state; otherwise, with a probability 1 — p; the channel is busy and the leader
would enter into the WAIT UNTIL FREE state. If the channel remains free for DIFS = 128us, then the
leader enters its transmission state and starts sending a packet. However, during the waiting process the
channel will be free with probability p; and busy with probability 1 — p;. We assume the time taken to send
a packet is 1ms, which is represented as TransTime in the figure, and the success state of the transmission
whether the state SUCCESS or FAIL is entered depends on whether a packet loss has occurred and is recorded
by the channel. The probability of delivering a packet successfully is defined as Packet Delivery Rate (PDR)
p2, which means the packet can be sent successfully and the leader vehicle will enter into SUCCESS state
with probability ps. Otherwise, the leader will enter into FAIL sate and the packet is lost in this case. After
entering the FAIL state, the leader will wait for some retransmission time, which is represented as ReTransmit
in the figure, to send the packet again.

We assume that PDR can be estimated by the wireless channel prediction technique presented above, and
CCA can be estimated based on the number of the nearby communicating cars on the road.

The output of this model is the latency-bounded probabilistic reachability which is the probability of

leading vehicle correctly delivering its packets within latency bound T

Motion Planning and Control

Nonlinear Model Predictive Control (NMPC) is an advanced control method that generates an optimal
trajectory based on a dynamical model of the system. This technique minimizes the deviation of the predicted
trajectory from a given reference signal while keeping all the constraints satisfied. NMPC solves an optimal
control problem that is designed for a time horizon with multiple time steps. After finding the optimal
trajectory, only the first step of the control strategy is implemented and the optimization process is repeated
again, starting from the new state and resulting in a new control strategy and predicted state trajectory. At

each time step, the NMPC controller solves the following constrained optimal control problem:

to+T

minimize / || (t) — xi—1 ()| |7, (4.8a)
u;(.) t=to

+ (1) = xS OIG, + llwi(0)][, (4.8b)

+[[xi(to + 1) = xi-1(to + T)|[3, (4.8¢)
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xi(to) = Xi,o0, (4.8f)
Yi(t) = Ty (1), Vt € [to, to + T7, (4.8g)
X; < Xi(t) <x;,Vte [to, to + T], (48h)
u; < ul(t) <, Vvt e [to, to + T], (481)

where T is the time horizon and t is the current time. Equations (4.8a)-(4.8¢c) show the objective function,
(4.8a) is penalizing the distance of the i vehicle from its preceding car, and (4.8b) minimizes the amount of
fuel consumption and deviation from a reference trajectory x"¢/(.). The last equation (4.8¢c) is the terminal
condition. Also, P;,@;,S; = 0, and R; > 0 are tuning matrices, or cost coefficients. The first constraint
(4.8d) is a dynamical system of the vehicle that is given by equations (4.2)-(4.3). The equations (4.8¢) and
(4.8f) define the initial states and actions of the agent and the last two constraints (4.8h) and (4.8i) define
the bounds for state variables and control inputs. The safety condition is enforced by inequality (4.8g), in
which T'; ;(t) is the 4" time-to-collision ,Vj € {1, ...,m}, which is given as a parameter to the model.

The control algorithm generates different trajectories by changing the value of I'; ;(t) € [0.6,1.6] in
constraint (4.8g) and then passes x; to the Wireless Channel Prediction & Analysis. Subsequently, Wireless
Channel Prediction & Analysis predicts the latency bound based on the current state of the (i — 1)** vehicle

and the received trajectory of i*" vehicle from NMPC (figure 4.4). Then a Local Optimizer runs a simple
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Figure 4.5: Example showing the significant variability in PDR due to a dynamic physical environment.

algorithm to calculate a value for each latency bound according to the following equation

to+T
Iy = argmin Y o "LB;,0<a<l (4.9)

Y LB g=l.m S
where m is the number of TTC parameters used with associated trajectories and LB, ; denotes the latency
bound of predicted trajectory j at time step ¢. By setting o between zero and one we ensure that the value of
latency bound at the first time steps play a more important role than later time steps; that is, « is a discount
term on latency predictions. The motivation behind the idea of latency minimization is that larger latencies

will negatively impact the performance of the controller.

4.3 Simulations & Experiments

In order to test the performance of the proposed LSTM network in predicting varying PDR values in a
dynamic environment, we set up an environment that imposes fluctuations in the wireless channel quality
values over time. We achieved that by removing the antennas from the Intel NUC devices and thus reducing
the transmission power greatly relative to the area of the testbed arena. Next, we collected data by moving one
Turtlebot in random motions around the arena with variable speeds and directions. We used a transmission
frequency f; = 50Hz. We recorded the PDR values over a time window 7' = 4s. Figure 4.5 shows that PDR
values vary significantly between 20% and 90% as only one Turtlebot moves randomly inside the arena. We
used an LSTM network with a sequence length S; = 200, and contains one hidden layer with 64 LSTM cells.

We record a dataset of 24,000 data samples. We use 80% of the dataset for training and the rest for validation.
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Figure 4.6: (a) The value of the loss function for both training and validation data as the LSTM model is
being trained. (b) A zoomed-in snapshot from the training data showing the ability of the trained LSTM
model to predict PDR with 98% accuracy. (¢) A zoomed-in snapshot from the validation data showing ability
of the trained LSTM model to predict PDR with 91% accuracy.

As shown in Figure 4.6, the trained LSTM network achieved a 98% prediction accuracy in training and a
91% prediction accuracy in validation. We compared the performance of our trained LSTM network with a
revised version of the KNN-based approach presented in [120] using the same features for prediction. Figure
4.7 shows that our trained LSTM network achieved a median prediction accuracy of +/ — 5% which is an
order of magnitude better than performance of the kNN-based approach. We repeated the learning process
on another dataset that we collected while moving the two turtlebot randomly inside the arena. The trained
LSTM network achieved 97% accuracy on the training data and 87% accuracy on the validation data. We
believe that this accuracy indicates an over fitting behaviour of the network that may be further enhanced by
collecting more data, or performing more tuning of LSTM hyper-parameters (e.g. adding dropout layers,
performing regularization).

To examine the control approach presented above, we simulate the changes of the latency bound in a

communication channel established between two vehicles while passing beneath a bridge. A bridge causes
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Figure 4.7: The proposed LSTM-based approach achieves a median performance an order of magnitude better
than the kNN-based one.

multipath interference, which affects the wireless communication channel and the latency bound will grow,
and subsequently impacts the performance of the following vehicle [121]. To simplify the process, we consider
three different TTC parameters, v/ (t) = 1.6,7/(t) = 1.1, and ~(t) = 0.6(s) that denote high, medium, and
low time-to-collision, respectively. The NMPC algorithm generates three trajectories based on the given
time-to-collisions and passes them to the Wireless Channel Prediction & Analysis. This predictor then
computes latency bounds for each of these trajectories and feeds them to the Local Optimizer, in which one of
~i(t) = {0.6,1.1,1.6} and its associated trajectory will be chosen based on their latency bounds. The results
for this scenario are in Figure 4.8. According to the results, although selecting lower TTC results in speeding
up and driving close to the leading vehicle in the first few steps, later in time, a safety constraint forces the
agent to decrease its velocity to guarantee safety. In this case, following higher TTC will result in a better

latency bound vector in the given time horizon and keep almost constant distance between the two vehicles.
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Figure 4.8: Local Optimizer suggests the trajectory (x%)ith higher TTC between the different TTCs (legend),
which results in better traffic throughput later in the trajectory (a) even though it has a higher time-to-collision
threshold, while maintaining the same fuel consumption level (b), and satisfying the enforced constraints on
velocity, ()
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Chapter 5

Safety Assurance of NN Controlled

Autonomous Systems

5.1 Problem Formulation

We consider the kinematic bicycle model (KBM) as the dynamical model for our autonomous vehicle. However,
the usual KBM is defined in terms of the absolute Cartesian position of the vehicle, which is inconsistent with
the sensing modalities typically available to an autonomous vehicle. Thus, we instead describe the kinematics
in terms of relative position variables that are directly measurable via LiDAR or visual sensors. In particular,
the dynamics for the distance to the obstacle, ||7]|, and the angle of the vehicle with respect to the obstacle,

&, comprise a system of ordinary differential equations. These quantities describe a state-space model that is

given by:
T vecos(€ — B)
£l= —Lusin(¢ - B) — 7-sin(B) | g = tan_l(élfﬁ&. tan(dy)) (5.1)
v a

where r(t) £ ||7(t)||; a is the linear acceleration input; d; is the front-wheel steering angle input!; and
¥+ & = tan"!(y/xz). For the sake of intuition, we note a few special cases: when & = +7/2, the vehicle is
oriented tangentially to the obstacle, and when & = 7 or 0, the vehicle is pointing directly at or away from

the obstacle, respectively (see Fig. 5.1).  is an intermediate quantity, an invertible function of ;.

1That is the steering angle can be set instantaneously, and the dynamics of the steering rack can be ignored.
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Safe

Figure 5.1: Obstacle specification and minimum barrier distance as a function of relative vehicle orientation,

&

We make the further assumption that the KBM has a control constraint on d; such that 6y € [=dy . df ]
To simplify further notation, we will consider 8 directly as a control variable; this is without loss of generality,
since there is a bijection between 5 and the actual steering control angle, §;. Thus, 3 is also constrained:
B € [~Pumax;> Bmax)- Finally, we define the state and control vectors for the KBM as: x 2 (£, 7,v) and

w2 (a,B), where w € Qagmis. = R X [~ Bmax; Bmax), the set of admissible controls.

Problem 5 Consider a KBM vehicle with mazimum steering angle 6¢ . length parameters Iy = 1, and
mazimum velocity via,>. Consider also a disk-shaped region of radius ¥ centered at the origin, U = {x € R? :

|z|| < 7}. Find a set of safe initial conditions, Sy, and a ReLU NN:

M (W) = O (5.2)

such that for any globally Lipschitz continuous controller i : x — w € Quamis., the state feedback controller:

X)) x = w (5.3)

1s guaranteed to prevent the vehicle from entering the unsafe region U if it was started from a state in Sp.

2In our KBM model, this technically requires a feedback controller on a, but this won’t affect our results.
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Equivalently, applying feedback controller MV(-, u(-)) ensures that r > 7 for all time when the initial condition

18 chosen in Sg.

5.2 Approach

The most important feature of Problem 5 described above is that 44 is a memoryless function that must
correct the output of a feedback controller instantaneously. The existence of such a corrective function
is not a priori guaranteed for the KBM dynamics. However, the well-known theory of Barrier Functions
(BFs) provides a mechanism for ensuring the safety of a dynamical systems: in short, barrier functions are
real-valued functions of the system state whose properties ensure that the value of the function remains
greater than zero along trajectories of the system [122,123]. Thus, if a barrier function is designed so that its
zero super-level set is contained inside the set of safe states, then that subset is forward-invariant; i.e. if the
system starts from a safe state, then it will stay safe for all future time. In this way, barrier functions can be
used to to convert safety properties into an instantaneous — albeit state-dependent — set membership problem
for control actions.

Thus, in the spirit of Problem 5, we employ the usual theory of autonomous barrier functions to control
systems under state-feedback control: i.e. a control system & = f(z,u) in closed loop with a state-feedback
controller 7 :  — u. In this scenario, a feedback controller in closed loop converts the control system into an
autonomous one — the autonomous vector field f(-,7(-)). Moreover, the conditions for a barrier function can
be translated into a set membership problem for the outputs of such a feedback controller. This is explained

in the following corollary.

Corollary 1 Let & = f(x,u) be a control system that is Lipschitz continuous in both of its arguments on
a set D X Quamis.; furthermore, let h: R™ — R with C, £ {x € R"|h(x) > 0} C D, and let a be a class K
function. If the set

Ry o () L {uc Qadmis,\VxTh(m) - f(z,u) + a(h(z)) > 0} (5.4)

is non-empty for each x € D, and a feedback controller  : x — u satisfies
w(z) € Ry o(z) VreD (5.5)

then Cp, is forward invariant for the closed-loop dynamics f(-,m(-)).
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Proof: This follows directly from an application of zeroing barrier functions [124, Theorem 1]. O
Corollary 1 is the foundation of ShieldNN: the only difference is that instead of designing a single controller 7,
we will design a safe “combined” controller A#(-, u(+)). In this usage, when a controller y generates a control
action, p(x), that lies outside of the set R(z), 44 must map it to a control within the set R(z).

Thus, Corollary 1 admits the following three-step framework for developing ShieldNN filters.
Shield NN Framework:

(1) Design a Candidate Barrier Function. For a function, h, to be a barrier function for a specific

safety property, its zero super-level set, Cj, must be contained in the set of safe states.
(2) Verify the Existence of Safe Controls. (Shield NN Verifier) Show that the set Ry o (x) is non-empty

for each state x € Cp. This establishes that a safe feedback controller may exist.
(3) Design a Safety Filter. (ShieldNN Synthesizer) If possible, design 444 such that M, : x € C, —

@ € R(z); then obtain a safety filter as:

u if u € R(x)
M (x,u) = (5.6)

Mo(x) ifu & R(x).
ShieldNN thus hinges on the design of a barrier function, and then the design of two prediction-type

NN functions: 4#4;, which generates a safe control at each x € Cp; and 44, which overrides any unsafe

control for a state with the associated value of 44;.

5.3 Barrier Function(s) for the KBM Dynamics: the Basis of ShieldNIN

It difficult to analytically derive a single barrier function as a function of a particular vehicle and safety
radius for the KBM. Thus, we instead define a class of candidate barrier functions for a specific vehicle:
this class is further parameterized by a unit-less scaling parameter and the safety radius, and it has the
property that there are guaranteed parameter choices that actually result in a barrier function. However,
since the analytically guaranteed parameter choices are impractically conservative, we devise a Shield NN
verifier algorithm to establish whether a more pragmatic (user-supplied) choice of barrier function parameters
does indeed constitute a barrier function.

In particular, we propose the following class of candidate barrier functions to certify control actions so
that the vehicle doesn’t get within 7 units of the origin (Problem 5):

ocos(§/2)+1—0 1

h’F,o’(X) = h7?7o-(§,7",’0) = 7 - ; (57)
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where o € (0,1) is an additional parameter whose function we shall describe subsequently. First note that

the equation hr,(x) = 0 has a unique solution, ryi,(€) for each value of &:

Tmin(§) = 7/(0 cos(§/2) +1 - a), (5:8)

so the smallest value of ryiy is rmin(0) = 7. Thus, the function hs, satisfies the requirements of (1) in the
ShieldNN framework: i.e. Cy,. , the zero super-level set of ks, is entirely contained in the set of safe states
as proscribed by Problem 5, independent of the choice of . See Fig. 5.1, which also depicts another crucial

Value7 Tmin(:l:ﬂ-) = 'F/(l - U)-

Remark 1 Note that hr, is independent of the velocity state, v. This will ultimately force ShieldNN filters

to intervene only by altering the steering input.

A barrier function also requires a class K function, a. For ShieldNN, we choose a linear function
W () = K - Umax - @ (5.9)

where vpax is the assumed maximum linear velocity (see Problem 5), and K is a constant selected according

to the following theorem.

Theorem 1 Consider any fized parameters 7, £, and o. Assume that 0 < v < Upa, (as specified by

Problem 5). If K is chosen such that:

K > Kr, £ max({1,1/7}) - (& +2) (5.10)

then the Lie derivative V> hr o (x) - fxpm(x,w) + a(hzo(X)) is a monotonically increasing function in v for
all v > 7 for each fized choice of v € (0,Vmaz) and the remaining state and control variables.

In particular, for all x € Cp,., such that v € (0, Vpaa] it is the case that:

Rhf,o(<rmin(§)’§7v)) c Rhf,a (X) (5'11)

In addition to concretely defining our class of candidate barrier functions, Theorem 1 is the essential

facilitator of the ShieldNN algorithm. In particular, note that

£770' . P, U é vThF(T : , W +ah’70'
.t (&5 5,0) xhro(X) - fmu(xw) +alhro O]

48



_ U(Fn{;m @ sin(§) sin(€— ) + 52 sin(§) sin(B) + gz cos(é - 5)) (5.12)

since hr o ((rmin(§),&,v)) = 0 and a,,,,, (0) = 0. Hence, the set Ry, ((rmin(§),&,v)) is independent of v, so
(5.11) gives a sufficient condition for safe controls (2) in terms of a single state variable, &, and a single
control variable 5. This simplifies not only the ShieldNN verifier but also the ShieldNN synthesizer, as we

shall demonstrate in the next section.

5.4 ShieldNN

5.4.1 ShieldNN Verifier

The overall ShieldNN algorithm has three inputs: the specs for a KBM vehicle (€5 = £,, § ¢ max and vmax);
the desired safety radius (7); and the barrier parameter o. From these inputs, the ShieldNN verifier first
soundly verifies that these parameters lead to an actual barrier function for Problem 5. As per Theorem 1, it
suffices to show that Ry, ((Tmin(§),&,-)) is non-empty for each § € [—m,n].

If the sets Ry, ((Tmin(§),&,-)) have a complicated structure (both themselves and relative to each other),
then establishing this could in principle be quite difficult. However, the barrier functions under consideration
actually appear to generate quite nice regions of safe controls. In particular, it appears to the case that the
set of safe steering angles in any particular orientation state is an interval clipped at the maximum/minimum

steering inputs. That is each such set can be written as:

Ry, ((rnin(€), €, 7)) = [max{—Bmax, [(€)}, min{Bmax, u(€)} |, (5.13)

where [ and u are continuous functions of £. Even more helpfully, the function [ generally appears to be
concave, and the symmetry of the problem dictates that u(¢) = —I(—¢). See Fig. 5.2 for an example with
parameters £y = £, = 2m, 7 = 4 m, Bnax = 0.4636 and o = 0.48; Uee[—r xR, ,((rmin(§),§,-)) is shown in
light green, and I and u are shown in dark green.

Of course these observations about [ and u are difficult to show analytically, given the nature of the
equations (c.f. (5.12)). Nevertheless, we can exhibit a sound algorithm to verify these claims for particular
parameter values, and hence that the input parameters correspond to a legitimate barrier function as we

explain below.
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Figure 5.2: Safe/unsafe steering controls. Ug R4 0.48((rmin(§),§,-)) is shown in light green; [ and u in dark

green.

Illustrated ShieldNN functions AN and AN

NNo(§)

— NN(E.B)

0.4
®
0.2 §
0.0 ™~
=
0.4 =

-0.2

0.2
-0.4
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B 3

-0.2

-04

0

Figure 5.3: Illustration of .44, (orange) and two constant-¢ slices of the final ShieldNN filter, .44 (black).
Figure 5.4: Illustrated ShieldNN products for £y = ¢, =2 m, 7 =4 m, Bpax = 0.4636, o = 0.48.

Algorithmic Verification of (5.13):

Recall that the main function of the ShieldNN verifier to soundly verify that equation (5.13) holds for a

concave function [ and with u(¢) = —I(—¢). The conclusion about u follows directly from the symmetry of

the problem, so we will focus on verifying the claims for [.
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As a foundation for the rest of this subsection, we make the following observation.

Proposition 1 Suppose that (5.13) holds with u(§) = —(=¢). Then for any &' € [—m, ] such that (') €
(—Bmaz, Bmaz) it is the case that
Lroe (€11(€),7) = 0. (5.14)

Proof: This follows directly from the definition of R;,. , and the fact that we are considering it on the

,o0

barrier, i.e. for X' = (rmin(§’), &', v) which implies that h(x’) = 0 and hence that:

Qo (R(X)) = 0.

O
This suggests that we should start from (5.14) in order to establish the claim in (5.13). To this end, let

a < b be real numbers, and define:
bd[a,b] £ {(glaﬁ/) € [a,b] X [_Bmaxa/@max] ‘ E?,o,h(glaﬁla ) = 0} (515)

with the appropriate modifications for other interval types (a,b), (a,b] and [a,b). We also define a related
quantity:
dom(bd(, ) = {€ € [a,8] | 35.(€, B) € bdpy}- (5.16)

We can thus develop a sound algorithm to verify (5.13) and the concavity of [ by soundly verifying the
following three properties in sequence:
Property 1. Show that bd|_r N ([—71', 7| X {—@nax}) = {(€0, Bmax)}; that is bd_, ) intersects the lower
control constraint a single orientation angle, &. And likewise bd|_ 1N ([=7, 7] X Bmax) = {(—&0, Bmax) }

by symmetry.
Property 2. Verify that bde, ] is the graph of a function (likewise for bd;_. _¢ by symmetry), and that

bd(_¢g,e0) = (). Thus, define [ according to graph(l) = bd¢,,x]-
Property 3. Verify that [ as defined in Property 2 is concave.

The ShieldNN verifier algorithm expresses each of these properties as the sound verification that a
particular function is greater than zero on a subset of its domain. Naturally, the functions that are associated
with these properties are either £ itself or else derived from it (i.e. literally obtained by differentiating), and

so each is an analytic function where the variables £ and § appear only in trigonometric functions. Thus,
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these surrogate verification problems are easily approachable by over-approximation and the Mean-Value
Theorem.

With this program in mind, the remainder of this appendix consists of one section each explaining how to
express Property 1-3 as minimum-verification problems. These are followed by a section that describes the

main algorithmic component of the ShieldNN verifier, CertifyMin.

Verifying Property 1

To verify Property 1, we can start by using a numerical root finding algorithm to find a zero of £(§, —Bmax; ),
viewed as a function of £. However, there is no guarantee that this root, call it éo is the only root on the
set [—m, | X {—Bmax}. Thus, the property to be verified in this case in the assumptions of the following

proposition.

Proposition 2 Suppose that L'(fo, —Bmaz, *) = 0. Furthermore, suppose that there exists an € > 0 such that:
(i) V& € [-m,60 — €] . L(S0 — €, —Bmaz:*) > 0;
(ii) L(E — €, ~Bmass ) > 0 and LT, ~Bunaz, -) < 0;

(i) V€ € [0 — 7] . £ L(E ~Bmars ) > 0.

Then &, is the only root of L(&, —Bmaz,*) on [—m, 7] X {—Bmaz}- That is Property 1 is verified.

Proof: If (i) is true, then there are obviously no zeros of £ on [—,& — €.

If (iii) is true, then L£(&, —Bmax,-) is a convex function of & on the interval [y, 7). But if (ii) is also
true, then éo must be the only zero of £ on the same interval. This follows by contradiction from the
assertion of convexity. If there were another zero on (£, 7], then the line connecting (€9, £(€0, —Bmax, -)) and
(m, L(7, —Bmax, -)) would lie below this point by assumption (%), hence contradicting convexity. A similar
argument can be made if there were a zero on [y — €, &). d

Crucially, the conditions (4)-(iii) of Proposition 2 are conditions that can be checked either by verifying
that a function is greater than 0 on an interval (as for (i) and (%)), or else that £ as a particular sign for
particular inputs (as in (4)). Thus, ShieldNN verifier can establish Property 1 by means of the CertifyMin

function that we propose later.

52



Verifying Property 2

Our verification of Property 2 depends on the conclusion of Property 1. In particular, let £, = éo be the
single root of £ on ([—7r, 7] X {—5max}) as verified above. As before, we provide a proposition that gives us
sufficient conditions to assert the conclusion of Property 2, and where verifying those conditions requires at
worst checking the sign of some £-derived function on an interval (or rectangle).

The main technique for proving that bdje, ) is the graph of a function is to note that constant-level curves
of £ are solutions to the ODE defined by its gradient. In particular, then, bd¢, ) contains such a solutions
in the rectangle of interest, since it is a subset of the zero-constant level curve of £. Thus, we can verify the
desired properties of bd¢, -] by considering the aforementioned ODE, and demonstrating that it has only one
solution in the rectangle of interest. This is the subject of the following proposition and the structure of its

subsequent proof.
Proposition 3 Let & be as above. Now suppose the following two conditions are satisfied:
(Z) %E(f()u _ﬁmam ) > 07'

(it) for all (&,8) € ([€0,7] X [~Bmaw: Bmaa]) it is the case that

0
and

(iii) there exists € > 0 and BO € [—Bmaxs Bmaz) such that

(I) v£ € [_ﬁmazvﬁo - 6] . ﬁ(ﬂ',Bo — €, ) < 0,’

(I1) VB € [Bo — € Brmad] - 35L(m, B,-) > 0.

Then bde, ] is the graph of a function, and we can define the function I on [§o, ] by graph(l) = bd(e,x-
Proof: Consider the ODE defined by:

§=—ZL(EB,)
B= HLEB,) (5.18)

The solutions to (5.18) are guaranteed to exist and be unique on [£g, 7] X [—Bmax, Bmax], since the vector field

is locally Lipschitz on that rectangle (it is differentiable). Thus, any solution of (5.18) is guaranteed to follow
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a constant-level curve of £ within this rectangle; the particular constant-level curve is decided by the value of
L for its initial condition.

As a first step, we establish two facts about the solution of (5.18) with initial condition (£, —Bmax):
1. the 8 component of this solution is strictly increasing; and
2. the solution exits [{p, 7] X [—Smax; Pmax) only through its & = 7 edge.

First note that some initial portion of this solution must be contained in [y, 7] X [—Bmax, Omax| assumption
(i) and assumption (i) applied to (£y, —Bmax). Statement 1 is thus established directly by assumption (7).
Now we establish 2. Note that the solution cannot exit via the & = £, edge because its S component is strictly
increasing. And it can’t exit the 8 = Ffmax edges either, because we have verified that £ has only one root
on each edge, (£, —fmax) and (—&p, Bmax), respectively. This leaves only the £ = 7 edge. The solution must
leave this rectangle eventually, by the exclusion of the other edges and the fact that its 8 component is
strictly increasing. Thus, it exits via the £ = 7 edge.

The final conclusion about the functionality follows if bd¢, ) if bd[¢, »] corresponds exactly to the single,
unique solution described above. To verify this, we need to verify that there is a single root of £ along the
& = 7 edge, much as we did to verify Property 1; this is made possible by assumption (i), items (1)-(1I). O

As in the case of Proposition 2, the conditions of Proposition 3 are conditions that can be checked using

the CertifyMin function that we will propose subsequently.

Verifying Property 3

We verify Property 3 starting from the assumption that verifications of Property 1 and Property 2 were
successful. In particular, we assume a function [ with domain [£y, 7] that defines the lower boundary of the
set Ry, ,, and which is characterized entirely by £(&,(£),-) = 0.

Since [ corresponds exactly to such a constant-level contour, we can use derivatives of £ to compute the

derivative of [ with respect to &. That is if we define

8£F,a,ér /86

Y€ B) = " 0Lrae OB

(& 8) (5.19)

then I'(§) = /(& 1(€))-

By extension then, it is possible to derive the second derivative of [ using £ if we define:
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so that ["(£) =" (&,1(§)). This gives us an obvious sufficient condition for the concavity of [.

Proposition 4 Suppose that & and graph(l) £ bdie,,x] as above. If for all (£, 8) € [£0, 7] X [~Bmazs Bmas]

we have that

7§, 8) <0 (5.21)

then | is concave.

Proof: Direct from the calculations above. O

5.4.2 Additional Notation

Throughout the rest of this section we will use the following notation:

Lo, (X, B) £ Viheo(X) - fxpm(x: (8,a))

sin(€/2) sin(8) + M) . (5.22)

r2

:v<2.;,r81n(§/2)sin(§_ﬁ)+ 2.;7.&

Where fxpwm is the right-hand side of the ODE in (5.1) and the variable a is merely a placeholder, since the

(5.22) doesn’t depend on it at all. In particular, (5.22) has the following relationship with (5.12):

EF,U,ET (5; 6, U) = gf,o‘,ér ((rmin(g)v &, ’U), ﬂ) (523)

Moreover, we define the following set:

Ch.

7,0

£ =00 [AX) 20 A 0 <0 < v, (5.24)

which is the subset of the zero-level set of h;, that is compatible with our assumption that 0 < v < vpax

(see Problem 5).

5.4.3 Proof of Theorem 1

We prove the first claim of Theorem 1 as the following Lemma.

Lemma 1 Consider any fixed parameters 7, £,., o and Upqee > 0. Furthermore, define

Ko £ max({1,1/7}) - (& +2). (5.25)
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Now suppose that hr s is as in (5.7), and ., is as in (5.9) with K is chosen such that K > K .

Then for each (§,v,8) € [—m, 7] X (0, Vmaz] X [—Bmazs Bmaz), the function

Lﬁvvaﬁ re [Fv OO) — $F70’7Z7‘ ((7”, 3 ”U), ﬂ) + 0w, (hf,a((ra 3 ”U))) (526)

is increasing on its domain, dom(Lg¢ , g) = [F, +00).
Remark 2 Note the relationship between the function Le¢ , 5 in (5.26) and the function used to to define

Ry, in Corollary 1. That is the set that we are interested in characterizing in Theorem 1.

Proof: We will show that when K > K5, each such function L¢ , g has a strictly positive derivative on its

domain. In particular, differentiating L¢ , g gives:

0 0
EL&U,B (T) = E [XF,U,ZT ((Tv ga U)? 6) + a’Umax(h’F,U((Ta 57 ’U)))]

=v (—# sin(¢/2)sin(§ — B) — 2C°S(53_B)> — P

2 v (_ fod - r%) + K"Uénax. (5.27)

277 r

To ensure that this derivative is strictly positive, it suffices to choose K such that

2 K- max
v (20 - ) p o tmax s, (5.28)

STy r3 r

For this, we consider two cases: ¥ < 1 and 7 > 1.

When 7 > 1, then 1/r3 < 1/72 for all » > 7. Thus it suffices to choose K such that

v o
K> (— 2) , 5.29
- Umax 2.7 + ( )

which is assured under the assumption that v € (, Vpax] if

g

K >
= 3.

+2. (5.30)

=

Now, when 7 < 1, choosing K according to (5.30) ensures that (5.28) is true for all » > 1. Thus, we also

have to ensure (5.28) holds for # < r < 1. But in this case, 1/r% > 1/r2, so (5.28) will be satisfied if

(% + 2) . (5.31)

=
vV
S
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Thus, the desired conclusion holds if we choose K > K , as defined in the statement of the lemma. O

Now, we have the prerequisites to prove Theorem 1.

Proof: (Theorem 1) The first claim of Theorem 1 is proved as Lemma 1. Thus, it remains to show that for
any x = (,&,v) € Cp,., with v € (0, Umax] — that is x € C~hm — we have that (5.11) holds. However, this
follows from Lemma 1.

In particular, choose an arbitrary x' = (1/,&',v') € C~hm, and choose an arbitrary «' = (8',d’) €
Ry, , ((rmin(€'),£',v")); as usual we will only need to concern ourselves with the steering control, 5’. First,

observe that by definition:

(8,d) € Rn,, ((rmin(€), €' 0"))

= gf,a,h((rmin(gl)agla 1/), »B/) F Qypan (hf,a((rmin(gl)zflvvl))) > 0. (532)

However, the conclusion of this implication can be rewritten using the definition (5.26):

(ﬂ/7a/) € Rhf,a((rmin(§/)7glvvl)) = Lﬁ’vv’ﬁ’(rmin(gl)) 2 0. (5'33)

We now invoke Lemma 1: since ryin (') > 7 by construction, Lemma 1 indicates that L¢r o g is strictly
increasing on the interval [rmin(§),7’]. Combining this conclusion with (5.33), we see that L¢/ v g/ (1) > 0.

Again using the definition of L/, g in (5.33), we conclude that

L, (1, €0), 8') + v (B o (17, €,07))) 2 0. (5.34)

Thus, we conclude that (8’,a’) € Ry, (x’) by the definition thereof (see the statement of Theorem 1). Finally,

since X’ and w’ were chosen arbitrarily, we get the desired conclusion. O

5.4.4 Proof of That a Barrier Function Exists for Each KBM Instance

For hr, and o, to be a useful class of barrier functions, it should be that case that at least one of these
candidates is in fact a barrier function for each instance of the KBM. We make this claim in the form of the

following Theorem.

Theorem 2 Consider any KBM robot with length parameters €, = {y; mazimum steering angle 6y, .. ; and

mazximum velocity Vimq, > 0. Furthermore, suppose that the following two conditions hold:
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(i) Bmae < /2, or equivalently, 67, < T;
(ii) 3 (o(1 = o)y + oF)sin(F + Z32) sin(Bpas) > 2; and

Then for every x = (r,§,v) such that 0 < v < vy the set Ry, (X) is non-empty. In particular, the

feedback controller (interpreted as a function of & only):

_ﬁmaz 6 < —e€
T f = f g S [_67710,1:76771(11:] <535)
ﬂmaz 5 > €

18 safe.

Remark 3 Note that there is always a choice of ¥ and o € (0,1) such that condition (ii) can be satisfied. In

particular, it suffices for ¥ and o to be chosen such that:

(/1) (5.36)

<o

sin(Bmaz) Sin(7/4 + Bimaz/2) ~

Thus, by making T large enough relative £,., it is possible to choose a o € (0,1) such that the inequality (5.36)
holds, and (1) is satisfied.

Proof: (Theorem 2) As a consequence of Theorem 1, it is enough to show that Ry, ((Tmin(§),&; Ymax)) is
non-empty for every ¢ € [—m, 7.

The strategy of the proof will be to consider the control f = m(£), and verify that for each y = (r,&,v) €
Ch.

7,0

such that £ € [0, 7], we have:

EF,O’,ZT (§77T(§)) > 0. (537)

The symmetry of the problem will allow us to make a similar conclusion for £ € [—, 0].

We proceed by partitioning the interval [0, 7] into the following three intervals:

I = [Oa Bmax]a P = (Bmaxa 7T/2 + 5max]a I3 £ (7T/2 + ﬂmaxa ﬂ—]-

and consider the cases that £ is in each such interval separately.
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Case 1 £ € I1: In this case, w(§) = &, and £ < Bnax < 7/2 by assumption. It is direct to show that:

cos(& — m(€)) = cos(0) >0 (5.38)

and

sin(£/2) sin(§ — w(€)) = 0. (5.39)

Hence, the cos term in (5.12) can be lower bounded by zero, and the first term in (5.12) is identically zero by

(5.39). Thus, in this case, (5.12) is lower bounded as as:

Lo, (6, ) > T2 2 0ATE)) (5.40)

which of course will be greater than zero since £ € I1 = [0, Bmax] With Bmax < 7/2 by assumption (7).

Case 2 £ € I: In this case, 7(§) = Bmax. Thus, for £ € Iy, we have that:

€08(€ — Bmax) >0 (5.41)
sin(€/2) sin(§ — Pmax) > 0 (5.42)
sin(€/2) sin(Bmax) > 0. (5.43)

Consequently, (5.37) is automatically satisfied, since all of the quantities in the Lie derivative are positive.

Case 3 ¢ € I5: In this case, m(§) = Pmax as in Case 2. However, the cos term is now negative in this case:

0 > cos(& — Bmax) > - (5.44)
T
Thus, since the other two terms are positive on this interval, we need to have:
sin(H(E + Bunae)) (0(21_;2@ sin(r — 8) + 52 sin(ﬁ)) >4 (5.45)

This follows because on I, sin(%) > sin(3(5 + Bmax)) and sin(€ — Buax) > sin(m — Brax); i.e. we substituted

the lower and upper end points of I3, respectively. Noting that sin(m — Bpax) = sin(Bmax), we finally obtain:

SIn(2 (2 + Bunax)) $in(Bmax) (0(1;0) + 2T ) > 1. (5.46)
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The preceding is just another form of (ii) so we have the desired conclusion in (5.37).
The conclusion of the theorem then follows from the combined consideration of Cases 1-3 and Theorem 1

as claimed above. O

CertifyMin and the Shield NN Verifier

We have listed a number of conditions, which when verified together, are sufficient to prove that a particular
set of parameters leads hr, to be a barrier function for the KBM. Furthermore, each of these conditions
involves asserting that £ or its derivatives are strictly positive or negative on an interval or a rectangle.
Since L is composed of relatively simple functions, it is possible for a computer algebra system (CAS) to
not only obtain each of these verification functions automatically, but to further differentiate each of them
once more. Thus, we can combine an extra derivative with the Mean-Value Theorem to verify each of these

individual claims. We describe this procedure as CertifyMin below.

5.4.5 ShieldNN Synthesizer

Given a verified barrier function, recall that synthesizing a ShieldNN filter requires two components: 44
and V. That is 44, chooses a safe control for each state, and A4 overrides any wunsafe controls with the

output of 445.

Design of 4%,. This task is much easier than it otherwise would be, since the ShieldNN verifier also

verifies the safe controls as lying between the continuous functions max{—_max, [} and min{Smyax, u}

where [ and is concave and u(§) = —[(=¢). In particular, then, it is enough to design 44 as any neural

network such that

max{—SBmax, [} < M5 < min{Bunax, u}. (5.47)

This property can be achieved in several ways, including training against samples of max{—/fmnax, [} for

example. However, we chose to synthesize 44) directly in terms of tangent line segments to [ (and thus

exploit the concavity of ). A portion of just such a function .44} is illustrated by the orange line in

Fig. 5.3.
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Algorithm 2: CertifyMin.

input :function f(&,3) that is either £ or one of its derivatives; &-interval [, &y]; S-interval [Be, Br);
a sign s = +1. Either £ = &, or 5, = 8, may be true but not both.
output:N _est

1 function CertifyMin(f, &:,&n, Be, Br, S)

2 Df < SymbolicGradient (f)
3 if Ez = fh then
4 ‘ DfNorm < SymbolicNorm(SymbolicGetComponent (Df, 5))
5 else if B, = (5}, then
6 | DfNorm < SymbolicNorm(SymbolicGetComponent (Df, £))
7 else
8 ‘ DfNorm <« SymbolicNorm(Df)
9 end
10 gridSize + 1
11 refine < True
12 while refine do
13 gridSize «+ gridSize/10
14 refine < False
15 for (¢, ') in GridIterator (gridSize,&s &y, Be, Br) do
16 if s- f(¢,5') <0 then
17 | return False
18 else if s- f(¢, ') < \/2- gridSize - DfNorm(¢’, ') then
19 refine < True
20 break
21 end
22 end
23 end
24 return True
25 end
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Design of 4. Since the value of 44 is designed to lie inside the interval of safe controls, the function
N, can itself be used to decide when an unsafe control is supplied. In particular, using this property

and the symmetry u(§) = —[(—¢), we can simply choose

MV B — min{max{ (), 8}, — o (—5)}. (5.48)

Note: in this construction, the closer 444 approximates its lower bound, max{—Bmax, [}, the less intrusive

5

the safety filter will be. Two constant-¢ slices of such a 44 are shown in Fig. 5.3

5.4.6 Extending Shield NN to Multiple Obstacles

In this section, we consider the general case of multiple obstacles in the environment. We propose two
approaches: 1) a Single-Obstacle Safe-Action (SOSA). 2) a Multi-Obstacle-Safe-Action (MOSA) approach

which is described in Algorithm 3.

SOSA

We start by sorting the detected obstacle states during runtime according to their distances r from the vehicle.
Then, we choose the closest obstacle and directly apply the synthesized ShieldNN 44 to the controller
steering action in order to generate safe steering control actions that are safe considering only the current

closest obstacle to the vehicle.

MOSA

The goal is to search inside the state-action space for an action that is safe for all detected obstacles in the
environment. Let = = {&1,&s,...{n} is the list of angles £ for all detected obstacles sorted by the closest to
the furthest obstacle to the vehicle. First, we get the lower and upper bounds of the safe action interval for
each &; as follows: i) if & > 0, then the corresponding safe action interval is [—fBmax, 40 (€)] otherwise, the
safe action interval is [—fBmax, —o(—£)]. This is due to the symmetry of the boundary between safe and
unsafe regions as shown in Fig. 5.2. Second, we find the common safe action interval between all detected
obstacles by getting the intersection of these intervals. If the intersection is an empty interval, this means
that we cannot find an action that is guaranteed to be safe for all detected obstacles. In that case, we fall
back to SOSA, generate a safe action considering the closest obstacle A#(E[0]) and raise a flag indicating
that no safe action can be found. If the unsafe controller is a learning based controller (e.g. a neural network),

the unsafe action flag is used to train the unsafe controller on avoiding moving the vehicle to a state where
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no common safe action for all detected obstacles can be found. In case we find an intersection interval, we

generate a safe control action 8* inside the intersection interval that is closest to the input unsafe action 5.

Algorithm 3: MOSA.
input :Array E contains the list of £ angles for all detected obstacles sorted by the closest to
furthest from the vehicle, 3, Bmax, o, N
output : 8*, SafeAction

1 function MOSA(E, B, Bmaz, N0, N

2 SafelntervalsLBs, SafelntervalsUBs <— new Array
3 foreach ¢ € E do

4 if ¢ > 0 then

5 SafelntervalsLBs.insert (444(€))

6 SafelntervalsUBs.insert (8,,44)

7 else

8 SafelntervalsLBs.insert (—f3,,42)

9 SafelntervalsUBs.insert (444(§))
10 end

11 IntersectionLB + max(SafelntervalsLBs)
12 IntersectionUB <+ min(SafelntervalsUBs)
13 end

14 if IntersectionUB > IntersectionLB then

15 SafeAction < true

16 if B € [IntersectionLB, IntersectionUB] then
17 | B«

18 else if 5 > IntersectionUB then

19 ‘ B* < IntersectionUB

20 else

21 | B* < IntersectionLB

22 end

23 else

24 | B« MV(E[0], B), SafeAction < false
25 end

26 return 5*, SafeAction
27 end

5.5 ShieldNN Evaluation

We conduct a series of experiments to evaluate ShieldNN’s performance when applied to unsafe RL controllers.
The CARLA Simulator [125] is used as our RL environment, and we consider an RL agent whose goal is to
drive a simulated vehicle while avoiding the obstacles in the environment. The goals of the experiments are

to assess the following:
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1. The effect of ShieldNN when applied during RL training (Experiment 1) in terms of the average collected

reward, obstacle avoidance, etc.
2. The safety of the RL agent when ShieldNN is applied after training (Experiment 2).

3. The robustness of ShieldNN when applied in a different environment than that used in training

(Experiment 3).

4. The effect of applying SOSA and MOSA aproaches on the RL agent in case of having an environment

with multiple obstacles in terms of safety (Experiment 4).

RL Task: The RL task is to drive a simulated four-wheeled vehicle from point A to point B on a curved
road that is populated with obstacles. The obstacles are static CARLA objects randomly spawned at different
locations between the two points. We define unsafe states as those in which the vehicle hits an obstacle. As
ShieldNN is designed for obstacle avoidance, we do not consider the states when the vehicle hits the sides of
the roads to be unsafe with respect to ShieldNN. Technical details and graphical representations are included
in the Supplementary Materials.

Reward function and termination criteria: If the vehicle reaches point B, the episode terminates,
and the RL agent gets a reward value of a 100. The episode terminates, and the agent gets penalized by a
value of a 100 in the following cases: when the vehicle (i) hits an obstacle; (ii) hits one of the sides of the
road; (iii) has a speed lower than 1 KPH after 5 seconds from the beginning of the episode; or (iv) has a
speed that exceed the maximum speed (45 KPH). The reward function is a weighted sum of four terms, and
the weights were tuned during training. The four terms are designed in order to incentivize the agent to keep
the vehicle’s speed between a minimum speed (35 KPH) and a target speed (40 KPH), maintain the desired
trajectory, align the vehicle’s heading with the direction of travel, and keep the vehicle away from obstacles.

Formally, the reward function is defined as:

R(S) = Ws * RSpeed + Wc * RCentering + Wa * RAngle + Wd * RDiStTOObSt,
where:

v

Vimin ’ U < Umin
— v
RSpeed - 1- mmetv UV > Vtarget
Vmazx 9
1 otherwise
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Figure 5.5: RL Task: Goal is to drive the vehicle from point A to point B without hitting random obstacles

(the blue circles) spawned along the route
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Figure 5.6: Integration Framework of ShieldNN with PPO inside a CARLA simulator Environment.

Figure 5.7: Environment Setup and Integration Framework
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v is the current vehicle’s speed, d. is the current lateral distance between the center of the vehicle and the

track, a. is the current angle between the heading of the vehicle and the tangent of the track’s curvature,
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r is the distance between the center of the vehicle and the nearest obstacle, r = 0 if obstacle doesn’t exist,
lmaz = 10m, "mae = 20M, Vpmin = 35K PH, Vpar = 45K PH, viqrget = 40K PH.

Integrating ShieldNN with PPO: We train a Proximal Policy Optimization (PPO) [126] neural
network in order to perform the desired RL task. To speed up policy learning as in [127], we encode the front
camera feed into a latent vector using the encoder part of a trained 8-Variational Auto-Encoder (8-VAE). As
shown in Fig. 5.6, the encoder takes 160x80 RGB images generated by the simulated vehicle’s front facing
camera and outputs a latent vector that encodes the state of the surroundings. The inputs to the PPO
Network are: The latent vector [z1, ..., Z4im], the vehicle’s inertial measurements (current steering angle (5?,
speed v and acceleration a) and the relative angle £ and distance r between the vehicle and the nearest
obstacle. The latter two measurements are estimated using an obstacle detection module that takes the
vehicle’s LIDAR data as input. In our experiments, we assume we have a perfect obstacle detection estimator
and we implement it by collecting the ground truth position and orientation measurements of the vehicle and
the obstacles from CARLA then calculating £ and r. The PPO network outputs the new control actions:
Throttle ¢ and steering angle 6. We omit using the brakes as part of the control input vector, as it is not
necessary for this task. However, the RL agent will still be able to slow down the vehicle by setting the
throttle value to 0 due to the simulated wheel friction force in CARLA. The throttle control action ¢ gets
passed directly to CARLA, while the steering angle control action gets filtered by ShieldNN. The filter also
takes £ and 7 as input and generates a new safe steering angle 5}. To train the VAE, we first collect 10,000
images by driving the vehicle manually in CARLA along the desired route with obstacles spawned at random
locations and observing different scenes from different orientations. We train the VAE encoder with cross
validation and early-stopping. Then, after convergence, we visually inspect the reconstructed image to test
the accuracy of the VAE encoder.

ShieldNN Parameters: The ShieldNN filter is synthesized according to Section 5.4 with the parameters

7 =4 m,o = 0.48 and KBM parameters 6y = 7/4,lf =1, = 2m, and vpmax = 20m/s.

5.5.1 Experiment 1: Effect of ShieldNN During RL Training

The goal of this experiment is to study the effect of applying ShieldNN to an RL agent during training. We
train three RL agents for 6000 episodes each in order to compare (i) the collected reward and (ii) the obstacle
hit rate after an equal number of training episodes. The three agents are characterized as follows: Agent 1 is
trained with no obstacles and without the ShieldNN filter in place (Obstacles OFF + Filter OFF); Agent 2 is

trained with obstacles spawned at random but without ShieldNN in place (Obstacles ON + Filter OFF); and
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Figure 5.10: Results of Experiment 1, evaluation of effect of ShieldNN during training.

Agent 3 is trained with obstacles spawned at random and with the ShieldNN filter in place (Obstacles ON +
Filter ON).

When obstacles are not present (Agent 1), the RL agent quickly learns how to drive the vehicle, as
indicated by the rapid growth in the reward function shown in Fig. 5.8. When obstacles are present but
ShieldNN is not used (Agent 2), the RL agent’s ability to learn the task degrades, as indicated by a 30%
reduction in collected reward. However, when obstacles are present and the ShieldNN filter is in place (Agent
3), the agent collects 28% more reward on average than Agent 2, and collects a similar amount of reward to
Agent 1. This is an indication that ShieldNN filters improves the training of the system by reducing the
number of episodes that are terminated early due to collisions.

Similar behavior can be observed in Fig. 5.9, which shows the obstacle collision rate (averaged across
episodes). This figure shows that Agent 2 is slowly learning how to avoid obstacles, since its average obstacle
collision rate decreases from 80% to 47% in 60000 episodes. However, Agent 3, which uses ShieldNN during
training, has an obstacle collision rate of almost zero. In total, Agent 3 suffers only three collisions across all
60000 episodes. We believe that these three collisions are due to the discrepancy between the KBM and the

dynamics of the vehicle used by the CARLA simulator.
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Training Testing Experiment 2 Experiment 3A
Config | Obstacle | Filter | Filter | TC%' | OHR%? | TC%' | OHR%?
1 OFF OFF OFF 7.59 99.5 27.53 79.5
2 OFF OFF ON 98.82 0.5 98.73 0.5
3 ON OFF OFF 94.82 8.5 71.88 34
4 ON OFF ON 100 0 100 0
5 ON ON OFF 62.43 44 50.03 60
6 ON ON ON 100 0 100 0

L' TC% := Track Completion % 2 OHR% := Obstacle Hit Rate %

Table 5.1: Experiment 2 & 3, evaluation of safety and performance with and without ShieldNN.
5.5.2 Experiment 2: Safety Evaluation of Shield NN

The goal of this experiment is to validate the safety guarantees provided by ShieldNN when applied to non-safe
controllers. To do this, we evaluate the three trained agents from Experiment 1 in the same environment they
were trained in, and with obstacles spawned randomly according to the same distribution used during training.
With this setup, we consider two evaluation scenarios: (i) when the ShieldNN filter is in place (ShieldNN
ON) and (ii) when ShieldNN filter is not in place (ShieldNN OFF). Table 5.1 shows all six configurations of
this experiment. For each configuration, we run 200 episodes and record three metrics: (i) the minimum
distance between the center of the vehicle and the obstacles, (ii) the average percentage of track completion,
and (iii) the percentage of hitting obstacles across the 200 episodes.

Fig. 5.11 and 5.12 show the histograms of the minimum distance to obstacles for each configuration. The
figure also show two vertical lines at 2.3 m and 4 m: the former is the minimum distance at which a collision
can occur, given the length of the vehicle, and the latter is the value of the safe distance 7 used to design the
ShieldNN filter. Whenever the ShieldNN was not used in the 200 testing episodes (ShieldNN OFF, Fig. 5.11),
the average of all the histograms is close to the 2.3 m line indicating numerous obstacle collisions. The exact
percentage of obstacle hit rate is reported in Table Table 5.1. Upon comparing the histograms in Fig. 5.11
with those in 5.12, we conclude that Shield NN nevertheless renders all the three agents safe: note that the
center of mass of the histograms shifts above the safety radius parameter, 7, used to design the ShieldNN
filter. In particular, Agents 2 and 3 were able to avoid all the obstacles spawned in all 200 episodes, while
Agent 1 hit only 0.5% of the obstacles spawned. Again, we believe this is due to the difference between the
KBM used to design the filter and the actual dynamics of the vehicle. In general, the obstacle hitting rate is

reduced by 99.4%,100% and 100% for Agents 1, 2, and 3, respectively.

5.5.3 Experiment 3: Robustness of ShieldNN in Different Environments

The goal of this experiment is to test the robustness of Shield NN when applied inside a different environment

than the one used to train the RL agents. We split the experiment into two parts:
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Figure 5.15: Distributions of distance-to-obstacles for experiments 2 & 3, with and without ShieldNN.

Part 3-A: We use the same setup and metrics as in Experiment 2, but we perturb the locations of the
spawned obstacles by a Gaussian distribution A(0, 1.5)m in the lateral and longitudinal directions. Fig. 5.13
and 5.14 show that despite this obstacle perturbation, ShieldNN is still able to maintain a safe distance
between the vehicle and the obstacles whereas this is not the case when ShieldNN is OFF. Table 5.1 shows an
overall increase of obstacle hit rate and a decrease in track completion rate when ShieldNN is OFF compared
to the previous experiment. This is expected, as the PPO algorithm is trained with the obstacles spawned
at locations with a different distribution than the one used in testing. However, ShieldNN continues to

demonstrate its performance and safety guarantees by having almost 100% track completion rate and almost

Part 3-B: This experiment is essentially an evaluation of the ability (or not) of RL agents equipped with
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Figure 5.16: Results of Experiment 3-B, distributions of performance metrics within a completely novel
environment relative to training.

ShieldNN to generalize to novel environments. To evaluate performance in this setting, a transfer learning
task is implemented where the pretrained Agents 2 and 3 are then retrained for 500 episodes in the new
environment (compare to 6000 training episodes for the original experiments). The new environment is a city
road surrounded by buildings, as opposed to the urban highway environment used in the original training.
This modification substantially shifts the distribution of the camera feed input.

Fig. 5.16 shows the results for Configurations 4 and 6; recall from Table 5.1 in the main text that these
configurations represent when (re)training is conducted with ShieldNN OFF and ON, respectively. Note
that configuration 2 — where the original training was done in an environment with no obstacles — could not
successfully complete the track during re-training for 500 episodes nor in testing, and is thus not included in
the figure. Observe that in both configurations, the agent is still able to avoid obstacles for the 200 number
of test episodes. Furthermore, configuration 6 (both retraining and testing with ShieldNN ON), the agent
appears to behave more conservatively with respect to obstacle avoidance. In conclusion, ShieldNN still
achieves the desired safety distance on average, and achieving exactly zero obstacle hitting rates in both

cases; it also achieves track completions of 98% and 97% respectively.

5.5.4 Experiment 4: Multiple Obstacles

In order to study the effectiveness of ShieldNN in providing safety in an environment where the vehicle can
encounter multiple obstacles at the same time, we run 100 test scenarios in which we spawn multiple obstacles
at random positions that are close to each other along the path of the vehicle. We compare between four
variants based on a pretrained RL agent from Experiment 1 (Agent 2): 1) No filter, 2) SOSA filter; filtering
PPO steering controls based on the closest obstacle to the vehicle. 3) MOSA,; filtering PPO steering controls
based on all detected obstacles. 4) MOSA plus penalizing the RL reward function with the unsafe action flag.
This should disincentivize the RL agent from generating control actions that make the vehicle reach a state
where MOSA cannot output a steering control action that is safe for all obstacles. We retrain the RL agent

for 2000 episodes on scenarios that are different from the test scenarios. Then, we run the test scenarios with
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OHR% | TC%
No Filter 90 66
SOSA 22 73
MOSA (Before Retraining) | 14 65
MOSA (After Retraining) | 4 64

Table 5.2: Experiment 4: Multiple Obstacles Scenarios. SOSA, single-obstacle safe action; MOSA, multiple-
obstacle safe action; OHR, obstacle hit rate; TC, track completion

MOSA ON after retraining. As shown in Table 5.2, using the naive approach (SOSA) reduces the obstacle
hit rate significantly by 75% compared to the case when no filter is applied. Applying the proposed MOSA
algorithm further reduces the obstacle hit rate by 36%. The trained RL agent with MOSA applied had the
lowest obstacle hit rate of 4%. This shows that the RL agent is able to learn to avoid driving the vehicle into
states where no safe action exists for all obstacles. Training the RL agent for more episodes does not improve
obstacle hit rate results further. We notice that track completion percentage is relatively low for all test runs
which is expected due to the fact that trying to avoid hitting multiple obstacles spawned randomly in the
environment will cause the vehicle to move out of bounds of the track since ShieldNN only filters the steering

control input.

5.6 Discussion

Question 1: Why is ShieldNN is different from other CBFs? The main distinction between ShieldNN
and other CBF approaches can be summarized succinctly: Shield NN does not design a controller at all,
much less a single safe controller. Rather, ShieldNN designs one NN component that can be used to enforce
safety on any controller, no matter how that controller was designed. This architecture gives ShieldNN two
unique capabilities: (i) ShieldNN can be immediately applied to a black-box controller; and (ii) Shield NN
can be employed during RL training of a controller, a situation where the (learned) controller is constantly
changing. In particular, optimization-based approaches — that encode the CBF as a constraint in the
numerical optimization problem — cannot directly be used for the setup in the experimental section where
the controller processes data collected from cameras and LiDARs to train a neural network.
Question 2: Since ShieldNN is based on the simple KBM model, will ShieldNN still work for
real-world scenarios? We address this concern in two ways.

1) Several empirical studies have evaluated the effectiveness of designing controllers for actual four-wheeled

vehicles, using only the KBM as a model for their dynamics [20]. By means of experimental data collected
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from vehicles on a real-world test track, this reference showed evidence that the KBM is actually a viable
approximation to real-vehicle dynamics with regard to controller design.

2) We validated our approach using CARLA, a simulator that simulates a much higher-fidelity dynamical
model than the KBM. Even with direct parameter matching between the KBM and the CARLA vehicle, our
simulation results show that ShieldNN was almost 100% effective at avoiding collisions in case of encountering
one obstacle at a time and up to 96% effective at avoiding collisions with multiple obstacles at a time.

Our results do not provide the same evidence of correctness for more complicated, non-KBM dynamical
models. However, we view this as a problem for future work: having established a functioning ShieldNN filter
for the KBM, we can in the future focus on bounding the errors between the KBM and more complicated
dynamical models, thereby obtaining more general evidence of correctness (and with some hope of success,
based on points 1 and 2 above).

Question 3: Are there any side effects of ShieldNN7? In our experiments, applying ShieldNN during
training had the side effect of creating a higher curb hitting rate during both training and testing, as compared
to the case when the agent was trained with ShieldNN OFF. In particular, after training for 6000 episodes,
the curb hitting rate for agent 2 went from 100% down to 8%. However for agent 3 it went from 100%
down to 30%. This is due to the fact that ShieldNN forces the vehicle to steer away from facing an obstacle
which, in turn, increases the probability of hitting one of the sides of the road. This side effect suggests
the possibility for future research in generalizing ShieldNN to provide safety guarantees against hitting

environment boundaries as well.
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Chapter 6

Conclusion

In this thesis, we have explored the impact of cyber-security, wireless connectivity, and neural network based
control on the safety of autonomous systems. We have identified and significant challenges and proposed
solutions to enhance the safety and security of these systems. Our research provides insights into mitigating
cyber-security threats, ensuring safety in wirelessly connected autonomous systems, and designing provably
safe feedback controllers for data-trained autonomous vehicles.

The first part of the thesis focused on enhancing autonomous vehicle (AV) security and safety amidst
increasing cyber-security threats. We addressed the implications of applying security techniques on AV
control systems, emphasizing the need to adapt low-level controllers to maintain system safety properties.
Additionally, we developed techniques to handle safety issues arising from sensor spoofing attacks, aiming to
infer attackers’ intentions and recover compromised systems effectively.

The second part delved into the safety aspects of wireless connected autonomous systems, recognizing the
potential benefits of wireless connectivity in enhancing system performance. However, the lack of provable
safety guarantees in dynamic environments poses a significant challenge. Our research aimed to bridge this
gap by exploring methodologies to predict non-stationary wireless channels, compute worst-case performance
bounds, and plan safe trajectories for mobile vehicles, considering the interdependence between mobility,
wireless communication, and safety.

Lastly, the third part of the thesis focused on ensuring the safety of NN-controlled autonomous systems. We
introduced ShieldNN, an algorithm designed to produce safe data-trained feedback controllers for autonomous
vehicles. By incorporating a unique architecture that corrects unsafe control actions in real-time, Shield NN

offers a promising approach to enhance the safety of NN-controlled systems.
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6.1 Future Work

While our research has addressed multiple aspects of the safety and security challenges in autonomous systems,
several avenues for future work remain open:

Optimization of Cyber-Security Techniques: Further research is imperative to optimize cyber-security
techniques to minimize runtime overheads while maintaining system performance, especially in the context of
autonomous systems. Recent studies have highlighted the significant impact of cyber-security measures on
the performance of autonomous systems [128]. Exploring lightweight security mechanisms tailored specifically
for autonomous systems could mitigate the impact on control performance. For instance, techniques such as
lightweight encryption algorithms and efficient anomaly detection methods can help improve the security
posture of autonomous systems without introducing significant computational overhead [129].

Enhancing Wireless Safety Guarantees: Future research efforts should concentrate on developing method-
ologies to provide provable safety guarantees for wirelessly connected autonomous systems operating in
dynamic environments. The unpredictable nature of wireless channels poses significant challenges to ensuring
safe operation, particularly in scenarios where multiple autonomous agents interact wirelessly. This involves
predicting non-stationary wireless channels more accurately and efficiently computing worst-case performance
bounds. The adoption of state-of-the-art machine learning-based channel modeling techniques, offer promising
avenues for improving the accuracy of wireless channel predictions [130]. Furthermore, the integration of
formal methods and control techniques, such as Control Barrier Functions (CBFs), can provide mathematical
guarantees of safety for wirelessly connected autonomous systems.

Advancements in Neural Network Control: Continued exploration into enhancing the safety and reliability
of Neural Network (NN)-controlled autonomous systems is crucial for their widespread adoption. Recent
developments in NN-based control methods have shown promising results in improving the safety of autonomous
systems. Extensions to ShieldNN and its integration into various autonomous platforms with different
dynamical models could lead to more robust and dependable autonomous systems. Additionally, research
efforts should focus on developing techniques to quantify the uncertainty associated with NN-based control
decisions and incorporate them into the decision-making process. This can help improve the transparency
and reliability of NN-controlled autonomous systems, thereby enhancing their safety and trustworthiness in
real-world applications.

Safety of LLM based robots: The integration of Large Language Models (LLMs) into robotics systems
presents both promising opportunities and significant safety challenges. While LLMs offer advanced capabilities

in natural language understanding and generation, their deployment in robotic applications introduces

74



concerns regarding safety, reliability, and ethical considerations. Recent studies have highlighted potential
risks associated with LLMs in robotics, such as unintended behaviors, decision-making uncertainties, and
ethical dilemmas in human-robot interaction scenarios [131]. These concerns emphasize the importance of
developing robust safety mechanisms to ensure the safe operation of LLM-equipped robots in real-world
environments.

Future research directions in the intersection of LLMs and robotics should focus on enhancing the
interpretability and transparency of LLM-based decision-making processes. Interpretable Al techniques, such
as Explainable AT (XAI), can provide insights into the inner workings of LLMs, enabling users to understand
and trust their behavior in critical situations [132]. By integrating XAI techniques with LLMs in robotics,
researchers can enhance the explainability of robotic systems’ actions, facilitating human oversight and
intervention when necessary to ensure safety.

Additionally, the development of hybrid approaches that combine LLMs with traditional control methods
and formal verification techniques can enhance the safety and reliability of robotic systems. By leveraging
the complementary strengths of LLMs and formal methods, researchers can design robust control policies
that guarantee safety while leveraging the expressive power of LLMs for complex decision-making tasks [133].
These hybrid approaches can provide a balance between autonomy and safety, enabling LLM-equipped robots
to operate effectively in dynamic and uncertain environments while minimizing the risk of unsafe behaviors.

Furthermore, efforts to establish standardized safety benchmarks and evaluation metrics specific to LLM-
equipped robotic systems are essential for assessing and comparing their safety performance. By developing
standardized testing protocols and evaluation frameworks, researchers can systematically evaluate the safety
and reliability of LLM-equipped robots across different applications and deployment scenarios. These efforts
will facilitate the adoption of LLMs in robotics while ensuring that safety considerations remain paramount
in their design and implementation.

Addressing safety concerns associated with LLMs in robotics requires interdisciplinary research efforts
that integrate formal methods, control techniques, explainable Al, and standardized evaluation frameworks.
By developing robust safety mechanisms and transparent decision-making processes, researchers can harness
the potential of LLMs to enhance the capabilities of robotic systems while ensuring their safe and ethical

deployment in real-world environments.
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