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General Research Problem

How can dependability in cyber-physical systems (CPSs) be strengthened?

Cyber-physical systems, such as autonomous vehicles and aerospace guidance, interface

software with the physical world. CPSs are “frequently deployed in safety-critical domains, such

as nuclear or aerospace”, and thus “require a stronger form of verification” (Luckcuck, 2019).

The dependability of CPSs is partially derived from formal verification that they are safe, secure,

and reliable. The presence of software errors compromises dependability. One such type of

errors, physical semantics errors, occur when an operation a CPS program seeks to perform is

computable, but becomes either incorrect or impossible when attaching physical types and

meaning to the operation (or semantics). If errors in CPSs are found, the authority of the CPS’s

domain (e.g. FAA for aerospace systems) must ensure that those errors are resolved, otherwise,

dependability would remain compromised.

Discovering Physically Ill-Defined Operations in Cyber-Physical Systems

How can CPS engineers discover mixed-frame physical semantics errors in their programs?

CPSs are systems that interact with the physical world, but they are not necessarily

constrained by the physical domain in which they operate. For example, suppose a CPS program

erroneously adds the distances 2 feet and 3 meters together. In a CPS program devoid of physical

meaning, this would be a computable and valid operation, however, when the operation’s

physical domains are considered, this operation becomes physically meaningless, as the real

result is neither 5 feet nor 5 meters. Any operation where a CPS performs a computable but

physically incorrect operation is called a physical semantics error. Sullivan (2019) concludes that
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“major systems malfunctions have occurred due to the machine-permitted evaluation of

expressions that have no well defined physical meanings,” one such example being NASA’s

1999 Mars Climate Orbiter which was unsuccessful due to a failure to “convert from English to

metric” before launch (Hotz, 1999).

Physical semantics errors encompass more than just unit inconsistencies, which is itself a

solved problem. Among other tools, Microsoft’s programming language F# has a system called

“Units of Measure” that detects unit inconsistencies (Microsoft, 2020). To explain why detecting

unit inconsistencies is insufficient, a notion of an affine frame is necessary. An affine frame is a

collection of an origin point and basis vectors, creating a space in which definitions of other

points and vectors is possible.

In December 2019, NASA launched Boeing’s CST-100 Starliner spacecraft that planned

to dock with the International Space Station but was ultimately not successful due to a

misconfigured clock resulting in the Starliner’s autonomous instructions being offset by 11 hours

(Chang, 2019). What occurred was precisely a physical semantics error due to both CPSs

performing operations in different affine frames, as their time origins differed. This incident

highlights why same-frame verification is a more complete model for CPS formalisms than

same-unit verification.

I will be partnering with Ben Ascoli, an independent research undergraduate, and we will

be working with Professor Kevin Sullivan in the Computer Science department. Our primary

goal is to extend the existing same-frame verification system, called Peirce, by integrating

physical units as a means to define affine frames. We will be using a proof assistant called Lean

for most of the project. When a CPS program is given to Peirce for the purpose of physical

semantics verification, Lean code will be auto-generated based on the operations performed in
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that program and the user-provided physical domains of each operation. If the CPS performs any

mixed-unit or mixed-frame operations, the generated Lean code will fail to compile. Our

extension to Peirce will be successful if mixed-unit operations, which create mixed-frame

operations, are identified by Peirce. If successful, the next step would be to implement in-code

Peirce unit annotations, allowing for more seamless integration with Peirce.

A Public-Private Partnership Disaster: The Boeing 737 MAX

How have U.S. airplane manufacturers, airlines, and U.S. aviation governing bodies organized

to improve commercial aviation safety in response to the 737 MAX 8 incidents?

Soon after the Boeing 737 MAX series was introduced into commercial air travel in

2017, two of the planes crashed, killing 346 people: a Lion Air flight in 2018, and an Ethiopian

Airlines flight in 2019. FAA grounded all 737 MAX planes in March 2019. Recently, Bloomberg

(2020) interviewed the executive director of the European Union Aviation Safety Agency

(EASA), Patrick Ky. During the interview he indicated that the EASA deems the updated 737

MAX sufficiently safe and estimated that it could be back in service before the end of 2020

(Philip, 2020). In the U.S., the Federal Aviation Administration (FAA) review of the 737 MAX

remains incomplete (Levin, 2020). Yet American Airlines is poised to bring the 737 MAX back

into service in December, though it will “remain in contact” with FAA and “continue to update

its plans based on when the aircraft is certified” (Goodwin, 2020). Boeing, like the EASA, FAA,

and American Airlines, is confident in the return of the 737 MAX, stating that upon its return, it

will be “one of the most thoroughly scrutinized aircraft in history” (Boeing Communications,

2020).
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FAA regulates the manufacture, operation, and maintenance of U.S aircraft (USDOT,

2018) to “provide the safest, most efficient aerospace system in the world” (FAA, 2019). FAA

shares information with the National Travel Safety Board (NTSB) (FAA, 2012). The U.S.

Department of Transportation (USDOT) oversees FAA, and its primary objective is to ensure the

U.S. “has the safest ... modern transportation system in the world” (USDOT, 2020). In 2020,

USDOT found inadequate regulation enforcement by FAA, which put “17.2 million [Southwest

Airlines] passengers at risk” (USDOT OIG, 2020). The House Committee on Transportation and

Infrastructure (Transportation Committee), of which aviation is in its jurisdiction, also noted

inconsistencies: the second of the two 737 MAX incidents occurred “just two years and two days

after FAA had certified the new 737 derivative aircraft as safe to fly. Clearly it was not”

(Transportation Committee, 2020a).

During the approval process of the 737 MAX, FAA “shifted more authority ... to the

manufacturer itself, even allowing Boeing to choose many of the personnel who oversee tests

and vouch for safety,” creating an environment where FAA employees would face “retaliation

for speaking up” (Robinson et. al, 2019). The Transportation Committee (2020) identified that

this, as well as other “numerous oversight lapses” by FAA, “played a significant role” in the 737

MAX crashes. Fang (2020) suggests that a stricter approval process could also have geo-political

implications: “It is imperative that FAA and Boeing implement stricter regulations for the 737

MAX and future aircraft” otherwise they risk “Chinese and Russian aircraft become alternative

global standards of aviation.”

NTSB, whose primary objectives include “making transportation safer by conducting

independent accident investigations” (NTSB, 2017), found that both 737 MAX incidents were

the result of “unintended MCAS operation” (NTSB, 2019). If the 737 MAX maintained a steep
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angle-of-attack (AoA) during flight, the MCAS system would engage and correct it by pitching

down (fig. 1). NTSB (2019) found that, while the MCAS system functioned correctly,

“erroneous AoA input,” in conjunction with an ill-equipped crew who did not know how to

disengage the MCAS system, was the primary cause for both accidents.

Figure 1. How the MCAS works on the 737 MAX (Nowlin, 2019)

Boeing is the second-largest airplane manufacturer in the world by market share. As a

publicly-traded corporation, Boeing has a legal obligation to seek profit. Following the two 2018

and 2019 737 MAX accidents, Boeing’s market share suffered, allowing Airbus and

“non-Western manufacturers to fill the gap,” demonstrating how safety is a prerequisite for profit

(Fang, 2020). Some of the 737 MAX missteps can be attributed to Boeing’s rushed production of

the airplane to compete with Airbus’s A320neo, which resulted in “extensive efforts to cut costs,
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maintain the 737 MAX program schedule, and avoid slowing the 737 MAX production line”

(Transportation Committee, 2020b). In that effort, Boeing promoted the plane as being similar to

the existing Next-Generation 737 model “minimizing MAX pilot transition training,” which

“was an important cost saving for Boeing’s airline customers” and “a key selling point for the

jet” leading to more than 5,000 orders (Gates, 2019).

Airlines, including privately owned Lion Air and state-owned Ethiopian Airlines, are also

primarily driven by profit. Airlines adopted the 737 MAX into their fleets because they were

“better, lighter, and cheaper to fuel and maintain” than previous models (Topham, 2019).

Profit-seeking behavior may also come in the form of safety assurances. One such example

comes from Lion Air in 2017, when they asked Boeing for additional training resources for the

737 MAX, to which Boeing employees internally rebuked seeing the request as unnecessary

(Gelles, 2020). Following the accidents and the tarnished safety record of the 737 MAX,

deliveries halted and net orders decreased. 387 orders were nevertheless fulfilled and are sitting

dormant, waiting to fly again (Boeing, 2020).
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